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Appendix A Framework and security model

Definition 1. A certificateless threshold signature scheme consists of the following five algorithms which can be over in
polynomial time.

e Setup. When giving a security parameter A, the algorithm returns a system secret key ssk and a system public key
spk. spk is available for all interested parties while ssk is kept secret by itself.

¢ ExtractPartialPrivateKeyShare (ExtPPKS). When giving the system secret key ssk, the system public key
spk, an entity e, the number n of signers and a threshold parameter t, this algorithm generates and secretly sends the
corresponding partial private key share De; to each signer S;(1 < i < n).

e SetUserKey. When giving the system public key spk, an entity e, the number n of signers and a threshold parameter
t, the n signers jointly generate the entity public key PK. and the respective entity secret value share SV;. At last, each
signer S; holds SK¢; = (SVei, De;).-

e Sign. When giving a message M, the system public key spk, an entity e with the public key PK. and the corresponding
secret key share SK.;, each signer S; generates the respective signature share o; on M for e. After that, any signer can
recover the full signature o by combining ¢ valid signature shares.

e Verify. When giving a message M, its signature o, the system public key spk and an entity e with the public key
PK., this algorithm returns a boolean value b € {0,1}. If b = 1, ¢ is valid signature. Otherwise, o is invalid.

In this work, the above definition denotes a single-KGC CLTS scheme. When considering the fully distributed CLTS
concept, it requires that the system secret key which is not explicitly obtained by any party is generated by m distributed
KGCs in a cooperative manner. Each KGC; for 1 < ¢ < m only possesses a share ssk; related to the implicit system secret
key ssk. In fact, the values sski, sska, ..., sskm form a (k, m)-threshold secret sharing to the system secret key ssk. In
ExtPPKS algorithm, any distributed KGC personally engages in generating the partial private key share to each signer.

In our improved security model, we still consider two types attack: public key replacement (PKR*) attack and malicious-
but-passive key generation center (MKGC) attack. Besides their original attack abilities defined in previous schemes, these
attackers are allowed to corrupt up to ¢t — 1 arbitrary signers and k — 1 arbitrary malicious KGCs where ¢t and k are
threshold values used to generate a valid signature and recover the implicit system secret key, respectively. Now, we define
the following two games to capture them.

Game 1. (for PKR* attacker A;)

Init. Given a security parameter \, C invokes the Setup algorithm to initialize the system secret key ssk and the system
public key spk. spk is given to A1 and ssk is kept by itself.

Phase 1. A; is allowed to corrupt up to & — 1 KGCs. For convenience, we suppose that the corrupted KGCs are
{KGC;}iZ].

Phase 2. In this phase, A; performs the following queries adaptively.

- OReaPPE. \When A; requests the partial private key for an entity e, C invokes the ExtPPKS algorithm to generate
all the partial private key shares {D¢;}7* ; and the matching verification key shares { fvke;}?" ;, which are given to Aj;.

- OReaSV. When A; requests the secret value for an entity e, C runs the SetUserKey algorithm to obtain the secret
value shares {SVg;}_, the verification key shares {svk;}! ; and the matching public key PK.. Then, C sends all outputs
({SVei}iy, {svkei}_q, PKc) to A1. Here, C returns L if the entity public key has been updated.
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- ORerPE. When A; replaces the entity public key PK. with a new public key PK”, C performs the operation and
records this replacement.

- ©O5%9"; When A; requests a signature o on a message M for an entity e, C runs the Sign algorithm to respond {oa}0 4
to Aj. It is clear that A; is able to obtain a completed signature o on M with any ¢ valid signature share o;.

Phase 3. When A; submits the target entity e*, C runs the ExtPPKS algorithm to obtain the partial private key
shares D7}, for i = 1,2,...,n and gives D}, for i =1,2,...,k — 1 to A;. Then, A; adaptively issues a series of requests as in
Phase 2 expect OF€aPPK on the entity e*.

Forgery. A; outputs (e*, PK}, M*,0*) and eventually wins the game if the conditions hold:

1. o* is a valid signature on M* under e* with PK}.
2. A1 has never queried the oracles OS%9™ on (e*, PK}, M*).
Game 2. (for MKGC attacker Asg)

Init. C invokes Az to initialize the system public/secret keys (spk, ssk). Here, to mount an attack more easily, Az is
allowed to embed extra trapdoors in the system parameters.

Phase 1. A is allowed to corrupt up to ¢t — 1 signers. For convenience, we suppose that the first ¢ — 1 signers are
malicious.

Phase 2. Aj can adaptively query the oracles OFePPE  ORedSV and ©5i97 a5 described in Game 1.

Phase 3. When Ay submits the target entity e*, C runs the SetUserKey algorithm to obtain the secret value shares
SV fori=1,2,...,n and gives SV, for i = 1,2,...,t —1 to Aa. Then, A adaptively issues a series of requests as in Phase
2 expect OFeaSV and OFerPK on the entity e*.

Forgery. A outputs (e*, PK}, M*,o*) and wins this game, if

1. o* is a valid signature M* under e* with PK}.

2. As has never queried the oracle O™ on (e*, PK}, M*).
Definition 2. If no attackers can win the above two games with a non-negligible advantage, in a probabilistic polynomial
time (PPT), a certificateless threshold signature scheme is said to be existential unforgeability against adaptively chosen
message attacks (for short EUF-CLTS-CMA).

Appendix B Security analysis of Hu et al.’s fully distributed CLTS Scheme

In this section, we briefly review Hu et al.’s fully distributed CLTS scheme [1] and analyze its vulnerability by elaborating
two concrete attacks. In addition, we will concisely discuss the reasons why their scheme cannot be proven secure without
random oracles.

Appendix B.1 Review of Hu et al.’s CLTS scheme

Let (¢, G1,Ga,é, g) be a valid instance, where g denotes a big prime, G; and G2 denotes two g order cyclic groups, é denotes
an admissible bilinear mapping G1 X G; — G2 and g denotes a generator in G;. Moreover, two collision-resistant hash
functions, Hy, : {0,1}* — {0,1}™« and H,, : {0,1}* — {0,1}"m, can be defined and used to create identities and messages
of the desired length. In the following, all identities and messages will be assumed to be bit strings of length n, and nm,
respectively.

Setup. Let H : {0,1}* — Gi be a cryptographic hash function. Then, choose random seeds Sy, Sgo, Su/, Suy, -
Suny > Sm/s Smys - Sm,, and set h = H(Sp), g2 = H(Sg,), v’ = H(Sy), m" = H(S,,s), U = {H(Su;), ., H(Su,, )},
M = {H(Smy), - H(Sm,,, )} At last, the public parameters are params = (G1,Gz2,¢,g,h,g2,uv',U,m',M) and the
validity seeds are (S, Sgys Su/y Smsy {Su; by s {Smi b))

ExtPPKS. Let U be a bit string of length n, representing an identity and let U[i] be the ith bit of U. Define U C
{1,2,...,ny} to be the set of indices 4 such that U[i] = 1 and compute Dy = u’ [ ], ui-

(1). In order to generate a user partial private key D = (D1, D2) = (95(Du)",g"), each key generation center KGC}
performs interactively as follows:

(a) KGC; chooses two random polynomials f;(2) and g;(z) over Zp of degree t — 1:f;(2) = a0 + aj12 + ... + a—12t 71,

gi(2) = bjg + b1z + ... + bip_12871. Let z; = a;0 = fi(0). KGC; broadcasts C;; = g%ithbit for | = 0,1,...,t — 1.
KGC; computes the shares s;; = f;(j) mod p, s;.j =g;(j) mod p for j =1,2,...,n and sends sij,s;j to KGC;.

(b) Each KGC) verifies the shares he received from the other KGC's. For each i = 1,2,...,n, KGC; checks if g% h¥ii =

f;é (Cil)jl. If the verification is not passed, then KGC}; broadcasts a complaint to KGCj.

(c) Each KGC; who received a complaint from KGC; broadcasts the values s;j, s;-j. Otherwise, KGC; is disqualified.

(d) Each KGC; marks as disqualified any K GC} that either received more than t—1 complaints in Step 1(b), or answered
to a complaint in Stepl(c) with invalid values.

e) Each KGC; then builds the same set of non-disqualified KGC's Q gk gc and sets his secret share as a; = > Sii
JE€ERKGCc 7J

mod p and the value r; =3 mod p. The distributed master secret « is not explicitly computed by any

party, but it equals o = mod p. Then KGC; (i € Qxac) computes the partial private key share

. s,
J€EQKac 7t
, ileQKGC Zi
(Di1, Di2) = (95 (Dy)Tui, g"ui) and transmits to the corresponding signer S; secretly.

(2). KGCs generate the public key g1 = g and the first verification key share fvk; for i € Qxac.
(a) Each KGC; broadcasts A;; = g%it for [ =0,1,...,t — 1.
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(b) KGCj verifies the values broadcast by the other KGCs, KGC; checks if g% = f;é (Ay)3t for i € Qggo. If the

check fails for an index i, KGC); complains against KGC; by broadcasting the value s;;, s;j.
. . . — il
(c) KGC; in Qgac recovers an public parameters g1 = [[;cq, o 4j0 and foki = 9% =[l;cq, o0 ;:1(Ajl)l .
(8). After receiving the partial private key share (D;1, Dj2) from KGC;, the server S; checks if the following equation
holds: é(D;1,9) = é(Di2, Dy)é(g2, fvk;). If the check fails, the signer S; broadcasts a complaint against KGC;.
SetUserKey.
(1) To generate the user secret value SV =z € Zy, each signer S; performs interactively as follows:

(a) S; chooses two random polynomials f;(2) and g;(z) over Z, of degree t — 1: fi(2) = aio + aj1z + ... + azg—12t71,
gi(2) = big +bj1z + ... +by_12t71. Let z; = a0 = fi(0). S; broadcasts C;; = g%ithbit for I = 0,1,....t — 1. S;
computes the shares s;; = f;(j) mod p, s;j =gi(j) mod p for j =1,2,...,n and sends s;;, s;j to S;.

(b) Each S; verifies the shares he received from the other players. For each ¢ = 1,2,...,n, S; checks if g% hS;J‘ =

?;1 (Cil)jl. If the verification is not passed, S; broadcasts a complaint to S;.

(c) Each S; who received a complaint from S; broadcasts the values sj;, s;. ;- Otherwise, S; is disqualified.

(d) Each S; marks as disqualified any S; that either received more than ¢t — 1 complaints in Step 1b, or answered to a
complaint in Step lc with invalid values.

(e) Each S; then builds the same set of non-disqualified Qg and sets his user secret key share as z; = Zjer s;j; mod p.

The distributed user secret key x is not explicitly computed by any player, but it equals z = zieQS z; mod p.

3 Q N — x x o 3 N Q (= Tq
K - K T\
(2) Signers generate the user public key (PK1, PK2)(= (9%,97)) and the second verification key share svk;(= g7*) where
i € Qg, interactively as follows:
(a) Each S; broadcasts (Al(.ll)7 AEZZ)) = (g“il,g‘f“) forl =0,1,....,t — 1.
(b) To verify the values broadcasted by the other players, S; checks if g% = f;é(Agll))jl and g7 = f;é(AE.f))jl
for i € Qg. If the check fails, S; complains against S; by broadcasting the value s;;, s;j.
(c) Each server in Qg computes and opens the user public key and the second verification key share (PK1, PK3) =
(1) (2) o t—10 4(2)ys!
(Lieas 40 [jeas 40 ): svki = [ljeqq [izo (A77)" -
Sign. Let M be a bit string representing a message and .# C {1,2,...,nm} be the set of indices ¢ such that M][i], where
M][i] =1 is the ith bit of M.

(1). Each S; first picks ryi, "mi <R Zp, then computes Dy = v [[;c4, i and Dp = m/ [[;c_, ™, finally obtains
0 = (041,03, 03) = (Di1(Du)"* (D) ™4, Digg"ei, g"m?).
(2). On input o} = (0};,0},,0.5) and first verification key fvk;, each member j checks if the following equation holds:
é(071,9) = é(g2, fvki)é(Du, 0i3)é(Dm, oig).

(3). Let M|, A}, ..., A\, € Zy, be the Lagrange coefficients so that o = le X.oj. Without loss of generality, we assume that
servers {Si}ﬁ:l were used to generate the signature. Each server S; computes and publishes the partial signature
share as follows:

t

t t
2\ 2\ A
U/:(Uivaévaé):(n(agl) 17]__[(0-;2) 17]__[(0-;3) 7')'
i=1

i=1 i=1

(4). On input the partial signature share ¢’ = (01, 0%,0%), S; computes and publishes the complete signature share as
follows:

oi = ((01)", (05)"", (03)"7) = (01, 02, 0is).
(5). Onm input o; = (041,042,0;3) and second verification key svk;, each S; checks if the following equation holds:
é(oi1,9) = é(g2, svk;)é(Dy,0i2)é(Dm, 0:3).
If the check fails, S; broadcasts a complaint against S;.

(6). Let A1, A2, ..., A\t € Zp be the Lagrange coefficients so that = 22:1 Aix;. The signature of U on message M can be
computed as

t t t

o= ([T, [T(ei)*, [ [(0ia)*) = (01,02,03).

i=1 i=1 i=1

Verify. Given a signature ¢ = (01,02,03) on message M of U and the user public key (PK1,PK32), the verifier first
computes Dy, = u’ Hie% w; and Dy, = m/ Hiex/t m;, then checks if the following equations hold:

é(PKi,g91) = é(9,PK2) and é(o1,9) = é(92, PK2)é(Dy,02)é(Dm,03).

Output 1 if it is valid. Otherwise, output 0.
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Appendix B.2 Analysis of Hu et al.’s CLTS scheme

Here, we point out that their scheme is vulnerable by giving two concrete attacks and illustrate the reasons why the scheme
is not secure without random oracles.

Appendix B.2.1 PKR* attack

Without losing generality, we assume that the PKR* attacker Ay corrupt the first ¢ — 1 signers {Sz}f;% and only one key
generation center KGCy. Using the partial private key shares owned by those corrupters, A1 can recover the complete partial
private key D = ([Ti_, (Di1)i, [1:2, (Di2)*i), where A1, A2, ..., A\r be the Lagrange coefficients. Although the numbers of
the corrupters are less than their respective threshold values, A1 has been able to recover the entity partial private key.
Next, A1 picks a random secret value SV’ = 2’ from Zj; and sets (PK{, PKj) = (gz/,gf,) which are used to replace
the original public key (PK1, PK2). Now, A; can forge a new signature o for any message M under the full private key
(D, SV’) instead of the entity.

Appendix B.2.2 MKGC attack

Let Az be a MKGC attacker. Here, we will show how to launch an attack by A2 under the original security model as
follows:

Phase 1. At the beginning of system initialization, A2 honestly generates the public system parameters (G1, Gz, é,
h, g2, v/, U, m’, M) and the validity seeds (Sk, Sgy,Syus Sm/» (Su;)itys (Smy )i ), but maliciously sets the generator g
as follows: randomly chooses ¢t € Z7 and sets g = g5 = (H(Sy,))". Note that, we may need to try a few times to find a
appropriate value t.

Phase 2. In this stage, A2 impersonates an entity U* and signs a message M* under the public key (PK;,PK3). A2
chooses two random values r};, 7, from Z, and computes the signature

—1 * * * *
* * * * *t *T *7 . .
0" =(07,03,03) = (PK3" Dy “Dp™,g"™,g"™™)

where DY = ' [[;cq,« ui and D}, = m' [];c_z» mi.

*

Obviously, o* is valid since the following equations hold, where g2 = gti1

é(PK{,g1) = é(9, PK3) and é(o1,9) = é(g2, PK3)é(Dy,, 05)é(Dy,, 03).

Therefore, the MKGC can easily break the CLTS scheme as well as the underlying CLS scheme.

Appendix B.2.3  Some flaws in the security proof

In HT scheme, the system public key are generated by hashing the public seeds to prevent the MKGC attacker from setting
some trapdoor information at the Setup phase. Unfortunately, this method makes the security proof of their scheme
not be simulated without using random oracles. Specifically, if there are a collision-resistant hash function H : Z, — G
and an item g2 = g® from a CDH instance (G1,g,9%,g®), it is hard to find the matching public seed Sg, from Zj where
g2 = H(Sg,)-

Appendix C Basic CLS Scheme

Here, we give a new certificateless signature scheme and prove its security under PKR attacks and MKGC attacks based
on [2] (PIBS for short) and [3] (WS for short), respectively.

Appendix C.1 Framework

The five algorithms below which can be run in polynomial time comprise a certificateless signature scheme:

e Setup. When receiving a security parameter A, the algorithm outputs the system secret key ssk and system public
key spk. spk is available for all the other algorithms.

¢ ExtPPK. When receiving the system secret key ssk and an entity e, the algorithm outputs the partial private key
D and sends it over a secure channel to the entity.

e SetUserKey. When receiving an entity e, this algorithm outputs the secret key SK. and public key PK.. Note that,
SKe is composed of SV, and D, where SV, denotes the secret value and is picked by the entity itself independently.

e Sign. When receiving an entity’s secret key SK. and a message M, this algorithm outputs a signature o.

e Verify. When receiving a signature o, a message M and an entity public key PK,, this algorithm outputs either
“accept” or “reject” relying on the signature validity.

Like [4], two types of adversaries are taken into account in the above CLS definition. The first is a public key replacement
(PKR) attacker who knows the targeted entity secret value but cannot request the entity partial secret key. The other is a
malicious-but-passive KGC (MKGC) attacker that is allowed to embed extra trapdoors in their system parameters before
running ExtPPK, but cannot know the targeted entity secret value. For more details please refer to [4].
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Appendix C.2 Concrete scheme

Let (¢, G1,G2,é, g) be a valid instance, where g denotes a big prime, G; and G2 denotes two g order cyclic groups, é denotes
an admissible bilinear mapping G1 X G1 — G2 and g denotes a generator in Gj. Further, we pick two collision resistant
hash functions Hp,:{0,1}* x spk x PK — {0,1}"™m and H¢:{0,1}* — {0,1}"¢ to handle arbitrary messages and identities,
respectively. Note that, the cyclic groups and hash functions are publicly confirmed by all interested parties.

e Setup. First, choose random elements a1, a2, =, T1, T2, «..,Tngs Yy Y1, Y2, oy Yn,, from Z;, Then, compute g1 =
g1 ,g2 = g*2,¢' = g | E = {ei}ie, = {g%i}le,w' = v W = {wj};-l;"l = {g¥% };-Z"l. Finally, the system secret key is
ssk =(a1, a2, ', x1, T2, <.y Tng, Y, Y1, Y2, -y Ynyy, ) and the system public key is spk = (G1, G2, g, 91, 92, ¢', E,w',W, He, Hy,).

e ExtPPK. Let e be an entity and set E = Hc(e). Let & be the set of indices ¢ C {1,2,...,n.} where E[i] = 1. To
construct the partial private key D, of the entity e, pick re from Zy, at random and compute:

De:(Del, 52)7(g21(e He re Te .
I€EE

e SetUserKey. First, choose elements Be1, Be2, 2., Zel, Ze2, - Zen,, from Zy at random. Then, compute ge1 =

gBd’g g = gPe2, vl = ¢* . , Ve = {’Uej}n'” = {g®e }"’” Finally, let the secret value be SVe =(Be1, Be2; 2L, zel, Ze2,
..y Zen,, ) and the public key be PK. = (951,962, ’UE,VE) Note that, SKe = (SVe, De).
e Sign. Given spk, M and PK,, the signer sets & = {i|E[i]| = 1,i = 1,2,...,nc} where E = He(e) and .# = {j|N[j] =
1,7=1,2,...,nm} where N = Hy,,(M]||spk||PKc). Then, the signer picks 7y, from Zy at random and generates o on M for
e as follows:

o= (gﬁel H Ue]) ", H i)’ (w ! H wj)rngrevgrm)-

JEM i€E JEM

e Verify. As in the Sign algorithm, first compute the sets & and .#. Then, parse the signature o as (c1,02,03,04)
and verify the following equations:

“ ?
&(01,9) = e(ge1,ge2)é(v], [ vej 00) and é(02,9) = é(gr, g2)é(e’ [ einos)e(w’ [] wy,ou).
jeA €S jeH
Output 1 if the equations hold. Otherwise, output 0.
For simplicity, we may set ssk = a1 and SV, = Be1 because the others called implicit system secret keys/secret values are
not used in the real system. Here, we explicitly list these values to easily prove its security in the following subsection.

Appendix C.3 Security analysis

In our CLS scheme, we still consider two types classic adversaries, named PKR attacker and MKGC attacker, defined in
the previous works. For more details about these adversaries, please refer to [4].

Lemma 1. If the PIBS scheme is sound and Hp, is collision resistant, our CLS scheme is existentially unforgeable against
the PKR attacker under an adaptive chosen-message attack.

Analysis: Assuming that an attacker Ay can break our CLS scheme in an adaptive chosen-message attack, we can simulate
a PPT attacker B; who can produce a weak forgery on the PIBS scheme. Here, to consistently answer A;’s queries, B;
keeps a table T" which is initially empty in our security proofs.

Init. By picks at random two collision resistant hash functions He and Hp, from the defined hash family and returns
(PIBS.params, He, Hm) to A; as our CLS’s system public key spk.

Queries. In this query phase, B1 responds A1’s all queries involved in the corresponding security model [4] as follows:

o OReaPPK. B, runs PIBS.Extract(He(e)) to obtain the entity partial private key D, and returns it to A;.

o ORedSV: B) searches T to return the entity secret value SVe = (Be1, Be2, 25, Zel, Ze2, -y Zeny, ) If it does not exist,
By first picks nuw + 3 random values (Be1, Be2; 2, Zel, Ze2, - Zen,,) from Zj and stores them in T. Finally, By returns
SVe to A1 as the secret value for e.

o OReaPK. B gearches T to discover the entity e and returns PKe = (gel, ge2, Vb, Vel, .y Ven,, ) to A1. If it does
not exist, By first picks ny, + 3 random values (Be1, Be2, 2L, Zel, 2e2 -, Zeny,) from Zy, and then stores these values in T

Finally, By computes (gfet, gfBez, gzé, g*el, ..., g®enw) and returns it to A; as the entity public key.

e ORePPK. B, searches T to find the entity e and update its public key using a new public key PK.. If it does not
exist, Ay directly sets the entity public key to be PKY.

° OSW" Given the system public key spk, a message M and the entity public key PK., 31 first invokes PIBS.Sign
algorithm to obtain a signature (07,0}, 0%) for the message Hpm (M ||spk||PK.) on the identity He(e). Then, B1 computes
the items o1 = gﬁelﬁez (gé)zr:i ei gy = 0,03 = ol and o4 = O'é. Finally, o = (01,02,03,04) is returned to .A; as the
requested signature.

Forgery. If Ay outputs ¢* on M* for e* with PK} such that

o Hy,(M*||spk||PK}) = Hm(M]||spk||PK}) but M* # M, B; succeeds in finding a concrete collision of Hy,.

o Hp(M*||spk||PKY) # Hm(M]||spk||PK}), B1 succeeds in breaking the PIBS scheme by forging a valid signature
(03,05, 05%) for the message Hp, (M*||spk||[PK}) on an identity He(e*).

Note that, M™* is not among those queried messages under the entity e* during the Sign query phase.

Lemma 2. If the WS scheme is sound and H,, is collision resistant, our CLS scheme is existentially unforgeable against
MEKGC attacker under an adaptive chosen-message attack.
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Analysis: Here, we omit the detailed proof, but note that it is analogous to the reduction of Lemma 1.
Combining Lemma 1 and Lemma 2, we argue that the proposed certificateless signature scheme is EUF-CLS-CMA in
the standard model under the classic CDH intractability assumption.

Appendix D Single-KGC CLTS Scheme

Here, we construct a single-KGC CLTS scheme (SCLTS) from the above basic CLS scheme and demonstrate its security
without using random oracles.

Appendix D.1 Concrete scheme

Let (¢,G1,Ga2,é,g9) be a concrete instance described in Section 2. Further, pick two collision resistant hash functions
H,,:{0,1}* x spk x PK — {0,1}"™m and H.:{0,1}* — {0,1}™ to handle arbitrary messages and identities, respectively.
Note that, the cyclic groups and hash functions can be publicly verified by all interested parties.
Setup: Let g, h be two generators of G1 and log, h is unknown to any third party. First, choose random elements a1, az,
@, x1, T2, Ty, Yy YL, Y2, ooy Yny, from Z%. Then, compute g1 = g*1, g2 = g°2,¢’ = ¢* ,E = {e;}]'; = {g"i}}e,,w' =
gyl,W = {wj}?;”‘l = {g¥%i }?gl. Finally, let the system secret key be ssk =(au1, ag, ', T1, T2, oo, Tng, Yy Y1y Y2, coos Ynpn )
and the system public key be spk = (G1,Gz2, g, h,g1,92, ¢, E,w', W).
ExtPPKS: Let e be an entity and set £ = He(e). Set & to be the set of indices ¢ C {1,2,...,ne} where E[{] = 1. To
construct the partial private key share De; for the signer S;, KGC performs as follows:

(a) Choose ci1,c2,...,ct—1,¢4, ¢, oy Ch_q from Zy, uniformly at random and define G(x) = co + c1 + .. + cp_1xt7L,

G'(z) =ch + cjx+ ...+ ¢,_ z' =1 where co = 1.
(b) Compute and open T; = T'(c;, ¢}) = é(g, g2)% é(g, h)cé for : =0,1,...,t — 1 as the commitments of a1 and G(z).
(c) Pick re; from Zj at random and set Dej1 = gg(i)(e’ [Licg €))7, Deiz = g7t , Deig = G'(i) fori = 1,2,...,n. In

addition, set the first verification key share fvk.; = é(g, gg)G(” and secretly send (Dej1, Desi2, Deis) to the signer S;.

SetUserKey: All of the signers first collectively pick a generator h’ of G; where log, h' is unknown and then interactively
execute Gennaro’s DKG algorithm to initialize partial implicit secret values (Be2, 2%, zel, 2e2, -+, Zen,, ) from Z,, and the
corresponding public keys (ge2 = gﬁGQ,vé = gzé,'uel = gPel,veg = g®e2, ..., Ven,, = g*enm) from Gi.
(1) To generate the distributed secret value SV. = 9551 € G1, each signer S; performs interactively as follows:
(a) S; picks two random (¢t — 1)-degree polynomials G;(z) and G}(z) over Z3: Gi(x) = cio + ¢i1® + ... + cip—12' 7L,
’
Gi(z) =clg+ciz+...+ch_jat™1 Let Pjg = cio = G4(0). S; opens Cy = gt h/%t mod p for 1 =0,1,...t—1. S;
produces the shares P;; = G;(j), Pi/j = Gj(j) mod p for j =1,2,...,n and sends P;;, Pi/j to ;.

(b) S; checks the shares from the other signers S; by verifying the equality g% n'Pii = ?;5 (C’il)jl mod p. If the
equality does not hold for an index 7, then S; opens a complaint to S;.

(c) S; opens the values P;j;, P/

i if he receives a complaint from S;. Otherwise, S; is disqualified.

(d) S; marks as disqualified any S; that either received more than ¢t —1 complaints in Step 1b, or answered to a complaint

in Step lc with invalid values.

(e) S; owns the same non-disqualified set QUAL. and recovers their secret share Be1; = ZjeQUALC Pj; mod p and

B =5 P!, mod p. Note that, the completed secret value gﬂ‘31 is not explicitly obtained by anyone, but
eli JEQUAL. * ji e2
it equals SVe = HieQUALe 952“) mod p.
(2) Signers generate the public key ge1 = gP¢! and the second verification key share svk; = é(g, ge2)?<ti for i € QUAL,:

(a) S; broadcasts A;; = g%t for l =0,...,t — 1.

(b) S; verifies the share P;; from the other signers, S; checks if g¥ii = f;& (Ail)jl for i € QUALe. If the check fails
for an index ¢, §; complains against S; by broadcasting the values P;;, P/ i

. ~ . ~ — il
(c) S;in QUAL, computes and opens svke; = é(g, ge2)Pe1i = é(ge2, [Tjcovar. f:é (A1) ) and ge1 = [;equar, Ajo-

When receiving the partial private key share De; = (Dei1, Dei2, Deiz) from KGO, S; verifies if é(Dei1,g)é(g, h)Peis z
é(e' Tice €i> Dei2) Hf;é le‘l and é(Dei1,9) z fuki-é(e' [l;cs €ir Dei)- If the verifications fail, (Dei1, Dei2, Deis) assigned
to the signer S; is invalid. Otherwise, S; sets SKe; = (SVei, Dei1, Dei2) = (gf;”,gg;(i) (€' [Tics €))7, g"e) and PK. =
{g:hle» gel7ge2avéyve}~

Sign: Let M be a message and set N = H,, (M||spk||PKe). Set .# be the set of indices j C {1,2,...,nm} where N[j] = 1.
Each signer S; first picks rp,; from Zy, then computes Dy, = w’ Hjeﬂ wj and Dy, = v’ Hjejl vj, finally broadcasts

0; = (041,042,043, 044) = (SVe; D%, Dei1 Dy, Dego, g™ ™)
On input o;, fvk; and svk;, each participant checks if the following equations hold:

? . . ? . .
€(0i1,9) = svkei-€(Dy,044) and  é(042,9) = fvkei-é(Du,0:3)é(Dw, 044).
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If the verification does not hold, the participant opens a complaint to S;.
For simplicity, we assume that the first ¢ signers are chosen to produce the signature. Let A1, A2, ..., A\t be the Lagrange
coefficients. The signature o of M on e can be recovered as

t t t t
A A A A
0= (01,02,03,04) = (H Ulllv Halgl’ Ha’l?’l, HUMZ)
=1 =1 =1 =1

Verify: Given o = (01,02,03,04) on M for e and the entity public key PK. = {g,h., ge1, ge2, V., Ve}, the verifier first
computes Dy = €' [[;c s €i, Dw = w’ Hje//l wj and Dy, = v’ Hje/fl vj, then checks the following equations:

é(Ulvg) ; é(Qel»QcZ)é(vagél) and é(0'279) ; é(gl,gg)é(Du,Ug)é(Dw,O’4).

Output 1 if it is valid. Otherwise, output 0.

Appendix D.2 Security analysis

According to Theorem 1 in [5], we only need to prove that the underlying CLS scheme is EUF-CLS-CMA and the single-
KGC CLTS scheme is simulatable. In above section, we have demonstrated that our basic CLS scheme is EUF-CLS-CMA
in the standard model. Now, we will illustrate that our single-KGC CLTS scheme is simulatable by means of the three
following lemmas.

Lemma 3. The process of extracting private key shares is simulatable in the single-KGC CLT'S scheme.

Analysis. In ExtPPKS algorithm, we adopt Zhang et al’s verifiable secret sharing (VSS) over bilinear groups to issue
the partial private key shares for each signers. Thus, the simulator SIMgppks can be simulated in the same way as that
in [6] for the proof of Zhang et al’s VSS over bilinear groups.

Lemma 4. The process of entity key generation is simulatable in the single-KGC CLTS scheme.

Analysis. In SetUserKey algorithm, we adopt Gennaro et al’s distributed key generation (DKG) technique to generate
the corresponding public/secret value for the entity. Thus, the simulator SIMgy i can be simulated in the same way as
that in [7] for the proof of Gennaro et al’s DKG scheme.

Lemma 5. The process of signature generation is simulatable in the single-KGC CLTS scheme.

Analysis. On input the system public key spk, an entity e, a message M, the corresponding signature o, partial private key
shares (De1, De2, ..., Det—1) and secret value shares (SVe1, SVea, ..., SVer—1) of the corrupted signers, the adversary picks
Tmi € Zy, at random and computes o; = (01, 042, 0i3,044) = (SVei(v' Hje//{ v;)"mi, Deiq (v HJE//! vj)Tmi, Dejo, g"mi) for
1 <4< t—1. Using the signature o and o; for 1 < ¢ < ¢t — 1, the simulator SIMg generates o; = o/ Hf;i 0;%‘,1‘ for
j=t,t+1,...,n, with known Lagrange interpolation coefficients A; ;. The simulated o;(t < % < n) is correct and identically
distributed to the one in the real execution of the “Sign”.

Appendix E Security analysis to the fully distributed CLTS

In our single-KGC CLTS scheme, the only KGC picks and sets the system secret key, while in the fully distributed CLTS
scheme, all the distributed KGCs cooperatively generate the system secret key by adopting Gennaro et al.’s DKG scheme.
The only difference between the single-KGC CLTS scheme and the fully distributed CLTS scheme is the system secret
key generation ways. Moreover, the single-KGC CLTS scheme has been proven to be secure in the above section. Thus,
the security of our fully distributed CLTS scheme is reduced to the security of Gennaro et al.’s DKG scheme according to
Theorem 1 in [5]. For more details of the simulation, please refer to [7].

Appendix F Related works

In 2007, Wang et al. [8] introduced the primitive of certificateless threshold signature (CLTS). Meanwhile, they gave a
concrete scheme and claimed the scheme is provably secure under random oracles [9]. To prevent single point of failure,
they also brought in a clerk which distributed its system secret key to multiple KGCs. Nevertheless, it is essentially equal to
single-KGC CLTS, in the sense that the clerk itself is the bottleneck of the protocol. Before long, Xiong et al. [10] presented
a new signle-KGC CLTS scheme provably secure without random oracles. However, Yuan et al. [5] in 2010 showed that
both [8] and [10] are insecure under their respective security model. They also developed the single-KGC CLTS notions by
getting rid of the redundant distributed KGCs. In their scheme, the single KGC is in charge of generating the entity partial
private key and distributing it by the threshold secret sharing [11]. Since then, some similar single-KGC CLTS schemes
were proposed in [12-14] .

In 2010, Xiong et al. [15] reconsidered the concept of multiple distributed KGCs in single-KGC CLTS to avoid single
KGC of failure or abuse, which is named fully distributed CLTS. In this scenario, the system secret key is produced by all
distributed KGCs and each KGC only has a share of the implicit system secret key. Recently, Hu et al. [1] illustrated that
all the existing CLT'S schemes [5,8,10,12-16] are vulnerable against either malicious KGC attacks or public key replacement
attacks and gave an efficient fully distributed CLTS scheme which is claimed to be secure in the standard model.

To make it clear, we show a comparison of our CLTS schemes with existing schemes in Table F1. Here, we classify these
protocols into two types: single-KGC CLTS and fully distributed CLTS. Note that [8] and [16] were claimed to be fully

1) Clerk denotes a trusted third party who can generate any entity’s full partial private key independently.
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Table F1 Comparison between our schemes and existing protocols

CLTS Oracle Full Dist. Clerk?) PKR PKR* MKGC
WCL (8] Vv v Vv X X
XQL [10] X - X - X
YZH [5] Vv X - v - X
YCD ([16] X X v X X X

SCLTS X X - v - v
XLQ [15] X VA X X
HHW [1] X v v X X
FCLTS X v v Vv V4

distributed CLTS schemes, but as mentioned before, their protocols are essentially single-KGC CLTS schemes due to the
existence of the clerk. From the analysis given in the table, only our FCLTS is a fully distributed CLTS scheme provably
secure without using random oracles and can resist all the three types of attacks. In the meantime, as an intermediate
result, our SCLTS is also the only single-KGC CLT'S protocol that can be proven to be secure in the standard model.
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