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Dear editor,

Because of reasonably short length, easily created
keys, high speed, low memory requirements and
potential resistance to quantum attack, NTRU be-
comes one of the most popular public-key encryp-
tion systems and has drawn considerable atten-
tion. Motivated by [1-9], we devote to construct-
ing a class of lower dimension lattices, called the
IN-Lattice, and proposing a new lattice attack on
NTRU cryptosystem.

Notions and NTRU problem. Let Z be the in-
teger ring and Zg be the residue class ring Z/qZ.
We use bold letters to denote vectors in row nota-
tion. If v is a vector, then the i-th entry of v is
denoted by v; and the length of v is the standard
Euclidean norm.

Definition 1 (Lattice). Given n linearly inde-
pendent vectors by, b, ..., b, € R™, the lattice £
generated by them is defined as

L (b, by, ..., b,) = {Z:pibﬂxi € Z}.
=1

The rank of the lattice is n and its dimension is
m. by, by, ..., b, is a basis of the lattice.

For natural numbers ¢ and j with i < 7, [i : j]
is the set of integers {i,i+ 1,...,j}. Particularly,
[1: j] is denoted by [j]. [r] represents the ceil of
a ration number r. The NTRU problem can be
described as follows.
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Definition 2 (NTRU problem [6]). The NTRU
problem is defined by four parameters: a ring R
(of rank N and endowed with an inner product), a
modulus ¢, a distribution D, and a target norm 7.
Precisely, NTRU(R, ¢, D,7) is the problem of,
given h = [gf'], (conditioned on f being in-
vertible mod ¢) for f,g < D, finding a vector
(z,y) € R? such that (z,y) # (0,0) mod ¢q and
of Euclidean norm less than 7v/2N in the lattice

LM = {(z,y) st. he —y =0 mod q¢}. (1)

In this letter, the distribution D is uniform dis-
tribution in set £ (d, d2) which contains all poly-
nomials with d; coefficients equal to 1, dy coeffi-
cients equal to —1, and the rest 0. Our target is
to find valid private keys in certain lattices.
Definition 3 (RHF). The root Hermite factor
of a basis B is defined as

o 1/ dim(L)
5 (B) = (|Ib1]|/ det (£ (B) ™)) ,

where by is the shortest vector in B.

It is well-known that BKZ reduction with bigger
blocksize outputs more reduced basis with smaller
RHF. x denotes the multiplication in R, then f x g
can be represented by

ho hi - hy—1
h,N,1 h() e hN*Q
(for e fvn) | = fH.
hi hs - hg
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We rewrite the circular matrix of i as follows:
H: (hg’hrlra'--ahﬁfl)7 (2)

where h} (0 <i < N — 1) is the i-th column vec-
tor in H.

Let v = (vo,v1,...,vn—1) € ZY. Then we de-
fine v's() = (U1, Vig1, ..., v—1) as cycle leftshift of
v by [ positions.

New lattice attack. With those notions above,
we can define a new class of lattice.

Definition 4 (The IN-Lattice). Guessing a sub-
set I of [N] such that g;4x is 0 for all i € I, where k
is a constant integer belonging to [N]. Let t = #1.
An IN-Lattice Ly with size t is defined by

Lr={xcZN:Vicl, x-h; =0 mod q}.

Remark 1. The definition of the IN-Lattice does
not depend on the assumption that H is a circular
matrix. Thus, our attack can still work when H
is not a circular matrix. Moreover, it should be
noted that the IN-Lattice cannot be obtained by
simply deleting some columns in NT'RU-Lattice.

Since the runtime of the lattice reduction al-
gorithm is exponential with the lattice dimen-
sion, as for IN-Lattice, dim (L;) = N is relative
small, £; can be reduced more efficiently. One
new lattice attack against NTRU is introduced in
Algorithm 1.

Algorithm 1 IN-Lattice attack

Require: Fixed N, g¢q, dg,
Prob(f*(%) € Lp);
Ensure: A valid private key f’;
1t 2
2: while t < N do
3: count < 1;
4:  while count <= [1/Prob(f!**) € £)] do
5: Randomly choose a subset I of [N] such that

h and the probability

#1 =1

6: Construct an IN-Lattice L7 with size t;

7 Reduce Lr;

8: if the reduced basis contains a vector v which
can be used to decrypt then

9: =

10: Output f’, t and break;

11: end if

12: count = count + 1;

13: end while
14: t—t+1;
15: end while

Heuristic claim. There exists an integer k €
[N] such that the vector f**(*) belongs to Lj if
and only if ;c;K; # 0 and k € ;o K;, where
K; = {l € [N] : ¢gixs = 0}. The probability
Prob(f**) € L) can be estimated by the fol-
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lowing formula:
N

1-{1- ]I (1—Nti) . (3

=0

where 2d, is the Hamming wight of g and ¢t = #1.
The Gaussian heuristic predicts that the short-
est vectors of £ have norm o (L) which is

(I' (14 dim (Ly) /2) det ([;I))l/dim(ﬁz)
\/ﬁ .

Since the dimension of L; is fixed, the value of
o (Lr) only relies on det (Ly).

In fact, det (L) will equal to ¢* with overwhelm-
ing probability when L; is an IN-Lattice with
size t. Eq. (4) can be rewritten as

(4)

(I (1+N/2) g™

\/ﬁ )

for dim(L) is always N. More details about cal-
culating det(Ly) are given in Appendix A.

Obviously, o(£7) only relates to t, since || f/(%)||
is a fixed value, f**(*) will be the shortest vector
in £; with high probability when ¢ is sufficient
large. However, Eq. (3) indicates that f'*() will
less probably belong to £; when ¢ is large. Thus,
choosing a suitable ¢ is the key point in finding
Fi5®) in L.

Ezperiments and analysis. To determine the
practicality of our new lattice attack, we imple-
mented Algorithm 1 on 3.2 GHz core machines.
Related parameters are listed in Appendix B.
The probability Prob(f**) € L) was calculated
through (3).

Moreover, we considered target RHF i, that
one has to reach to find a target vector v, in
different attacks. Here

im 1/dim(L)
Senr = <||'vtar||/det ()¢ <‘1>) .

o (E[) ~

(5)

With the value of ¢, we calculated the target
RHF in the IN-Lattice attack, Zero-Force attack
and CS attack. Specifically, in Zero-Force attack,
we let the number of columns that multiply a large
constant equal to t. Thus, in both the Zero-Force
and the IN-Lattice attacks the target vectors will
belong to lattice with the same probability. As for
CS attack the target vectors are always belonging
to NTRU-lattice.

In our experiments, a short vector in the re-
duced lattice can be used to decrypt if and only if it
is a shift of the private key. But the probability of
success is difficult to determine, because it depends
on not only the set I and its size t but also relates
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Table 1 The results of expermients and target RHF

N 19 37 57 73 83 97 107

t 3 7 11 12 14 13 16
Prob(f!®) € 1) 1 0.999 0.975 0.999 0.967 0.998 0.723
IN-Lattice attack 1.0436 1.0227 1.0148 1.0116 1.0102 1.0087 1.0079
Zero-Force attack 1.0258 1.0134 1.0087 1.0067 1.0059 1.0049 1.0045
CS attack 1.0215 1.0110 1.0071 1.0055 1.0049 1.0042 1.0038

to the BKZ algorithm, their relationship are still
confusing. All the results are listed in Table 1,
which indicates that [1/Prob(f*®*) ¢ £;)] = 2
is enough in these experiments. Among three at-
tacks, the target RHF in our new attack is the
largest, which means that the IN-Lattice attack is
the most efficient and requires less on the strength
of lattice reduction algorithm.

From [3], a lattice reduction algorithm will have
the best chance of locating f'**)_ or another vec-
tor whose length is closed to £**(*) when the ratio
~ is sufficiently small.

v =1 Pll/o (Lr).

Those experiments also indicated that a target
vector can most likely be found by the IN-Lattice
attack when v ~ 1.1. So t can be determined in
advance such that + approximates to 1.1.

Runtime of IN-Lattice attack. Extensive experi-
mental evidence in [3] suggests that the logarithm
of the time needed to find a target vector grows (at
least) linearly in the dimension. In other words, for
families of NTRU-type lattice we have

logyo (T) =2 A- N + B,

for certain constants A and B. Specific example
is given in [4], that is, A = 0.1339, B = 2.9983 for
lattice of type NTRU-107 (time in that formula is
MIPS-years).

Then, we used the BKZ-NTL [5] algorithm of
NTL package to reduce those lattices and recorded
the runtime. In this case, the extrapolation line for
IN-Lattice attack is

log,, (T') ~ 0.065N — 7.3.

It is obvious that the coefficient A in IN-Lattice
attack is much smaller than that in [4]. More-
over, we broken the NTRU cryptosystem when
N = 107 within two hours. Though it is similar to
the results presented in [4], the lattice reduction
algorithm used in [6] is BKZ 2.0 which is much
more powerful than BKZ-NTL. Complete experi-
ment results are presented in Appendix B.
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