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Appendix A Proofs of Theorem 3 and Theorem 4

Lemma 1. Let B = (b; ), ., bean n x n binary matrix, b; . and b. ; denote the i-th row vector and the j-th column
vector of B respectively, and wt(-) denotes the Hamming Weight. Let
u = max{wt(b;.) : 0 <i < n,b;. #0}, v=max{wt(b. ;) : 0<j<n,b.;#0}
t1 = min{wt(b;,.) : 0 < i < n,b;,. # 0}, t2 = min{wt(b. ;) : 0 < j < n,b. ; # 0},
M=#{0<i<mn:b.#0}, N=#{0<j<n:b. ; #0}
Then,
(1) N = max{wt(b;.) : 0 < i < n};
(2) wt(B) = max{Nta +v — to, Mt; +u —t1}.
Proof. (1) If b; j # 0, then b. j # 0. Therefore,

wi(bi, ) = #{0<j<n:bi; #0} <#{0<j<n:b j#0}=N.

Obviously, N > max{wt(b;,.) : 0 < i < n}.

(2) Suppose wt(b. ;) = v. Build a set with indexes (i,j) of non-zero components of b. j, denoted by F. Choosing t2
non-zero components from every non-zero column vector of B, build a set with indexes (7,j) of these N X t2 non-zero
components, denoted by E. Then we get

wt(B) > ‘EUF‘ =|E|+|F| - ‘EﬂF‘ = Nty +v— ‘EmF‘ > Nty +v— to.
Similarly, apply above result to BT then we get w(B) > Mty +u — t1, where BT represents the transposition of matrix
B. Thus statement (2) is true.
Corollary 1. For a state cube A = (a;j¢), let t2 = min{Nxy (a;,.,.) : 0 <i < n,a;,.. # 0}, v =max{Nxy(a;,.,.):0<

i <n}, t1 = min{Nxy(a.;.):0<j<n,a ;. #0} u=max{Nxy(a.j.):0<j<n}, and Nx(A) = p1, Ny(A) = q1,
Nz(A) = q. When A # 0, we have

(€] > max{l,Bg— _ min w(ai,.;)} > (¢ — 1) max{1, Bq — v} + min{l, By — t2} > gmax{l, By — q1};
0<j<n,a. . j#0 0<i<n,aq,. ;70
(2) > max{l,Bs—  min w(a. j¢)} = (¢ — 1) max{l, By —u} + min{l, By — t1} > qmax{l, B4 — p1};
0<t<n,a. . 1 #0 0<j<n,a. j +#0
(B)Nxvy (A) = max{pits +v —t2,q1t1 +u —t1}.
Proof.

(1) Since Nz(A) = g, there exist 0 < s1 < s2 < ... < sq < n satisfying a.
Je = min{w(a;,. s.) : 0<i < m,a;. s, #0}.

We may assume ji < j2 < -+ < jg. For 1 < ¢ < g, let w(aje,. s.) = je and ec = #{0 < j < n : ajc j. # 0}. Then
v=max{#{0<j<n:a;;. #0}:0<i<n}>ecforalll <c<q.

#0forl1 <ec<gq. Forl<e<ag,let

s Se

0, Zf aicyjyt =0

; , then by Lemma 1.(1),
1, else

For a given i, define a binary matrix B = (bt,5),, ,,» Where b j = {

ec = Nxy(aje,..) =#{0<j <n:b ; #0} > max{wt(bs.) : 0 <t <n}=max{w(ap,.¢):0<t<n}>waec, )= je-
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Thus je < ec < v.
Besides, since A # 0, we know t2 = min{Nxy (a;,..): 0<% <n,a;..7# 0} > 1. Hence, there exist 0 < ¢/ < n satisfying

Nxvy(ay,..) = t2, and 0 < h < n satisfying a; ., # 0. Since a. ., # 0, h = s, holds for certain 1 <k < g¢.

0, Zf ailyjyt =

", then by Lemma 1.(1), we get
1, else.

Now define a binary matrix B = (bt 5),, ,,, Where b; ; = {
to = Nxy(ay..)=#{0<j<n:b ;#0} > max{wt(b,.): 0 <t <n} =max{w(ay.,):0<t<n}>wlay,. g, )
Since jj = min{w(at,. s, ) : 0 <t <n,at,.s, #0} < w(ai/,.,sk) < tg, we get

Z max{l,B; —  min w(as,. )}

o<<i<n,a; . ;70
0<j<n,a. . j#0 = G 7

=S max{LBi—, min w0} = Y max(l,Ba- i)
15e<q 0<i<n,a;,. s, 7#0 1<e<q

= Z max{1, Bg — jc} + Bgmax{1l, Bg — ji} > Z max{1l, By — v} + Bg max{1l, By — t2}
1<e<q,c#k 1<e<q,c#k

=(q — 1) max{1, Bg — v} + max{1, By — t2}.

0, if a;j. =0;

, and by Lemma 1.(1), we get
1, else

Now, define a binary matrix B = (b; j),,,,,» Where b; j = {

g1 =Ny (A) =#{0<j<n:b.; #0} > max{wt(b;.) : 0<i<n} =max{#{0<j<n:a;,;. #0}:0<i<n} =0

And by the definitions of v and t2, we have ¢1 > v > t2. And then, (¢ — 1) max{1l, By — v} + max{1l,By — t2} >
(g — 1)max{l, By — q1} + max{1l, By — q1} = qmax{l, By — q1 }.

Meanwhile, by Lemma 1.(2), we get Nxy (A) = wt(B) > max{pita +v —t2,q1t1 +u —t1}. That is to say statement (3)
is true.

(2) Apply statement (1) to ({asj,¢}; - e O)T = {aj,i,t}?’;tl:o, and we know that statement (2) is true immediately.

(3) Already proved at the end of (1).
Lemma 2. For the differential (a; j:) — (bijt), let p = Nz(A), and ¢ = Nz(B), then we get p + ¢ > By when
(ai,j,¢) # 0.
Proof.  Forall 0 < i,j,t <n,ifa;;;#0,thena. .t #0. Thus #{0 <t <n:a;j; #0} <K #{0<t<n:a., .4 #0} =
Nz(A) =p.

Since (a4,j,t) # 0, there exist 0 < ig, jo,to < n such that a, jy,¢o 7# 0, @iy, jo,- 7 0. Since the differential branch number
of wis d and b; ;. = w(a;,j,.), we get

p+g=#{0<t<n:a . #0}+#{0<t<n:b. . #0}
> #{0 <t <n:aiy o, #0F+#{0 <t <n:byy ot #0}
)

= w(@ig,jo,-) +w(big,jo,) = w(aig,jo,) + w(m(aig,jo,)) = Ba-

Lemma 3. For the differential trail A1 %5 A2 Ty 43 %y A% let p= Nz(Al), g = Nz(A*). When Al # 0, we get
(1) If 6 € 71, then a} ¢ #0iff aU(U(Z ) # 0 for all 0 < i,t < n, and w(a )+ w(aa(a(l t))) > By holds when
. # 0. IfGETg,thena it # 0 iff at ) # 0 for all 0 < i,t < n, and w(a,,i’t)—I—w(a B, holds when
. #0.
(2) w(Al) + w(A*) = By x max{p, ¢} holds whatever § € 7 or 2.
(3) If 0 € 71, Nz(AY) = Ny (A%), Nx(A') = Nz(A%). If 0 € 72, Nz (A') = Nx (A%), Ny (A') = Nz(AY).
Proof.  Firstly, let 0 € 7.

(1) By the definitions of 6 and , for all 0 < 4,t < n, a} =
thus a . # 0iff a’
w(‘li(g(imt))) = w(aa(z,,,t)) + w(a G, t)) = w(aa(Z )+ w(7r(a i, t))) By.

(2) Since Nz(A') = p, there exist 0 < 1 < t2 < < tp < n satisfying al . #0for1 <s<p Forl<s<p,

a,l’,’tS # 0 means that there exists 0 < is < n satisfying a} \te 7 0, besides, w(a )t w(ao'(o'(<,<,ts))) > w(als’ ,tq) +

1, , (o) (i) 2

a2 a3 - 2
(i) Yativt) = Yototivt) 29 Gagn = TG, n)
o (o(is ) # 0. When a . 70, followmg inequality holds on the property of branch number w(a ) +

n—1
Bg holds according to statement (1). Furthermore, we have w(A!)+w(A*) = 3 [w(al ) +w
t=0

(g (o iy 7)) 2 (g (o ()] 2

El[w(a-l,-,ts) + w(ai(o—(»,»,ts)))} = Bg X p.

Similaurly7 since NZ(A4) = ¢, there exist 0 < r1 < 12 < .-+ < rg < n satisfying af{,,rs # 0 for 1 < s < q. For
1<s<q,al . # 0 means that there exists 0 < js < n satisfying af‘js r. 70, besides, w(a1 o= 1(o—1 (s ))) +w(a? )=

w(a}rl(o*l(-,js,rg)))'i_w(a jo.rs) = Bg holds. Furthermore ,we have w(A)+w(A%) = Z [w(al o= 1(o=1( T)))—I—w(a )=

q
> [w(a},—l(o.—l(,’,’,rs))) + w(a‘47‘77‘5 )| > Ba X q.
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(3) We already proved in (1) that az{"t # 0 iff ai(o(i 1) # 0, therefore a . # 0 iff a?
# 0. Its easy to get Nz(A!) = Ny (A%), Nx(A!) = Nz (A4%).

o(o(111)) # 0, and a}y‘yl # 0 iff

4
Yo (o (i)
Secondly, let § € 2. Since #~1! € 71, when applying above three conclusions to the inverse trail At 0, 3y
—1
A2, Al we get the results for # € T immediately.

Lemma 4. For the differential A? =5 A2, we have

n—1 n—1
(1) w(AY) +w(A2) > By S Nxy(al, ) =By > Nxy(a2,.);
7=0 §=0

n—1 n—1
(2) w(AY) + w(A?) > Bgmax{ 3 max{w(a,l]- ;) 10<i<n}, ¥ max{w(al ,):0<t<n}}
=5 J, = i

Proof. (1)
_ — n—1ln—1
WA+ 0(A2) = 5 5 fulady )+ wlas )] = 3 3 (el + ue(at, )
7=0 i=0 j=0 i=0
n—1 n—1 n—1
=2 > lle)twEe =), >, Ba=Ba Nxv(a)
J=00<i<n,a} 4,70 j=0 0<7L<n,a}’yj7_;£0 Jj=0
— n—1
Since ﬂ(aq}’j") f E Xy(a D=2 ny(a?’j").
= o
0, if a} ;, =0;
(2) For a given 0 < j < n, define a binary matrix B = (b,;),, ,,, Where bt ; = { L ”lf Gijot ,
, else

and by Lemma 1.(1), we have ny(a,l,]-’,) =#{0<i<n:b;#0} > max{wt(b;.): 0<i<n}= max{w(a,l,j,i) :0<i <

And then, by statement (1), we get

n—1
w(A) + w(A?) > By Z max{w(al i) 0<i<n}.
7=0
Similarly, apply above conclusion to ({a}’j’t Z;LO)T = {a},i’t}ﬁzizo, we get
n—1
w(AY) + w(A?) > By Z max{w(a;_ ,):0<t<n}.
i=0

Homol ™

Corollary 2. For the differential trail AT 2722 A2 1 A2 I A3 AV 40, let to = mln{NXy(a ) 0<i< n,aZ . # 0},
v—maX{ny(1 ):O<i<n},t1:min{ny(1 ) 0<]<na #O}u—maX{ny( N O<J<n} and
Nx(A') = p1, Ny (A') = q1, Nz(A') = g. We have

(1) For 0 € 71, w(A2?) + w(A3) > (¢ — 1)Bg(max{1l, By — v} + max{1l, By — t2}) > ¢Bgmax{l, By — q1 };

(2) For 0 € 13, w(A?) + w(A3) > (¢ — 1)Bgmax{1, By — u} + Bgmax{1, By — t1} > ¢Bgmax{1, By — p1}.

Proof.  Let Ai = (ai’;t),

(1) By Lemma 4.(2), w(A2) +w(A3) = w(A%,) +w(A3) > By nil max{w(a?’j’i) :0<i<n}.
j=0

By Lemma 3.(1), if a?,j,t # 0, then aifl((fl(',j,t)) # 0 and w(aifl((fl(',j,t))) + w(a%jyt) > By, indicating that
w(a%j’i) > max{1, By — w(aclrl(ofl(<,j,i)))}'
If a?j =0, then a»sz' =0 for all 0 < i < n. Obviously, max{w(a?j ;) 0<i<n}=0.

w(A?) +w(A%) =B Z max{w(a? ;i) 0<i<n}
O<]<n a #0
> — w(al iy
> B Z 0<¢<nm2§. 0 max{1, Ba w(ao’l(ofl(-d,z)))}
0<j<n, a ;&0 Pt
> —w(al o
>By Z ogicmal rlnax L max{1, By w(ao,l(afl("]’l)))}
0<j<n,at o=1(o—1( ;. ))750 o= (T (+,4,1))
=By Y max  max{l, By —w(a}. )}
1 0<i<n,al . f;éO >
0st<n,a; . ,#0 iyt

=By E max{1, Bg — min w(al. )}
0<i ! 0 ”
0<t<n,al ,#0 Si<nag o F

By Corollary 1.(1), we get

w(A?) + w(A?) > (q — 1)Bg(max{1, Bq — v} + max{1, By — t2}) > ¢Bgmax{1, By — q1}.
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(2) By Lemma 4.(2),

n—1 n—1
w(A?) +w(A3) = w(A%) +w(A%) > By Z max{w(a?::{t) :0<t<n} =By Z max{w(ai‘yt) 10 <t <n}.
i=0 =0

By Lemma 3.(1), if a?mt # 0, then aclrfl(crl(i,,t)) # 0 and w(a?,,t) + w(aclrl(o—*l(i,»,t))) > By, indicating that
w(a?747t) = max{lv Bd - w(ai,l(a,l(imt)))}-
If a?‘ . =0, then a?, , =0 for all 0 <t < n. Obviously, max{w(af' ;) :0<t<n}=0.

w(A?) + w(A%) 2By > max{w(a?. ,):0<t<n}
0<i<n,a?  #0

1
>By Z 0<t<zn2%< o max{1, Bg — w(acrl(o*l(i,»,t)))}
0i<n,a? | #£00 SIS

— _ 1

=Baq > octenal 1O o max{1, Bq —w(a, 1(,-1(;,. )}
O$i<n,ai71(gil(i 7?0 D Gk GO

=By Z max max{1, By — w(a,l’t,i)}

o0<t<n,al , . #0
O$i<n,a1‘i¢0 = ’ 'vtvl#

)

=By Z max{1l, By — min w(a,l’tyi)}.
. 1 0<t<n,a}t ;70
O<z<n,a_y_i7$0 oty
By Corollary 1.(2), we get
w(A?) + w(A3) > (¢ — 1)Bg max{1, By — u} + Bgmax{1, By — t1} > qBy max{1, By — p1}.

For simplicity, we introduce the following three similar lemmas, and detailed proofs of them based on the “branch and
bound” method are completed in the Appendix B.

Lemma 5. For function
f(z) =(z1 — 1) max{1l, Bg — x3} + (z2 — 1) max{1, By — x4} + max{1, By — =5}
+ max{1, By — 6} + max{z3x¢ + T4 — T6,TaT5 + T3 — T5},

with z € R = {(x1,--- ,26) : ;s € Z¥, 21 + 22 > Bg, w6 < 24,25 < 23}, we have f(z) > 3(Bg — 1), and f(z) = 3(Bq — 1)
iff (:l?l,--- ,CEG) c {(Bd, 1,1,Bd71,1,Bd7 1,1),(1,Bd71,1,Bd71,1,Bd71)}.
Lemma 6. For function

f(z) =zgmax{1, Bg — z2} + (1 — 1) max{1, Bg — 23} + (z2 — 1) max{1, Bg — x4}

+ max{1, Bg — x5} + max{1, By — z¢} + max{zrze + x4 — T6,xax5 + 3 — X5},
with x € R={(21, -+ ,28) : 2, € Z1T, 21 + 22 > By, w7 + x5 > Bg, 76 < 24,75 < 3 < 27}, we have f(z) > 4(Bg — 1) and
f(x) :4(Bd—1) iff (z1,--- ,28) € {(Bd—l,l,Bd—l,1,Bd—1,l,Bd—l,l),(1,Bd—1,l,Bd—l,l,Bd—l,l,Bd—l)} when
Bd > 37 or (CEl, e ,CES) € {(27 17 27 17 27 17 27 1)7 (17 27 17 27 17 27 17 2)7 (17 27 27 17 27 17 27 1)7 (17 27 27 27 27 27 27 1)} when Bd =3.
Lemma 7. For function
f(z) =z10 max{1l, By — z1} + xs max{l, By — z2} + (v1 — 1) max{1, By — z3} + (xv2 — 1) max{1, By — x4}
+ max{1, By — x5} + max{1l, By — x¢} + max{zrze + x4 — z6,Tox5 + T3 — T5},
with z € R = {(z1, - ,z10) 1 ¥ € ZT, 21 + 22 > By, 27 + 28 > Bg, w9 + 10 = By, w6 < ¥4 < 29,25 < 3 < 27}, we have
f(ll‘) = 5(Bd71)7 and f(:l?) = 5(Bd71) iff (xlv e 71‘10) € {(Bdflv 1de717 LBd*lv LBd*lv 17 17 Bdfl)v (LBd*lv 1de7
1,1,B4—1,1,B4—1,B4—1, 1)} when By > 3, or (J:l, cee ,7310) S {(2, 1,2,1,2,1,2,1,1,2),(1,2,1,2,1,2,1,2,2, 1), (1, 2,2,2,
2,2,2,1,2,1),(2,2,2,2,2,2,2,1,2,1),(2,1,2,2,2,2,2,1,2,1)} when By = 3.
Constraints on those ten parameters (p, q,u,v, t1,t2, N, h, M,r) of the trail (*):

Since A% , =5 A8 by Lemma 2 and definitions of parameters, we get
v,0

p+q=Bgnzp=lnzqg=>1 (a)

Define a binary matrix B = (b;,;),, ., for the state A®, where b; ;

if ai. , by Lemma 1.(1) and definitions
1, else.

of parameters, we get
Since AZ{’G I, A8, by Lemma 2 , we get

Since A?/ 0 Iy A% by Lemma 2, we get
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Theorem 1. The lower bound of the number of active S-boxes in a 6-round non-trivial differential trail of the new 3D
structure is 3B4(Bg — 1), and the necessary condition for a trail to reach the lower bound is that parameters (p, ¢, u, v, t1,t2)
characterizing the trail take extreme points of corresponding function in Lemma 5. Here, By is the differential branch number
of the MixColumn transformation 7.

Proof.  Consider the following 5-round subtrail of the trail (*),
A3y Ty AL A% 00mo0 A3 A5 ) Ty ASR AS om0 AT AT, Ty 4B,

log=lop—?

_ —1 —1
For the inverse trail A3 0 A?YWN At T Ai’e, since 61 € 79, by Corollary 2.(2), we get

w(A3?) + w(A?) = w(A,SY,Q) +w(A*Y) > (p — 1)Bg max{1, By — u} + Bymax{1, By — t1 }.
For Ag Homoh, Agr:{/ AZ/,G Iy A8, by Corollary 2.(1), we get

w(A7) + w(A®) = w(AZMg) +w(A%) > (¢ — 1)Bgmax{l, By — v} + By max{1, By — t2}.
For A‘fhe Iy AS, by Corollary 1.(3), we get

n—1n—1

w(A®) + w(A%) = w(AS 5) + w(A%) =D Y [w(r (el ;) +w(af ;)]
i=0 j=0

> Nxy (A%)By > max{Nts +v — ta, Mty +u — t1}By.
The number of active S-boxes in a 6-round trail, denoted by Wg, satisfies
We =w(A3) + w(A?) + w(A®) + w(A%) + w(A7) + w(A?)
>(p—1)Bymax{l, By — u} + Bgmax{1l, By — t1} + Bygmax{Nty + v — to, Mt1 +u —t1}
+ (¢ — 1)Bgmax{1, By — v} + Bymax{1l, By — t2}
>(p — 1)Bgmax{1, By — u} + Bgmax{l, By — t1} + Bgmax{uts + v — t2,vt1 +u —t1}
+ (¢ — 1)Bgmax{1, By — v} + Bygmax{1, By — t2}.
By Lemma 5, the lower bound of Ws under constraints (a)(b) is 3B4(Bg4 — 1), the necessary condition for Ws to reach
the lower bound is that (p, q,u,v,t1,t2) take extreme points in Lemma 5.

Theorem 2. The lower bound of the number of active S-boxes in an 8-round non-trivial differential trail of the new 3D
structure is 4B4(Bg—1), and the necessary condition for a trail to reach the lower bound is that parameters (p, q, u, v, t1, t2, N, h)
characterizing the trail take extreme points of corresponding function in Lemma 6. Here, d is the differential branch number
of the MixColumn transformation .

Proof.  Consider the following 7-round subtrail of the trail (*),
A3 g T AR A om0 AT 4D o Ty ASL AS Lm0 AT AT o Ty ABAS Lm0 A9 A9, Ty AN,
For A% LLLLLN Agl A?,,e Iy A0 by Corollary 2.(1), we get
w(A%) + w(A0) = w(Q(A?/)) + w(A°) > hBymax{1, By — q}.
By Theorem 1, the number of active S-boxes in an 8-round trail, denoted by W3, satisfies
Ws =W +w(A?) +w(A°)
>(p — 1)Bgmax{1, By — u} + Bgmax{1l, By — t1} + max{Nt2 + v — to, Mt1 +u — t1}Bg
+ (¢ — 1)Bgmax{1l, By — v} + Bgmax{l, By — t2} + hBgmax{1l, By — q}
>(p—1)Bymax{l, By — u} + Bgmax{1l, By — t1} + max{Nta + v — t2,vt1 + v —t1}By
+ (¢ — 1)Bgmax{l, By — v} + Bgmax{1l, By — t2} + hBgmax{1, B4 — q}.
By Lemma 6, the lower bound of Wy under constraints (a)(b)(d) is 4B4(Bg — 1), the necessary condition for Wg to reach

the lower bound is that (p, ¢, u, v, t1,t2, N, h) take extreme points in Lemma 6.

Theorem 3. The lower bound of the number of active S-boxes in a 10-round non-trivial differential trail of the new 3D
structure is 5B4(Bg—1), and the necessary condition for a trail to reach the lower bound is that parameters (p, q, u, v, t1,t2, N, h, M, )
characterizing the trail take extreme points of corresponding function in Lemma 7. Here, d is the differential branch number

of the MixColumn transformation 7.

Proof.  Consider the 9-round trail (*).

1 -1 -1 —1 -1
om o0 A?YWN A2 T A}/ ¢» since 6=1 € 13, by Corollary 2.(2), we get

For the inverse trail Ag o
w(A) + w(A?) = w(A,lY,e) +w(A2%) > rBymax{1, By — p}.
By Theorem 2, the number of active S-boxes in a 10-round trail, denoted by Wi, satisfies

Wio =w(A!) + w(A?) + Ws
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>rBgmax{l, By — p} + (p — 1)Bgmax{1, By — u} + Bgmax{1, Bg — t1}
+ max{Nta + v — to, Mt1 + u—t1}Bg + (¢ — 1) Bgmax{1, By — v} + Bgmax{1l, By — t2} + hBgmax{1, By — q}.
By Lemma 7, the lower bound of Wig under constraints (a)(b)(d)(e) is 5B4(Bg — 1), the necessary condition for Wig to
reach the lower bound is that (p, q,u,v, t1,t2, N, h, M,r) take extreme points in Lemma 7.

Theorem 4. The lower bound of the number of active S-boxes in a 2k-round non-trivial differential trail of the new 3D
structure is kBg(Bq — 1), where k > 3, d denotes the differential branch number of the MixColumn transformation .

Proof. We need to prove that for all k > 3, there exists (k1, k2, k3) such that 2k = 6k1 + 8k2 + 10k3 using mathematical
induction at first.
1. For k = 3, (k1,k2,k3) = (1,0,0);
2. Suppose that for k&’ > 3, there exists (k’1, k2, k'3) such that 2k’ = 6k’1 + 8k’2 + 10k’3;
3. For k' + 1, if K'2 # 0, 2(k' + 1) = 6k’1 +8(k’2 — 1) + 10(k'3 4 1); if k’2 = 0 and k'3 # 0, 2(k' + 1) = 6(k'1 +2) +
8k’2+10(k‘/3 — 1); if k2 =0 and k'3 =0, 2(k" + 1) = G(k‘/l —1)+8(k'2 + 1) + 10k’s.
Therefore, for all k > 3, there exists (k1, k2, k3) such that 2k = 6k + 8k + 10k3, which means that any 2k-round trail

can be cut into some 6-round, 8-round and 10-round subtrails. By Theorem 1, Theorem 2 and Theorem 3, we know that
the number of active S-boxes in a 2k-round trail, denoted by Wy, satisfies

Wor = Wek1 + Wgkg + Wigks > Bd(Bd — 1)(3k1 + 4ko + 5k3) = de(Bd — l).

Appendix B Other lemmas
Lemma 8. For z1,x2 > 1,21 + 22 > By, let y; = min{z;, By — 1}, then y1 + y2 > By.
Proof.

1 + T2 if x1 < Bg and z2 < By
r1+Bg—1 if v1 < Bg and x2 > By
ro+Bg—1 if 1 > By and z2 < By

2B; —2 if x1 > By and 2 > By

Vv

y1+y2 = By.
Lemma 9. For function

g(z) =z10 max{l, By — 1} + wg max{1l, By — z2} + (z1 — 1) max{1, By — z3} + (z2 — 1) max{1, By — x4}

+ max{1, By — x5} + max{1l, By — z¢} + max{z7x6 + x4 — 6, ToT5 + T3 — T5},

with x € D = {(z1, -+ ,z10) :x; € Nyz1 > 1,22 > 1, @1 + 22 > By, x5 < 23 < o7,%6 < T4 < xg}, define mapping ¢ over D
that ¢ : 2 = (21, -+ ,z10) >y = (y1, - ,¥10),¥; = min{z;, B4 — 1}. Then
(1) ¢(D) C D;

(2) Vz € D,g(x) > g(¢(2));

(3) For z € D, if y = p(z) satisfies y3 = y5 = y7 and yg = y4 = ye, then g(z) = g(y) iff z = y;

(4) For any R C D such that ¢(R) C R, let giin = min{g(z) : z € p(R)}, A = {z € ¢(R) : g() = gmin}, if each element
in A satisfies z3 = 5 = z7 and x9 = x4 = xg, then {x € R: g(x) = gmin} = A.
Proof. (1) Vo € D,y = ¢(x). For all 1 < i < 10, its clear that y; < z;. By 25 < 23 < z7 and z¢ < 24 < x9, we get
Y5 < y3 < y7 and Y6 < Y4 < Yo.

By Lemma 8, we know that statement (1) is true.

(2) Vz € D,y = p(z). For all 1 <i < 10, we have y; < x4, y; < Bg and max{1, By — z;} = Bgq — y;, then

~

=210(Ba — 1) + @8(Ba — y2) + (@1 — 1)(Bg — y3) + (w2 — 1)(Bg — ya) + (Ba — y5) + (Ba — vs)
+ max{z7ze + 24 — T6, ToTs + T3 — T5}

2y10(Ba — y1) + ys(Ba — y2) + (y1 — 1)(Ba —y3) + (y2 — 1)(Ba — ya) + (Ba — y5) + (Ba — vs)
+ max{y7ye + ya — Y6, yoys +y3 — ys}

=g9(y)-

g(x

(3) For y = ¢(z) satisfying y3 = y5 = y7 and y9 = ya = ys, by the proof of (2), we know that g(z) = g(y) iff
(z1,22,28,210) = (Y1, Y2, Y8, y10) and max{zrre + T4 — Te, xox5 + 3 — x5} = ysys. 1f there exists j € {3,5, 7} such that
x; > yj, then 7 > yr = y5, max{z7xe + x4 — T6,T9w5 + 3 — x5} > T7we + T4 — Te > Ysys. Similarly, if there exists
j € {4,6,9} such that z; > y;, then zg > yo = y¢, max{zrxe + x4 — T6, Tox5 + T3 — T5} = T9T5 + T3 — T5 > Ys5Y6. Thus,
g(x) =g(y) iff z =y.

(4) Vz € R, by above statement (2), we know g(z) > g(¢(x)). By above statement (3), we know that Vz € R — ¢(R),
if p(x) € A, then g(x) > g(¢(x)) = gmin; if w(z) € A, then g(z) > g(¢(x)) > gmin- Thus, {z € R: g(z) = gmin} = {z €
¢(R) : g(x) = gmin} = A.

The proof of Lemma 5. Let g(x) be the function defined in Lemma 9, then,

f(z1, z2, x3, 24, 75, 26) = g(x1, T2, T3, T4, T5, T, T3, 0, T4, 0).
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Let fmin = min{f(z) : « € R}, then min{f(z) : ¢ € ¢(R)} = fmin following from Lemma 9.(2). Let A = {z € ¢(R) :
f(z) = fmin}- We need to consider function fi over ¢(R), where

f1=(z1 —1)(Bg — x3) + (x2 — 1)(Bg — 24) + (Bg — @5) + (Bgq — x6) + (326 + 24 — 6),
and f(z) > fi(z),“=” holds iff z3ze + x4 — 6 > Taws + T3 — T5.

f1=(@1 = 1)(Ba — @3) + (Ba — @5) + (v3w6 + ¥4 — 6) + (v2 — 1)(Ba — 74) + (Ba — %)
>(x1 —1)(Bg —x3) + (Bg — z5) + (326 + x4 — x6) + (Bg — 1 — 1)(Bg — x4) + (Bqg — w¢)
2(x1 — 1)(Bg — x3) + (Bg — #3) + (w376 + 24 — 26) + (Ba — 21 — 1)(Ba — z4) + (Ba — z6)
=x1(Bg — z3) + (3 — 2)zg + x4 + (Bg — 1 — 1)(Bg — x4) + By,
“=" holds only if z1 + x2 = By, z3 = x5, then,
11T 2y = 1,

fi=21(Bg — 1) + x4+ (Bg — 1 — 1)(Bgq — z4) + (Bq — o)
>21(Bg — 1) + 24 + (Ba — 21 — 1)(Bg — 24) + (Bg — 4) = (x4 — )21 + Ba® + (1 — Ba)xa,

“=" holds only if 4 = x¢, then,
111 Ifzg =1,f1 = B4> — By +1>3B; — 3.
112 Tf x4 > 1,

f1=($471)11+Bd2+(173d)1‘421‘471+Bd2+(173d)1‘4=(2de)1‘471+Bd2
> (2 Ba)(Ba — 1) — 1+ By® = 3By — 3,

“=" holds only if 1 = 1,z4 = By — 1. It means fi(z) = 3(By — 1) when z = (1,B4 — 1,1,B; — 1,1, By — 1), where
(z3x6 + x4 — x6) = (Taz5 + T3 — @5),thus f(x) = 3(Bg — 1).

1.2 If x3 = 2, f1 = 1‘1(:134 — 2) + x4 + (Bd — 1)(Bd — 1‘4) + By.

—3By—3if By=3
> 3By —3 if By >3
z1 = By —1. It means fi(z) = 3(Bg — 1) when By =3 and z = (2,1,2,1,2,1), where (z3z6 + x4 — z¢) > (xaz5 + 23 — T5),
thus f(z) =3(Bg —1).

122124 =2, f1 =2+ (Bg — 1)(Byg — 2) + By = By? — 2By +4 > 3B, — 3.

1.2.3 If ¢4 > 2(only if By > 3, this happens),

121 M xy =1, f1 = —x1 + Bg?> — By +2 > Bg? — 2By + 3{ “=" holds only if By = 3 and

f1 :zl(:m72)+x4+(Bd71)(Bd7x4)+Bd>x472+x4+(3d71)(Bdf:v4)+Bd
=(B—By)za+Bg?>—2>(3—Bg)(Bg—1)+By?>—2=4By— 5> 3By — 3.

1.3 If z3 > 2(only if By > 3, this happens),

f1=x1(Bg —x3) + (3 — 2)z¢ + x4 + (Bg — 21 — 1)(Bg — z4) + By
le(Bd — :Eg) +x3 — 24+ x4 + (Bd —xr1 — 1)(Bd — :E4) + By
=1 —=x1)z3 + Bgz1 — 2+ x4+ (Bg — 1 — 1)(Bgq — z4) + Ba,

“=" holds only if ¢ = 1, then,
1310z =1,

fi=Bg—2+4z4+ (By—2)(Bg—24)+Byg= (3—Bg)wra+By2—2>(3—Bg)(Bg—1)+ Bg> —2=4B; —5 > 3Bg — 3.
1.3.2 If 1 > 1,

fi=(1—=z1)z3+ Baz1 — 2+ x4+ (Bg — 1 — 1)(Bg — z4) + By
>(1—21)(Bg—1)+ Bgzr1 —2+ x4+ (Bg —x1 — 1)(Bg — x4) + By
=(z4 +1— Bq)z1 +2Bq — 3+ x4 + (Bg — 1)(Ba — 24),
“=" holds only if x3 = By — 1, then,
1.321Ifaxag =By —1, f1 =4B4 —5>3B; — 3.
1.3.2.2 If x4 < By — 1,
fi= (JZ4 +1-— Bd)xl +2Bg —3+4+ x4 + (Bd —1)(Bg — x4)
> (x4+1de)(Bd71)+23d73+x4+(3d71)(Bdfx4)=z4+33d74>3(3d71),
“=" holds only if z1 = By — 1,z4 = 1. It means fi(z) = 3(By — 1) when z = (By — 1,1,B4 — 1,1,B4 — 1,1), where
(326 + x4 — x6) > (vax5 + 23 — x5), thus f(z) = 3(Bg — 1).
Therefore, fmin = 3(Bd - 1), A= {(1, Bd - 1, 1, Bd - 1, 1,Bd - 1), (Bd - 1, 1,Bd - 1, 1, Bd - 1, 1)}
And then, Vz € R,f(z) > 3(B4 — 1). By Lemma 9.(1), we know ¢(R) C R. Since R, p(R) and A satisfy the conditions
in Lemma 9.(4), f(z) =3(Bqg — 1) iff x € A.
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The proof of Lemma 6 : Let g(z) be the function defined in Lemma 9, then
f(z1, 22,23, 74, T5, T, 27, T8) = g(21, T2, T3, T4, T5, T, T7, T8, T4, 0).

Let fmin = min{f(z) : * € R}, by Lemma 9.(2), min{f(z) : * € (R)} = fmin- Let A = {z € p(R) : f(z) = fmin}- We
need to consider function fz over ¢(R), where

f2 =x8(Bg — x2) + (1 — 1)(Bg — 23) + (Bg — x5) + (22 — 1)(Bg — 24) + (Bq — z6) + (z726 + 24 — x6),
and f(z) > fa(x),“=" holds iff x7xe + x4 — x6 = xaws5 + T3 — T5.

f2 =28(Bg — x2) + (w1 — 1)(Bg — 3) + (Ba — x5) + (x2 — 1)(Ba — x4) + (Ba — z6) + (z726 + T4 — %)
>(Bgq — x7)(Bg — x2) + (Bg — 22 — 1)(Bg — 27) + (d — 27) + (22 — 1)(d — x4) + (d — x6) + (z726 + T4 — 6)
=2(Bq — x2)(Bq — z7) + (27 — 2)x6 + 24 + (2 — 1)(Bq — z4) + Bg,

“=" holds only if 1 + 22 = By, x7 = 3 = x5, 27 + x8 = d, then,
2.1 If x7 =1,

f2 = 2(Bd — :EQ)(Bd — 1) — T + x4 + (:EQ — 1)(Bd — 1‘4) +d
>2(Bg —x2)(Bg — 1) — x4 + x4 + (z2 — 1)(Bg — ®4) + By
=2(Bg — x2)(Bg — 1) + (v2 — 1)(Bq — 24) + Bu,

4

=" holds only if x4 = x, then,
211 Ifzg =1, fo =2B4%2 —3Bg +2 > 4By — 4.
2.1.2 If 2o > 1,

f2=2(Bd71‘2)(d71)+(1‘271)(d71‘4)+d>2(d712)(d71)+x271+d
= (3—=2Bg)x2+2B4?> — By —1> (3—2Bg)(Bg — 1) 4+ 2B4%2 — By — 1 = 4By — 4,

“=" holds only if x4 = By — 1,22 = By — 1. It means fi(z) = 4(By—1) when z = (1,d—1,1,d—1,1,d—1,1,d — 1), where
(z7w6 + x4 — w6) = (Taw5 + 23 — T5), thus f(z) =4(d — 1) also.

22 xr =2, fo =(2—z2)xa +2(Bg —x2)(Bg —2) + (v2 — 1)By + By.

221 2o = 1,

fo=2(Bg —x2)(d —2) + x4+ (w2 — 1)(d — x4) +d = 24 + 2d® — 5d + 4
=4By —4 if Bg=3

=2(By —22)(Bg —2)+ x4 + (w2 — 1)(Bg —@4) +d =24 +2d%> — 5d +4 > 2B4> —5B4 + 5 ,
(Bq — 2)(Bg — 2) + 4 + (z2 — 1)(Bg — x4) 4 P d S4By 4if By>3

“=" holds only if By = 3 and z4 = 1. It means fi(z) = 4(By — 1) when By = 3 and =z = (2,1,2,1,2,1,2,1), where
(z7w6 + x4 — w6) = (Taw5 + 23 — T5), thus f(z) = 4(Bg — 1) also.

— 4By — 4 if By=3
>4B; —4 if By >3
fi(z) =4(Bg—1) when By =3 and z = (1,2,2,1,2,1,2,1) or (1,2,2,2,2,2,2,1), where (z7x6 + 4 —x6) > (vax5+x3—175),
thus f(x) = 4(Bg — 1)at these two points.

2.2.3 If o > 2(only if By > 3, this happens),

«

2221f w2y =2, fo = 2(By — 2)% + By + Bq = 2B4> — 6By + 8{ =" holds only if By = 3. It means

J2 =2(Bg — 22)(Bg — 2) + w4 + (2 — 1)(Bg — x4) + By
=(2—w2)wa +2(Bg —x2)(Bg —2) + (x2 — 1)Bg + By
> (2 —22)(Bg — 1) + 2(Bg — 22)(Bg — 2) + (v2 — 1)Bq + By
= (5—=2Bg)x2 +2B43%> —2Bg —2> (5 —2Bg)(Bg — 1) + 2B42 —2B3 — 2 =5By — 7 > 4By — 4.

2.3 If 7 > 2(only if By > 3, this happens),

f2 =2(Bq — 2)(Bg — @7) + (27 — 2)z6 + 4 + (w2 — 1)(Ba — 24) + Ba
22(Bd — J?g)(Bd — x7) +x7 —2+ x4 + (xg — 1)(Bd — a:4) + By
=(2 —z2)z4 +2(Bg — x2)(Bg — z7) + 27 — 2 + Bgzxa,
“=" holds only if ¢ = 1, then,
231 Ifzo =1, fo=a4+ (3—2Bg)x7 +2Bg?> —2—Bg > 1+ (3—2By)(Bg — 1)+ 2B4?> —2 — By = 4B4 — 4,“=” holds
only if z4 = 1,27 = By — 1. It means fi(z) = 4(By — 1) when ¢ = (Bg — 1,1,B4 — 1,1,B4 — 1,1, B4 — 1,1), where
(z7w6 + x4 — w6) = (Taws5 + 23 — T5), thus f(x) =4(Bg — 1) too.
2.3.2 If 29 = 2,
fo=2(Bg —2)(Bg — x7) + 27 — 2+ 2Bg = (5 — 2Bg)x7 + 2B4%> — 2B4 — 2
> (5—2By)(Bg —1)+2B4? —2By —2=5B; — 7 > 4By — 4.
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2.3.3 If o > 2(only if By > 3, this happens),

fo = (2 —z2)xa +2(Bg — x2)(Bg — x7) + 27 — 2+ Bga2
> (2—22)(Bg — 1)+ 2(Bg — z2)(Bqg — x7) + x7 — 2 + Bgx2
= (14 2x7 — 2Bg)x2 + 2Bg — 4 + 2B4% — 2Byx7 + a7
> (14 227 — 2Bg)(Bg — 1) + 2By — 4 + 2B4% — 2Baar + 7 = —x7 + 5Bg — 5 > 4By — 4,
“=" holds only if z4 = By — 1,29 = Bg — 1,27 = By — 1. It means fi(z) = 4(Bg —1) when z = (1,B4 —1,B4 — 1,B4 —
1,B4 —1,1,B4 — 1,1), where (z7x6 + 4 — x¢) < (425 + 23 — x5), thusf(z) > 4(Bg — 1).
Therefore, fmin = 4(Bd — 1) If Bd > 3, A= {(Bd — 1, 1,Bd - 1, 1,Bd - 1,1,Bd — 1, 1), (1,Bd - 1, 1,Bd - 1, 1,Bd -
L1, By — D} if By =3, A=1{(2,1,2,1,2,1,2,1),(1,2,1,2,1,2,1,2),(1,2,2,1,2,1,2,1), (1,2,2,2,2,2,2, 1)}.
And then, for all z € R, f(z) > 4(B4y — 1). By Lemma8 and Lemma 9.(1), we know ¢(R) C R. Since R,p(R) and A
satisfy the conditions in Lemma 9.(4), f(z) = 4(Bg — 1) iff z € A.
The proof of Lemma 7 Let fiin = min{f(z) : = € R}, by Lemma 9.(2), min{f(z) : z € ¢(R)} = fmin- Let
A={z € o(R): f(z) = fmin}. We need to consider function f3 over ¢(R), where

f3 = ®10(Bg — 1) + 8(Bg — x2) + (1 — 1)(Bg — x3) + (Bg — x5) + (2 — 1)(Baq — ®4) + (Bg — w6) + (776 + T4 — T6),
and f(z) > f3(x),“=" holds iff x7xe + x4 — x6 = xow5 + T3 — T>5.

f3 =x10(Bg — ®1) +x8(Bg — x2) + (1 — 1)(Bg — x3) + (Bg — @5) + (x2 — 1)(Bg — 24) + (Bg — x6) + (v726 + 24 — T6)
2(Ba — x9)(Ba — x1) + (Ba — 27)(Bq — 2) + #1(Bq — 27) + (v2 — 1)(Ba — z4) + (Ba — ) + (v7%6 + 74 — T6)
=(z1 — Bg)z9 + (x2 — By)z7 — 127 + 2Bd2 + (2 — z2)za + (z7 — 2)ws,
“=" holds only if g + 210 = By, 27 + 8 = Bgq,x7 = 23 = x5, then,
31Tfar=1,
f3 = (:El — Bd)xg +ax9 — Bg —x1 + 23d2 + (2 — ZEQ){L‘4 — T6
> (ml — By)zg + 12 — By —x1 + 2Bd2 + (2 - xg)x4 — x4
= (x1 — By)xo + w2 — By — w1 + 2B4° + (1 — x2)24,
“="holds only if x4 = g, then,
311 Ifxo =1, fg = —xg + 2 — 2By + 2B4% > 3 — 3B4 + 2B42 > 5B — 5.
3.1.2 If 9 > 1,
f3 = (:El — Bd)z‘g +xo0 — Bg —x1 + 2Bd2 —+ (1 — 1‘2)1‘4
> (1‘1 — Bd)xg +ax9 — Bg —x1 + 23d2 + (1 — ZEQ):EQ
= —Bgg + 22 — Bq + (9 — )z1 + 2B4% + (1 — x2)x9,
“=" holds only if g = x4, then,
3.1.2.1If 29 =1, f3 =2B4> —2B4+ 1> 5Bg — 5.
3.1.2.2 If 29 > 1,
f3 = —Byzg + 22 — By + (z9 — 1)m1 + 2B4” + (1 — 2)x9
> —Bgxg +x2 — Bg + (:Eg — 1)(Bd — 1‘2) + 2Bd2 + (1 — ZEQ){L‘9
=2(1 — xg)x2 — 2B + 2B4% + 29 > 2(1 — 29)(Bg — 1) — 2By + 2B4% + x9
= —242B42 + (3 —2Bg)xg > —2+2B4% 4+ (3 — 2By)(By — 1) = 5By — 5,
“=" holds only if 1 + 2 = Bg,z2 = Bg — 1,29 = By — 1. It means fi(z) = 5(Bq — 1) when z = (1,B4 — 1,1, B4 —
1,1,B4—1,1,B4 — 1, By — 1,1), where z7x¢ + T4 — z > z9x5 + 3 — x5, thus f(z) = 5(Bg — 1) also.
3.2 If x7 = 2, f3 = (x1 — Bg)wo + 2(z2 — By) — 2x1 + 2By3? + (2 — x2)24,
3.21If 2o = 1, f3 = —xg + 4(1 — By) + 2B4? + 4. Since (zvoxs + 3 — x5) — (x726 + T4 — T6) = 209 — x4 — 6 = 0,
f(x) = f3 + (zoxs 4+ w3 — x5) — (z7w6 4+ x4 — x6) = 4(1 — By) 4+ 2B4> + w9 — x6
=5By—51if Bg=3

> 4(1 — By) + 2B,> ,
(1= Ba) d{>5Bd—5ide>3

“=" holds only if By = 3 and xg = 24 = x¢. It means f(z) = 5(Bg — 1) when By =3 and z = (2,1,2,1,2,1,2,1,1,2) or
(2,1,2,2,2,2,2,1,2,1).
3.2.2 If 9 = 2,
f3 = (#1 — Bg)xg +4 — 2Bg — 2x1 + 2By > (1 — By)(Bg — 1) + 4 — 2By — 2x1 4 2B4>
—5By—5 if By=3

= (Bg —3)z1 +4 — Bg + Bg® ;
(Ba = 3)as ¢ d{>53d—5ide>3
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“=" holds only if By = 3 and 9 = By — 1. It means fi(z) = 5(Bg — 1) when By = 3 and z = (1,2,2,2,2,2,2,1,2,1) or
(2,2,2,2,2,2,2,1,2,1), where z7x6 + x4 — T6 > T9T5 + T3 — x5, thus f(z) = 5(Bg — 1) at these two points also.

3.2.37 I% :1:’2 7>’2(’only if B4 > 3, this happens),
f3 = (z1 — Bg)wg + 2(xa — Bg) — 2x1 + 2B4% + (2 — z2)z4
> (1 — Bg)zo + 2(x2 — By) — 2x1 + 2Bg% + (2 — z2)x9
= (z1 — 22 — Bg + 2)xg + 2(x2 — Bg) — 2x1 + 2Bd2
> (#1 — w2 — Bg+2)(Bg — 1) + 2(z2 — Bg) — 221 +2B4? = (Bg — 3)z1 + (3 — Bg)x2 + By + Bg® — 2
> (Bg—3)4+(8—=Bg)(Bg—1)4+ By + Bg> —2=6B; —8> 5By — 5.

3.3 If 7 > 2(only if By > 3, this happens),

=(z1 — Bg)zg + (x2 — Bg)z7 — 127 + 2B4% + (2 —z2)za + (x7 — 2)6
(1 — By)xo + (z2 — Bg)xr — x17 + 2B4? 4+ (2 — x2)24 + (27 — 2)
(x1 — Bg)xo + (2 — 21 — Bg + 1)z7 4+ 2Bg% + (2 — x2)xg — 2
(
(

W

WV

T — Bd)xg + (:EQ —x1 — Bg + 1)(Bd — 1) + 23d2 + (2 — ZEQ):E4 -2
T — Bd)xg + (Bd — 1):132 — 1‘1(Bd — 1) -+ Bd -+ (2 — 1‘2):134 +2Bg — 3,

“=" holds only if ¢ = 1,27 = By — 1, then,
331Ifzo =1, f3 = —x9 + w4 + 5By — 5. Since (zgzs + x3 — x5) = (v7x6 + T4 — x6), f(x) = f3 + (voxs + 23 — x5) —

(z726 + x4 — 26) = 5Bg — 5+ (Bqg — 2)(zg — 1) > 5By — 5, “=” holds only if g = 1. It means f(z) = 5(Bg — 1) when
Tr = (Bd, 1,1,Bd71,1,Bd7 1,1,Bd71,1,1,Bd71).
3.3.2 If 2 = 2,

f3=(x1— Bg)rg —x1(Bg — 1) + Ba® +4B4 — 5 > (v1 — Bg)(Bg — 1) — x1(Bg — 1) + Bg> + 4Bq — 5 = 5B4 — 5,
“=" holds only if xg = By — 1, where (z9x5 + 23 — x5) > (z726 + T4 — x6), thus f(z) > 5B4 — 5.
3.3.3 If 2 > 2(only if By > 3, this happens),
(1 — By)zg + (Bg — 1)z2 — 21 (Bg — 1) + Bg? + (2 — z2)24 + 2By — 3
(1 — Bg)zg + (Bg — a2 — x1(By — 1) + Bg? 4 (2 — x2)z9 + 2Bg — 3
(#1 — 22 — Bg+2)xg + (Bg — 1)x2 —x1(Bg — 1) + B4?> +2B4 — 3
(1 — 22 — Bg+2)(Bg — 1)+ (Bqg — Dag — 21 (Bg — 1) + Bg® + 2By — 3 = 5By — 5,

W II

WV

“=" holds only if xg = x4 = By — 1, where (z9x5 + x3 — x5) > (z7w6 + T4 — 6), thus f(xz) > 5B4 — 5.

Therefore, fmin :5(Bd71) Ide >3,A_{(Bd 1,1,Bd 1 1 Bd 1,1,Bd 1,1,1,Bd71),(1,Bd71,1,Bd 1,1,Bd7
1,1, Bg—1,Bq—1,1)};if By = 3, A = {(2,1,2,1,2,1,2,1,1,2), (1,2,1,2,1,2,1,2,2,1), (1,2,2,2,2,2,2,1,2,1), (2,2, 2,2,2, 2,
2,1,2,1),(2,1,2,2,2,2,2,1,2,1)}.

And then, for all z € R, f(x) > ( —1). By Lemma8 and Lemma 9.(1), we know ¢(R) C R. Since R, ¢(R) and A

satisfy the conditions in Lemma 9.(4) ( )=5(Bg—1) iff x € A.
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