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Abstract In this paper, we investigate secure communication over cellular uplinks in device-to-device
(D2D)-enabled cellular networks. We consider a more general scenario, in which multiple D2D pairs could
simultaneously share the same resource block with a specific cellular user. First, an opportunistic access
control scheme based on wireless channel gains is proposed, by which the candidate selected set of D2D pairs
sharing the same resource block is determined. The proposed scheme could guarantee reliable communications
for both cellular users and D2D pairs, and further could combat eavesdroppers while keeping the legitimate
cellular user as non-intrusive as possible, regarding D2D pairs as friendly jammers in a non-collaborative
way. Then, we derive theoretical results to characterize the security and reliability of the typical cellular
and D2D links, respectively. To further support the performance of this hybrid network, we next present an
interference threshold optimization model. Our aim is to minimize the connection outage probability (COP)
of D2D pairs subject to the secrecy requirement of the cellular user. Finally, simulation results are presented
to validate the effectiveness of our proposed scheme.
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1 Introduction

To meet the emerging proximity traffic demands, device-to-device (D2D) communication underlying cel-
lular networks has attracted a great deal of attention, and has been regarded as a promising technique
for next-generation communication (5G) [1-3]. The proximity users, called D2D pairs, can exchange
information directly over D2D links, by passing the base station, which can bring the benefits of im-
proving spectrum efficiency, offloading cellular traffic, and enhancing the quality of service (QoS) of edge
users [4,5].

On the other hand, since the inherent openness of the transmission medium makes wireless information
more vulnerable to being eavesdropped, secure communication is identified as a critical challenge facing
wireless systems. To overcome this issue, physical layer security (PHY-security), as a remedy of traditional
encryption techniques, has been recognized as a prominent component to realize secure communication by
exploiting the physical characteristics of wireless channels. This research topic has attracted significant
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attention and yielded fruitful research in various scenarios [6-12]. Further advances were achieved by
the authors in [13,14], who respectively investigated PHY-key generation and PHY-authentication by
exploiting intrinsic characteristics of wireless channels.

To guarantee secure communication in a D2D-enabled cellular network, the concept of PHY-security
has been further expanded to this hybrid network, on which there have been many researches. To be
specific, Alam et al. [15] presented a comprehensive analysis of the security threats in this hybrid cellular
network. Zhu et al. [16] theoretically proved that secure performance over straight D2D links was better
than that over traditional cellular links via a base station. Kang et al. [17, 18] employed a traditional
artificial noise scheme in a D2D-enabled cellular network to guarantee secure communication for the
cellular downlink. The excessive interference induced by these hybrid links is regarded as an obstacle
to cellular communications from the traditional perspective. However, in the presence of eavesdroppers
(Eves), it will also degrade their reliable communications. Hence, gains in security could be obtained
by appropriate scheduling if the interference from D2D links to eavesdropping links is more severe than
that to cellular links from the PHY-security perspective. The security of the cellular uplink is always the
bottleneck due to its inherent limitations (e.g., small number of antennas, lower transmission power). In
response to this, a wealth of studies exploit the interference between these hybrid links to improve the
security performance of cellular uplinks [19-25]. However, they only consider the simple scenario in which
at most one D2D pair shares the specific cellular resource block. To further support the performance
of these hybrid networks, Zhang and Ma considered a general scenario in the D2D-enabled cellular
network [25, 26], in which multiple D2D pairs could share the same cellular resource simultaneously.
Undoubtedly, this will cause deleterious internal interference between different D2D pairs, degrading
their reliable communications. In order to guarantee reliable communications, the interference to cellular
links and other D2D links must be constrained. Unfortunately, the previous studies did not take this into
account and only considered the impact of the interference on the security. Moreover, since Eves often
work passively, it will be impossible to know their locations. It is no wonder that most of the existing
studies [19-25] only consider the impact of the small-scale fading of wireless channels while ignoring the
large-scale fading. As an efficient mathematical tool to further accurately characterize the impact of the
wireless channel, including both the small and large-scale fading, on the system performance, stochastic
geometry has been widely employed in the field of wireless networks in recent years [26-33].

Motivated by the above mentioned observations, in this paper, we consider a more general scenario, in
which multiple D2D pairs could simultaneously share the same resource block with the specific cellular
user. Assuming the cellular users, D2D pairs, and Eves follow the independent homogeneous Poisson Point
Process (PPP), an opportunistic access control scheme based on wireless channel gains is proposed. Then,
we utilize the secrecy outage probability (SOP) and connection outage probability (COP) to characterize
the security and reliability of the communication over cellular links and D2D links, respectively. To
further support the system performance, we propose an interference threshold optimization model. For
the sake of clarify, the main contributions of this paper are summarized as follows.

(1) Considering a general scenario, an opportunistic access control scheme is proposed. In this proposed
scheme, the D2D pairs sharing the same resource should satisfy the following two criteria: (a) the channel
gains from the D2D transmitters to the base station should be less than the predefined threshold, such
that the interference limitation for the cellular user could be guaranteed; (b) the channel gains between
the different D2D pairs should also be below a fixed threshold, such that the interference limitation
between different D2D pairs could be guaranteed. Based on the above two criteria, the proposed scheme
could combat Eves while keeping the legitimate cellular user as non-intrusive as possible, regarding D2D
pairs as friendly jammers in a non-collaborative way, which could guarantee the reliable communications
of both cellular users and D2D pairs.

(2) Based on the proposed scheme, just as was done in [20-26], we respectively consider the secure
communication of the typical cellular link and the reliable communication the typical D2D link, which are
characterized by their corresponding SOP and COP, respectively. Hence, the SOP of the typical cellular
link and the COP of the typical D2D link are analytically derived.

(3) Finally, we propose an interference threshold optimization model to improve the performance of
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Figure 1 (Color online) System model.

this hybrid network. Since the cellular users have higher priorities and their performances should be
guaranteed before D2D pairs are allowed to access the cellular network, our aim is to minimize the COP
of the typical D2D link, subject to the cellular secrecy requirement, by which we can obtain the numerical
results of the optimal interference thresholds.

The rest of this paper is organized as follows. The system model and problem description are given in
Section 2. In Section 3, we provide a novel opportunistic access control scheme for this hybrid network.
The performance of this hybrid network is analyzed in Section 4. Simulation results and analysis are
presented in Section 5. Finally, we draw conclusion in Section 6.

Notations. We use CA(u, 0?) to denote the noise following a circularly symmetric complex Gaussian

2. exp(1) represents the exponential distribution with unit mean. I'(z)

with mean g and covariance o
is the gamma function. In addition, the notation E{-} denotes the mathematical expectation and P(-)

denotes the probability of an input event. Card(:) represents the number of the entries in the input set.

2 System model and problem description

2.1 System model

As demonstrated in Figure 1, we consider the cellular uplink communication scenario between the cellular
user (CU) and the base station (BS), in which multiple D2D pairs could share the same resource block with
the given CU. Meanwhile, just as in [20-26], there are multiple malicious Eves attempting to interpret
the confidential message over the cellular uplink?). Each D2D pair DD,, consists of a transmitter 77,
and the corresponding receiver D,,. It is assumed that the spatial positions of CUs, D2D transmitters
and Eves all obey the homogeneous PPP with the density A., Ay and \., denoted as ®., 4, and P,
respectively. The associated receiver with each D2D transmitter is located at a fixed distance away with
isotropic direction [26]. The difference from [26] is that we consider the case where D2D pairs share the
same resource block employed by cellular uplinks. In this case, the resource blocks among different CUs
assigned by the serving BS are orthogonal so that there is no interference among different cellular links.
Note that the BS, all the legitimate users, and Eves are equipped with single antennas.

In this paper, the large-scale fading and small-scale fading are considered for all the wireless channel
models. For the large-scale fading model, we consider the standard path loss model, i.e., I (r;;) = 75",
where r;; represents the distance between the nodes 7 and j, and x > 2 denotes the path loss coefficient.

1) The base station will determine that the transceiver pair is not allowed to transmit its confidential messages employing
the D2D mode if it has some security requirements; thus, we do not consider the security requirement for D2D links in this
system model, just as in [21-24, 26].
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For the small-scale fading, we adopt the independent quasi-static Rayleigh fading model and their channel
gains follow the exponential distribution with unit mean.
The received signal-to-interference-plus-noise ratio (SINR) at D,, and Ej can be given by

e 2
_ Ppryp”lhr,p,

SINRp, = ————=—, (1)

PCTE‘%;C |hCEk |2

SINRp, = — 2
k

: (2)

where Ip, = PCTE‘%,LVLCDWP + Zje@d,j;én PDT;’J-HD,L thDn|27 Ig, = an@d PDT;:E,JthEle- hr,p,
h1;p, (j #n), hep,, her,, and hy, g, denote the small-scale fading over the links T,, — D,,, T; — D,
C — D,, C — Ej, and T,, — FE}, respectively. P and Pp are the transmission power of the CU and
each D2D transmitter, respectively. rp is the fixed distance between every associated D2D pair. It is
assumed that the additive Gaussian noise at the BS, n-th receiver D,, and k-th Eve E} all both follow
the distribution CN(0,0?). In practical cases, the interference is generally much stronger than the noise
power, especially in an ultra dense network (UDN), which is an important potential technology in 5G.
Considering a special case where the cellular network is interference-limited and letting 0 = 0 without
loss of generality, in that case, SINR will be equivalent to the signal-to-interference ratio (SIR).

2.2 Problem description

Just as in the open literature [20-26], we consider the security over cellular links and reliability over
D2D links. In this paper, they are characterized by the SOP and COP, respectively. The SOP and
COP are commonly used in the open literature. The COP is defined as the probability that the capacity
of the legitimate channel is below the given target transmission rate [27], and the SOP is defined as
the probability that the maximal capacity of the wiretap channels is above the given target secrecy
rate [27,28]. Furthermore, the received SINRs over different links determine their decoding capability,
and thus reliable and secure transmission can be defined in terms of SINR. In the interference-limited
networks considered in this paper, SIR is equivalent to SINR. Thus, the definition of COP and SOP can
be rewritten as

<a), (3)
Psop = P (SIRe = 6) ) (4)

where SIR and SIR. denote the received SIRs at the legitimate receiver and the reference Eve in the
interference-limited network. « and § are the target SIR thresholds for reliable and secure communication,
respectively.

In this paper, we first propose an opportunistic access control scheme based on wireless channel gains.
The scheme not only could guarantee reliable communications under the interference constraint for legiti-
mate users sharing the same resource, and further D2D transmitters can be regarded as friendly jammers
to combat Eves overhearing confidential messages over the cellular links. Then, we respectively derive
the expressions of the SOP of the CU and the COP of the D2D pair. To further support the system
performance, we present an interference threshold optimization model to minimize the COP of D2D pairs
subject to the secrecy requirement of the CU.

3 Opportunistic access control scheme based on wireless channel gains

In the proposed system model, multiple D2D pairs sharing the same cellular resource block will cause
interference to both cellular links and other D2D links, influencing their performances. The communi-
cation reliability must be first guaranteed before D2D pairs are allowed to access this hybrid network.
In practical communications, the performance of the hybrid network mainly depends on the strength of
the interference, which is determined by wireless channel gains. To this end, we present an opportunistic
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Figure 2 (Color online) Opportunistic access control scheme based on wireless channel gains.

access control scheme based on characteristics of wireless channels in this section. Distinguishing this
work from [30], the transmission requirement over D2D links must be considered and we assume that
cellular users also follow homogeneous PPP, which is more suitable to practical cases. Our proposed
opportunistic access control scheme can be realized as follows, as shown in Figure 2.

(1) In the first slot, all the receivers of D2D pairs broadcast the reverse training sequences and all the
transmitters can obtain the instantaneous channel statement information (CSI) from all the receivers of
D2D pairs. According to the channel reciprocity in the time division duplex (TDD) system, the CSI
from each transmitter of D2D pairs to all the receivers can also be obtained, which can characterize the
interference among different D2D pairs sharing the same resource block. In order to satisfy the reliable
communication of the n-th transmitter, the wireless channel gains from it to the receivers of the selected
candidate D2D pairs (except for the n-th receiver) should lie in the set

2

Rr, = {hT,LDj ‘ﬁTnDj

<51|n7j€¢daj7én}v (5)

where @31 represents the candidate set of D2D pairs whose wireless gains satisfy the above criterion (5).
0 < 61 < 1 is the interference limitation threshold between different D2D pairs sharing the same cellular
resource block. In a practical system, J; should be limited to a certain range, neither too small nor too
large. If it is too large, there are too many D2D pairs sharing the same cellular resource block, resulting
in too much interference and degrading their reliable communications. If it is too small, this would result
in a smaller number of available D2D pairs and lower spectrum efficiency.

(2) In the second slot, all the D2D transmitters will report the set of potential D2D pairs determined
by the above criterion to the BS and broadcast their corresponding training sequences simultaneously.
Hence, the BS can obtain the CSI from different D2D transmitters. Meanwhile, the CU broadcasts the
training sequences, so the BS can obtain its CSI from the CU. In order to guarantee the communication
reliability of the cellular link under the interference constraint induced by D2D links. The channel gains
from the selected D2D transmitters to the BS should lie in the set

e = {thB

R 2
‘thB‘ < 0o |je<1>d}. (6)

It is assumed that the selected candidate set of D2D pairs determined by the above criterion (6) is
denoted as <I>3. 02 should be set to a suitable value similar to the analysis of the value 6.

(3) Decision. The BS can easily obtain the set of D2D pairs that could simultaneously share the
cellular resource block with the specific cellular resource block as determined by the two criteria above (5)
and (6).

It is assumed that |hp, p,|? and \hr, B|2 follow the exponential distribution with unit mean, i.e.,
|fLTnDj 2 ~ exp(1) and |hg, g|? ~ exp(1). Therefore, we can get the probability of T; € ®L as Prob; =
1 — exp(—d1). Similarly, we can easily obtain the probability of 7; € ®2 as Proby = 1 — exp(—d).

With the above proposed D2D pairs selection scheme, we define the resulting selected D2D pairs set
sharing the same cellular resource block as ®;. Owing to the independence of channel gains between
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different nodes, the probability of T; € ®;, denoted as Probp, can be given by
Probp =P (T, € @)
=P (T; € ®;NT; € ®7)
= (1 —exp(—d1)) (1 —exp(—d2)), Jj#n. (7)

According to the property of PPP [29], we can easily know that the resulting selected D2D pairs set
sharing the same cellular resource block is a thinning of the homogeneous PPP of the intensity Ay with
the retention probability Probp. Hence the intensity Aj of the resulting selected D2D pairs set can be
obtained by

S=00—exp(=d1)) (1 —exp(—d2)) A (8)

In what follows, we will derive the SOP of the typical cellular link and COP of the typical D2D link to
characterize their respectively different communication requirements according to the proposed scheme.
Then we present an interference threshold optimization model to make this hybrid network to achieve its
optimal performance.

4 Performance analysis and optimization

In this section, we respectively give the SOP of the typical cellular link and COP of the typical D2D link.
Then, we discuss the impact of the interference thresholds (i.e., d1, d2) on their performances. To further
support the performance of this hybrid network, we present an interference threshold optimization model
to obtain the optimal interference thresholds by numerical solutions.

4.1 SOP of cellular links

Assuming that Eves are non-colluding, so their wireless channels could be regarded as a compound wiretap
channel with the equivalent channel gain 7. = maxg, cs, (SIRg, ). Consider the typical cellular link that
comprises of the serving BS located at the origin and the typical CU located at z.. For the k-th Eve
located at z, its distance to the typical CU is denoted as rcg = ||z, — z||?>. Then, for the given target
SIR. threshold S, setting p = %, the SOP for the typical cellular link according to its definition in (4)
can be derived as

piop =P (inax SIREk = 66)

€,

=1-P (lrcré%): SIRg, < ﬁe)

=1-Eg Eo; < H Pr(SIRp, < 56))

ked,

=1- Ecpe < H Pr (E<I>§ (SIREk < Be)))

ked,

Bertple
=1-Egs, (1—6Xp(—i))>
’ (kge Pe

—1-g (T - euc ()
ked,
(a) > 14 o
=1—exp| —2mA ﬁ]E(z) (PC /BerCE) rcedrce |, (9)
0

where (a) follows from the probability generating functional (PGFL) of PPP [29]. According to the
property of PPP, the coordinates translation will not change its distribution [29]. Now, we shift the
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Figure 3 (Color online) CU SOP of the opportunistic access control scheme versus fe.

coordinates such that the k-th Eve is located at the origin. Thus, L£;, can replace L, .y which equals
Lr,(:=0)- Then, employing [22, Eq. (7-10)], we obtain

1, ok IS PP sP
Cie (Pe*furte) = exo (- (10)
where L~ = ey =L (1+p) I (1-p), s= P;'Berty, and T' () is the gamma function.

Setting = = AZ(%)’TO + p)T'(1 — p) and substituting (10) into (9), the SOP of the typical cellular
link can be given by

P =1 — exp (%) . (11)

—

The theoretical results and the simulation results of the CU SOP in (11) are plotted in Figure 3.
Intuitively, we can see that the theoretical curves are quite consistent with the simulations with respect
to B, under different interference thresholds, which validates the derived theoretical results.

4.2 COP of D2D links

In this subsection, we will give the expression of COP to characterize the performance of the typical D2D
link under the interference constraint. According to the definition of COP in (3), the COP of D2D pairs
that share the resource block with the specific CU can be expressed as

pZOP = I[D{SIRD71 < ﬂd}
=P {|th|2 < PBIT%ﬁdIDn}
=1- ﬁ[Dn (51) , (12)

2, L1, (s) denotes the Laplace

where 51 = PD_IT%ﬂd, Ip, = PcTE«%n |hCDn |2+Zj6®3,j¢n PDT'J_}KDn |thDn
transform of Ip, , i.e., L1, (s1) = E(—=s1Ip,). Let Ip, = If + I}l; , where If, = Porgh, |hep,|?
denotes the interference from the cellular link and I‘Z{L => JE®s jtn Ppri'p, |, D, |2 denotes the inter-
ference from other D2D transmitters (except for the typical D2D transmitter). According to the property
of the Laplace transform, we can easily obtain Lr, (s1) = Lrg (s1) - Lao (s1). Owing to the Slivnyak-
" _ 2 o .
Mecke Theorem [32], we can get EI%L; (s1) = L:I%n (s1), where If, = Zje@; Ppri'p, |hr,p, | . Similarly,
employing [22, Eq. (7-10)], we can easily obtain

IS PP s
Elé: (s) =exp (—S?Téi)l) . (13)
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Figure 4 (Color online) D2D COP of the opportunistic access control scheme versus S4.

Next we will give the expression of Lre (s1). Let ¢ = E[exp(—sl(Pcragn|hCDn|2))]. Assuming
r =rcp, , which is Rayleigh distributed, its probability density function (PDF) can be given by f,(r) =
27\ .1 exp(—7\r?) [33]. Hence, ¢ can be calculated by

=B By o (o (v, )

(2/00 2T T ex (—71)\ r2) ;dr
0 ol P “ 145 Porr

> exp (—z)
_ 14
/0 T+ bar " 1)

where z = A2 and b = s; Po(mt)\.)”. Assuming h ~ exp(1l), we can easily get Ej, [exp (—hA)] = AL_H

for any constant A . In the Rayleigh fading channel, (b) can be obtained according to the above property
of the exponential distribution. Then substituting (14) and (13) into (12), we can obtain

cop _ 1 _ > exp (71')(,1 . 77T)‘flr2Dﬂdp 1
Pa /0 1+ba—r " P sincp /)’ (15)

Figure 4 presents the simulation results and the theoretical results of D2D COP in (15), where we can
see that the theoretical curves coincide very well with the simulations with respect to 84 under different
interference thresholds, which validates the derived analytical results.

4.3 Performance optimization

The performances of the typical cellular link and the typical D2D link are respectively derived for the
fixed interference thresholds &1, ds in the two previous subsections. To further support the performance
of this hybrid network, we present an interference threshold optimization model in this subsection, which
minimizes the COP of D2D pairs subject to the secrecy requirement of the cellular link.

For this hybrid network, cellular users have higher priorities and their performances should be guaran-
teed before D2D pairs are allowed to access the hybrid network. In other words, their secrecy requirements
must first be fulfilled, as long as their SOP are no larger than a certain value, denoted by €. To achieve the
optimal performance for this hybrid network, the COP of D2D pairs sharing the same cellular resource
block should be as small as possible, subject to their secrecy requirements of CUs. Hence, the D2D COP
minimization problem under the constraint of secrecy requirements can be given as follows:

min pg™ (41, 02)
st. Cl: pg, <, (16)

C2: 4, € [O,&?p] , 09 € [O,&;p] ,
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Figure 5 (Color online) Performance versus different interference thresholds. (a) CU SOP; (b) D2D COP.

where € represents the minimum secrecy requirement of the typical CU. §;” and d5" denote the upper
interference thresholds to satisfy the reliable communications for both CUs and D2D pairs.

On the other hand, from (11), we can easily observe that the SOP of the CU, i.e., pi°P, decreases as
the interference thresholds §; and 02 increase, as illustrated in Figure 5(a). However, it is the opposite
for the COP of D2D pairs versus d1, d2, as shown in Figure 5(b). That is, for D2D links, ¢;, d2 should be
as small as possible to achieve their minimum COP. Unfortunately, we cannot obtain analytical solutions
from (16). However, we can obtain numerical results of the optimal interference thresholds employing
a two-dimensional search in the feasible solutions (01,d) obtained by the constraint C1 in (16), which
could satisfy the secrecy requirement of the CU. The optimal values of 47, J; should be those in the set
(51, 52) to minimize the COP of D2D pairs. Based on the above analysis, we can get the optimal values,
ie., 07, 05, by

(61,03) = min pi™ (51.62) . (17)
01,02

Based on the above analysis, we present Algorithm 1 to numerically determine the optimal values
07, 05 of the interference thresholds for cellular links and D2D links, respectively. In Algorithm 1, we
respectively denote the step size of d1, d2 as Ady, Ado.

Algorithm 1 Search algorithm for obtaining optimal values 67, 63

1: Input: &, Ae, Aas Ae, Po, Pp, Be, Bas 017, 057, €, Ad1, Ada;

2: Output: 67, 3;

3: Initialization: M:ﬁ N= 857 and set P{™P = 1;

IR Asy’ d ;

4: form=1: M do

5: forn=1: N do

6: Calculate PS°F(m,n) in (11);

T if P:°P(m,n) < e then

8: Update the set (§1,d2) by putting Ady * m, Ada * n into the set (61, d2);
9: end if

10: end for

11: end for

12: Set L as the number of entries in the determined set 31 and d2. That is, L = Card(&) = Card(Sg).
13: forl=1:L do

14: Calculate P;Op by substituting the entries dy;, do; into (15) that lie in the determined set (31,32);
15:  if P{°P < P°™P then

16: plemp _ peop,

17: Update 87, 65 by 07 = 014, 05 = day;

18: end if

19: end for
20: Return 67, 63; (The optimal values are obtained.)
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5 Simulation results

In this section, more detailed simulation and numerical results are provided to evaluate and analyze the
performance of our proposed scheme. The path loss coefficient is set as k = 3. The transmission power of
the CU and each D2D transmitter are 20 and 10 dBm, respectively. The densities of cellular users, D2D
pairs and Eves are set as A\, = 0.01/m?, Ay = 0.1/m? and A\, = 0.01/m?. For simplicity, the distance
between D2D pairs is 1 m. &;” and dy" are set as §;F = d,° = 1. The step sizes of d1, d> are set as
Ad; = 0.05 and Ady = 0.05. The following results are obtained with the optimal interference thresholds
obtained from Algorithm 1 under different specific parameters.

In Figure 6, we plot the COP of the typical D2D link versus the SOP threshold of the CU, i.e., ¢,
which means its different secrecy requirements. The reference one in which all the D2D pairs share the
same resource block in [26] without considering the interference constraint for CU and other D2D pairs,
is presented for comparison. As expected, we can see that the D2D COP of our proposed scheme is
lower than that of the reference scheme. This is because our proposed scheme considers the interference
constraints for other D2D links. Furthermore, it is observed from Figure 6 that the COP of D2D pairs
decreases as the cellular SOP threshold e increases. The reason for this is that the secrecy requirement
becomes lower with the increasing e. In that case, the interference induced by the smaller number of
D2D pairs sharing the same resource block with the CU would deteriorate the received performance of
Eves to satisfy the secrecy requirement of the CU. Meanwhile, it will result in lower COP of D2D pairs,
because the harmful interference among D2D pairs sharing the same resource block will be weaker.

We exploit the relationship of the COP of D2D pairs with S, under different secrecy requirements,
where 4 is set as 10 dB, as shown in Figure 7. It can be observed that the COP will decrease as [
increases, and it is the same with € increasing. The reason for this is that the secrecy requirement could
be satisfied if only a smaller number of D2D pairs share the same resource block with higher S, when
€ is fixed, resulting in the lower COP. On the other hand, when the . is permanent, the requirement
could be fulfilled if only a larger number of D2D pairs reuse the specific cellular resource under a lower
€, resulting in the higher COP.

Figure 8 demonstrates the performance of D2D pairs subject to different secrecy requirements of the
CU, denoted as €. As expected, we can see that the COP will increase as ¢ decreases. The smaller €
means the CU has a higher-level requirement. In practical cases, only if a larger number of D2D pair share
the same resource block can the interference induced by D2D pairs fulfill its higher-secrecy requirement.
However the stronger interference will result in a higher COP of D2D pairs.
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Figure 8 (Color online) D2D COP versus 84 under different threshold e.

6 Conclusion

The secure communication of cellular links in D2D-enabled cellular networks was studied. An oppor-
tunistic access control scheme based on wireless channel gains has been proposed. Then, we analyzed
the performance of the typical cellular and D2D links based on the proposed scheme. To further support
the performance of this hybrid network, we presented an interference threshold optimization model for
D2D pairs, which guaranteed the secrecy requirement of the CU owing to its higher priority. Simulation
results have been provided to validate the effectiveness of our proposed scheme. Because in this paper
we only considered single-input single-output (SISO) channels, the extension of the proposed scheme to
the scenario of multiple-input multiple-output (MIMO) systems may be carried out in our future work.
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