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Dear editor,
Verifiable random functions (VRFs) [1] are cryp-
tographic functions that behaves like a random
function for producing a random string y for any
variant x, but also allows for efficient verification
of uniqueness of y for a valid witness z. In this
work, we extend the concept of VRFs to a no-
tion of a conditionally verifiable random function
(CVRF), which is a new kind of VRFs over condi-
tional constraints for input domain of VRFs. As a
general example of CVRF, we present a practical
construction, called a conditionally verifiable ran-
dom function on Boolean function (CVRF-BF),
to explore the common structure and method of
CVRFs. Our CVRF-BF construction is designed
on a two-layer structure based on full disjunctive
normal form (full-DNF): the first layer consists of
a collection of VRFs, one of which realizes the
verification of correctness of each input compo-
nent, perhaps with a simple constraint; and the
second layer consists of a VRF with multi-input,
which takes as input the first layer’s evaluations,
and verifies whether these evaluations adhere to
a given access constraint. Moreover, we prove
that our CVRF-BF construction satisfy three se-
curity properties: conditional provability, unique-
ness, and pseudorandomness, under the hardness
assumption of DBDHI problem. Our construction
of CVRF-BF indicated that it is feasible to im-
plement the proposed CVRF notion with various

access constraints.
The decisional bilinear diffie-Hellman inversion

(DBDHI) problem, used to prove the security of
our construction, is described as follows:

Definition 1 (DBDHI problem [2]). Let G be a
bilinear group of prime order p with G as a gener-

ator of it. Given the elements G,Ga, Ga
2

, . . . , Ga
ℓ

as the input of ℓ-DBDHI problem, it distinguish
e(G,G)

1
a from random.

The ℓ-DBDHI assumption is that there is no
such an algorithm which has advantage better
than negligible in solving the ℓ-DBDHI problem
in G. We describe this assumption as follows:

Definition 2 ((ℓ, ǫ, t)-DBDHI assumption). We
say that (ℓ, ǫ, t)-DBDHI assumption holds in G

if there is no t-time algorithm A solving the ℓ-
DBDHI problem with at least ǫ advantage.
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The definition of CVRF. We now extend the
concept of VRF [3] to the CVRF, which is a new
kind of VRFs over conditional constraints for in-
put domain of VRFs with conditional provabil-
ity, uniqueness, and pseudorandomness properties.
Roughly speaking, given the domain X of VRFs
and a computable decision function f : X →
{0, 1}, there exists an efficient VRF scheme, S =
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(F,G,Verify), such that for any input x ∈ X, the
verification algorithm holds Verify(pk, x, y, z) = 1
if and only if f(x) = 1, where y ← F (sk, x) and
z ← G(sk, x). Here, we call the subset of X in-
duced f(x) = 1 as access constraints or conditions.
In nature, this kind of CVRFs is a family of veri-
fiable random functions with multi-input, perhaps
with large input sizes [4]. Exactly, our CVRF is
defined as follows:

Definition 3 (CVRF). Given a computable
decision function f : {0, 1}n → W for a
security parameter κ, we say that a VRF
over f is a CVRF if there exist algorithms
(Setup,GenFun,Prove,Verify) such that

(1) Setup(1κ, n) outputs a pair of keys (pk, sk)
for a security parameter κ and a number n;

(2) GenFun(pk, f) outputs a public key pkf for
a special f(·) and lets pkf ∈ pk;

(3) Prove(sk, x) outputs a pair (F (sk, x),
G(sk, x)), where F (sk, x) is the function value and
G(sk, x) is the proof of correctness; and

(4) Verify(pk, x, y, z) verifies that y = F (sk, x)
using the proof z = G(sk, x).

Formally, we require that the CVRF satisfies the
following properties:

(1) Conditional provability. For all (pk, sk) ∈
Setup(1κ, n), pkf ∈ GenFun(pk, f) and all x ∈
{0, 1}n, if (y, z) = Prove(sk, x), there exists a neg-
ligible polynomial µ such that

Pr[Verify(pk, x, y, z) = b | ∃ b ∈ {0, 1}, f(x) = b]

>1− u(κ). (1)

(2) Uniqueness. For all (pk, sk) ∈ Setup(1κ, n)
and inputs x ∈ {0, 1}in(κ), there does not exist a
tuple (y1, y2, z1, z2) such that
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Verify(pk, x, y1, z1)=1,

Verify(pk, x, y2, z2)=1

]

6µ(κ). (2)

(3) Pseudorandomness. For all PPT distin-
guishers D, there exists a negligible polynomial µ
such that

Pr[D(1κ, F (sk, x))=1]−Pr[D(1κ, {0, 1}out(κ))=1]

6
1

2
+ µ(κ). (3)

To explore the feasible methods of CVRF, we
proposed an instance of CVRF, called CVRF-BF,
in which the computable decision function f is de-
scribed as Boolean function.

Definition 4 (CVRF-BF). Given a full-DNF
Boolean function f(x) = f(x1x2 · · ·xn) for x ∈
{0, 1}n, the system S = (Setup,GenFun,Prove,
Verify) is called as CVRF over Boolean func-
tion f , if (pk, sk) ← Setup(1κ, n) and pkf ←

GenFun(pk, f) and (y, z) ← Prove(sk, x) =
(F (sk, x), G(sk, x)). Then there exists the algo-
rithm Verify such that for any input x, the equa-
tion (4) holds.

Verify(pkf , x, y, z) =

{

1, f(x) = 1,

0, f(x) = 0.
(4)

Our construction of CVRF-BF. Let S =
(p,G,GT , e, G,H) is a bilinear map group system
under the security parameter κ, where e : G×G→
GT is a bilinear map over the groups G,GT of or-
der p, and G contains two generators G,H ∈ G.
Given a monotone Boolean function f(x), we con-
struct a VRF-BF on S as follows:
• Setup(1κ, n). It generates the public key and

the secret key, as follows:
(1) Chooses 2n integers λ1, . . . , λn, ψ1, . . . , ψn∈R

Zp to define Gi,0 = Gλi and Gi,1 = Gψi ∈ G for
i = 1, 2, . . . , n, each of which corresponds to xi = 0
or 1;

(2) Picks a random integer ξ ∈R Zp and sets
H ′ = Hξ;

(3) Chooses n random r1, . . . , rn ∈R Zp, sets
Hi = Hri and H ′

i = (H ′)ri = Hriξ = (Hξ)ri , for
i = 1, 2, . . . , n;

(4) Defines the secret key as sk = (ξ) and the
public key as

pk = (S, H ′, {Hi, H
′
i, (Gi,0, Gi,1)}i∈{1,2,...,n}).

• GenFun(pk, f). It proceeds three steps:
(1) Given a Boolean function f(x) and x = (x1,

x2, . . . , xn) ∈ {0, 1}
n, transfers it into a disjunctive

normal form (DNF) f(x) =
∨m

k=1 conjk, where any
conjk = ∇x1∧· · ·∧∇xn and∇ denotes ¬ or empty.

(2) For each clause conjk, where k ∈ {1, 2, . . . ,
m}, it sets a random polynomial gk(X) =
∑mk

i=0 ai,kX
i, where a0,k = ξ and ai,k ∈R Z

∗
p

for i ∈ {1, 2, . . . ,mk}. Furthermore, only when
conjk = 1, we compute the value of gk(X). And
for each conjk we have different gk(X) with differ-
ent k. In order to mark simply, we sometimes use
g(X) instead of gk(X).

(3) This algorithm chooses v1, . . . , vn ∈R Z∗
p

and computes {(H̃
(k)
1 , G̃

(k)
1,x1

), . . . , (H̃
(k)
n , G̃

(k)
n,xn)},

where H̃
(k)
i = Hgk(vi) and G̃

(k)
i,xi

= G
gk(vi)
i,xi

for
i = 1, 2, . . . , n and k = 1, 2, . . . ,m.

(4) After processing all conj1, . . . , conjm, this al-
gorithm outputs

pkf = (vi, {H̃
(k)
i , G̃

(k)
i,xi
}k∈{1,2,...,m})i∈{1,2,...,n}.

Note that, pkf ∈ pk, and there exist m random
polynomials gk(·) for m clauses in f(·).
• Prove(sk, x). For any x = (x1, x2, . . . , xn) ∈

{0, 1}n, the result (y, z) is outputted by computing
the following equations:
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y = F (sk, x) = e(G,H)
ξ

ξ+x ,

z = G(sk, x) = (z1, z2, . . . , zn)

= G
1

ξ+x · (Gr11,x1
, Gr22,x2

, . . . , Grnn,xn
),

(5)

as the algorithm’s outputs and witness of correct-
ness transferred to the verifier. Finally, this algo-
rithm outputs (y, z).
• Verify(pk, x, y, z). This algorithm is divided

into these processes:
(1) In terms of f(x) =

∨m
k=1 conjk, this algo-

rithm finds a clause conjk to satisfy conjk = 1 for
x = (x1, x2, . . . , xn); otherwise it outputs 0.

(2) Next, in order to verify whether z =
(z1, . . . , zn) was computed correctly, it needs to
check

e(zi, H
′ ·Hx) = e(G,H) · e(Gi,xi

, H ′
i ·H

x
i ), (6)

for all i ∈ {1, 2, . . . , n}. Given the valid
(z1, z2, . . . , zn), it makes use of the public key pk
and compute the corresponding yi by

yi = e(zi, H̃i) · e(G̃i,xi
, Hi)

−1. (7)

(3) To verify whether y = H(sk, x) was com-
puted correctly, the algorithm sets Lagrangian
interpolation coefficient γi =

∏

16j6n,j 6=i
vj

vj−vi

(mod p). Then it needs to check the equations

y =
n
∏

i=1

y
γi
i = e(G,H)

ξ
ξ+x . (8)

(4) Finally, it outputs 1, if and only if the equa-
tion above has been checked.

According to the definition of CVRFs, we prove
that our CVRF-BF scheme satisfies the secu-
rity properties, including conditional provability,
uniqueness, and pseudorandomness 1), as follows:

Theorem 1 (Conditional provability). The
CVRF-BF scheme is in line with the conditional
provability, that is, for all (pk, sk) ∈ Setup(1κ, n),
pkf ∈ GenFun(pk, f) and all x ∈ {0, 1}in(κ), if
(y, z) = Prove(sk, x), there exists a negligible poly-
nomial µ such that

Pr[Verify(pk, x, y, z) = b | ∃ b ∈ {0, 1}, f(x) = b]

> 1− µ(κ). (9)

Theorem 2 (Uniqueness). The CVRF-BF
scheme we constructed complies with the defini-
tion of uniqueness, that is, in the groups G,GT of
order p and a bilinear map e : G×G→ GT , for all
(pk, sk) ∈ Setup(1κ, n) and inputs x ∈ {0, 1}in(κ),
there does not exist a tuple (y(1), y(2), z(1), z(2))
such that

Pr

[

y(1) 6= y(2)

∣

∣

∣

∣

∣

Verify(pk, x, y(1), z(1)) = 1,

Verify(pk, x, y(2), z(2)) = 1

]

6 µ(κ). (10)

Theorem 3 (Pseudorandomnes). Suppose the
(ℓ, ǫ, t)-DBDHI assumption holds in a bilinear
group G(|G| = p), the outputs of our CVRF-
BF (Setup,GenFun,Prove,Verify) is (l′, ǫ′, t′)-
indistinguishable under the chosen input attack
(IND-CIA), or we say that our CVRF-BF scheme
is a verifiable random function with running time
t′ and negligible advantage ǫ′ = ǫ

2n through l′-time
valid queries for Prove(·).

Conclusion. At present, constraint-based en-
cryption, e.g., attribute-based encryption (ABE)
and functional encryption (FE), has been an in-
evitable trend for conditional information sharing
in terms of access constraints [5]. The proposed
notion of CVRF is a basic tool for analyzing the
security of constraint-based encryption. Moreover,
our CVRF is a good candidate to implement more
secure access constraints because the properties
hold by VRFs, such as provability, uniqueness, and
pseudo-randomness, are exactly what the security
analysis of constraint verifications needed.
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