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Camellia is an international standard adopted by
ISO/IEC and is recommended by CRYPTREC
and NESSIE project. Wu et al. [1] presented an
effective tool to search truncated impossible differ-
entials for word-oriented block ciphers with bijec-
tive Sboxes. However, their method only adopted
Sbox as the nonlinear part and cannot be applied
to Camellia with FL/FL™" layers. We discover
the difference propagation of three basic compo-
nents employed in the FL/FL™! layers, i.e., AND,
OR, ROTATION operations, and generalize the
automatic search to consider more nonlinear op-
erations. Using this system, we search for impos-
sible differentials of round-reduced Camellia with
FL/F L~ ! layers. Moreover, by some changes in
the nonlinear subsystem, our algorithm can be
easily adjusted to be compatible with searching
for impossible differentials which are with restric-
tions on input/output differences or subkeys. Ta-
ble 1 summaries our searching results and com-
pares them with the previous results. In order
to demonstrate that our algorithm is effective,
we launch an impossible differential attack on 14-
round Camellia-256 with FL/FL71 layers using
the new impossible differential obtained by our al-
gorithm. Compared to the previous best attack

achieved by Boura et al. [6], our attack improves
the time and memory complexity a lot.

Brief description of Camellia. Camellia [7] is
a 128-bit block cipher with variable key lengths
of 128, 192 and 256, which can be denoted
as Camellia~-128/192/256, and the corresponding
numbers of round r are 18/24/24. For Camellia-
192/256, the 128-bit input is divided into two 64-
bit values L° and R°. Then, for i = 1 to 24, ex-
cept for ¢ = 6, 12 and 18, the round function is
L' =R (L k) R* = L. While, for i =

Table 1 Summary of impossible differentials (IDs) of
Camellia with FL/FL™! layers®)

# FL/FL=' Pos

L Previous results This article

# IDs  Source # IDs

6 7 4 2] 120

1 5 7 4 (3] 16
5 7 - - 32

9 0,6 7 - - 52
0,6 7 4 [4] 12

L7 7T 4 [5] 12

1,7 8 4 (3] 16

a) Pos: the position of FL/FL™! layers, 0 stands for
the IDs with FL/FL™! layers before round 1. L: the
length of the impossible differentials.
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6,12,18, the round function performs one more
layer, FL/ FL™' layer, which is defined as
i = Ri-1 ® F(Li—l, k.i), R = Li-l [P =
FL(LY kfp,kfr), R® = FL YR, kfp.kfr).
FL function does (Xps2) || Xre2):kfose) |
kEfri2) = (Yoee) || Yre2), where Ygia) =
(Xr2) N klpee)) < 1) @ Xga2), Yiee =
(YR(SQ) U kZR(SQ)) @ XL(SQ)' The FL_l function iS
the inverse of F'L. Before the first round and af-
ter the last round, there are whitening-key layers,
which is omitted in the following cryptanalysis.

Automatic search of impossible differentials.
The basic idea of Wu et al.’s method is to
treat a cipher as an entirety instead of the
miss-in-the-middle approach, and build the dif-
ference propagation system according to the en-
cryption/decryption function. The system takes
the plaintext/ciphertext differences as the initial
information, and predicts information about un-
known variables from the known ones iteratively
with probability one. Once there is a contradic-
tion, an impossible differential trail is obtained and
the iteration is over. To build a difference propa-
gation system, Wu et al. presented the difference
propagation of four basic primitives, i.e., branch,
xor, Sbox and linear operations which are often
employed as parts of a block cipher.

For Camellia, the FL/FL_1 layers bring new
differential propagation properties which makes it
hard to apply Wu et al.’s method. Since the com-
ponents of FL/FL71 layers are AND-operation,
ROTATION-operation and OR-operation with un-
kown keys, we treat these operations as non-linear
operations. Suppose Az, Ay and Az are row vec-
tors in Fys. Then, the equations to define the dif-
ference propagation of these non-linear operations
are as follows, which can be easily proved.

Proposition 1. The AND operation in
FL/FL_1 layers is described as Az Nk = Ay.
Az = 0 is a sufficient but not necessary condition
for Ay = 0, and Ay # 0 is a sufficient but not
necessary condition for Az # 0. We build a formal
equation A(Az, Ay) = 0 to indicate this relation
between Ax and Ay.

Proposition 2. The bitwise ROTATION op-
eration in FL/FL™' layers is described as
A(zolly|lzzlrs) << 1 = Alyollyrlly2llys). Awi =
0 and A7(;11)moas = 0 are sufficient but not nec-

essary conditions for Ay; = 0. AYi_1)moas =
0 and Ay; = 0 are sufficient but not neces-
sary conditions for Az; = 0. We build 8 for-

mal equations R(Az;, AZ (i1 1ymodss AYi) = 0,
R(AY(i—1)moas, Ayi, Azi) =0 (i = 0,1,2,3) to in-
dicate these relations between Ax; and Ay;.

In order to simplify the expression of the equa-
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tions, we consider the AND and the ROTATION
operations together, and obtain Proposition 3.

Proposition 3. For the AND-ROTATION oper-
ation, only half of the property of the AND opera-
tion and the ROTATION operation are used, that
is to say, Ar; = 0 and Az 1)meas = 0 are suffi-
cient but not necessary condition for Ay; = 0. We
build 4 formal equations AR(Az;, AT (i 1)modd
Ay;) =0 (1 =0,1,2,3) to indicate these relations
between the input and output differences of the
AND-ROTATION operation.

Proposition 4. The OR operation in FL/FL™!
layers is described as Az @ (AxzNk) = Az. Denote
Ay = Ax Nk, then we can demonstrate it by a
linear equation and a formal equation defined in
the AND-operation, which are Az ® Ay d Az =0
and A(Az, Ay) = 0.

To sum up, the difference propagation of the
three basic components of FL/F L~ layers can
be expressed by one linear equation and two for-
mal equations. We denote the input differences
of the FL and FL™" after the i-th round as ALY
and AR, and their output differences as AL’ and
AR'. We introduce AY ™" and AY " to denote
the intermediate differences of FL and FL™!, re-
spectively. AYLi, and AY ¥, represent the differ-
ences after the AND-ROTATION operation, and
AYEL and AYF stand for the differences of the
non-linear part of the OR operation. We get
the difference propagation of F'L as follows with
1<i<rand 0<j <3

AR(ALY, A,,Li’<j+1>moq4a AYH) =0,
AYF @ ALY @ ALY, =0,
A(ALj 4, AY}) =0,

AYE, & ALL, & ALY, & AL = 0.

Similarly, the difference propagation system of
FL 'is

Z(AR";_M, Ayﬁ-@ =0,

AYE & ARY,, ® AR, ® AR: =0,
AR(AR}’ Asz+1)mod47 AYJ'RZ) =0,
AV @ AR, & AR}, =0.

We build the difference propagation system as
described in [1], except that we add the equa-
tions of FL/FL™" into it. The system is divided
into linear subsystem £ and non-linear subsystem
NL. L is treated as a homogeneous linear sys-
tem Ax = 0, where A is the coefficient matrix,
and x is the vector of all variables in the differ-
ence propagation system. A can be processed by
Gauss-Jordan Elimination algorithm to an equiva-
lent Reduced Echelon Form, then the solution set
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is decided according to the linear algebra. For N L,
different operations are treated, respectively. The
details are in the following manner:

e AND-operation. Suppose Azx; and Ay; repre-
sent the input and output differences of the AND
operation, and T,nq indicates a table for the AND
operation which stores (Ax;, Ay;). Then for each
record in Tang, Ap and A; are updated by Propo-
sition 1: If Az; € A, then Ag = AgUAy;, and the
corresponding column of A is updated to zero; If
Ayi S Al, A = A U Ax;.

e AND-ROTATION operation. Suppose (Axg,
Azy, Azo, Azs) and (Ayo, Ay, Aye, Ays)
are the input and output differences of AND-
ROTAION operation, and Tanarot indicates a ta-
ble for the AND-ROTATION operation where
we store (Az;, AT(;41)mods, AYi). Then for each
record in Tandrot, (A,Ag,A1) are updated by
Proposition 3: If Az; € Ao, AZ(i41)mods € Ao
(Z = 07 1, 2,3), then AO = AO @] Ayz (Z = 07 1, 2,3),
and the corresponding column of A is updated to
Zero.

e Sbox operation. This operation has been con-
sidered in Wu et al.’s work, so we omit it here.

Internal difference prediction with restrictions.
Some analysis results of Camellia with FL/FL™*
layers are based on weak keys or with restrictions
on input/output differences of FL/FL™" layers.
We analyze the properties presented in [3,4,8], and
adjust our algorithm to be compatible with these
restrictions by some changes in the algorithm.

We generalize Property 2 in [4] and Proposi-

tion 3 in [3] to Proposition 5.
Proposition 5. Suppose (Axg,...,Azr) and
(Ayo, ..., Ayr) are the input and output differ-
ences of the F'L function, if Az; = 0 and the
most significant bit of & f7(i11)mod4 (0T Z(i4+1)moda)
is zero, then we have Ay; 14 = Ax;yyq, 0 <7 < 3.

We can update (A, Ag, A1) by building a table
Twk to locate the weak keys (or the input/output
differences with restrictions) and to guide the
AND-ROTATION predicting procedure. The de-
tails are: If Az(;11)mods € Twk and Ax; € Ag (i =
0,1,2,3)7 then AO = AO @] Ayz (’L == 0,1,2,3),
and the corresponding column of A is updated
to zero. If Az(ii1)moas ¢ Twk and Az; € Ao,
Az(i-i—l)mod4 € Ay (Z = 0,1,2, 3), then Ay =
Ao U Ay; (i = 0,1,2,3), and the corresponding
column of A is updated to zero.

The Observation 1 in [8] and the Proposition 4
in [3] can be programmed by building tables simi-
larly.

Impossible differential attack on Camellia-256
reduced to 14 rounds. Using the new automatic
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search tool, we get a new distinguisher of 7-round
Camellia with two FL/FL™" layers before rounds
1 and 7, shown in Proposition 6.

Proposition 6. For 7-round Camellia with two
FL/FL™" layers before the 1st round and the
7th round, [(0,0,0,0,0,0,0,0), (a,0,0,0,0,0,0,0)]
is the input difference, where a is any non-zero
value with the most significant bit being zero,
then the output difference after 7-round cannot
be [(d,0,0,0,0,0,0,0), (0,0,0,0,0,0,0,0)], where
d is any non-zero value with the most significant
bit being zero.

Based on this impossible differential, we launch
the impossible differential attack on 14-round
Camellia-256 by adding 3 rounds at the top and
appending 4 rounds at the bottom, which needs
21205 chosen plaintexts, 22°%7 encryptions and
2117 memory.
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