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Camellia is an international standard adopted by
ISO/IEC and is recommended by CRYPTREC
and NESSIE project. Wu et al. [1] presented an
effective tool to search truncated impossible differentials for word-oriented block ciphers with bijective Sboxes. However, their method only adopted
Sbox as the nonlinear part and cannot be applied
to Camellia with F L/F L−1 layers. We discover
the difference propagation of three basic components employed in the F L/F L−1 layers, i.e., AND,
OR, ROTATION operations, and generalize the
automatic search to consider more nonlinear operations. Using this system, we search for impossible differentials of round-reduced Camellia with
F L/F L−1 layers. Moreover, by some changes in
the nonlinear subsystem, our algorithm can be
easily adjusted to be compatible with searching
for impossible differentials which are with restrictions on input/output differences or subkeys. Table 1 summaries our searching results and compares them with the previous results. In order
to demonstrate that our algorithm is effective,
we launch an impossible differential attack on 14round Camellia-256 with F L/F L−1 layers using
the new impossible differential obtained by our algorithm. Compared to the previous best attack

achieved by Boura et al. [6], our attack improves
the time and memory complexity a lot.
Brief description of Camellia. Camellia [7] is
a 128-bit block cipher with variable key lengths
of 128, 192 and 256, which can be denoted
as Camellia-128/192/256, and the corresponding
numbers of round r are 18/24/24. For Camellia192/256, the 128-bit input is divided into two 64bit values L0 and R0 . Then, for i = 1 to 24, except for i = 6, 12 and 18, the round function is
Li = Ri−1 ⊕ F (Li−1 , k i ) Ri = Li−1 . While, for i =

Table 1 Summary of impossible differentials (IDs) of
Camellia with F L/F L−1 layersa)
# F L/F L−1

1

2

Pos

L

6
5
5
0, 6
0, 6
1, 7
1, 7

7
7
7
7
7
7
8

Previous results
# IDs Source
4
[2]
4
[3]
–
–
–
–
4
[4]
4
[5]
4
[3]

This article
# IDs
120
16
32
52
12
12
16

a) Pos: the position of F L/F L−1 layers, 0 stands for
the IDs with F L/F L−1 layers before round 1. L: the
length of the impossible differentials.
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6,12,18, the round function performs one more
layer, F L/F L−1 layer, which is defined as
′
′
Li = Ri−1 ⊕ F (Li−1 , k i ), Ri = Li−1 , Li =
′
′
F L(Li , kfL , kfR ), Ri = F L−1 (Ri , kfL , kfR ).
F L function does (XL(32) k XR(32) , kfL(32) k
kfR(32) ) 7→ (YL(32) k YR(32) ), where YR(32) =
((XL(32) ∩ klL(32) ) ≪ 1) ⊕ XR(32) , YL(32) =
(YR(32) ∪ klR(32) ) ⊕ XL(32) . The F L−1 function is
the inverse of F L. Before the first round and after the last round, there are whitening-key layers,
which is omitted in the following cryptanalysis.
Automatic search of impossible differentials.
The basic idea of Wu et al.’s method is to
treat a cipher as an entirety instead of the
miss-in-the-middle approach, and build the difference propagation system according to the encryption/decryption function. The system takes
the plaintext/ciphertext differences as the initial
information, and predicts information about unknown variables from the known ones iteratively
with probability one. Once there is a contradiction, an impossible differential trail is obtained and
the iteration is over. To build a difference propagation system, Wu et al. presented the difference
propagation of four basic primitives, i.e., branch,
xor, Sbox and linear operations which are often
employed as parts of a block cipher.
For Camellia, the F L/F L−1 layers bring new
differential propagation properties which makes it
hard to apply Wu et al.’s method. Since the components of F L/F L−1 layers are AND-operation,
ROTATION-operation and OR-operation with unkown keys, we treat these operations as non-linear
operations. Suppose ∆x, ∆y and ∆z are row vectors in F28 . Then, the equations to define the difference propagation of these non-linear operations
are as follows, which can be easily proved.
Proposition 1. The AND operation in
F L/F L−1 layers is described as ∆x ∩ k = ∆y.
∆x = 0 is a sufficient but not necessary condition
for ∆y = 0, and ∆y 6= 0 is a sufficient but not
necessary condition for ∆x 6= 0. We build a formal
equation A(∆x, ∆y) = 0 to indicate this relation
between ∆x and ∆y.
Proposition 2. The bitwise ROTATION operation in F L/F L−1 layers is described as
∆(x0 ||x1 ||x2 ||x3 ) ≪ 1 = ∆(y0 ||y1 ||y2 ||y3 ). ∆xi =
0 and ∆x(i+1)mod4 = 0 are sufficient but not necessary conditions for ∆yi = 0. ∆y(i−1)mod4 =
0 and ∆yi = 0 are sufficient but not necessary conditions for ∆xi = 0. We build 8 formal equations R(∆xi , ∆x(i+1)mod4 , ∆yi ) = 0,
R(∆y(i−1)mod4 , ∆yi , ∆xi ) = 0 (i = 0, 1, 2, 3) to indicate these relations between ∆xi and ∆yi .
In order to simplify the expression of the equa-
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tions, we consider the AND and the ROTATION
operations together, and obtain Proposition 3.
Proposition 3. For the AND-ROTATION operation, only half of the property of the AND operation and the ROTATION operation are used, that
is to say, ∆xi = 0 and ∆x(i+1)mod4 = 0 are sufficient but not necessary condition for ∆yi = 0. We
build 4 formal equations AR(∆xi , ∆x(i+1)mod4 ,
∆yi ) = 0 (i = 0, 1, 2, 3) to indicate these relations
between the input and output differences of the
AND-ROTATION operation.
Proposition 4. The OR operation in F L/F L−1
layers is described as ∆x ⊕ (∆x ∩ k) = ∆z. Denote
∆y = ∆x ∩ k, then we can demonstrate it by a
linear equation and a formal equation defined in
the AND-operation, which are ∆x ⊕ ∆y ⊕ ∆z = 0
and A(∆x, ∆y) = 0.
To sum up, the difference propagation of the
three basic components of F L/F L−1 layers can
be expressed by one linear equation and two formal equations. We denote the input differences
′
of the F L and F L−1 after the i-th round as ∆Li
′
and ∆Ri , and their output differences as ∆Li and
∆Ri . We introduce ∆Y Li and ∆Y Ri to denote
the intermediate differences of FL and F L−1 , reLi
Ri
spectively. ∆Y0∼3
and ∆Y0∼3
represent the differences after the AND-ROTATION operation, and
Li
Ri
∆Y4∼7
and ∆Y4∼7
stand for the differences of the
non-linear part of the OR operation. We get
the difference propagation of F L as follows with
1 6 i 6 r and 0 6 j 6 3:

′
′
AR(∆Li j , ∆Li (j+1)mod4 , ∆YjLi ) = 0,



′
 ∆Y Li ⊕ ∆Li
i
j+4 ⊕ ∆Lj+4 = 0,
j
i
Li

A(∆Lj+4 , ∆Yj+4 ) = 0,



′
Li
∆Yj+4
⊕ ∆Lij+4 ⊕ ∆Li j ⊕ ∆Lij = 0.
Similarly, the difference propagation system of
F L−1 is

′
Ri
A(∆Ri j+4 , ∆Yj+4
) = 0,



 ∆Y Ri
i′
i′
i
⊕
∆R
j+4
j+4 ⊕ ∆R j ⊕ ∆Rj = 0,
i
 AR(∆Rji , ∆R(j+1)mod4
, ∆YjRi ) = 0,



′
i
∆YjRi ⊕ ∆Ri j+4 ⊕ ∆Rj+4
= 0.
We build the difference propagation system as
described in [1], except that we add the equations of F L/F L−1 into it. The system is divided
into linear subsystem L and non-linear subsystem
N L. L is treated as a homogeneous linear system Ax = 0, where A is the coefficient matrix,
and x is the vector of all variables in the difference propagation system. A can be processed by
Gauss-Jordan Elimination algorithm to an equivalent Reduced Echelon Form, then the solution set
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is decided according to the linear algebra. For N L,
different operations are treated, respectively. The
details are in the following manner:
• AND-operation. Suppose ∆xi and ∆yi represent the input and output differences of the AND
operation, and Tand indicates a table for the AND
operation which stores (∆xi , ∆yi ). Then for each
record in Tand , Λ0 and Λ1 are updated by Proposition 1: If ∆xi ∈ Λ0 , then Λ0 = Λ0 ∪ ∆yi , and the
corresponding column of A is updated to zero; If
∆yi ∈ Λ1 , Λ1 = Λ1 ∪ ∆xi .
• AND-ROTATION operation. Suppose (∆x0 ,
∆x1 , ∆x2 , ∆x3 ) and (∆y0 , ∆y1 , ∆y2 , ∆y3 )
are the input and output differences of ANDROTAION operation, and Tandrot indicates a table for the AND-ROTATION operation where
we store (∆xi , ∆x(i+1)mod4 , ∆yi ). Then for each
record in Tandrot , (A, Λ0 , Λ1 ) are updated by
Proposition 3: If ∆xi ∈ Λ0 , ∆x(i+1)mod4 ∈ Λ0
(i = 0, 1, 2, 3), then Λ0 = Λ0 ∪ ∆yi (i = 0, 1, 2, 3),
and the corresponding column of A is updated to
zero.
• Sbox operation. This operation has been considered in Wu et al.’s work, so we omit it here.
Internal difference prediction with restrictions.
Some analysis results of Camellia with F L/F L−1
layers are based on weak keys or with restrictions
on input/output differences of F L/F L−1 layers.
We analyze the properties presented in [3,4,8], and
adjust our algorithm to be compatible with these
restrictions by some changes in the algorithm.
We generalize Property 2 in [4] and Proposition 3 in [3] to Proposition 5.
Proposition 5. Suppose (∆x0 , . . . , ∆x7 ) and
(∆y0 , . . . , ∆y7 ) are the input and output differences of the F L function, if ∆xi = 0 and the
most significant bit of kfL(i+1)mod4 (or x(i+1)mod4 )
is zero, then we have ∆yi+4 = ∆xi+4 , 0 6 i 6 3.
We can update (A, Λ0 , Λ1 ) by building a table
Twk to locate the weak keys (or the input/output
differences with restrictions) and to guide the
AND-ROTATION predicting procedure. The details are: If ∆x(i+1)mod4 ∈ Twk and ∆xi ∈ Λ0 (i =
0, 1, 2, 3), then Λ0 = Λ0 ∪ ∆yi (i = 0, 1, 2, 3),
and the corresponding column of A is updated
to zero. If ∆x(i+1)mod4 ∈
/ Twk and ∆xi ∈ Λ0 ,
∆x(i+1)mod4 ∈ Λ0 (i = 0, 1, 2, 3), then Λ0 =
Λ0 ∪ ∆yi (i = 0, 1, 2, 3), and the corresponding
column of A is updated to zero.
The Observation 1 in [8] and the Proposition 4
in [3] can be programmed by building tables similarly.
Impossible differential attack on Camellia-256
reduced to 14 rounds. Using the new automatic
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search tool, we get a new distinguisher of 7-round
Camellia with two F L/F L−1 layers before rounds
1 and 7, shown in Proposition 6.
Proposition 6. For 7-round Camellia with two
F L/F L−1 layers before the 1st round and the
7th round, [(0, 0, 0, 0, 0, 0, 0, 0), (a, 0, 0, 0, 0, 0, 0, 0)]
is the input difference, where a is any non-zero
value with the most significant bit being zero,
then the output difference after 7-round cannot
be [(d, 0, 0, 0, 0, 0, 0, 0), (0, 0, 0, 0, 0, 0, 0, 0)], where
d is any non-zero value with the most significant
bit being zero.
Based on this impossible differential, we launch
the impossible differential attack on 14-round
Camellia-256 by adding 3 rounds at the top and
appending 4 rounds at the bottom, which needs
2120.5 chosen plaintexts, 2205.7 encryptions and
2117 memory.
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