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Abstract Along with the prevalence of cloud computing, it can be realised to efficiently outsource costly

storage or computations to cloud servers. Recently, secure outsourcing mechanism has received more and

more attention. We focus on secure outsourcing storage and computation for large-scale systems of linear

equations (LEs) in this paper. Firstly, we construct a new efficient matrix encryption scheme. Then we

exploit this encryption scheme to develop a new algorithm which can implement outsourcing storage and

computation for large-scale linear equations in the semi-honest setting. Compared with the previous work,

the proposed algorithm requires lower storage overhead and is with competitive efficiency.
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1 Introduction

Along with the prevalence of cloud technology, it becomes possible for clients with weaker storing or

computing power to store and process data [1,2]. Therefore, the enterprises and individuals are beneficial

to lessen capital outlays in hardware and software overheads. Secure outsourcing storage and computation

has become more and more attractive [3, 4]. However, it is of great importance to ensure data security

and privacy [5–8].

The large-scale system of linear equations (LEs) Ax = b is a basic algebraic problem in science and

engineering areas (such as finite element analysis, optimal design and image recognition), which often

consumes a lot of storage and computation [9]. There are many application problems that will result

in very large-scale systems of LEs reaching up to hundreds of thousands or more [10]. In nowadays,

some secure outsourcing solutions for large-scale systems of LEs have significantly developed [11–13]. We

present a new privacy-preserving framework for large-scale systems of LEs in outsourcing storage and

computation showed in Figure 1.

1.1 Related work

As more and more users are ready to outsource their encrypted data to cloud servers for storage and

computation, it is necessary to ensure data manipulability with privacy-preserving. In recent years, there

are many studies on securely outsourcing storage and computation. A general mechanism of securely out-

sourcing computation has proposed by Gennaro et al. [14], which is implemented by garbled circuits [15]
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Figure 1 Framework for our scheme.

and fully homomorphic encryption scheme [16]. Yet, it is not practical as a result of high complexity. A

list of customized solutions are proposed for securely outsourcing specific computations [17–19].

Some securely outsourcing schemes have been presented to solve LEs. Lei et al. [20] have proposed

a secure matrix inversion algorithm by using matrix permutations. Wang et al. [11] have presented an

iterative algorithm for solving LEs by using Paillier encryption cryptosystem [21]. Due to use homomor-

phic encryption, it performs computations with higher computational complexity. Besides, it requires

multiple rounds interactions and the privacy will be revealed when the number of iterations reaches or

exceeds n. In addition, Chen et al. [13] have put forward a new secure outsourcing algorithm for LEs,

which utilizes the sparse matrix and only requires one round interactions. However, it requires higher

storage overhead.

1.2 Contributions

Our proposed algorithm works under semi-honest setting where the cloud server is honest but curious.

Compared with the previous work, our solution has the following contributions.

(1) With respect to matrix operation, we present a new efficient matrix encryption scheme, and then

we prove its security under chosen-plaintext adversaries (CPA) existing.

(2) In our scheme, the client can only store his secret key but does not need to store LEs. We realize

the outsourcing storage and computation for large-scale systems of LEs.

(3) Our solution reduces the client’s communication overhead, which only requires one round commu-

nication between the client and cloud server.

1.3 Organization

The rest of the paper is organized as follows. Section 2 introduces our efficient matrix encryption scheme

and gives security proof. Then we draw into the definition of securely outsourcing computation scheme

in Section 3. Section 4 discusses the practical implementation issues in details, followed by Section 5

which gives security analysis. Section 6 makes the performance evaluation. Finally, Section 7 gives out

the conclusion.

2 Efficient matrix encryption

In this section, a new model of matrix encryption is described. In matrix encryption scheme, the plaintext

and the ciphertext are matrices. As in [22], the security of our encryption scheme relies on trapdoor

permutation. A trapdoor permutation generator is a probabilistic polynomial time (PPT) algorithm,

which inputs 1k and outputs (f ; f−1; d) [23]. Here f is a permutation function and f−1 is the inverse.

There are some good examples such as RSA [24], squaring modulo [25, 26], or variations of it [23].

2.1 Encryption scheme

Now we introduce an efficient matrix encryption scheme ΠM , which is composed of three algorithms

(KeyGen, Enc, Dec).
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KeyGen(k). This algorithm selects a trapdoor permutation generator to generate (f ; f−1) and chooses

a hash function G : {0, 1}kn → R
n×n. Then it outputs the public key pk = (f,G) and the corresponding

secret key sk = f−1.

Enc(pk, X). Suppose X ∈ R
m×m (m < n) is the matrix to be encrypted. This algorithm randomly

pads the matrix X before encrypting. It chooses three random matrices R1 ∈ R
(n−m)×(n−m), R2 ∈

R
(n−m)×m, R3 ∈ R

m×(n−m) and interprets X ′ =
[

R1 R2

R3 X

]

as a matrix of Rn×n. Then this algorithm

selects a random vector t = 〈t1, t2, . . . , tn〉 ← {0, 1}
kn and sets T = G(t), where T ∈ R

n×n is a matrix.

If T is non-invertible, random vector t is re-selected until T is invertible. Then it computes C1 = f(t) =

〈f(t1), f(t2), . . . , f(tn)〉, C2 = TX ′. The cipher is C = (C1, C2).

Dec(sk, C). Given a cipher C = (C1, C2), this algorithm computes t = 〈t1, t2, . . . , tn〉 = f−1(C1) and

sets T = G(t). It computes X ′ = T−1C2 and outputs the lower right m×m matrix of X ′ as the decrypted

matrix.

A matrix encryption scheme should be both correct and secure. A scheme is correct if the output

matrix of the decryption algorithm can recover the input matrix of the encryption algorithm. More

formally:

Definition 1 (Correctness). A matrix encryption scheme is correct if there exists a negligible function

ǫ such that for every k, every (pk, sk)← KeyGen(k), and every matrix X in the appropriate underlying

plain space, it holds that Pr[Dec(sk,Enc(pk, X)) 6= X ] 6 ǫ(k).

Easily, we can prove that the above scheme is an encryption scheme. That is to say, the decryption

of an encryption of a matrix recovers the matrix. We have X ′ =
[

R1 R2

R3 X

]

, f−1(C1) = f−1(f(t)) = t,

T = G(t), T−1C2 = T−1TX ′ = X ′. It is easy to recover X from X ′.

2.2 Construction of hash function G

The hash function G can be constructed by a general hash function. Next we give an example of

construction. Suppose H is a fixed-length collision-resistant hash function that takes an input of 2l(k)

length and an output of l(k) length, and B is a function, the output length of which is lower than l(k)

when taking the same length of 2l(k) as input. We can construct a hash function G for input of a

n-dimension vector 〈v1, v2, . . . , vn〉 and output of a n× n matrix T as Algorithm 1.

Algorithm 1

1: Input 〈v1, v2, . . . , vn〉.

2: for i = 1, 2, . . . , n

3: ti,1 = H(vi);

4: for j = 2, 3, . . . , n

5: ti,j = H(B(vi)||ti,j−1);

6: endfor

7: endfor

8: for i = 1, 2, . . . , n

9: for j = 1, 2, . . . , n

10: Tij = ti,j ;

11: endfor

12: endfor

13: Output T .

2.3 Proof of security

Our construction depends on trapdoor permutation. Now, we introduce some basic definitions and give

security proof of the above encryption scheme.

Definition 2 (Trapdoor permutation generator [23]). Given a security parameter k, a trapdoor permu-

tation generator is defined as a PPT algorithm Gp which inputs 1k and outputs (f ; f−1). For any PPT

adversary Ap, there exists a negligible function ǫ such that

Pr[(f, f−1)← Gp(1
k);x← {0, 1}k; y ← f(x) : Ap(f, y) = x] 6 ǫ(k).
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Intuitively, a matrix encryption scheme is CPA-secure if a CPA adversary cannot persuade the decryp-

tion algorithm to accept an incorrect output. Specifically, consider the following experiment defined for

matrix encryption π and PPT adversary A.

Experiment PubKCPA
A,Π (k):

(1) Run KeyGen(k) to obtain (pk, sk).

(2) Send pk to the adversary A and assign oracle access of Encpk(·) to A. It outputs a pair of matrix

(X0, X1), where X0 and X1 have the same size.

(3) Select a random bit b← {0, 1}. Compute C ← Encpk(xb) and give it to A.

(4) A continues to have oracle access to Encpk(·) and outputs a bit b′.

(5) Output 1 if b′ = b, and 0 otherwise.

Definition 3 (Security). A matrix encryption scheme π is CPA-secure under the random oracle model,

if for any PPT chosen-plaintext adversary A there exists a negligible function ǫ such that

Pr[PubKCPA
A,Π (k) = 1] 6

1

2
+ ǫ(k).

Note that the probability of distinguishing the encryptions between X0 and X1 is negligible.

Theorem 1. The proposed efficient matrix encryption scheme is CPA-secure in the random oracle

model.

Proof. We prove this theorem by contradiction.

Suppose ACPA = (F,A) is a PPT chosen-plaintext adversary that defeats the protocol with nonneg-

ligible advantage λ(k), which is Pr[PubKCPA
A,Π (k) = 1] = 1

2 + λ(k). F ’s job is to come up with a pair of

matrices X0 and X1 (with the same size) such that when a ciphertext α is sent to A, A cannot guess well

which matrix the decryption of α is, where α is supposed to be the encryption of X0 or X1. The random

oracle G is defined in the encryption scheme.

Given (f, f−1) ← Gp(1
k), r ← {0, 1}kn, and y ← f(r), we can construct an algorithm Ap(f, y) to

compute f−1(y) using ACPA:

It simulates the oracle G and samples (X0, X1)← FG(Enc).

(1) If G is once queried by a vector t = 〈t1, t2, . . . , tn〉 which satisfies f(ti) = y, Ap outputs ti as the

result.

(2) Otherwise, it chooses S ← R
n×n, Y ← R

n−1 and sets (C1, C2) = ((y, Y ), S). Then Ap simulates

A(Enc, X0, X1, C1, C2) until it finds an oracle query s = 〈s1, s2, . . . , sn〉 which satisfies f(si) = y. Ap

outputs si. Let Aq be the event that A asks the query si = f−1(y). We have

Pr[A succeeds] = Pr[A succeeds|Aq] · Pr[Aq] + Pr[A succeeds|Āq] · Pr[Āq],

Pr[A succeeds] =
1

2
+ λ(k),

Pr[A succeeds|Aq] · Pr[Aq] + Pr[A succeeds|Āq] · Pr[Āq] 6
1

2
+ Pr[Aq].

So Pr[Aq] > λ(k).

The advantage of Ap is Pr[(f, f−1) ← Gp(1
k); r ← {0, 1}kn; y ← f(r) : Ap(f, d, y) = r] = Pr[G] +

Pr[Aq] > Pr[Aq] > λ(k), which is nonnegligible. The deduction is contrast to the definition of trapdoor

permutations.

3 Securely outsourcing computation scheme

3.1 Formal definition

The formal definition of secure outsourcing computation was firstly proposed by Gennaro et al. [14]. A se-

cure outsourcing computation scheme is composed of four algorithms (KeyGen, ProbGen, Compute,

Solve).
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KeyGen(F, k) → (pk, sk). Given the security parameter k and the target function F , this algorithm

outputs a public key pk and its corresponding secret key sk.

ProbGen(sk, x)→ (σx, τx). Given a private key sk and a function input x, this algorithm encodes x

into a public value σx and a secret value τx by using sk.

Compute(pk, F, σx)→ σy . Given the client’s public key pk and the encoded input σx of the function

F , this algorithm outputs an encoded value of the function’s output σy such that y = F (x).

Solve(sk, σy , τx)→ y or ⊥. Using the secret key sk, this algorithm decodes σy into the output of the

function y = F (x) or outputs ⊥ when σy is not a valid encoding of F (x).

3.2 Security requirements

Now we lead into some security requirements for outsourcing computation.

Definition 4 (Correctness [14]). An outsourcing computation scheme OC is correct if for any choice

of function F , the key generation algorithm produces keys (pk, sk) ← KeyGen(F, k) which satisfy

∀x ∈ Domain(F ), (σx, τx) ← ProbGen(sk, x) and σy ← Compute(pk, F, σx), such that y = F (x) ←

Solve(sk, σy, τx).

A outsourcing computation scheme is secure if an adversary cannot forge a pair of input and output.

Definition 5 (Security [14]). Let k be a security parameter. If for any PPT adversaryA, the advantage

of A is negligible, we say that an outsourcing computation scheme OC is secure for a function F . That

is to say, the advantage of an adversary A in the following experiment satisfies AdvA(OC, F, k) 6 ǫ(k)

where ǫ(k) is a negligible function and AdvA(OC, F, k) = Pr[PubKA(OC, F, k) = 1].

Experiment PubKA(OC, F, k):

(1) Run KeyGen(F, k) to obtain (pk, sk).

(2) Send pk to the adversary A and assign oracle access of ProbGensk(·) to A. The adversary A

can perform q queries, and each query can obtain xi = A(pk, x1, σ1, . . . , xi−1, σi−1) and (σi, τi) ←

ProbGen(sk, xi). After q queries, the adversaryA imitates a pair (x∗, y∗) where σy∗ 6= σxi
for i = 1, . . . , q.

(3) Output 1 if y∗ 6=⊥ and y∗ = F (x∗), and 0 otherwise.

It is desirable that the outsouced scheme protects the secrecy of inputs and outputs given to the clients.

The definition of input privacy is based on typical theory of indistinguishability. That is, given two inputs

x0, x1 and a output y, the adversary cannot distinguish between x0 and x1 according to output y. Input

privacy yields output privacy. An outsourcing computation scheme is private when the public outputs of

the problem generation algorithm ProbGen over two different inputs are indistinguishable.

Definition 6 (Privacy [14]). Let k be a security parameter. An outsourcing computation scheme

OC is said to be private for a function F , if for any PPT adversary A, the advantage of A is de-

fined as AdvA(OC, F, k) =| Pr[PrivKA(OC, F, k) = 1] − 1
2 |6 ǫ(k), where ǫ(k) is negligible. The oracle

PubProbGensk(x) calls ProbGensk(x) to obtain (σx, τx) and returns only the public part σx. The exper-

iment PrivKA(OC, F, k) is defined as follows.

Experiment PrivKA(OC, F, k):

(1) Run KeyGen(F, k) to obtain (pk, sk).

(2) Send 1k to the adversary A and assign oracle access of PubProbGensk(·) to A. It outputs (x0, x1),

where x0 and x1 has the same length.

(3) Choose a random bit b← {0, 1}, and compute (σb, τb)← ProbGensk(xb). Then σb is given to A.

(4) A continues to have oracle access to PubProbGensk(·) and outputs a bit b′.

(5) Output 1 if b′ = b, and 0 otherwise.

Definition 7 (α-Efficiency [27]). An outsourcing computation scheme OC is α-efficient for a function

F if for all inputs x, the running time of OC is less than or equal to an α-multiplicative factor of the

running time of F (x).
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4 Secure outsourcing linear equations

Given LEs Ax = b, where coefficient matrix A ∈ R
m×m and constant terms b ∈ R

m, the output of LEs

is a vector x ∈ R
m. In this section, we give detailed solutions for outsourcing computation and storage.

4.1 Outsourcing computation

A secure outsourcing linear equations scheme (OLE) consists of a four-tuple (KeyGen, ProbGen,

Compute, Solve) as follows.

KeyGen(k). ΠM .KeyGen(k)→ (pk, sk).

ProbGen(sk, A, b). Suppose n > m. This algorithm randomly pads A, b firstly. It chooses two

random matrices R1 ∈ R
(n−m)×(n−m), R2 ∈ R

(n−m)×m, a zero matrix O ∈ R
m×(n−m) and a random

vector R3 ∈ R
n−m. It interprets Â =

[

R1 R2

O A

]

as a matrix of Rn×n and b̂ =
[

R3

b

]

as a vector of Rn. It

selects a random v = 〈v1, v2, . . . , vn〉 ← (d(1k))n and generates T ′ = G(v) where T ′ is a matrix. If the

diagonal of matrix T ′ contains zero, v is re-selected until the diagonal of matrix T ′ does not contain zero.

For efficient calculations, we choose T = diag(T ′) where T is the diagonal matrix of T ′. It computes

A′ = T ÂT, b′ = T b̂.

Compute(pk, A′, b′). Using the client’s public key pk = f , this algorithm encrypts the vector v as

f(v) and outsources (f(v), A′, b′) to the server. Receiving a triple (f(v), A′, b′) from the client, the server

solves the linear equation A′y = b′ yielding y.

Solve(sk, y). Receiving (f(v), y) from the server, this algorithm decrypts and recovers the vector v as

f−1(f(v)) = v using the secret key sk = f−1. Then it computes diagonal matrix T . Finally, it computes

x′ = Ty and converts the solution of the original LEs as the lower m-vector of x′.

Remark. The computation complexity for matrix multiplication is O(n3), the user cannot carry out

expensive computation locally. For the user, the matrix multiplication T ÂT can be efficiently calculated

when T is a sparse matrix. The computation complexity is O(n2). Since the LEs have n unknowns, we

choose T as the diagonal matrix, which is enough to guarantee the privacy.

4.2 Outsourcing storage

In our system, a triple (f(v), A′, b′) is outsourced to the server. Thus the client can only restore the secret

key which is able to recover the solution of LEs. That is to say, the client can outsource to store the LEs

Ax = b to the server as the triple (f(v), A′, b′), which implements outsourcing storage of LEs.

5 Security analysis

A secure outsourcing scheme should be satisfied to four security requirements motioned in Section 3.

Now we prove that the proposed scheme is a secure outsourcing scheme. That is to say, it meets with

security requirements for outsourcing computation.

Theorem 2 (Correctness). Our outsourcing computation scheme OLE is correct for large-scale systems

of LEs.

Proof. In our outsourcing scheme OLE, the server solves LEs A′y = b′, where A′ = T ÂT , b′ = T b̂. Thus

T ÂTy = T b̂⇒ ÂT y = b̂ ⇒
[

R1 R2

O A

]

T
[

y1

y2

]

=
[

R3

b

]

⇒ ATy2 = b ⇒ Ty2 = x, where y1 ∈ R
n−m, y2 ∈ R

m.

Our outsourcing computation scheme OLE correctly solves large-scale systems of LEs Ax = b.

Theorem 3 (Security). Our outsourcing computation scheme OLE is CPA-secure for large-scale systems

of LEs in the random oracle model.

Proof. We prove this theorem by reduction to absurdity.

Suppose ACPA = (F,A) is a PPT chosen-plaintext adversary that defeats our scheme OLE with non-

negligible advantage λ(k), which is Pr[v ← R
n; (pk, sk)← KeyGen(k); (A0, A1)← F (ProbGen); (b0, b1)←

R
m;σ ← {0, 1}; (f(v), A′, b′) ← ProbGen(sk, Aσ, bσ) : A(ProbGen, A0, A1, b0, b1, f(v), A

′, b′) = σ] =
1
2 +λ(k). F ’s job is to come up with a pair of matrices A0 and A1 (with the same size) such that when a
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ciphertext α is sent to A, A cannot guess well which matrix the decryption of α is, where α is supposed

to be the encryption of A0 or A1. The random oracle G is defined in the encryption scheme.

Let Gp be a trapdoor permutation generator (f, f−1, d) ← Gp(1
k); r ← d(1k); y ← f(r). We can

construct an algorithm Ap(f, d, y) to compute f−1(y) by ACPA = (F,A) as follows.

It simulates the oracle G and samples (A0, A1)← F (ProbGen).

(1) If G is once queried by a vector v = 〈v1, v2, . . . , vn〉 such that f(vi) = y, then Ap outputs vi as the

result.

(2) Otherwise, it chooses S ← R
n×n, Y ← R

n−1 and sets f(v) = (y, Y ). Then Ap simulates

A(ProbGen, A0, A1, b0, b1, f(v), A
′, b′) until it finds an oracle query v = 〈v1, v2, . . . , vn〉 which satisfies

f(vi) = y. Ap outputs vi. Let Aq be the event that A asks the query vi = f−1(y). We have

Pr[A succeeds] = Pr[A succeeds|Aq] · Pr[Aq] + Pr[A succeeds|Āq] · Pr[Āq],

Pr[A succeeds] =
1

2
+ λ(k),

Pr[A succeeds|Aq] · Pr[Aq] + Pr[A succeeds|Āq] · Pr[Āq] 6
1

2
+ Pr[Aq].

So Pr[Aq] > λ(k).

The advantage of Ap is Pr[(f, f−1, d) ← Gp(1
k); r ← d(1k); y ← f(r) : Ap(f, d, y) = r] = Pr[G] +

Pr[Aq] > Pr[Aq] > λ(k), which is non-negligible. The deduction is contrast to the definition of trapdoor

permutations.

Theorem 4 (Privacy). Our outsourcing computation scheme OLE is private for input A, b and output x.

Proof. Suppose A is a PPT adversary that defeats our scheme OLE. It can only know f(v), A′, b′ and

y throughout the whole implementation. Since f is a trapdoor permutation, the advantage of A knows

v is negligible. Then the advantage of A knows T is negligible. Let T ′ R
←− R

n×n. The advantage of A

to distinguish between T and T ′ is negligible. Besides, we have A′ = T ÂT, b′ = T b̂, and x′ = Ty, thus

Â, b̂, x′ are private to A. It can be deduced that A, b, x are private to A. The proposed scheme protects

the input privacy and output privacy quite well.

Theorem 5 (Efficiency). If the computational complexity of trapdoor permutation f is not more than

O(n2) , our outsourcing computation scheme OLE is 1
n
-efficient for large-scale systems of LEs Ax = b.

Proof. In our outsourcing computation scheme OLE, the client needs to perform T ÂT and T b̂, which

takes O(n2) computations in the condition that we choose T as a diagonal matrix. On the other hand, it

takes O(n3) computations to solve the LEs directly. Thus, our OLE is an 1
n
-efficient implementation for

large-scale systems of LEs when the computational complexity of trapdoor permutation f is not more

than O(n2).

6 Evaluation

In our scheme, the user only needs to encrypt-then-outsource his data to the cloud server. The server is

free to choose the method of solving LEs. So we only evaluate the performance of the user.

6.1 Comprehensive comparison

Considering that one regular exponentiation operation with an exponent of length ‖N‖ requires 1.5‖N‖

multiplications (e.g., if the length of r is ‖N‖, it requires 1.5‖N‖multiplications to compute gr) [28]. Let k

be the security parameter. For the Paillier cryptosystem, Enc needs 1.5k× 1.5k = 2.25k2 multiplications

to encrypt a message, and Dec also needs 2.25k2 multiplications to encrypt a message. For the RSA

cryptosystem, Enc needs 1.5k multiplications to encrypt a message, Dec also needs 1.5k multiplications

to encrypt a message. Suppose we choose RSA as the trapdoor permutation. We compare our scheme

with the existing schemes [11–13]. The proposed scheme is competitive in efficiency. Moreover, we need

less storage cost compared with previous schemes. Let M be an operation of multiplication, L be the
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Table 1 Comparison with the existing schemes [11–13]

Scheme [11] Scheme [12] Scheme [13] Our scheme

Storage cost O(n2) O(n2 ) O(n2 ) O(1)

Computation of ProbGen (2n2 + n)M + 2.25k2n2M (4n2 + 4n)M ((2λ + 1)n2 + λn)M (2n2 + n)M + 1.5knM

Computation of solve 2.25k2LnM (22Ln− 4L)M λnM 1.5knM + nM

Communication round L L 1 1

Figure 2 (Color online) Computation cost in the user

side.

Figure 3 (Color online) Storage cost in the user side.

maximum number of iterations in [11,12], and λ be the maximum number of non-zero elements for each

row (or column) of the chosen sparse matrices in [13]. The detail comparison can be seen in Table 1.

6.2 Experiment results

Theoretical analysis shows that our proposed scheme benefits the user. We further carry out experiments

to verify the practical efficiency of our work. We perform the experiments on a personal computer

(PC) with 3.6 GHz processor and 8 GB RAM memory. We choose 1024-bit RSA cryptosystem as the

trapdoor permutation. In the experiments, we choose SHA-256 instead of the fixed-length hash function

H . The user’s computation cost is compared with previous schemes (Figure 2). We also evaluate the

storage cost (Figure 3). The experiments show that schemes in [11, 12] are more efficient, but they need

frequent interaction due to iterative computation. No real time interaction is required in our scheme and

scheme [13]. Moreover, our scheme attains minimum storage overhead.

7 Conclusion

In this paper, we present a framework for privacy-preserving large-scale systems of LEs in outsourcing

storage and computation. It has been also proved that the construction is CPA-secure under the semi-

honest adversaries. The user can flexibly outsource his data and computation to the cloud and do not

need real-time online. Compared with previous work, our solution reduces storage cost with competitive

computational overhead.

Privacy-protected outsourcing storage and computation still has challenging problems and requires

more investigation. We believe that the presented work should be an important step toward privacy-

preserving applications in an environment where privacy is a major concern. New solutions will emerge

to address the problems of security in cloud storage and computation.
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