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Abstract Piccolo is a lightweight block cipher that adopts a generalized Feistel network structure with
4 branches, each of which is 16 bit long. The key length is 80 or 128 bit, denoted by Piccolo-80 and Piccolo128, respectively. In this paper, we mounted meet-in-the-middle attacks on 14-round Piccolo-80 without preand post-whitening keys and 18-round Piccolo-128 with post-whitening keys by exploiting the properties
of the key schedule and Maximum Distance Separable (MDS) matrix. For Piccolo-80, we first constructed
a 5-round distinguisher. Then 4 rounds and 5 rounds were appended at the beginning and at the end,
respectively. Based on this structure, we mounted an attack on 14-round Piccolo-80 from the 5th round to
the 18th round. The data, time, and memory complexities were 252 chosen plaintexts, 267.44 encryptions, and
264.91 blocks, respectively. For Piccolo-128, we built a 7-round distinguisher to attack 18-round Piccolo-128
from the 4th round to the 21st round. The data, time, and memory complexities were 252 chosen plaintexts,
2126.63 encryptions, and 2125.29 blocks, respectively. If not considering results on biclique cryptanalysis,
these are currently the best public results on this reduced version of the Piccolo block cipher.
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1

Introduction

Recently, resource-constrained devices such as RFID tags and sensor network nodes have been used for
access controls, public transportation systems, identification, and electronic health systems. However,
traditional block ciphers cannot provide cryptographic security for these tiny computing devices. A
number of lightweight block ciphers have been proposed, including PRESENT [1], LBlock [2], LED [3],
Piccolo [4], and TWINE [5]. In constrained environments, lightweight block ciphers can be implemented
with sufficient computation speed and low power consumption, but they provide only modest security.
In other words, they have to be designed with a trade-off between security and performance. Therefore,
the security of lightweight block ciphers should be examined carefully.
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Piccolo [4] is a lightweight block cipher proposed by Sony Corporation in 2011. It has a 64-bit block
length supporting 80- and 128-bit keys, which are denoted by Piccolo-80 and Piccolo-128, respectively.
Piccolo-80 and Piccolo-128 use 25 rounds and 31 rounds, respectively. Before the first round and after
the last round, pre- and post-whitening keys are added, respectively. The Piccolo cipher has been
analyzed by meet-in-the-middle attacks, impossible differential cryptanalysis, and biclique cryptanalysis.
In 2012, Isobe and Shibutani [6] performed meet-in-the-middle attacks on 14-round Piccolo-80 and 21round Piccolo-128 without pre- and post-whitening keys. These two attacks require a full codebook
or more. In 2013, Minier [7] performed related-key impossible differential cryptanalysis of 14-round
Piccolo-80 and 21-round Piccolo-128 without pre- and post-whitening keys. In 2014, Azimi et al. [8]
proposed impossible differential cryptanalysis of 12-round Piccolo-80 without post-whitening keys, 13round Piccolo-80 without pre- and post-whitening keys, and 15-round Piccolo-128 without pre-whitening
keys. Huang and Lai [9] performed meet-in-the-middle attacks on full-round Piccolo-80 and Piccolo-128
with complexities close to an exhaustive search . In 2015, Tolba et al. [10] proposed meet-in-the-middle
attacks on 14-round Piccolo-80 without pre- and post-whitening keys and 17-round Piccolo-128 without
pre-whitening keys . In addition, there are a number of studies of biclique cryptanalysis of the fullround Piccolo-80 and Piccolo-128 [11–16]. However, biclique cryptanalysis is used to improve exhaustive
searches or needs a full codebook, so it is often considered a brute force cryptanalysis.
The meet-in-the-middle attack was proposed by Diffie and Hellman in 1977. It has been used to analyze
the security of a substantial number of cryptographic primitives including block ciphers, stream ciphers,
and hash functions [10, 17–21]. There are two common implementations of this attack. In the first, a
block cipher E : {0, 1}n × {0, 1}k → {0, 1}n is treated as a cascade of two sub-ciphers E = E1 ◦ E0 . Given
a guess for the subkeys used in E0 and E1 , if a plaintext produces the same value just after E0 as the
corresponding ciphertext produces just before E1 , then this guess for the subkeys is likely to be correct;
otherwise, this guess must be incorrect. Thus, we can find the correct subkey given a sufficient number
of matching plaintext-ciphertext pairs. However, it is difficult to find two distinct key sets to cover a
large number of rounds. Therefore, techniques including splice-and-cut [22] and initial structure [23]
have been developed. The second meet-in-the-middle attack implementation was proposed by Demirci
and Selçuk [18], and was used to attack 8-round AES-192 and 8-round AES-256 . At this time, the cipher
can be split into three sub-ciphers, E = E1 ◦ Emid ◦ E0 . In Emid , a distinguisher is constructed in an
offline phase. Based on the distinguisher, the attackers guess the keys used in E0 and E1 and check in
an online phase whether they satisfy the distinguisher or not. However, this method has high memory
requirements to save the pre-computation table. Thus, techniques have been proposed to overcome this
flaw including differential enumeration [24], multisets [24], efficient tabulation (rebound-like idea) [25],
and a key-dependent sieve [26]. Finally, Guo et al. [27–29] presented results on meet-in-the-middle attacks
on generic Feistel constructions .
In this paper, we performed meet-in-the-middle attacks on 14-round Piccolo-80 without pre- and postwhitening keys and 18-round Piccolo-128 with post-whitening keys. First, we built a 5-round distinguisher
of Piccolo-80. By appending 4 rounds at its top and 5 rounds at its bottom, we mounted an attack on
14-round Piccolo-80 without pre- and post-whitening keys from the 5th round to the 18th round. The
data, time, and memory complexities were 252 chosen plaintexts, 267.44 encryptions, and 264.91 blocks,
respectively. Second, we constructed a 7-round distinguisher of Piccolo-128. We then set 4 rounds at
the beginning and 7 rounds at the end to present an attack on 18-round Piccolo-128 with post-whitening
keys from the 4th round to the 21st round. The data, time, and memory complexities were 252 chosen
plaintexts, 2126.63 encryptions, and 2125.29 blocks, respectively. In our attacks, we made full use of the
redundancy of the key schedule and the property of Maximum Distance Separable (MDS) to reduce the
complexity. In Table 1, we list results on the reduced-round Piccolo in a single key scenario, but do not
include results on brute force cryptanalysis.
The remainder of this paper is organized as follows. The Piccolo block cipher and notations used
are introduced in Section 2. Section 3 proposes a meet-in-the-middle attack on a 14-round Piccolo-80.
Section 4 proposes a meet-in-the-middle attack on an 18-round Piccolo-128. Section 5 summarizes this
paper.
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Summary of partial attacks on the Piccolo block cipher in a single key scenario

NR

Attack type

a)

Pre/Post

Time (Enc)

Data

Memory (block)

264 †

25

Source
[6]

263

[8]

14

MITMA

None

273

12

IDA

Pre

255.18

236.34 CC

13

IDA

None

269.7

243.25 CP

262

[8]

248 CP

273.49

[10]

14

MITMA

None

275.39

14

MITMA

None

267.44

252 CP

264.91

Section 3

21

MITMA

None

2121

264 †

26

[6]

258.7 CP

261

[8]

15

IDA

Post

2125.4

16

MITMA

Post

2123

248 CP

2113.49

[10]

17

MITMA

Post

2126.87

248 CP

2125.99

[10]

2126.63

252 CP

18
MITMA
Post
2125.29
Section 4
a) NR, Pre, Post, MITMA, IDA, CP, CC, Enc, and † denote the number of rounds, pre-whitening key, post-whitening
key, meet-in-the-middle attack, impossible differential attack, chosen plaintexts, chosen ciphertexts, encryption, and full
codebook or more, respectively.
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Preliminaries

2.1
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
2.2

Notations
A(b) : a word A whose length is b bit.
A k B: concatenation of two words A and B.
M T : transposition of the matrix or the vector M .
Ab : the word A is represented in base b.
K: the master key.
ki : the ith nibble of K from the left, whose length is 16 bit.
rk2i k rk2i+1 : the 32-bit key used in round i.
wk0 k wk1 k wk2 k wk3 : the pre- and post-whitening keys.
Xi : the 64-bit input of round i, where 0 6 i < 26 in Piccolo-80 and 0 6 i < 32 in Piccolo-128.
Yi : the 64-bit state before applying the RP function in the ith round.
P : the plaintext.
C: the ciphertext.
Xi [j]: the jth nibble of Xi , where 0 6 j < 16.
Xi [j : l]: from j-th to l-th nibbles of Xi , where j < l.
Xi [j, l]: the j-th and l-th nibbles of Xi .
△Xi ,△Xi [j]: the difference at state Xi and nibble Xi [j], respectively.
Xij : the jth state of the 64-bit input in the round i.
Description of Piccolo

Piccolo adopts a generalized Feistel network (GFN) structure with 4 branches of 16 bit each. Its round
function consists of two Feistel networks, each of which includes an F -function and an XOR operation
with a round key. Before the first round and after last round, the pre- and post-whitening keys are
added. The detailed structure can be seen in Figures 1–4 of [4]. Based on the notations given above, the
encryption algorithm (Algorithm 1) and key schedule of Piccolo are presented below.
The F -function consists of two S-box layers separated by a diffusion matrix M . Each S-box layer
applies the same four 4 × 4-bit bijective S-boxes in parallel. The diffusion function updates the internal
state by the matrix M as follows:
(x0(4) , x1(4) , x2(4) , x3(4) )T = M · (x0(4) , x1(4) , x2(4) , x3(4) )T ,
where the multiplication is performed over a finite field GF (24 ). The round permutation RP acts at byte
level and permutes the bytes of the current block as follows:
RP : (x0(8) , x1(8) , . . . , x7(8) ) → (x2(8) , x7(8) , x4(8) , x1(8) , x6(8) , x3(8) , x0(8) , x5(8) ).
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Algorithm 1 Encryption algorithm
1:
2:
3:
4:
5:
6:
7:
8:

Let P be the plaintext.
P = X0(64) = x0(16) k x1(16) k x2(16) k x3(16) .
x0(16) = x0(16) ⊕ ωk0 , x2(16) = x2(16) ⊕ ωk1 .
for i = 0 to r − 2 do
y0(16) = x0(16) , y1(16) = x1(16) ⊕ F (x0(16) ) ⊕ rk2i , y2(16) = x2(16) , y3(16) = x3(16) ⊕ F (x2(16) ) ⊕ rk2i+1 .
x0(16) k x1(16) k x2(16) k x3(16) = RP (y0(16) k y1(16) k y2(16) k y3(16) ).
end for
y0(16) = x0(16) ⊕ wk2 , y1(16) = x1(16) ⊕ F (x0(16) ) ⊕ rk2r−2 , y2(16) = x2(16) ⊕ wk3 , y3(16) = x3(16) ⊕ F (x2(16) ) ⊕ rk2r−1 .

9: C = y0(16) k y1(16) k y2(16) k y3(16) .

Key schedule. The key schedule divides an 80-bit master key K into five 16-bit subkeys such that
K = k0(16) k k1(16) k k2(16) k k3(16) k k4(16) or an 128-bit master key K into eight 16-bit subkeys such
that K = k0(16) k k1(16) k k2(16) k k3(16) k k4(16) k k5(16) k k6(16) k k7(16) . Then it generates whitening
keys and round keys as shown in Algorithms 2 and 3.
Algorithm 2 Key schedule employed in Piccolo-80
Input: K = k0(16) k k1(16) k k2(16) k k3(16) k k4(16) .
Output: wki , 0 6 i 6 3 and rki , 0 6 i 6 49.
1: wk0 = k0L k k1R , wk1 = k1L k k0R , wk2 = k4L k k3R , wk3 = k3L k k4R .
2: for i = 0 to 24 do
3:


 (k2 , k3 ), if i mod 5=0 or 2;

80
(rk2i , rk2i+1 ) = (con80
,
con
)
⊕
(k0 , k1 ), if i mod 5=1 or 4;
2i
2i+1


 (k , k ), if i mod 5=3.
4 4
4: end for

Algorithm 3 Key schedule employed in Piccolo-128
Input: K = k0(16) k k1(16) k k2(16) k k3(16) k k4(16) k k5(16) k k6(16) k k7(16) .
Output: wki , 0 6 i 6 3 and rki , 0 6 i 6 61.
1: wk0 = k0L k k1R , wk1 = k1L k k0R , wk2 = k4L k k7R , wk3 = k7L k k4R .
2: for i = 0 to 61 do
3:
if (i + 2) mod 8=0 then
4:
(k0 , k1 , k2 , k3 , k4 , k5 , k6 , k7 ) = (k2 , k1 , k6 , k7 , k0 , k3 , k4 , k5 ).
5:
end if
6:
rki = k(i+2) mod 8 ⊕ con128
i .
7: end for
128
In Algorithms 2 and 3, con80
are constants. Detailed information can be found in [4].
i and coni

3

A meet-in-the-middle attack on 14-round Piccolo-80

In this section, we applied the strategy used by Demirci and Selçuk [18] on AES to attack reduced-round
Piccolo-80. We first constructed a 5-round distinguisher on Piccolo-80, which we employed to attack
14-round Piccolo-80 from the 5th to 18th rounds (i.e., rounds 4 to 17) without pre- and post-whitening
keys. Finally, we analyzed the complexity of our attack.
3.1

A 5-round distinguisher on Piccolo-80

In our attack, we first chose a δ-set at the second input branch of the Feistel network (FN). Then we
evaluated the ordered sequence at the first output branch and constructed a 5-round distinguisher that
minimized the number of parameters. During δ-set construction, we utilized the following property of
the diffusion matrix M .
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P′[0]

P[0]

S

S
P[1]
S

P′[1]
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M

P′[2]

P[2]

S

S
P[3]

P′[3]
S
Figure 1

S

The property of the diffusion matrix M .

Lemma 1 ( [10]). If the input of the linear transformation M contains three active nibbles and its
output has two active nibbles, as shown in Figure 1, the number of such differences is 15 by enumerating
all the possible values.
Based on Lemma 1, we constructed a δ-set as follows.
Proposition 1. Consider the encryption of a δ-set {P 0 , P 1 , . . . , P j } through 5 rounds of Piccolo, where
P i = X0i [5, 14, 15] k X0 [0, . . . , 4] k X0 [6, . . . , 13] (i = 0, . . . , j), and X0i [5, 14, 15] are active nibbles and
others are inactive. Then the ordered sequence X50 [6 : 7] ⊕ X51 [6 : 7], X50 [6 : 7] ⊕ X52 [6 : 7], . . . ,
X50 [6 : 7] ⊕ X5j [6 : 7]] is fully determined by the 16-bit parameters X10 [0 : 3], X20 [0 : 3], X20 [8 : 11], and
X30 [8 : 11]. The detailed structure has been shown in Figure 2.
Proof. The value of [X00 ⊕ X01 , X00 ⊕ X02 , . . . , X00 ⊕ X0j ] can be computed by the knowledge of the
δ-set {X00 , X01 , . . . , X0j }. After one-round encryption, we can calculate the partial input difference of
the second round X10 [0 : 3] ⊕ X1i [0 : 3] (i = 1, . . . , j). If the value of X10 [0 : 3] is known, the partial
output differences of the second round Y10 [0 : 7] ⊕ Y1i [0 : 7] (i = 1, . . . , j) can be calculated, i.e.,
X20 [0, 1, 6, 7, 10, 11, 12, 13] ⊕ X2i [0, 1, 6, 7, 10, 11, 12, 13] (i = 1, . . . , j) can be known. Other nibbles of
X20 ⊕ X2i (i = 1, . . . , j) are zero. In the following, if X20 [0 : 3] and X20 [8 : 11] have been guessed, then we
can calculate the value of Y20 [6, 7, 10, 11, 12, 13] ⊕ Y2i [6, 7, 10, 11, 12, 13] (i = 1, . . . , j), which can be used
to calculate X30 [8, 9, 10, 11, 14, 15] ⊕ X3i [8, 9, 10, 11, 14, 15] (i = 1, . . . , j). If X30 [8 : 11] is known, then we
can compute the value of Y30 [14, 15] ⊕ Y3i [14, 15] (i = 1, . . . , j), i.e., X50 [6 : 7] ⊕ X5i [6 : 7] can be computed.
Thus the ordered sequence X50 [6 : 7] ⊕ X51 [6 : 7], X50 [6 : 7] ⊕ X52 [6 : 7], . . . , X50 [6 : 7] ⊕ X5j [6 : 7] is fully
determined by the 4 16-bit parameters X10 [0 : 3], X20 [0 : 3], X20 [8 : 11], and X30 [8 : 11].
0
i
Note. Because RP−1 [X00 [4, 5, 14, 15]⊕X0i [4, 5, 14, 15]] = Y−1
[8, 9, 10, 11]⊕Y−1
[8, 9, 10, 11] (i = 1, . . . , j),
0
i
0
i
0
we can obtain Y−1 [9, 10, 11] ⊕ Y−1[9, 10, 11] 6= 0 and Y−1 [8] ⊕ Y−1 [8] = 0 for i = 1, . . . , j. If F (Y−1
[8, 9, 10,
i
11]) ⊕ F (Y−1 [8, 9, 10, 11]) (i = 0, 1, . . . , j) has two non-zero nibbles, then the number of such differences
is 15 by Lemma 1. Select a random value of X0 [5, 14, 15] and Xor with these 15 differences to obtain
16 plaintexts that construct the δ-set, i.e., j = 15 in Proposition 1. At this time, we have 24×16 = 264
120-bit ordered sequences out of the 215×8 = 2120 theoretically possible ones.
3.2

Attack procedure

In this subsection, we mounted a meet-in-the-middle attack on 14-round Piccolo-80 from the 5th to
18th rounds without the pre- and post-whitening keys based on the 5-round distinguisher described in
Proposition 1. The attack relied on the property of M and the redundancy in the key schedule. In fact,
if we selected the δ-set from the second input branch of the FN and the ordered sequence was computed
at its first output branch, only 2 rounds could be added before this distinguisher. If 3 or more rounds
were added, the full codebook would be needed because of the diffusion transformation M . Therefore,
we utilized the property of the diffusion operation M in the plaintext direction (Lemma 1) so that we
could append 4 rounds at the beginning. At the end of the distinguisher, 5 rounds were added. To reduce
the data complexity, we moved subkeys rk8 and rk9 to the following round in our attack. The detailed
structure can be found in Figure 3.
The attack on 14-round Piccolo-80 has two phases as follows.
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4-bit active
The value before the F-function
need to be guessed
Figure 2

A 5-round distinguisher on Piccolo-80.

• Offline phase. By Proposition 1, we determine all 264 ordered sequences and store them in a hash
table H.
• Online phase.
(1) Select a plaintext P 0 . Then we can encrypt one round to obtain the value of X50 . Guess the subkeys
rk8L k rk9R , rk8R k rk9L , rk10 , and rk11 . Then X60 can be calculated. In the following, we guess the value
R
L
of rk12
and rk13
. The value of Y60 [0 : 3] k Y60 [6, 7] k Y60 [8 : 13] can be computed. Therefore, the value of
0
X7 [8 : 11] can be obtained, and the value of X80 [4, 5, 14, 15] can be known.
(2) As noted in Proposition 1, we obtain 15 differences, which equals X80 ⊕ X8i , ∆X8i (i = 1, . . . , 15).
Among them, ∆X8i [5, 14, 15] are non-zero nibbles and others are zero. Therefore, we can know the value
of X8i [4, 5, 14, 15] (i = 1, . . . , 15), and the value of X7i [8 : 11] (i = 1, . . . , 15) is known. We can compute
the value of X70 ⊕ X7i , ∆X7i (i = 1, . . . , 15), i.e., Y6i ⊕ Y60 , ∆Y6i (i = 1, . . . , 15).
(3) Since Y60 [0 : 3] k Y60 [8 : 11] and ∆Y6i (i = 1, . . . , 15) have been obtained, the value of X6i ⊕ X60 ,
∆X6i (i = 1, . . . , 15) can be calculated. The value of Y5i ⊕ Y50 , ∆Y5i (i = 1, . . . , 15) can also be known.
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F
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F
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Figure 3

Meet-in-the-middle attacks on 14-round Piccolo-80.

(4) Because Y50 (i.e., X60 ) and ∆Y5i (i = 1, . . . , 15) have been obtained, we can calculate the value of
⊕ X50 , ∆X5i (i = 1, . . . , 15). Therefore, the value of X5i (i = 1, . . . , 15) can be obtained. By
decrypting one round, we can obtain the other 15 plaintexts P 1 , P 2 , . . . , P 15 by the plaintext P 0 .
(5) Ask for the corresponding ciphertexts C 0 , C 1 , . . . , C 15 .
(6) Guess subkeys rk30 , rk31 , rk32 , rk33 , rk34 , rk35 . Then we can decrypt the ciphertexts C 0 , C 1 ,
i
i
. . . , C 15 to obtain the value of X15
(i.e., Y14
) (i = 0, . . . , 15).
R
L
i
(7) Next, guess the value of rk28 , rk29 . Then we can compute the value of X14
[6, 7, 10, 11, 12, 13]
i
i
(i = 0, . . . , 15). Thus we can know the value of Y13 [0 : 3]|Y13 [6, 7] (i = 0, . . . , 15). Finally, the ordered
sequence [X50 [6 : 7] ⊕ X51 [6 : 7], X50 [6 : 7] ⊕ X52 [6 : 7], . . . , X50 [6 : 7] ⊕ X5j [6 : 7]] can be computed.
(8) Build the sequence and check if it belongs to the table H.
X5i
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R
L
R
L
In our attack, we guessed the subkeys rk8 , rk9 , rk10 , rk11 , rk12
, rk13
, rk28
, rk29
, rk30 , rk31 , rk32 , rk33 ,
rk34 , and rk35 . By the key schedule, we obtained a relationship between some round subkeys as follows.

Proposition 2. The related subkeys have the following relationships:
80
80
80
(rk8 , rk9 ) = (con80
8 , con9 ) ⊕ (k0 , k1 ); (rk10 , rk11 ) = (con10 , con11 ) ⊕ (k2 , k3 );
80
80
80
(rk12 , rk13 ) = (con80
12 , con13 ) ⊕ (k0 , k1 ); (rk28 , rk29 ) = (con28 , con29 ) ⊕ (k0 , k1 );
80
80
80
(rk30 , rk31 ) = (con80
30 , con31 ) ⊕ (k2 , k3 ); (rk32 , rk33 ) = (con32 , con33 ) ⊕ (k0 , k1 );
80
(rk34 , rk35 ) = (con80
34 , con35 ) ⊕ (k2 , k3 ).

By Proposition 2, the guessed subkeys are related to k0 , k1 , k2 , and k3 . Thus we guessed 264 keys. We
expect that only 264−(120−64) = 28 keys remain after Step (8). Finally, we used two plaintext-ciphertext
pairs to verify the remaining 28 key candidates along with all guessed values of k4 so as to recover the
master key.
3.3

Complexity analysis

The memory complexity was determined by the pre-computation table H built in the offline phase. This
hash table consisted of 264 ordered sequences, each of which has 15 8-bit differences. So the memory
complexity was 264 × 120/64 = 264.91 64-bit blocks. The upper bound of data complexity is 213×4 = 252
chosen plaintexts according to X5 . The time complexity contained the time complexities of the offline
and online phases. The time complexity of the offline phase was determined by building hash table
H, i.e., 264 × 16 × 4/(2 × 14)= 265.19 . The time complexity of the online phase was about 264 × 16 ×
(6 + 9)/(2 × 14) + 2 × 2(64−(120−64)) × 216 ≈ 267.1 . Hence, the total time complexity of this attack was
265.19 + 267.1 + 225 ≈ 267.44 14-round Piccolo-80 encryptions.

4

A meet-in-the-middle attack on 18-round Piccolo-128

In this section, we constructed a 7-round distinguisher to mount a meet-in-the-middle attack on 18-round
Piccolo-128 from the 4th to 21st rounds (i.e., rounds 3 to 20) with post-whitening keys.
4.1

A 7-round distinguisher on Piccolo-128

We used Lemma 1 to construct the same δ-set as Proposition 1 to obtain a 7-round distinguisher. The
detailed structure is depicted in Figure 4.
Proposition 3. Consider the encryption of a δ-set {P 0 , P 1 , . . . , P j } through 7 rounds of Piccolo,
where P i = X0i [5, 14, 15] k X0i [0, . . . , 4] k X0i [6, . . . , 13] (i = 1, . . . , j) and three nibbles X0i [5, 14, 15] (i =
1, . . . , j) are active and other nibbles are inactive. Then the ordered sequence [X70 [5 : 7] ⊕ X71 [5 : 7],
X70 [5 : 7] ⊕ X72 [5 : 7], . . . , X70 [5 : 7] ⊕ X7j [5 : 7]] is fully determined by the following 8 16-bit parameters:
X10 [0 : 3], X20 [0 : 3], X20 [8 : 11], X30 [0 : 3], X30 [8 : 11], X40 [0 : 3], X40 [8 : 11], and X50 [8 : 11].
Proof. The proof of this proposition is similar to Proposition 1. According to the value of {P 0 , P 1 , . . . ,
P j }, we can compute P i ⊕ P 0 , ∆P i (i = 1, . . . , j). After one-round encryption, we can calculate the
value of X1i ⊕ X10 , ∆X1i (i = 1, . . . , j). Guessing the value of X10 [0 : 3], we can compute the value of
X2i ⊕ X20 , ∆X2i (i = 1, . . . , j). Second, guessing the value of X20 [0 : 3] k X20 [8 : 11], we can obtain the
value of X3i ⊕ X30 , ∆X3i (i = 1, . . . , j). Third, guessing the value of X30 [0 : 3] k X30 [8 : 11], we can
calculate the value of X4i ⊕ X40 , ∆X4i (i = 1, . . . , j). Next, we guess the value of X40 [0 : 3] k X40 [8 : 11],
and we can then calculate the value of X5i [8 : 15] ⊕ X50 [8 : 15] , ∆X5i [8 : 15]. Finally, we guess the
value of X50 [8 : 11] to obtain the value of X7i [5 : 7] ⊕ X7i [5 : 7] , ∆X7i [5 : 7]. Thus, the ordered sequence
[X70 [5 : 7] ⊕ X71 [5 : 7], X70 [5 : 7] ⊕ X72 [5 : 7], . . . , X70 [5 : 7] ⊕ X7j [5 : 7]] is fully determined by the following
8 16-bit parameters: X10 [0 : 3], X20 [0 : 3], X20 [8 : 11], X30 [0 : 3], X30 [8 : 11], X40 [0 : 3], X40 [8 : 11], and
X50 [8 : 11].
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Figure 4

A 7-round distinguisher on Piccolo-128.

We selected the same differences as Proposition 1. Therefore, j = 15 in Proposition 3. At this time,
we had 28×16 = 2128 180-bit ordered sequences out of the 215×8 = 2180 theoretically possible ones in
Proposition 3.
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Attack procedure

Based on the 7-round distinguisher, we proposed a meet-in-the-middle attack on 18-round Piccolo-128
from the 4th round to the 21st round by appending 4 rounds at the beginning and 7 rounds at the end.
In our attack, we shifted rk6 and rk7 from the 4th round to the 5th round equivalently. The attack
procedure can be seen in Figure 5.
This attack contains offline and online phases. In the offline phase, we build a pre-computation table
0
2
0
15
on the order sequence [X70 [5 : 7] ⊕ X71 [5 : 7], X14
[5 : 7] ⊕ X14
[5 : 7], . . . , X14
[5 : 7] ⊕ X14
[5 : 7]]. In the
online phase, we encrypt and decrypt some chosen plaintext-ciphertexts and check whether they satisfy
H ′ or not. This attack is similar to the meet-in-the-middle attack on 14-round Piccolo-80.
• Offline phase. By Proposition 3, we store all 2128 180-bit ordered sequences in a hash table H ′ .
• Online phase.
(1) Pick a plaintext P 0 .
R
L
(2) Guess round keys rk6 , rk7 , rk8 , rk9 , rk10
, and rk11
to identify a δ-set P 0 , P 1 , . . . , P 15 containing
0
P .
(3) Ask for the corresponding ciphertexts C 0 , C 1 , . . . , C 15 .
R
L
(4) Guessing round keys rk30
, rk31
, rk32 , . . . , rk40 , rk41 , wk2 , and wk3 , we decrypt the ciphertexts to
0
1
0
2
0
15
determine the ordered sequences [X14 [5 : 7]⊕X14
[5 : 7], X14
[5 : 7]⊕X14
[5 : 7], . . . , X14
[5 : 7]⊕X14
[5 : 7]].
′
(5) Build the sequence and check if it belongs to the table H .
R
L
R
L
In our attack, we needed to guess round subkeys rk6 , rk7 , rk8 , rk9 , rk10
, rk11
, rk30
, rk31
, rk32 , . . .,
rk40 , rk41 , wk2 , and wk3 . By the key schedule, we obtained the following relationships between the round
subkeys.

Proposition 4. The related subkeys have the following relationships:
wk2 = k4L k k7R , wk3 = k7L k k4R ;
128
128
rk6 = k2 ⊕ con128
6 ; rk7 = k1 ⊕ con7 ; rk8 = k6 ⊕ con8 ;
128
128
rk9 = k7 ⊕ con128
9 ; rk10 = k0 ⊕ con10 ; rk11 = k3 ⊕ con11 ;
128
128
rk30 = k0 ⊕ con128
30 ; rk31 = k1 ⊕ con31 ; rk32 = k2 ⊕ con32 ;
128
128
rk33 = k7 ⊕ con128
33 ; rk34 = k4 ⊕ con34 ; rk35 = k3 ⊕ con35 ;
128
128
rk36 = k6 ⊕ con128
36 ; rk37 = k5 ⊕ con37 ; rk38 = k2 ⊕ con38 ;
128
128
rk39 = k1 ⊕ con128
39 ; rk40 = k6 ⊕ con40 ; rk41 = k5 ⊕ con41 .

According to Proposition 4, the guessed subkeys were related to seven and a half keys k0R , k1 , k2 , k3 , k4 ,
k5 , k6 , and k7 . By adjusting the guessed order of the round subkeys, we minimized the time complexity
of our attack.
4.3

Complexity analysis

We estimated that the memory complexity was 28×16 × (15 × 12)/64 ≈ 2129.49 64-bit blocks. To reduce
the memory complexity below 2128 , we used a simple time-memory trade-off technique. We chose α=24.2
so that the memory complexity was 2125.29 64-bit blocks. The data complexity was 252 chosen plaintexts.
The time complexity of the offline phase was estimated to be 2128−4.2 × 16 × 8/(2 × 18) ≈ 2125.63 . To
reduce the time complexity of the online phase, we used a partial computation technique. First, we
identified the δ-set by guessing the values of k2 , k1 , k6 , k7 , k0R , and k3L . This step was evaluated to be
280 × 16 × 7/(2 × 18) ≈ 281.64 . Then, we decrypted rounds 20, 19, and 18, and the first F-function in
round 17 by guessing k4 and k5 . This step was evaluated to be 2112 × 16 × 7/(2 × 18) ≈ 2113.64 . Finally,
guessing k3R , we computed the ordered sequence. This step needed 2120 × 16 × 6/(2 × 18) ≈ 2121.42
encryptions. Accordingly, the time complexity of the online phase was 281.64 + 2113.64 + 2121.42 ≈ 2121.43 .
Moreover, it was repeated 24.2 times, so the whole time complexity was about 2125.63 . We used two
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Figure 5

Meet-in-the-middle attacks on 18-round Piccolo-128.

plaintext-ciphertexts to recover the master key, which required 2 × 2120 × 2128−180 × 28 = 277 encryptions.
Therefore, the total time complexity of this attack was 2125.63 + 277 + 2125.63 ≈ 2126.63 encryptions. The
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4.2

success probability of this attack was about 1−(1−2−4.2 )2 ≈ 64%. Although the success probability was
not 100%, we attacked the maximum number of rounds of Piccolo-128. Moreover, the success probability
could be improved by attacking several times.

5

Conclusion

In this paper, we studied the properties of the linear diffusion layer and key schedule to mount meetin-the-middle attacks on 14-round Piccolo-80 and 18-round Piccolo-128. Specifically, we constructed a
5-round distinguisher and a 7-round distinguisher that were used to attack 14-round Piccolo-80 and 18round Piccolo-128, respectively. The data complexities of the two attacks were the same, i.e., 252 chosen
plaintexts. The time complexities of a 14-round Piccolo-80 and an 18-round Piccolo-128 were 267.44 and
2126.63 , respectively, and their memory complexities were 264.91 and 2125.29 , respectively.
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