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Abstract In storage service, data de-duplication is a specialized technique for eliminating duplicate copies
of repeating data in storage. Especially, client-side de-duplication has more merits than server-side de-
duplication since they can improve both the space efficiency and the communication bandwidth. For secure
client-side de-duplication, we need a way to prove the ownership of a file to be stored. In the upload step,
the server should verify the ownership of a client to give the right of the file without uploading it. On the
contrary, the client also want to verify the retrievability for the file since he will delete it from his storage
after protocol execution. Existing proof of ownership techniques have been designed for server’s need. In
this paper, we first point out that we need the second property in client’s view point, and give a very simple
and practical solution which can support the server and the client to prove that they have the same file. We
first describe a generic strategy which can help us to construction a bi-directional and concurrent proof of
ownership technique from an ordinary proof of ownership technique, and then give an efficient hash-based
scheme with security proof in the random oracle model.
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1 Introduction

In these days, information services based on remote storages are rapidly growing due to the increase
of the volume of information used for services. For such services, a client deposits his data to remote
storage server without storing the data in his storage and a service provider possesses a huge storage to
maintain large scaled data stored by its clients. Note that the server’s storage can be a bottleneck for
the above mentioned services, and thus there are many trials to improve the storage efficiency. Among
existing approaches, data de-duplication schemes have been studied as specialized techniques for storage
efficiency which eliminate duplicate copies of repeating data in storage [1-11].

There are two kinds of de-duplication techniques, server-side de-duplication techniques and client-side
de-duplication techniques. In server-side de-duplication techniques, clients always upload their data to
server’s storage. Then the server searches and eliminates duplicate copies of repeating data in storage.
In the first case, there is no merits for clients but the server can reduce the size of storage for maintaining
clients’ data. In client-side de-duplication techniques, a client and a server checks whether the file, which
will be uploaded by the client, exists in the server’s storage or not. If the file does not exist, the client
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simply uploads it. Otherwise, if the same file is already stored in server’s storage, the client does not
upload it and the server adds the clients as a owner of the file without receiving it from the client.
The second technique is good for both the client and the server. The client can store his file without
actually uploading the file if the file is already stored in the server’s storage, and thus he can reduce the
waiting time for uploading. At the same time, the server can eliminate duplicate copies, and thus he
can improve storage efficiency. Since client-side de-duplication techniques have many merits than server-
side de-duplication techniques, researches have designed many client-side de-duplication techniques with
improved performance and functionality.

There are some security issues in client-side de-duplication techniques [4]. In the client’s view point,
the existence of the same file is the most important issue since he will delete the file after obtaining
the ownership (without uploading it). Therefore, if the file does not exist or damaged file is stored in
server’s storage, the client loses his file. Though the client can complain in the case of data loss and
make a reasonable claim to recover his file, it could be meaningless when the file is not recoverable. It is
reasonable to assume that the server is a honest entity since he profits by supporting the storage service,
and thus the server will not pretend to have a file without possessing it. Even now, we still cannot ignore
the possibility of unintentional data loss. For example, honest server could be a victim of poison attacks,
which implies that a damaged or maliciously forged file could be stored by an adversarial user. On the
other side, to prove that the client actually possesses the file is very important since he will give the
access capability of the client regarding the file without performing the upload step. If the client claims
that he possess the file but the assertion is not true, it means that the server unintentionally helps the
client to illegally obtain the file. Hence, the server have to verify that the client actually have the file
at that time. To sum up, the server and the client have different worries when they perform client-side
de-duplication for efficient data management. Though the worries of the server and the client come from
different necessities, the following sentence is the main question:

“Does the counterpart actually possess the file that I have?”

In other words, to mutually prove the ownership of a file is one of fundamental security requirements for
secure client-side de-duplication.

In this paper, we give the first bi-directional and concurrent proof of ownership technique which can
support the server and the client to prove that they have the same file. At first, we design a generic
construction strategy to design a bi-directional and concurrent proof of ownership technique from an
ordinary proof of ownership technique, and then give an efficient instantiation which can be implemented
by using (only) hash functions. The proposed hash-based construction is very efficient in terms of the
computational complexity and the communication overhead in the sense that the scheme requires almost
the same cost compared with existing client-side de-duplication techniques which do not support the
bi-directional and concurrent ownership proof. To demonstrate the security of the proposed scheme, we
give a proof which shows that any adversarial party cannot pretend to have a file by passing the protocol
execution of the proposed scheme without actually possessing the file.

1.1 Related work

Recall that the main subject of this work is the proof of ownership. Especially, we are interested in giving
bi-directional and concurrent proof of ownership differently from existing techniques which support uni-
directional proof. Existing proof of ownership techniques are uni-directional construction in the sense
that they are aimed to verify the ownership of client not to verify the ownership of both the client and
the server.

In the literature, a number of techniques have been invented to verify the ownership of a client or a
server [12-25] . Among them, the schemes in [15,18,21-24] are exactly identical with our approach in
the server’s view point since they are designed to verify the ownership of a client. However, they are not
bi-directional ownership proof in the sense that a client does not verify the ownership of a server. There
are some techniques which permit a client to prove the ownership of a server [12-14,16,17,20,25-28], but
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they are not designed to permit a client to prove the existence of a file before uploading it. The techniques
are designed to permit a client to monitor the current status of his data which has already stored by the
client. Note that existing techniques are not designed to support clients to verify whether the file to be
stored is already exists in server’s storage or not. Here, we want to emphasis the following two points:
(1) we need a bi-directional and concurrent proof of ownership technique when a client uploads a file to
a server, and (2) we cannot easily support bi-directional and concurrent proof of ownership in the upload
procedure using existing techniques.

In [19], a new ownership proof technique has been proposed, which can be used for examining the
ownership of both a client and a server. The scheme can be used as a ownership proof technique for a
client and a server, but it does not mean that the scheme can be used to prove two parties’ ownership
at once as our scheme does. To support bi-directional and concurrent proof of ownership using the
protocol in [19], we have to execute the protocol twice by changing the prover and the verifier, and
this approach requires double cost compared with the cost of single protocol execution. As we know,
in the literature, our scheme is the first ownership proof technique which can support bi-directional and
concurrent ownership proof without increasing the cost twice as the trivial solution does.

2 Brief review of client-side de-duplication

Before describing our protocol, we review a basic procedure for client-side de-duplication which does not
adopt the proof of ownership technique. To upload the file F, the client Clt and the server Srv perform
the following steps:

e Step 1. To check the existence of the file F', Clt generates a tag tag, for the file. In general, we use
a cryptographic hash function A(-) to generate the tag, and the tag is simply computed as tagp = h(F).
Then Clt sends the tag tagy to Srv.

e Step 2. Srv checks the existence of F' using given tag;. If the same file is not stored in the server’s
storage, Srv sends N/A to Clt. Otherwise, Srv assigns the the ownership of Clt regarding the file F and
informs this fact to Clt.

e Step 3. If Clt receives N/A from Srv, he uploads the file F' and deletes the file F' from his storage.
Otherwise, Clt deletes the file F' without uploading it.

As indicated in [4], there are some security flaws in the above described naive client-side de-duplication
when the server Srv does not verify the ownership of the client Clt. To solve the problem, a proof of
ownership technique has been proposed in [18], and most of client-side de-duplication schemes supporting
the proof of ownership are executed as following;:

e Step 1. To check the existence of the file F', Clt generates a tag tagy = h(F) and sends the tag to
Srv.

e Step 2. Srv checks the existence of F' using given tagp. If the file is not stored in his storage, Srv
sends N/A to Clt. Otherwise, Srv generates a challenge ¢ and sends it to Clt.

e Step 3. If Clt receives N/A from Srv, he uploads the file F' and stops the protocol. Otherwise, Clt
computers m = Proof(c, F') as a proof of the ownership and sends 7 to Srv.

e Step 4. Srv verifies given proof 7. If it is a correct proof, Srv admits the ownership of Clt regarding
the file F' and informs the fact to Clt. Otherwise, Srv sends N/A to Clt.

e Step 5. When Clt receives N/A, Clt uploads the file F' and deletes the file F' from his storage.
Otherwise, Clt deletes the file F' from his storage without uploading the file.

In the above procedure, the server can prove the ownership of a client, but the client cannot prove the
server’s ownership regarding the file to be stored. Recall that the main goal of this paper is to give a
generic ownership proof technique for secure client-side de-duplication, which supports bi-directional and
concurrent proof of ownership in the sense that the server and the client can prove each other’s ownership
at the same time. Trivially, we can give bi-directional ownership proof by performing uni-directional proof
of ownership protocol twice by exchange the role of the prover and the verifier. However, this approach
requires (roughly) the cost of two times. The main contribution of this work is to design an efficient
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generic construction which requires almost the same cost compared with the client-side de-duplication
with uni-directional proof of ownership.

3 Bi-directional and concurrent proof of ownership for client-side
de-duplication

In this section, we give a generic construction for bi-directional and concurrent proof of ownership tech-
nique which supports bi-directional ownership proof in client-side de-duplication. To design the generic
scheme, we will use two well-known schemes, a commitment scheme and a (uni-directional) proof of
ownership technique. Since our generic scheme requires an uni-directional ownership proof technique as
a component, our technique can be seen as a translator which transforms an uni-directional ownership
proof to a bi-directional ownership proof. Before describing our construction, we will give brief reviews
for the schemes and some other component algorithms, and then we give our generic scheme based on
them.

3.1 Component algorithms

Here, we briefly describe components algorithms for our construction including the above mentioned
commitment scheme and (uni-directional) proof of ownership scheme.

Tag Generation Function. Let GenT(F') be a function which returns a tag for given file . In this
paper, we are interested in deterministic algorithm which returns a fixed value for a file. Since a tag is
used for identifying a file, we expect that a tag is evaluated from only one file. The property resembles to
the collision resistance of hash function, and thus the hash functions are widely used for generating tag.

Pseudo-Random Number Generator. Let prng(-) be a deterministic algorithm which takes a seed
as an input and generates a pseudo random number (or sequence) as the corresponding output based on
the input seed. For the security of our construction, it should be hard to guess the computed random
number (or sequence) without the seed, which is naturally guaranteed by existing pseudo random number
generators.

Commitment Scheme. We need a commitment scheme Commit(-) which returns a commitment for a
message. The commitment is a sealed message which can be revealed later with the binding property. The
binding property means that nobody can change the committed value after a commitment is generated.
In general, the commitment generation function Commit(-) requires random information to generate a
commitment, and the random information is used for de-commitment.

Uni-directional Ownership Proof Scheme. Let Proof(-) be a (uni-directional) proof generation
function which generates a proof for given a file. Note that, in general, the proof generation is a chal-
lenge/reponse protocol between the server and the client. In an uni-directional ownership proof, the
server chooses a random challenge and gives it to the client, then the client generates a proof based on
the target file and the challenge. For the security of the scheme, we expect that the client can generate
valid proof only if he actually has the file.

3.2 Description

From now on, we describe the protocol execution between a client Clt and a server Srv.

e Step 1. To check the existence of the file F', Clt generates a tag 7 = GenT(F'). Then he chooses a
random « and sends it with the tag to the server.

e Step 2. The server checks the existence of F' using given tag 7. If the file is not stored in the server’s
storage, he sends N/A to the client. Otherwise, the server chooses a random number 5 and computes
r = prng(c||B). He also chooses a random t') and generates a commitment ¢ = Commit(t,7) where
m = Proof(r, F'). Then the server sends 8 and o to Clt.

1) Note that the random value ¢ will be used for de-commitment. For some case, a value evaluated from ¢ is opened for
de-commitment instead of ¢, but we will describe the case where the value is used without modification.
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e Step 3. If Clt receives N/A from the server, he uploads the file F' and stops the protocol execution.
Otherwise, he computes r = prng(a||8) and © = Proof(r, F'). Then he sends the proof 7 to the server.

e Step 4. The server tests if the received proof is identical with . If they are not the same, he sends
N/A to the client. Otherwise, he admits the ownership of Clt regarding the file F' and sends ¢ to the
client.

e Step 5. If the client receives N/A from the server, he uploads the file F' to the server and deletes the
file F' from his storage. Otherwise, if he receives t from the server, he verifies given commitment o using
t. If o is verified as a valid commitment for 7, the client deletes the file F' from his storage. If it is not a
valid commitment for 7, the client uploads the file F' to the server and deletes the file F' from his storage.

3.3 Security analysis

The proposed generic construction is composed of four primitives, a tag generation function, a (pseudo)
random number generator, a commitment scheme, and an (uni-directional) ownership proof scheme. Our
scheme is secure if component algorithms satisfy the requirements discussed in Subsection 3.1. Note that
we will not give detailed security proof for the generic construction since the security of the proposed
scheme can be easily understood without complex formal security proof. Recall that the proposed scheme
is designed to prove the ownership of the client and the server at once, which means that the security
requirements for the scheme is two folds:

e The client cannot obtain the ownership of a file without possessing it; and

e The server can ensure the existence of a file only if he actually possessing it.

From now on, we discuss the security of the proposed generic construction in terms of two security
requirements.

3.3.1 Client’s ownership

In an adversarial client’s viewpoint, the proposed generic construction is almost identical with the un-
derlying uni-directional ownership proof scheme except two differences. The first difference is the way of
generating random challenge. In the proposed scheme, the challenge is generated by two parties instead of
chosen by the server as in existing uni-directional proof of ownership schemes. Though the client partici-
pates in the generation of the challenge, it is not easy to guess the random challenge before obtaining full
input for the random number generator. Hence, the client cannot guess the challenge r until he receives 3
from the server. The second difference is that the client can obtain a committed proof ¢ from the server
before he generates a correct proof. If the committed proof can help the client to generate valid proof
without the file, the proposed scheme is less secure than the underlying uni-directional ownership proof
scheme in the client’s viewpoint. However, a secure commitment scheme guarantees that a commitment
does not reveal any information of the committed value, which implies that the client has no merit in
generating valid proof 7 if the underlying commitment scheme is secure. Hence, the client cannot obtain
the ownership of the file by cheating the server if the underlying uni-directional ownership proof scheme
and the commitment scheme are secure.

3.3.2 Server’s ownership

To pass the protocol described in Subsection 3.2 without possessing the target file F', the server should
generate a commitment o in Step 2, and it should be a valid commitment for the proof w. The server
cannot generate valid proof m without F' since the underlying uni-directional ownership proof scheme is
assumed to be secure, which implies that the commitment o is not evaluated from a valid proof. Recall
that the server can deceive the client only if the commitment can be opened in Step 5. The client sends
the proof 7 to the server in Step 3, and thus the server can use the valid proof to find suitable ¢ which
satisfies the condition Open(o,t,m) = true. However, to find valid opening information ¢, the server
should break the security of the underlying commitment scheme. Hence, the server cannot obtain the
ownership of the file by cheating the client if the underlying uni-directional ownership proof scheme and
the commitment scheme are secure.
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4 Light instantiation based on hash function

In Section 3, we have described a generic bi-directional and concurrent proof of ownership technique. In
this section, we give an efficient instantiation which can be implemented only using cryptographic hash
functions. We prove the security of the light instantiation by measuring the advantages of adversarial
parties.

4.1 Component algorithms

4.1.1 Tag generation function

Any function which generates uniquely identifiable tag for each file can be used as a tag generation
function, and thus we generally use a cryptographic hash function due to its collision resistance. Even
though a hash function is an efficient algorithm, the cost of hash function could be a burden when the
size of an input file is large. Fortunately, we can efficiently implement the tag generation function when
the ownership proof is considered in client-side de-duplication since the collision resistance of a tag can
be relaxed?. Since we test again if the file to be stored is identical with a file (already stored in server’s
DB) by performing the ownership proof procedure, it is not meaningful to make a collision in adversaries’
view point. Therefore, any tag generation function can be used in our construction if a tag generated by
the function can be used to identify a file.

A candidate construction is to evaluate the hash value for attributes of a file instead of hashing the
whole file. We may need various attributes to evaluate the tag to give sufficient collision resistance,
and the variety of attributes could be determined by suitable simulation. Surely, we can use the above
mentioned example since the values are typically used to find a file in a computer.

4.1.2 Pseudo-random number generator

Recall that we use a pseudo-random number generator (PRNG) to guarantee that an adversarial party
not knowing the input has only negligible advantage in guessing the generator’s output sequence which
will be used as a challenge. In the light instantiation, we will use a hash function as a PRNG. If the
input value has sufficient entropy, it is not easy to guess the output of a hash function without obtaining
the input. In our scheme, two random values, which are separately chosen by the server and the client,
are used as inputs for generating a challenge, and thus each party cannot guess the challenge until he
obtains the other party’s random value.

4.1.3 Commitment

We can implement a commitment scheme based on a hash function as follows. Let 7 be the hashed value
of r||m where r is a random value and m is a message. Then, 7 can be used as a commitment for the
message. Recall that we need a commitment scheme to open a sealed message with the binding property.
In the above setting, 7 is the sealed message for m, and we can prove that the value is computed from
m by opening the random value r. Anyone can verify the commitment by testing the following equality:
T = h(r||m).

4.1.4  (Uni-directional) proof of ownership

A hash function could be a simple and secure uni-directional proof of ownership scheme. We can use
m = h(chal||File) as a ownership proof for the file File and the challenge chal. It is clear that we can
compute a valid proof for given a challenge only if the whole file is given.

2) When the ownership proof is not considered in client-side de-duplication, the only way to find duplicated copy is to
find the same tag. In this case, we expect unforgeable correctness of the tag-based sameness test, and thus a hash value for
the whole file was inevitably used as a tag to support strong collision resistance.
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4.2 Description

In this section, we give a practical instantiation of the generic construction described in Section 3. We
will design a concrete scheme which can be implemented only using hash functions. We need four hash
functions H(-), H,(-), Hc(-), and Hp(-) for the tag generation function, the pseudo-random number
generator, the commitment scheme, and the uni-directional proof of ownership scheme, respectively.
From now on, we describe the protocol execution between a client Clt and a server Srv.

Step 1. To check the existence of the file F, the client generates a tag tagr = Hi(Fmetadata) Where
Flietadata 1S a set of metadata of the file F'. To define the metadata, we can consider various attributes
of files such as the file name, the file type, file size, encoding format, and so on. Then the client chooses
a random seed o and sends it with the tag to the server.

Step 2. Then the server checks the existence of F' using given tag,. If the file is not stored in the
server’s storage, he sends N/A to the client. Otherwise, the server chooses a random number § and
computes s = H (a|8) and hrp = H,(s||F'). He also chooses a random t and evaluates 7 = H.(t||hr) (as
a commitment). Then the server sends 8 and 7.

Step 3. If Clt receives N/A from the server, he uploads the file F' and stops the protocol execution.
Otherwise, when the client receives 3, he computes s = H,(«||8) and hp = Hy(s||F'). Then he sends hr
to the server.

Step 4. The server tests if the received hash value is identical with hpr. If they are not identical, he
sends N/A to the client. Otherwise, he admits the ownership of Clt regarding the file F' and sends ¢ to
the client.

Step 5. If the client receives N/A from the server, he uploads the file F' to the server and deletes the
file F from his storage. Otherwise, if he receives ¢ from the server, he tests if Hc(t||hr) is identical with
7. If the equality test holds, the client deletes the file F' from his storage. If the test fails, the client
uploads the file F' to the server and deletes the file F' from his storage.

We use four hash functions for underlying schemes. We can implement them using one hash function,
but we separate them for the security proof which will be given in the following section.

4.3 Security proof

Here, we will prove the security of the hash-based scheme in the random oracle model where a hash
function is simulated as a random oracle.

Theorem 1. The hash-based client-side de-duplication technique given in Subsection 4.2 permits the
server and the client to verify the ownership of their counterpart regarding a file to be stored.

Proof.  Let Srv be a server and Clt be a client served by the server Srv. We assume that Srv provides
storage services using the proposed hash-based client-side de-duplication technique. Let {Hy, H,, Hp, Hc}
be the set of hash functions which are used in the proposed scheme.

Recall that the proposed hash-based technique is secure if

1. A server cannot guarantee the existence of the file F' without possessing it; and

2. A client cannot obtain the ownership of the file F' without possessing it.

In other words, the proposed technique is secure if the server and the client cannot pass the protocol
execution for a file without actually possessing the file. To prove this, we will show that the advantage of
an adversarial party is bounded by a negligible value due to the cryptographic property of hash functions.

Recall that the goal of an adversarial party is to pass the protocol execution for a file without actually
possessing the file. The server and the client have to generate different values to pass the protocol
execution, and thus we will separately discuss the security of the proposed scheme with respect to the
server and the client. Let F' be a target file. Then, a malicious server or client may try to pass the
protocol execution to prove its own ownership regarding the file F' even though he doesn’t actually has
it.

Security against Srv. Among the execution of protocol, the server publishes only three values {3, 7,t},
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and the server succeeds in deceiving the client only if the following equation holds:
H.(t||hp) =T,

where hp = H,(s||F) and s = H,(«||8). The server can compute s using two inputs a and § since they
are exchanged before evaluating the random challenge s. Since the server doesn’t have the file F', there
are only two possible scenarios:

1. Srv correctly guesses hr and computes 7 by choosing a random ¢; and

2. Srv sends a random 7 to the client and finds a valid t after receiving hr from the client.

Let E be the event that the server correctly guesses hp without the file F' and R be the event that the
relation H(¢||hp) = 7 holds. Then, the server’s advantage in deceiving the client can be expressed as

Advs,, = Pr[R] = Pr[R|E] - Pr[E] + Pr[R|—E] - Pr[=E].
It is trivial that Pr[R|E] = 1, and thus the above equation can be simplified as
Advs,, < Pr[E] + Pr[R|-E].

Since the server doesn’t have the file F', the probability Pr[E] is bounded by e where 1/e = 2™ is the
minimum-entropy of files. The right part Pr[R|—-E] is the probability that the server sends a random 7
to the client and finds a valid ¢ after receiving hr from the client, which contradicts to the pre-image
resistance of the underlying hash function. Let 2¥ be the complexity of the pre-image resistance of the
underlying hash function. Then, Pr[R|-E] is bounded by 1/2*. Therefore, we can see that

Advsn < 5o+ o

Security against Clt. In the protocol execution, Clt publishes three values {tagp, o, hr}. Note that, as
we discussed in Subsection 4.1.1, the tag generation function is not an important component for security.
We permit adversaries to obtain the tag of the target file, and thus it can be assumed that the adversary
knows tag;. Since the random number a can be chosen regardless of the target file, the client succeeds in
deceiving the server if he can generate valid hp without the file . The client receives 8 and 7 from the
server before generating hp. The first random number can be used to derive s by computing H,(c||3).
Then, the client can use s and 7 to generate hr where s is a part of input for hp and 7 is a commitment
generated based on hp. Note that 7 is computed by the server as Hc(t||hr) for randomly chosen ¢. Let
Succ be the event that the client succeeds in deceiving the server, which also can be seen as the event
that the client succeeds in evaluating hp using s or extract the hash value from 7. Let S; be the event
that the client evaluates hp using s and Ss be the event that the client extracts hp from 7. Then the
advantage of the client can be written as following:

Advci = Pr[Succ] < Pr[Sq] + Pr[Ss].

From now on, we measure each probability Pr[S;] for i = 1,2. Recall that hr is computed by H,(s||F')
and the client knows only the random part s. Let Cor be the event that the client correctly guesses the
file F. Then, we can express Pr[S;] as

Pr[S1] = Pr[S1|Cor] - Pr[Cor] + Pr[S;|—~Cor] - Pr[-Cor] < Pr[Cor] + Pr[S;|—~Cor].

The probability of correct guess is bounded by the minimum-entropy of the file, and thus we have
Pr[Cor] < 1/2™. When the client fails to correctly guess the file F', the event Sq occurs only if the hash of
incorrectly guessed file is equal to hr of which probability is bounded by the probability of the pre-image
resistance of the underlying hash function. Therefore, we have Pr[S;|—=Cor] < 1/2*, and we have
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The second event Sy occurs only if the hash function Hc(-) is broken in terms of the pre-image attack

which implies that
1
PI’[SQ] g 2_k
Then, finally, we have

1 2
Advcy; < om + ok
Based on the above discussions, the proposed scheme is secure since the advantages of a malicious

server and a client are bounded by
1 1 1 2

2—m + 2_k and 2—m + 2—k7

respectively.

Remark 1. There is a gap in the proof for the security against an adversarial client since we exclude
the attack scenario where the client uses both s and 7 to find hr. However, we can ignore the gap since
the increased advantage which can be obtained by performing the excluded attack is negligible. The
excluded attack can be classified into two cases. The first case is that the adversary tries to evaluate hp
using both s and 7. Only the difference compared with the event S; in Theorem 1 is that the client can
use 7 to evaluate hp. Recall that an output of a hash function looks like a random value if all input
values are not known. Hence, the additional information is a useless random value in the view point of
the client since he doesn’t know an input ¢. The other scenario is that the adversary tries to extract hp
from 7 using s. In this case, the random value s is also given differently from the event Sy in Theorem 1.
Recall that a hash function maps a string of arbitrary length to a string of fixed length, and the property
guarantees the existence of a pair {s’, F'} such that hp = Hy(s'||F’) since many values are mapped to
a single value. Hence, any random value can be a part of an input for Ap, which implies that a part of
pre-image of a committed value hr is not useful to extract hrp from 7. Hence, we can ignore the security
gap exists in Theorem 1.

4.4 Performance

In our scheme, the client computes four hash values to generate a tag, a random challenge, a proof,
and a commitment, and the server computes almost the same operations except the generation of a tag.
Recall that the cost of hash function is determined by the size of input. Among four hash values, only
one value is evaluated from a entire file and other values are computed from small inputs whose size are
fixed. When the size of file is large, the cost for evaluating three hash values for small inputs is negligible
compared with the cost for evaluating the hash value of the whole file. In short, if the size of file is not
too small, the computational cost of our scheme is roughly one hash evaluation of the whole file.

When we does not consider the proof of ownership in client-side de-duplication, we use the hash value
for the whole file as the tag. Therefore, in the client’s viewpoint, the cost of our scheme is almost
identical with the client-side de-duplication which does not support the proof of ownership. If we use
uni-directional proof of ownership in client-side de-duplication, we can reduce the cost of tag generation
as in our scheme. However, we still need to generate a proof which requires at least one hash evaluation
for the whole file. Therefore, the proposed scheme supports bi-directional proof of ownership without
increasing the cost of computation compared with the client-side de-duplication without the ownership
proof and the client-side de-duplication with uni-directional ownership proof. Note that, in our scheme,
the server generates a proof to prove its ownership, and the computation inevitably requires additional
cost. The communication overhead of the proposed technique is almost identical with existing client-side
de-duplication schemes supporting uni-directional ownership proof. The cost of communication overhead
includes the size of messages and the number of rounds. Note that the size of transmitted messages is
not completely identical with that of existing techniques, but the difference is negligible if the size of file
is not too small.

In Table 1, we summarize the cost of the proposed technique in terms of the computational complexity
and the communication overhead. Since our technique does not influence on the performance of the
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Table 1 Summary of cost

Cost for the first upload Cost for the ith upload (i > 2)
Computation Communication Computation Communication
. Client cT lp cT+cr+cptey b1 +Lr+Lp
Generic scheme
Server - - cr+cp+cc 20r+Lc
Client cH(ém) I cH(lm)+en(26r)+en(@p +ER)+cH(br+LH) 3l
Hash-based scheme
Server - - CH(QZR)+CH (ZD +€R)+CH (ZR+‘€H) 30y

download procedure, only the cost for the upload procedure will be summarized in the table. Let cr, cr,
cp, and cc be the computational complexity of the tag generation function, the pseudo random number
generator, the proof generation function, and the commitment generation function, respectively, and
the size of their output will be denoted by ¢t, g, ¢p, and fc, respectively. Let cy be the cost of the
commitment verification function. Let cy(¢) be the cost of hash evaluation of an ¢-bits input value and
/4 be the size of the output of the hash function. Let /p be the size of the full data. In our scheme, two
parties choose three random values, «, 8, and ¢, but we did not consider the cost of choosing the values
since the parties can choose the values without using the pseudo random number generator. We also
omit the cost of some insignificant operations. For example, we exclude the cost of sending the message
"N/A”. For the simplicity of the explanation, we assume that the size of a chosen random number is
identical with the size of the output of the hash function.

5 Conclusion

In this paper, we first discuss the necessity of bi-directional and concurrent proof of ownership for secure
client-side de-duplications and give a generic solution for it. We first design a generic scheme and then give
an efficient construction which can be implemented by using (only) hash functions. The proposed hash-
based construction provides tight efficiency in the sense that it requires almost the same computational
complexity and communication overhead compared with client-side de-duplication techniques which do
not support bi-directional ownership proof. We prove the security of the proposed hash-based construction
by showing that adversarial parties cannot pretend to have a file by passing the protocol execution without
actually possessing the file.
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