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Abstract Quantization artifact and blocking artifact are the two types of well-known fingerprints of JPEG
compression. Most JPEG forensic techniques are focused on these fingerprints. However, recent research
shows that these fingerprints can be intentionally concealed via anti-forensics, which in turn makes current
JPEG forensic methods vulnerable. A typical JPEG anti-forensic method is adding anti-forensic dither to
DCT transform coefficients and erasing blocking artifact to remove the trace of compression history. To
deal with this challenge in JPEG forensics, in this paper, we propose a novel countering method based on
the noise level estimation to identify the uncompressed images from those forged ones. The experimental
results show that the proposed method achieves superior performance on several image databases with only
one-dimensional feature. It is also worth emphasizing that the proposed threshold-based method has explicit
physical meaning and is simple to be implemented in practice. Moreover, we analyze the strategies available
to the investigator and the forger in the case of that they are aware of the existence of each other. Game

theory is used to evaluate the ultimate performance when both sides adopt their Nash equilibrium strategies.
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1 Introduction

The integrity of digital images has been severely challenged with the development of sophisticated image
editing tools (e.g., Adobe Photoshop), which can modify contents of digital images with minimal visible
traces. Accordingly, the research field of digital image forensics, which aims to authenticate the integrity
of digital images, has experienced rapid developments in the past decade to meet this challenge. This,
in return, leads to the development of anti-forensic techniques, the aim of which is to counteract forensic
detections [1-4]. Kwok et al. [1] increased the internal bit depth of a contrast enhanced image to remove
the peak-gap artifacts in the image histogram, which makes the forensic methods based on such artifacts
become invalid. Milani et al. [2] modified the first digit statistics of a double compressed image to fool
the Benford’ law-based double compression detectors. Qian et al. [3] proposed a denoising algorithm to
minimize the distortion caused by JPEG anti-forensics. Fan et al. [4] proposed a JPEG anti-forensic
method based on estimating the quantization noise in the DCT domain. The interplay between forensic
and anti-forensic techniques has created an interesting dynamics in research efforts [5,6]. In [5], the
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interplay between the forensics and anti-forensics in source identification was modeled as a zero sum
game. Stamm et al. [6] analyzed the interplay between a forensic investigator and an anti-forensic forger
in the video frame deletion scenario with game theory based on a sequential move assumption. The
forensic investigator was assumed to choose his strategy first and allow the forger to respond. Under the
sequential move assumption, the max-min strategy was adopted to find the solution of the game.

JPEG is arguably the most widely used digital image compression standard. Determining if an image
has been previously JPEG compressed is an important cue in the forensic analysis of the integrity of an
image. To date, the most reliable characteristics that can be used to this end are the quantization effect
and blocking artifacts in JPEG compression7. Features reflecting JPEG quantization effect or blocking
artifacts are also used to detect double JPEG compression [7-9], image tampering [10-12], or perform
other forensic analyses [13].

Although these forensic techniques above are effective in their own sight, they may be defeated by
anti-forensic techniques that are designed to avoid their inspection. For instance, Stamm et al. [14]
proposed a JPEG anti-forensic method, where anti-forensic dither is added to the DCT coefficients
of a JPEG compressed image to imitate the histogram of the DCT coefficients of the original image.
The same authors extended their work to conceal blocking artifacts by deblocking [15]. These anti-
forensic techniques can conceal the traces of JPEG compression without introducing noticeable perceptible
artifact.

In our previous work [16], a noise level based method was proposed to uncover such JPEG anti-forensics.
However, this method does not work for images that contain abundant textures. In this paper, by further
analyzing the characteristic of JPEG anti-forensics, we propose a new feature to expose traces of JPEG
anti-forensics, which is the Lo norm of the noise level of an image and the noise level of the compression
residual (CR) of the image. Specially, CR is defined as the difference between a test image I and its
compressed version I’ i.e. CR(I) = I — I'. As will be illustrated in Section 3, introducing the noise
level of the CR can make up the limitation of the previous method on the images that contain abundant
textures. The experimental results show that the proposed method can provide improved performance
when tested on the different image databases with only this single feature. Furthermore, we analyze the
strategies available to the forger and the forensic investigator, and model the interplay between them as
a zero-sum game. The ultimate performances for both sides under mixed strategy Nash equilibrium are
evaluated with the game theory.

The rest of the paper is organized as follows. Section 2 gives a brief review of the JPEG anti-forensics
and some prior work related to this paper. Section 3 describes the proposed counter anti-forensic method.
The interplay between the forensic investigator and the forger in the JPEG forensics scenario is modeled
as a zero-sum game in the Section 4. Section 5 shows the experimental results on the uncompressed color
image database (UCID) [17] and BOSSbase image database [18]. The conclusion is given in Section 6.

2 Background and prior work

2.1 Anti-forensics of JPEG compression

JPEG compression starts by segmenting an input image into non-overlapping 8 x 8 pixel blocks, then it
uses 2-D DCT to transform each block data into 64 DCT coefficients. Let X,Y be the DCT coefficient of
an uncompressed image and its JPEG compression, respectively. For the DCT coefficients at the (i, j)-th
position, ¢,j € 1,...,8, X will be quantized as Y = ¢; jround(X/q; ;), where ¢; ; is the corresponding
quantization step. The blocking operation introduces discontinuity in spatial domain (Figure 1(b)), and
the quantization introduces a comb-like histogram of DCT coefficients as shown in Figure 2(b).

To hide such compression evidence, Stamm et al. [14] first uses dithering to remove the quantization
artifact:

Z=Y+D, (1)

where Y is a DCT coefficient, D is additive dither, and Z is the anti-forensically modified DCT coefficient.
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Figure 1 (a) Blocking artifact of the uncompressed Lena image; (b) the same image after JPEG compression with quality

factor Q = 75; (c) the forged image.
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Figure 2 (Color online) Histogram of DCT coefficient of the (2, 2) subband from (a) uncompressed Lena image, (b) Lena
after JPEG 75 compression, and (c) the forged image obtained after adding dither in DCT domain.

For the AC coeflicients, their histograms are adjusted to match Laplacian distribution [19]. For the DC
coefficient, uniformly distributed anti-forensic dither is added. Figure 2(c) illustrates that the anti-forensic
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Figure 3 (Color online) Histogram (hi(n) and ha(n)) of neighbor pixel differences from (a) an uncompressed image, (b)
the same image after JPEG 75 compression, (c) after adding anti-forensic dither, (d) after median filtering, and (e) after
adding noise to obtain the final forged image.

method can make the distribution of DCT coefficients be similar to that of the uncompressed one which
is shown in Figure 2(a).

Although adding anti-forensic dither can remove the evidence of quantization, it cannot remove blocking
artifact. The JPEG blocking detection method in [20] operates as follows. It collects two kinds of pixel
difference measurements of an image. One kind is the average diagonal difference of four neighbor pixels
at the center of each block, which is denoted as R;. The second kind is the average diagonal difference
of the four neighbor pixels spanning across block boundaries, which is denoted as Ry. The histograms of
the Ry and Ry values of an image are denoted as hq(n) and ha(n), respectively. Figures 3 (a) and (b)
show hi(n) and ha(n) of an uncompressed Lena image and its JPEG compressed version, respectively.
It is observed that the difference between hy(n) and hz(n) can be used to measure the blocking artifact,
i.e., the larger the difference, the greater the probability that the image has been JPEG compressed.
Figure 3(c) shows hi(n) and he(n) of the image after anti-forensic dither is added. It is observed that
there also exists distinct difference between hi(n) and ho(n). Thus it is necessary for the forger to further
remove blocking artifact [15]:

v = med;(u) + n, (2)

where u represents an image after anti-forensic dither is added, med;( ) denotes median filtering operation
with a square window of size s x s pixels, and n is a zero mean Gaussian noise. The standard deviation
of n is denoted as o1 and called as the strength of the added noise in the sequel.

Figure 3(d) shows hi(n) and ha(n) of the same image after median filtering is applied. It is observed
that the difference between hi(n) and ho(n) has been significantly reduced. However, another obvious
artifact appears. Note that hi(1) < h1(0) in the Figure 3(d), whereas hi(1) is typically greater than
h1(0) for an uncompressed image as shown in Figure 3(a). This difference is due to the streaking artifact
of median filtering [21]. To avoid the streaking artifact, it is necessary for the forger to add Gaussian
noise after applying median filtering. Figure 3(e) shows the histograms hi(n) and ha(n) of the final
forged image, from which it is observed that hy(n) and ho(n) are similar to that shown in Figure 3(a).
Such deblocking effectiveness can also be observed from Figure 1(c), in which the blocking artifact is
significantly reduced compared to the compressed image as shown in Figure 1(b). Before close the
subsection, we give the diagram of the whole anti-forensic algorithm in Figure 4, and the motivation of
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Figure 4 JPEG anti-forensics procedure.

the operations in gray shadow has been explicitly analyzed in this paper.

2.2 Existing countermeasures against JPEG anti-forensics

There exist several studies aiming to detect traces of the above anti-forensic technique. Lai and Bohme [22]
proposed a detector based on the calibration feature. A test image is first cropped by 4 rows and 4 columns
to obtain its cropped version. Then, the variances of the 28 high frequency DCT subbands coefficients
are calculated for both versions of image. Finally, the differences of the 28 variances are averaged to
get the calibration feature F.. The investigator can distinguish an uncompressed image from a forged
one by comparing F. to a threshold ¢p. Valenzise et al. [23,24] observed that the added dither in DCT
domain can be removed completely if a forged image is recompressed with the same quantization matrix
used in the previous JPEG compression. Let ¢ be the quantization matrix used in the previous JPEG
compression and g4 be the quantization matrix used in the recompression. An obvious slope change can
be observed in g4 = ¢ when examining the amount of recompression noise varying with g4. The authors
adopt the total variation (TV) metrics [25] to measure the amount of recompression noise present in an
image. These countermeasures [22-24] can cope with the anti-forensics method without deblocking [14].
However, they fail in countering against the whole anti-forensic method [15]. Li et al. [26] observed that
the anti-forensic operation may destroy the statistical correlations of an image, and regard the counter
anti-forensics as a JPEG steganalysis problem. The transition probability matrix of the DCT coefficients
is fed into a SVM classifier to identify the forged images from those original ones. This technique can
detect the forgery of [15] well.

3 Countering technique based on noise level estimation

In this work, we formulate the detection of JPEG anti-forensics of [15] as the following hypothesis test
problem:

Hy:y==, (3)
Hy:y=meds(u)+n=2z+n,

where & corresponds to an unmodified image, y represents a test image. The additive Gaussian noise

in (3) raises the noise level of a forged image inevitably and will be used as the feature to detect JPEG

anti-forensic operation in this work.

3.1 Noise level estimation of an image

There are some algorithms in image processing area to deal with blind noise level estimation [27-31].
However, these algorithms are designed to estimate the noise level with standard deviation varying in
a large range, e.g. usually o € [0,25]. On the other hand, the noise introduced by JPEG anti-forensic
operations is usually much lower. To our best knowledge, the algorithm in [27] performs best when the
underlying true noise level to be estimated is very weak, e.g., 0 < 2. Hence we adopt this algorithm to
estimate the noise level of a test image in our work.

We first decompose a test image y into overlapping patches y;,i = 1,..., N. Note here y; corresponds
to the vectorization of each patch, i.e., if the patches are with the size of B x B pixels, y, is a B? x 1 vector.
The covariance matrix of image y is obtained as the average of the outer product of each vectorized patch
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with itself, as
1 XN
>, = v Wi my - )T, (4)
i=1

where N is the total number of patches and p is the average of all the patches. Using the Courant-Fisher
theorem which states that the variance of the data projected onto the minimum variance direction equals
the minimum eigenvalue of its covariance matrix, we can get the following equation:

min(zm);

HO : )\min(z ) A
)\min(Zz) + 0‘%7

Yy
Hl : )\min (Zy)

where Apin (D) represents the minimum eigenvalue of covariance matrix > .

(5)

The weak textured areas of an image are known to span only low dimensional subspace. Hence,
Amin (D) and Amin (D, ) are supposed to be approximately zero in these areas. Then, the above hypoth-
esis can be simplified as

Hy : )\min(zy/) ~ 0; (©)
Hy: Amin(X,,) ~ 0t
where y’ is the set of weak textured patches in image y. From (6), it is observed that we can distinguish
Hy from H; by examining the estimated noise level o = )\min(zy,). The noise level estimation can be
summarized as:

(1) The test image is decomposed into overlapping patches with the size of B x B pixels. B = 7 in

our work.

(2) An initial noise level o(® is estimated using all patches in the test image. That is, ¢(®) =

\/Amin(2_,). The patches being over bright (average gray value > 255 — Ay) or over dark (average
gray value < Ay) are ignored in order to avoid the overflow effect [28]. A; and Ay are chosen to be 1 in
our work.

(3) The patches whose texture strength less than a threshold I'®) are selected as the weak textured
patches. For a given patch y,, its texture strength ¢; is measured by the sum of squares of the entries in
the difference matrices of y;:

& = [Dry; Duy,][Dry; Duy,l”, (7)

where the 1x B? vectors D y,; and D, y, represent the horizontal and vertical difference of y;, respectively.
I'®) is directly proportional to ¢(® i.e., I'®) = ¢ x ¢®). In our work, we adopt ¢ = 81.8 as that in [27].

(4) A new noise level o1 is estimated using the selected patches y’, that is, o+ = | [Amin(3y0)-
The process of steps 3 and 4 is iterated until o is stable. According to our experiments, most of this
iteration converges after three iterations and we let the algorithm stop after three iterations.

Figure 5(a) is an image from UCID. Figure 5(b) shows the selected weak textured areas (white parts).
This noise level algorithm is effective for most images in our experiments. However, it will be failed when
the test image contains little weak textured area. This is because the assumption of (6) becomes invalid
in such situation. Figure 6 shows that some images containing little weak textured area. It is observed
that almost no homogeneous areas can be found in those images. For these images, we simply set the
estimated noise level o = 0 in [16]. Obviously, this setting cannot help in differentiating original images
and forged images. To reduce the wrong detections due to the algorithm failure, we resort to the noise
level estimation of the compression residual CR as illustrated in the next subsection.

3.2 Noise level estimation of the compression residual

It is well known that JPEG compression has the nature of removing high frequency component and
reserving low frequency component in the image. Hence, for the weak texture areas of an original image,
JPEG compression would not introduce much difference, i.e., the value of compression residual CR tends
to be zero in these areas. However, for a forged image, the added Gaussian noise would contaminate these
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@ (b)

Figure 5 Noise level estimation of a test image from UCID. (a) An uncompressed image; (b) selected weak textured
areas, where some overexposure areas are excluded.

Figure 6 Images containing only textures. There are no enough homogeneous areas which can be selected from those
images for noise level estimation.

@ (b)

Figure 7 Compression residual of (a) an original image and (b) a forged image.

areas. This difference can be observed from Figure 7. Figure 7(a) shows the CR of an original image. It
is observed that some regions that are close to zero on the top which correspond to weak textured regions
of the original image. Figure 7(b) shows the CR of the forged image. Due to the anti-forensic dither
and Gaussian noise, even the weak textured regions become noisy now. Hence, the noise level of CR is
also effective in revealing the traces of JPEG anti-forensics. Moreover, since the texture strength of CR
is usually much weaker than that of the image itself, more patches will be regarded as weak textured
patches according to step 3 of the noise level estimation algorithm. Hence, the chance that the algorithm
fails due to no patches can be founded is significantly reduced, which makes up the limitation of noise
level estimation of the image mentioned in the last subsection.

To choose a proper quality factor ()2 in producing compression residual, we compress an image with
different Q3 and obtain different CRs. Then, the noise level of CR is estimated with the same method
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Figure 8 (Color online) Noise level of the CR of an original image and a forged image under different Q2.

mentioned in last subsection except that neither over bright nor over dark patches need to be ignored.
Figure 8 shows noise level of CR for an original image and four forged images, respectively, under different
Q2. The four forged images are created by first JPEG compress the original image with four different
quality factors, @ = [65,75,85,95], and forged with the anti-forensic method in [15]. It is observed that
the noise level of CR remains in a relative low level for an original image and obviously higher for the
forged images when Q2 < 80. When a high quality factor Qs is used, e.g., Q2 > 80, the difference between
the image and its JPEG compressed version will be trivial, and it is hard to distinguish a forged image
from an original image by the noise level of CR. It is also observed the results are similar for different
Q. Based on the analysis above, we average the estimated noise level of CRs under Q2 = {55,65,75} in
order to obtain a robust estimation.

3.3 Counter anti-forensics based on noise level estimation

Now for an image I we have obtained two noise level estimations. One is the noise level estimation of
itself, which is denoted as

Fy = NL(I) = )\min(zy,), (8)

where NL(I) denotes the estimated noise level of I, y’ is the set of weak textured patches in image I.
Another is the noise level estimation of its CR, which is denoted as
1
e
where CRs5(I), CRg5(I), and CRy75(I) denote the CRs under compression quality factor Q2 = {55, 65,75},
respectively.

The two-dimension scatter plots of F; and F, of images in UCID and BOSSbase are shown in

Fy [NL(CRs5(I)) + NL(CRgs(I)) + NL(CRz5(1))], 9)

Figure 9. The blue point corresponds to an original image and the red star corresponds to a forged
image. The points that located in the axes (Fy = 0 or F5 = 0) correspond to the cases of that the
algorithm fails to obtain a real value due to no selected weak-textured patches. By observing the scatter
plots in Figure 9, we fuse F; and F, to obtain the final feature F' = \/F? + F2% for classification. The
decision rule 0™ is defined as follow:

Hy, otherwise,
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2.0 * Antiforensically modified i 20t * Antiforensically modified

Figure 9 (Color online) Two-dimension scatter plots of features F1 and F», where F is the noise level of the test image
itself and F3 is the noise level of CR. The blue points denote the original images and the green stars denote the forged ones.
(a) UCID; (b) BOSSbase.

>
I is forged

&(I=H,?
using (10)

&I =H?
using (12)

I is original

Streaking artifact detector Noise level detector

Figure 10 The diagram of the forgery detector. We use the metric p [21] to measure the streaking artifact and the
proposed method to measure the noise level.

where the decision threshold ¢, is chosen according to a given false alarm rate F;}.

4 Game theory evaluation

To avoid being detected by our method, an image forger can use weaker noise perturbation in (2). Also
note in practice, an image forger may not need to mislead the forensic tool completely, but rather just
need to reduce the accuracy of it. On the other hand, using a very weak noise cannot avoid the streaking
artifact mentioned in Subsection 2.1. Therefore the image forger is faced with a tradeoff in choosing the
noise strength balancing the risk of being detected by the noise level detector and the streaking artifact
detector.

From the perspective of a forensic investigator, whose goal is to reveal such image manipulations, the
requirement is to combine the results of streaking artifact detector and noise level detector together, i.e.,
making OR operation with the binary outputs from the two detectors. The diagram of the whole forgery
detector is shown in Figure 10. A query image I will be labeled as forged if H; is accepted either the
streaking artifact detector or the noise level detector.

Here we use the metric p to measure the streaking artifact [21]:

p =hp(0)/hp(1), (11)

where hp is the histogram of pixel difference of a test image. p is expected to be approximately 1 for
original images and will be much greater for median filtered ones. Hence, the streaking artifact detector
0% can be defined as

» 5, p <ls;
§o =0 Pt (12)

H7, otherwise,
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where the decision threshold ¢, is chosen according to a given false alarm rate P . The total detection
rate is the probability of a forged image either being detected by streaking artifact detector or being
detected by noise level detector.

Py = P(6°(I) = H; U/ (I) = H{ |I is forged). (13)

Note both the two detectors would introduce false alarm to the final decision, and the total allowed
false alarm rate is often limited in practical scenario. Hence, the forensic investigator needs to make a
tradeoff in allocating the allowed false alarm rate between the two detectors. The total allowed false
alarm rate is defined as

Pra = P, + Py (14)

These tradeoffs made by the forger and the forensic investigator lead to the following questions. With
the existence of this counter anti-forensics, what is the optimal o7 in (2) that the forger should adopt?
For the investigator, how to allocate the allowed false alarm rate P, between the two detectors? What
is the ultimate performance if both sides adopt their optimal strategies? To answer these questions, the
interplay between the forger and the investigator is modeled as a zero-sum game [32, 33].

Definition 1 (The JPEG forensic game). The JPEG(S}, Sr,u) game is a zero sum game played by an
investigator and a forger, defined by the following strategies and payoff.

Sp: the investigator’s strategy is the false alarm rate P that can be allocated to the streaking artifact
detector §°.

Sp: the forger’s strategy is the strength oy of the added Gaussian noise.

u: the payoff matrix is defined in terms of the detection rate of revealing the anti-forensic attack,

u(Pg,, 01) = Pa(Pg,, 01). (15)

The optimal strategies of both players can be obtained by solving the JPEG forensic game, e.g.,
finding its mixed strategy Nash equilibrium. The investigator’s mixed strategy Pg, = [x1, %2, ..., Tm] 18
a probability distribution over different Pgs, and the forger’s mixed strategy o1 = [y1,Y2,...,yn] is a

probability distribution over different oys.
To solve the JPEG forensic game, we formulate it as a linear programming problem [33], i.e., to find
the minimum v which is subject to the following constraints:

yi = 0, 1=1,2,...,n;
Ziyi:L (16)

doiuiyi —v<0,j=1,2,...,m,

where u;; = Py(Pg,;,01;) is the total detection rate when the investigator adopts Pg, and the forger
adopts o1;. v is the objective function of the linear programming problem. The solution v* to the JPEG
forensic game and the optimal strategy o for the forger can be obtained by solving the optimization
over n + 1 parameters (v,y1,¥2,.-.,Yn). The optimal strategy Pg, for the investigator can be obtained
by solving a dual problem of (16). These optimizations can be solved with the linear programming
method [34].

For a given allowed false alarm rate Pr,, the Nash equilibrium of the JPEG forensic game can be
derived and the corresponding outcome u(Pg,, o) is the ultimate detection rate. A receiver operating
characteristic (ROC) curve can be constructed to show the detection rates under the Nash equilibrium
varying with different Px,.

5 Experimental results

5.1 The performance of counter anti-forensics

In order to test the counter JPEG anti-forensic method described in Section 3, we performed experiments
on the images from UCID and BOSSbase. There are 1338 images of size 384 x 512 or 512 x 384 pixels in
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Figure 11 (Color online) ROC comparison in countering JPEG anti-forensics on UCID, Q = 75.

Table 1 Detection accuracy compared with other methods on UCID (%))

Feature dimension Q =95 Q@ =85 Q=175 Q =65
F 1 99.1 99.1 99.1 99.0
F> 1 98.6 99.0 99.1 98.9
F 1 99.6 99.7 99.8 99.8
Ref. [26] 100 99.4 99.6 99.7 99.7

a) The number in bold type denotes the best performance.

Table 2 Detection accuracy compared with other methods on BOSSbase (%))

Feature dimension Q=9 Q =85 Q=175 Q =65
Fy 1 99.6 99.6 99.6 99.6
Fy 1 99.7 99.7 99.8 99.7
F 1 99.9 99.9 99.9 99.9
Ref. [26] 100 99.8 99.9 99.9 99.8

a) The same as in Table 1.

the UCID, and 10000 images of size 512 x 512 pixels in the BOSSbase. Both image datasets have been
widely used to evaluate forensic and anti-forensic methods in the research community. All the images
are converted to grayscale images. The uncompressed images are first JPEG compressed with quality
factors Q = {95,85,75,65}. Then these JPEG images are anti-forensically modified with the method [15]
using the suggested parameters, i.e., s = 3 and 0? = 2. Experimental results show that the detection
performance of our method is robust with regards to @ or s.

From the forensic investigator’s point of view, the main purpose is to differentiate the original images
from the forged ones. Figure 11 shows the ROC curves on UCID when different methods are adopted to
counter the JPEG anti-forensics. For the SVM-based method [26], we use half of the images as training
dataset and the remaining half of the images as test dataset. It is observed that both the method [26]
and our proposed method achieve nearly perfect performance, whereas the methods in [22,24] fail to
differentiate the original images from the forged ones.

The performance comparisons for different quality factor ) are shown in Tables 1 and 2. The accuracy

is defined as
_ feorrectly classified images

Acc =

17
ftotal testing images (17)

It is observed that the proposed method with feature F' achieves better performance than that with
feature Fy or Fj, which means that it is necessary to combine the two features for better distinguishing
original images from the forged ones. Even compared to the SVM-based method [26], the proposed
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Figure 12 (Color online) Nash equilibrium ROC on UCID.

method achieves comparable or better performance. In fact, as discussed in [24], it is usually difficult to
make a fair comparison between a threshold-based method and a SVM-based method. The SVM-based
method uses 100-dimension features, which originally designed for steganalysis, requires the investigator
owning enough forged samples to train a classifier and having a full knowledge of the anti-forensics. The
proposed method, which is specifically tailored to detect the JPEG anti-forensics, merely requires the
investigator examining the noise level of a test image. For this point, the proposed method is much easier
to be implemented in practical scenario than the SVM-based method [26].

5.2 The performance under Nash equilibrium

The result showed in the Subsection 5.1 corresponds to the case that the forger adds a specific strength
noise, i.e., o3 = 2. In this subsection, we show the ultimate performance of the interplay between the
forensic investigator and the forger by finding the Nash equilibrium of the JPEG forensic game. Here we
allow o; varies from 0.1 to 2 with a step of 0.1. Figure 12 shows the Nash equilibrium ROC on UCID.
Note the performance of other countermeasures [22-24, 26] are irrelevant to the strength o7 used by the
forger, i.e., no meaningful Nash equilibrium can be found when these methods are adopted for countering
JPEG anti-forensics in the JPEG forensic game. Hence, we only show the Nash equilibrium ROC for our
method.

It can be observed the chance of the JPEG anti-forensics being uncovered is obviously reduced if the
forger adopts the Nash equilibrium strategy. Take P, = 0.1 for example, the true positive rate equals 1
in Figure 11, which means that all forged images are correctly detected by the proposed method. If the
forger adopt the Nash equilibrium strategy, the detection rate P; = 0.9286 as shown in Figure 12. This
Nash equilibrium corresponds to the case that the investigator chooses Pg, = [0.03,0.04] with probability
combination of [0.6, 0.4], whereas the forger chooses o1 = [0.4, 0.5] with probability combination of [0.24,
0.76].

By examining the Nash equilibrium strategy, we find that the forger tends to choose a much weaker
noise compared to previous work [14,15,22-24,26]. In all of our experiments, the strength of added noise
01 < 0.8 according to the Nash equilibrium. This choice affords an intuitive explanation, a noise strength
o1 = 0.8 is sufficient to hide streaking artifact, and using a stronger strength merely increases the chance
of that the forgery is detected by the proposed counter anti-forensic method. Therefore a rational forger
is more likely to choose a relative weaker strength.
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6 Conclusion

The development of image forensic techniques fosters the development of anti-forensics, by which image
forgers can use to counter forensic analysis. In this work, we provide new weapons to the arsenal of
forensic investigators that can expose traces of JPEG anti-forensic operations [14,15]. We find that a
key step in JPEG anti-forensics, namely deblocking, increases the noise level of the forged images, and
we use a noise level based feature to reveal traces of JPEG anti-forensics. Compared to [26] with 100-D
features, the proposed method yields improved performance with only one-dimensional feature and has
more explicit physical meaning. It is also worth emphasizing that the proposed method does not require
the forensic investigator owning a large number of forged samples to train a classifier, making it much
easier to be implemented in practice.

To our best knowledge, this is the first time that the interplay between the forger and the investigator
in JPEG forensics is modeled as a game, for the case that both sides are aware of the existence of each
other. Game theory analysis shows that the forger would choose a weaker strength compared with former
work [14,15,22-24,26]. Applying the game theory framework to analyze the interplay between forensics
and anti-forensics in more scenarios is our future work.
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