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Dear editor,
Spectrum efficiency, energy efficiency and communication security are the most significant concerns
in the 5G era [1]. Cognitive radio which employs dynamic spectrum sharing, energy harvesting which scavenges energy from ambient sources,
and physical layer security which exploits the time
varying wireless channels are three promising techniques to enhance spectrum efficiency, energy efficiency and communication security [2, 3]. Although energy harvesting cognitive radio networks
[4, 5] and physical layer security [6, 7] have been
widely studied in recent years, very few existing work comprehensively address the above three
concerns. Thus, cognitive, green and secure communication still remains an open research topic,
which motivates this work.
In this letter, we study the cognitive, green and
secure device to device (D2D) communication underlaying a small cell network. To be specific, a
pair of cognitive devices without constant energy
supplies first harvest energy from the RF signals of
a small cell base station (SCBS), and then communicate with each other in the cellular channel currently with a cellular user (CU). Thus, the transmit powers of cognitive devices are subject to both
the interference power constraint from CU and
the energy causality constraint imposed by energy

harvesting and processing cost. However, due to
the openness of wireless communication, an active
eavesdropper can overhear the confidential messages in the cellular channel. Thus, to guarantee
the communication security, we study the secrecy
rate maximization problem to realize optimal secure resource allocation.
System model. A pair of cognitive devices communicate with each other underlaying a small cell
network, in which a SCBS consistently serves a CU
in the cellular channel. The cognitive D2D transmitter (CDT) transmits confidential messages to
the cognitive D2D receiver (CDR) in the same cellular channel which is also wiretapped by an active eavesdropper (EAV). The channel power gains
from SCBS to CDT, CDR and EAV are denoted
as gt , gr and ge , respectively. Similarly, the channel power gains from CDT to CU, CDR and EAV
are denoted as hc , hr and he , respectively.
Both CDT and CDR are battery-free devices,
but can harvest green energy from the RF signals of SCBS. The cognitive devices with singleantenna work in the half-duplex mode and operate in the harvest-then-transmit fashion in each
frame T . In the first phase with duration τ T , both
CDT and CDR harvest energy from SCBS, where
0 6 τ 6 1 is the harvesting ratio. The harvested
energy of CDT is given by ξPs gt τ T , where Ps is
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the transmit power of SCBS and 0 < ξ < 1 is the
energy harvesting efficiency. The noise energy is
ignored since the noise power is too small to be
harvested by the cognitive devices.
With the harvested energy, CDT transmits confidential messages to CDR in the second phase
with duration (1 − τ )T . The transmit power of
CDT Pt must satisfy (Pt + Pc )(1 − τ ) 6 ξPs gt τ ,
where Pc is the power for the non-negligible processing cost. Note that there is no initial energy
in each frame as CDT and CDR are battery-free
devices without energy storage and management.
Moreover, CDT must strictly control its transmit
power such that Pt hc 6 Qc , where Qc is the peak
interference power that CU can tolerate.
With τ and Pt , the secrecy rate [3] of the cognitive D2D communication is calculated as

Rs (τ, Pt ) =

+


1 + γr Pt
,
(1 − τ ) log2
1 + γe Pt

(1)

he
2
r
where γr = Ps ghr +σ
2 and γe = P g +σ 2 with σr and
s e
r
e
2
σe denoting the noise powers at CDR and EAV,
respectively. (x)+ , max(x, 0) is the ramp function.

As Ps and Qc are prespecified by the small cell
network, we optimize τ and Pt to maximize the
secrecy rate. The secrecy rate maximization problem with respect to the harvesting time and the
transmit power is formulated as

consumed energy as follows:

t + γr E
,
max Rs (t, E) = t log2
t,E
t + γe E
s.t. C1′ : E 6 ξPs gt (1 − t) − Pc t,
Qc t
C2′ : E 6
,
hc
C3′ : 0 6 t 6 1,


τ,Pt

(2)

C3 : 0 6 τ 6 1,
where C1 is the energy causality constraint imposed by energy harvesting and processing cost,
C2 is the interference power constraint from CU,
and C3 is the harvesting time constraint.
Secure resource allocation. Due to the nonconvexity of the objective function and the products of optimization variables in C1, problem (2) is
non-convex and cannot be solved by standard optimization method. To make this problem tractable,
we first introduce two auxiliary variables t = 1 − τ
and E = Pt t which denote the communication ratio and the consumed energy, respectively. Then,
without considering the ramp function (x)+ , we
formulate the secrecy rate maximization problem
with respect to the communication time and the

(3)

where C1′ , C2′ , C3′ are equivalently transformed
from C1, C2, C3, respectively.
Given γr and γe , we can prove that problem (3)
is a convex optimization problem, wherein the
proof is omitted for brevity. In this way, the original non-convex problem is converted into a convex
problem. Then, we employ the primary decomposition method [8] to decompose the problem into
two levels of optimization problem. At the lower
level, we solve the subproblem in terms of E for
given t, while at the higher level, we solve the master problem in terms of t. Following this idea, we
can solve problem (3) and obtain the optimal solution with respect to t and E. The detail solution process is not presented here due to the space
limited. Note that the dropper of the ramp function can be fully compensated when solving problem (3). Based on the optimal solution for problem (3), we can calculate the optimal solution for
problem (2). The optimal secure resource allocation is summarized as the following theorem.
Theorem 1. The optimal harvesting time τ ∗
and the optimal transmit power Pt∗ are given by
Case 1. When γr 6 γe ,
Pt∗ = 0,

max Rs (τ, Pt ),
s.t. C1 : (Pt + Pc )(1 − τ ) 6 ξPs gt τ,
C2 : Pt hc 6 Qc ,
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τ ∗ = 0;

(4)

Case 2. When γr > γe ,
 ∗
Pt = 0, τ ∗ = 0, if ρ > α,
(5)





ξP
g
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−
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s t
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− Pc , τ ∗ = 1 − ρ,
 Pt =
ρ

if β < ρ < α, (6)
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 Pt∗ =
, τ ∗ = 1 − β, if ρ 6 β,
(7)
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where α = ξPξP
, β = ξPs gt hξPc +P
, and ρ
s gt +Pc
c hc +Qc
is the root of the transcendental equation

 

µr t + ω r
ωr
ωe
ln
−
−
= 0, (8)
µe t + ω e
µr t + ω r
µe t + ω e

with µr = 1 − γr (ξPs gt + Pc ), µe = 1 − γe (ξPs gt +
Pc ), ωr = γr ξPs gt , and ωe = γe ξPs gt .
Proof. For brevity, the proof is omitted here.
It is obvious that the optimal secure resource
allocation is significantly dependent upon the instantaneous channel state and the setup of the
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small cell (i.e., Ps and Qc ). Thus, with the given
setup of the small cell, the cognitive devices can
perform secure resource allocation by evaluating
the channel state information. In this way, we realizes green, cognitive and secure D2D communication underlaying the small cell network.
Simulation results and discussion. The simulation parameters are set as follows: T = 1, ξ = 0.8,
σr2 = σe2 = 1, and Pc = 0.5 dB. As the secure
resource allocation depends on the setup of the
small cell, we depict Figure 1 to demonstrate the
relationship between Rs∗ and (Ps , Qc ). As shown,
Rs∗ first increases and then decreases with Ps increasing. When Ps is small, a large τ ∗ is allocated
for energy harvesting to enhance the harvested energy. As the harvested energy is limited, Pt∗ cannot be large, which results in a small Rs∗ . With Ps
increasing, Rs∗ increases accordingly since τ ∗ decreases and Pt∗ increases under the constraint of
Qc . For this case, the impact of Qc on Rs∗ is very
limited as Pt∗ by all the harvested energy still cannot achieve Qc . However, when Ps is very large,
Rs∗ decreases since Pt∗ constrained by Qc cannot
be further enhanced while the interference from
SCBS to CDR keeps on increasing. For this case,
Rs∗ increases with the increase of Qc as more harvested energy can be utilized for communication.
Obviously, the cognitive devices may not always
benefit from the small cell. Thus, to gain the
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Figure 1 (Color online) Maximum secrecy rate versus the
transmit power of SCBS under different interference power
constraints.
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maximum secrecy rate, we should execute secure
resource allocation according to the instantaneous
channel state information and the setup of the
small cell.
Conclusion. In this letter, we investigated the
green, cognitive and secure D2D communication
underlaying a small cell, wherein cognitive devices
capture both energy and spectrum of the small
cell to enhance energy and spectrum efficiencies.
To ensure the communication security, we studied the secrecy rate maximization problem subject
to the interference power constraint and the energy causality constraint, and obtained the closedform expressions for optimal secure resource allocation. Simulations results verified the validity of
the green, cognitive and secure D2D communication.
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