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Abstract In the emerging Virtual/Augmented Reality (VR/AR) era, three dimensional (3D) content will be
popularized just as images and videos today. The security and privacy of these 3D contents should be taken
into consideration. 3D contents contain surface models and solid models. Surface models include point clouds,
meshes and textured models. Previous work mainly focused on the encryption of solid models, point clouds
and meshes. This work focuses on the most complicated 3D textured model. We propose a 3D Lu chaotic
mapping based encryption method for 3D textured models. We encrypt the vertices, polygons, and textures of
3D models separately using the 3D Lu chaotic mapping. Then the encrypted vertices, polygons and textures are
composited together to form the final encrypted 3D textured model. The experimental results reveal that our
method can encrypt and decrypt 3D textured models correctly. Furthermore, typical statistic and brute-force

attacks can be resisted by the proposed method.
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1 Introduction

Today, images and videos are ubiquitous in our daily life. In the near future, 3D models will be obtained
increasingly easily with depth sensors, 3D cameras, computational photography technologies. In the
industry, virtual reality and augmented reality technologies are now hot topics, which need numerous
3D models to build the virtual world. The virtual versions of our cities are built using multi-camera
systems with laser sensors. The security of the 3D models should be taken into consideration now. The
privacy and confidentiality in the 3D models should be protected by encryption algorithms during the
transmission over the internet.
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Figure 1 (Color online) A full 3D surface model containing vertices, polygons and textures.

Typically speaking, there exist two types of 3D models: solid and surface. The 3D solid model
contains voxels inside the models. Rey [1] proposes an encryption method for 3D solid models. The
surface models only describe the surface of a 3D model. Surface models include point clouds, meshes,
and textured models.

Current methods in this direction only consider the solid models [1], the point clouds models [2, 3],
the meshes [4] and the textures [5]. This paper focuses on encryption of 3D surface models. A full 3D
textured surface model often contains vertices, polygons and textures, as shown in Figure 1. We propose
a chaotic mapping based encryption method of 3D textured model. The core idea is that the vertices,
the polygons and the textures are encrypted by the Lu chaotic mapping.

Organization. We organize the rest of our paper as follows: In Section 2, we give a brief review
of related work in this field. The core method and the preliminaries are presented in Section 3. The
simulation results are shown in Section 4. We perform security and performance analysis in Section 5.
At last we give conclusion and discuss future work in Section 6.

2 Previous work

As mentioned earlier, current methods in this direction only consider the solid models [1], the point clouds
models [2, 3], the meshes [4] and the textures [5].

Rey [1] proposes an encryption method for 3D solid models. Rey uses 2D Arnold cat map and 3D
celluar automata for 3D solid models encryption. Jolfaei et al. [2] propose a encryption method for 3D
point clouds. They use a series of random permutations and rotations. The point clouds are deformed by
the random permutations and rotations. Jin et al. [3] propose a encryption method for 3D point clouds.
They use a random invertible matrix generated by logistic mapping to shuffle 3D points. Eluard et al. [4]
propose a encryption method of 3D meshes. They use a couple of permutation-based algorithms for 3D
meshes encryption. Jolfaei et al. [5] propose an encryption method for textures based on bit masking
using a stream cipher.

In summary, current 3D model encryption methods have not considered the full 3D texture model,
which contain vertices, polygons and textures. This paper focuses on the encryption of 3D textured
models. For an alternative way of conventional cryptographic algorithms for encryption [6-10], chaotic
maps [11-16] are the dominant technologies used in 2D image encryption [17-24] as well as 3D model
encryption [1-5].

3 3D textured model encryption

In this section, we describe the proposed encryption method of 3D textured model. As shown in Figure 2,
firstly, we decompose the 3D textured model into vertices, polygons and texture. Then these three parts
are encrypted using 3D Lu chaotic mapping. At last, the encrypted vertices, polygons and texture are
composited into the encrypted 3D textured model.
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Figure 2 (Color online) Proposed method for 3D textured model encryption.

3.1 Preliminaries
We adopt a high-order chaotic mapping. 3D Lu mapping is a 3D chaotic map, which is described by (1).
T = a’(y - Z)a

y = —zz +cy, (1)

z=uxy — bz,

where (z,y, z) is the system trace. When the system parameters are a = 36,b = 3, ¢ = 20, the system is
in the chaotic state and contains a strange attractor.

3.2 Vertex encryption
The vertices in a 3D textured model are in the form of a list of triplets
V:{(X1;Y1;ZI)7"'7(XN;YN;ZN)}5 (2)

where (X;,Y;, Z;) is the 3D coordinate of a vertex. N is the number of the vertices. We use the 3D Lu
mapping defined in (1) to produce a random vector with dimensions of 3N

LV = {(LV1,LV2,LV3s), ..., (LVsn_2,LVsn_1,LV3Nn)}. (3)
Then we take the element-wise product of V' and LV
VLV = {(X1LV1,Y1LVq, Z1LV3), ..., (XnLVsn_2, YNLV3sn_1, ZNLV3n)}. (4)
The new vector VLV contains novel coordinates of the original 3D vertices
(Xi,Yi, Zi) = (XilV3(1y, YilVs_1)41, ZilVa_1y42), 1<i<N. (5)
3.3 Polygon encryption

The polygons (taking the triangle as an example) in a 3D textured model are in the form of a list of
triplets

P = {(AlﬂBlvcl>a BRE) (AMBZvCZ)v SERE) (AM,BMchVI)}v (6)
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Figure 3 (Color online) Simulation results. We test our method on 3D models with various contents.

where (A4;, B;, C;) represents the three vertices of a triangle in the form of the indices of the vertices.
1<i< M, 1<A;,B;,C; <N. N is the number of vertices. We use the 3D Lu mapping defined in (1)
to produce a random vector with dimensions of 3M

LP = {(LPy,LP2,LP3),...,(LPsp—2, LP3as—1, LP3as) }- (7)
We make the element-to-element correspondences between P and LP

A; «— LP3¢i_1)41,
Bi «— LP3(i—1)12, (8)
Ci < LP3(_1)43-

Then we subject LP to an ascending sort. The sorted LP is denoted as LP*'*. According to the new
order in LP*"™ we reorder the element in P using the correspondences described in (8). The vector with
new order of P is denoted as P’.

Pl:{(A€l7B:ll’Ci)77(A;’B7{’C7{)77( IJW’BM’CM)}’ (9)
where (A}, Bf,C}) is the new triangle of the encrypted 3D model.

3.4 Texture encryption

The textures in 3D textured model is represented as 2D images with corresponding texture coordinates.
We use the image encryption method of [21] to encrypt the texture images. We substitute the one
dimensional (1D) logistic mapping used in [21] with 3D Lu mapping. We first separate each of a texture
image into RGB channels. Then each channel of the texture image is encrypted by using the method
of [21] (the 3D Lu mapping version). At last, the encrypted RGB channels are composited together to
obtain the final encrypted textures.

4 Simulation results

We use various 3D textured models to verify our proposed method, as shown in Figure 3. The secret
keys of the vertices, polygons and textures are listed in Table 1.

We use four Lu maps in our method. The texture encryption contains two Lu maps. We can correctly
decrypt all the encrypted results to the original plain 3D models using the correct secret keys. The
simulation results are satisfactory.



Jin X, et al. Sci China Inf Sci  December 2017 Vol. 60 122107:5

Table 1 The secret keys of the 3D Lu maps in (1), where a = 36, b = 3, and ¢ = 20

Encryption phase Keys
Vertices encryption xz§ = —6.045, y§ = 2.668, 2§ = 16.363
Polygons encryption zg = —5.045, yg = 2.668, zg = 16.363

Texture encryption zfl = —6.045, y§! = 2.668, 2§ = 20.363, zk2 = —5.045, yb? = 3.668, 2§ = 16.363

Plain dog Decrypted dog Decrypted dog
Encrypted dog xg = —6.045 x§ = —6.0450000001
x§ = —6.045 Vg =2.668 Vg =2.668
g = 2.668 z§ =16.363 z§ = 16.3630000001

20 = 16.363

Plain cat Encrypted cat Decrypted cat Decrypted cat
xg = —6.045 xy = —6.045 xy =—6.045

V5 =2.668 vo =2.668 ¥§ = 2.6680000001

zy =16.363 z§ =16.363 z§ = 16.3630000001

Figure 4 (Color online) Decryption with slightly changed keys. The dog and cat examples are shown. We only show the
changed keys. The full original keys are shown in Table 1.

5 Security and performance analysis

In this section, we illustrate the robustness of our method against various attacks such as statistical
attack and brute-force attack. Besides, we analyse the security and performance of our method.

5.1 The brute-force attack

5.1.1 Key space

To resist the brute-force attack, the key space of the 3D textured model encryption should be large
enough, without which, the encryption results will be broken by brute-force search to obtain the secret
key within a linear computational time. In our experiments, we use the keys of 12 key values which are
shown in Table 1.

Our key space is approximately (101°)!2 = 108 ~ 2599 (based on the precision of 64-bit double data).
Our key space is larger than the standard implementation of the AES [25] algorithm. In summary, the
key space of our method is large enough to resist the brute-force attack.

5.1.2  Sensitivity of secret key

The Lu map we use is quite sensitive to the change in the initial values and system parameters. We use
the initial values and system parameters as our secret keys, which are described in Subsection 5.1.1. A
very slightly change can make the decrypted results very different from the original plain 3D textured
model. We show examples in Figure 4 with slightly changes of the original keys. Then we show more
examples in Figure 5, in which for each example, we slightly change the original keys twice to show the
sensitivity of our method.
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Plain phone Cipher phone Decrypted Phone Decrypted phone

Decrypted phone

x% = —6.045 x¥ = —6.0450000001  y¥ = 2.6680000001
Yo =yh=2668  yb=266800000001 z§ = 16.3630000001

z¥ =16.363 z8' = 20.3630000001

28 =20.363

Plain toy Decrypted toy Decrypted toy Decrypted toy

x§ = —6.045 x§ = —6.0450000001 zg = 16.3630000001
Yy =vp =2668  yP=266800000001

78 = 16.363 z8' = 20.3630000001

25 = 20.363

Plain clock Cipher clock Decrypted clock Decrypted clock Decrypted clock
x§ = —6.045 x§ = —6.0450000001 x§ = —6.0450000001
Yo =yh=2668 P =266800000001 z§=16.3630000001
z§ =16.363 7t = 20.3630000001
78 =20.363

Figure 5 (Color online) Decryption with slightly changed keys. The phone, toy and clock examples are shown. We only
show changed keys. The full original keys are shown in Table 1. Note that, in this figure, for each example, we slightly
change the original keys twice to show the key-sensitivity of our method. For each example, the decrypted results of both
times are completely different from the correctly decrypted results.

The changed keys are used to decrypt the encrypted 3D models. Note that, we do not change other
secret keys. The decrypted results using the slightly changed keys are not recognizable and are completely
different from the plain 3D models. This reveals that our method can resist an exhaustive attack.

5.2 Resistance to the statistic attack

5.2.1 The histogram analysis

For vertices, the viewpoint feature histogram (VFH) is to describe the statistic feature of point clouds.
We leverage the VFH to check the statistical characteristics of the 3D textured models before and after
encryption. As shown in Figure 6, the VFH of the 3D textured models before and after encryption are
completely different, which leads to impossible statistical attacks.

5.2.2  Distribution of occupied positions

We further analyse the occupied positions of the 3D vertices. As defined in [1], we compute the occupied
position per z-coordinate, y-coordinate and z-coordinate of a 3D lattice Z = (zx).

The matrices obtained for the plain 3D vertices and the encrypted 3D vertices are very different.
Furthermore, in Figure 7, we show the DOP per z-coordinate in the original plain vertices and the
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Figure 6 (Color online) VFH of 3D textured models before and after encryption.

encrypted ones. The DOPs of the 3D vertices before and after encryption are completely different. The
distribution of the encrypted vertices is more random than that of the original plain vertices.

5.3 The speed of the encryption and decryption

The 3D textured model encryption scheme is implemented on PC with AMD A10 PRO-7800B, 12 proces-
sor cores 3.4 GHz and 4.00 GB RAM. We show the computation times of the encryption and decryption
against the number of vertices of 3D textured models in Figure 8. We implement our method in MAT-
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Figure 7 (Color online) Distribution of occupied positions per z-coordinate of the 3D textured models before and after
encryption.
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Figure 8 (Color online) Encryption and decryption time costs of the proposed method for 3D model encryption against
the number of vertices.

LAB 2015a. The computation times of the encryption and decryption can be reduced by converting the
MATLAB codes to other languages such as C/C++ or Python.

6 Conclusion

Previous studies mainly focused on encryption of solid models, point clouds, and meshes. This study
deals with the encryption of 3D textured models. We propose a chaotic mapping based encryption
method for a 3D textured model. We encrypt the vertices, the polygons and the textures of 3D models
separately using the 3D Lu chaotic mapping. Then the encrypted vertices, polygons and texture maps
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are composited together to form the final encrypted 3D textured model. The experimental results reveal
that our method can encrypt and decrypt 3D textured models correctly. Furthermore, typical statistic
and brute-force attacks can be resisted by the proposed method.
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