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Dear editor,

In the past decade, the development of identity-
based cryptography has been highly motivated.
Owing to its superiority in the task of key distribu-
tion as well as its expressive ability, many related
techniques have been made industrial standards.
Boneh and Boyen [1] developed the first secure
construction (BB1) in the standard model under a
weakened adaptive notion called selective-ID secu-
rity. Since then, ongoing research has contributed
to enhancing the performance of IBE schemes in
the standard model.

To reach tight security from simple static as-
sumptions, researchers often make use of a power-
ful technique called dual system encryption (DSE)
which was refined in [2]. Using this technique,
selective secure schemes such as BB1 can be up-
graded to full security “smoothly” by placing the
original scheme in the first subgroup and masking
it with random elements from another subgroup.

DSE methodology is not only able to improve
the adaptivity and tightness of IBE schemes, but
is also able to incorporate other properties, such
as leakage resilience. After Ref. [3] demonstrated
the use of hash proof system (HPS) [4] to obtain
leakage resilience in public key encryption (PKE),
Chow et al. [5] combined IB-HPS with DSE to de-
sign more adaptive identity-based hash proof sys-

tem (IB-HPS) schemes. Lewko et al. [6] observed
that leakage resilience can be obtained from DSE
without IB-HPS. Li et al. [7] extended this result
to a post-challenge setting.

For security against chosen ciphertext attack
(CCA), there are several techniques which work in
a PKE setting while only parts of them also work
in IBE. Kiltz et al. [8] constructed a directly CCA
secure IBE scheme following a hybrid paradigm.
Alwen et al. [9] utilized the property of IB-HPS to
extend this result to incorporate leakage resilience.

Obstacles for CCA proofs through DSE tech-

niques. In the years since DSE techniques were
first proposed, no direct CCA proof has been found
in the literature. One explanation may be the ex-
istence of generic transformations such as CHK.
However, if leakage is taken into consideration, we
must rethink the necessity of proving CCA secu-
rity directly through DSE techniques. In addi-
tion, Kiltz et al. [8] showed that prioritizing di-
rect constructions over ones from CHK transfor-
mation are more efficient. There are two main ob-
stacles to prove CCA security in a dual system
environment. One is that when the challenge ci-
phertext is replaced with a semi-functional one,
the existing verification structure will become in-
consistent. For example, adding semi-functional
elements will change the hashed value of the ci-
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phertext, which will cause the simulation to fail.
The second problem is when we generate semi-
functional keys for the adversary, it may construct
a valid semi-functional ciphertext to issue a de-
cryption query. The simulation will also fail when
decryption fails. When leakage is also taken into
consideration, more issues become apparent.

Our contribution. We have worked to overcome
the problems mentioned above. The inspiration
behind solving the first problem comes from a
natural thought in mathematics: finding invari-
ance from variance. We associate every ciphertext
with a value, called the characteristic value, which
is invariant in the change from normal to semi-
functional type. The security definition is slightly
modified such that the adversary is not allowed
to query a ciphertext with the same characteristic
value as the challenge one. We can thus maintain
the consistency of ciphertexts in the proof.

Based on the observations above, we presents
two schemes. The 1st is a CCA secure IBE
scheme with DSE methodology based on Kiltz’s
scheme [8], which we use to show the validity of our
modified security notion. The 2nd scheme presents
our efforts to incorporate leakage resilience. We
start from the DSE-based IB-HPS proposed in [5]
and apply Cramer and Shoup’s technique as re-
ported in [9]. The adaptivity of this scheme is the
same as the 3rd scheme demonstrated in [5]. How-
ever, the leakage resilience and CCA security can
be obtained simultaneously using simple existing
techniques. We refer interested readers to the full
version for the details of the proofs.

Essentially, we present an approach to trans-
form LR-CCA IBE schemes based on non-static
assumptions to ones based on static assumptions
with only a small relaxation of CCA security.

Modified security notion for CCA. We adopt
a slightly modified security definition for IBE
schemes against chosen ciphertext attack. Our
modification is equivalent to normal procedures in
a real setting sense. Furthermore, the relation we
adopt can be efficiently computed and verified.

The CCA security for an (LR)IBE scheme is
defined by the game below, in which a challenger
interacts with an adversary A = (A1,A2):

GamemCCA
(LR)IBE,A(λ):

(ID∗,m0,m1)←R A
Keygen(·),Dec(·,·),(Leak(·))
1 (mpk);

b←R {0, 1}; (C∗, t∗)← Enc(mpk, ID∗,mb);

b′ ←R A
Keygen(·),Dec(·,·)
2 (C∗);

If b = b′ output 1, otherwise 0.

Leak(·) is the additional leakage query oracle
for LR-IBE. Here we associate every ciphertext C
with a characteristic value t, such that there is a
negligible probability that there exists any differ-

ent characteristic value associated with the same
ciphertext. The restriction of decryption queries
in the 2nd stage is that t 6= t∗ ∧ ID 6= ID∗ for any
queried (C, ID). It remains to ensure that extract
queries for ID∗ are forbidden in the 2nd stage.

The advantage of A is defined as

AdvmCCA
(LR)IBE,A(λ)

=
∣

∣

∣
Pr

[

GamemCCA
(LR)IBE,A(λ) = 1

]

− 1/2
∣

∣

∣
.

Definition 1. An (l-LR)IBE scheme is mCCA
secure if for any (l leakage) adversary A,
AdvmCCA

(l-LR)IBE,A(λ) is negligible.
Construction of IBE.

Setup: Let AE = (E,D) be a description of
a one-time authenticated encryption scheme (AE-
OT) scheme. H is a target collision resistant
hash function. The algorithm generates a bilin-
ear group system G = (N = p1p2p3, G,GT , e)
where pi, i = 1, 2, 3 are distinct primes. Let g be
a generator of Gp1

. Then the algorithm chooses
u1, u2, h ←R Gp1

, α ←R ZN . mpk is set to be
(G, H,AE, u1, u2, h, e(g, g)

α). msk is set to be α
and a generator of Gp3

.
Keygen: Given an identity ID, the algorithm

picks r ←R ZN , R1, R2, R3 ← Gp3
and computes

skID = (gα(uID
1 h)rR1, g

−rR2, u
r
2R3).

Enc: Given (m, ID), the algorithm picks s ←R

ZN and computes c1 = gs, t = H(e(g, c1)), c2 =
(uID

1 ut
2h)

s, K = e(g, g)αs, c3 = EK(m). The ci-
phertext is C = (c1, c2, c3). Note that t is the asso-
ciated characteristic value of c1. We use e(g, c1) as
the value to be hashed, whereas existing schemes
use c1 itself.

Dec: Given ID with its secret key skID and
a ciphertext C, the algorithm parses skID as
(d1, d2, d3) and C as (c1, c2, c3). Then it computes
t = H(e(g, g)s), K = e(c1, d1d

t
3)e(c2, d2) and re-

turns m = DK(c3).
Security. Correctness.
K = e(c1, d1d

t
3)e(c2, d2)

= e(gs, gα(uID
1 h)rR1·(u

r
2R3)

t)e((uID
1 ut

2h)
s, g−rR2)

= e(gs, gα)e(gs, (uID
1 h)rR1

· (ur
2R3)

t)e((uID
1 ut

2h)
s, g−r)

= e(g, g)αse((uID
1 ut

2h), g)
sre((uID

1 ut
2h), g)

−sr

= e(g, g)αs.
We present the theorem below to indicate the

provable security of the construction.

Theorem 1. The construction above is mCCA
secure assuming that the subgroup decisional
problems are hard and that the AE-OT scheme
is secure.

A weakly adaptive construction of the CCA LR-

IBE scheme. Here, we demonstrate another ap-
plication of the characteristic value. A CCA se-
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cure LR construction from the 3rd IB-HPS scheme
in [5] is given below.
Construction.

Setup: Let H be a target collision resistant
hash function. The algorithm generates a bilin-
ear group system (N = p1p2p3, G,GT , e) where
pi, i = 1, 2, 3 are distinct primes. Let g be a gener-
ator of Gp1

. Then it chooses u, h←R Gp1
, α1, α2,

α3, β ←R ZN . mpk is set to be (N,G,GT , e,H, u,
h, e(g, g)α1 , e(g, g)α2 , e(g, g)α3 , e(g, g)β). msk is
set to be (gα1 , gα2 , gα3 , gβ , X3) where X3 ←R Gp3

.
Keygen: Given an identity ID, for i ∈

{1, 2, 3}, the algorithm picks ri, Li, w1, w2 ←R

ZN and computes skID,i = (di,1, di,2, di,3) =
(gαig−βLi(uIDh)rXw1

3 , g−rXw2

3 , Li). skID =
{skID,1, skID,2, skID,3}.

Enc: Given (m, ID), the algorithm picks u ←R

ZN and computes c1 = gu, c2 = (uIDh)u, c3 =
e(g, g)βu, c4 = Ext(e(g, g)α1u, s) ⊕m, t = H(e(g,
c1)||e(g, c2)||c3||c4||s), and c5 = e(g, g)α2ue(g,
g)α3ut. The ciphertext is C = (c1, c2, c3, c4, c5, s).
Here t is the associated characteristic value, and s
is the seed for the extractor.

Dec: Given an identity ID with secret key
skID and ciphertext C, the algorithm first com-
putes t = H(e(g, c1)||e(g, c2)||c3||c4||s), and checks

whether c5 = e(c1, d2,1d
t
3,1)e(c2, d2,2d

t
3,2)c

d2,3+d3,3t

3

holds. If the check passes the algorithm returns

m = c4 ⊕ e(c1, d1,1)e(c2, d1,2)c
d1,3

3 . Otherwise it
returns ⊥.

The correctness of the construction above di-
rectly follows from the correctness of Chow’s IB-
HPS.

Security. The provable security of the construc-
tion above is provided by the next theorem.

Theorem 2. Given a (µ, ǫ) extractor Ext : K →
{0, 1}ν, let κ be the length of secret key, the con-
struction above is an mCCA secure (κ−µ)-LR-IBE
under subgroup decisional assumptions.

Conclusion and future direction. Our work in-
corporates CCA proofs into DSE methodology,
which may result in a wider range of applications.
There are, however, some remaining problems.
The 1st is to determine whether further properties
can be incorporated through our technique. The
2nd is to find more techniques to handle leakage re-
silience and enhance CPA secure LR-IBE to CCA
level in stronger model. An interesting challenge
in this line of enquiry is how to achieve LR-CCA
security through CHK transformation in a fully
leakage model, which allows leakage on the ran-

domness. We eagerly anticipate answers to these
questions.
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