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Dear editor,

We re-evaluate the securities of reduced AES-192
and Kalyna-128/256 against key recovery attack
in the single-key model. The meet-in-the-middle
attack (MIMT) was first introduced into the anal-
ysis of AES by Demirci and Selçuk [1] at FSE
2008. The main idea was to set up a precom-
putation table for an ordered sequence of values.
Later, ref. [2] showed that the storage of this ta-
ble could be further reduced if one considered the
ordered sequence of differences instead of values.
At ASIACRYPT 2010, Dunkelman et al. [3] pro-
posed the multiset tabulation and the differential
enumeration techniques. The former replaced the
ordered sequence of 256-byte values by a multi-
set of these values, while the latter allowed the
adversary to efficiently enumerate the parameters
that determine the multiset through a differential
characteristic. Subsequently, Derbez et al. [4] rein-
forced the differential enumeration by incorporat-
ing the rebound concept with it. At FSE 2014, the
key-dependent sieve technique, whose function was
to filter wrong values of the sequence in the pre-
computation table, was developed by Li et al. [5].
Recently, ref. [6] further improved this kind of at-
tack by combining the previous techniques with
some MixColumns properties. Ref. [7, 8] also use
the relation between subkey bytes to improve the

distinguisher cryptanalysis. Moreover, due to the
similarity between AES and Kalyna, these ideas
and techniques for the MIMT attacks on AES can
also apply to Kalyna. As a result, AlTawy et
al. [9] mounted the first 7-round MIMT attacks
on both Kalyna-128/256 and Kalyna-256/512. Af-
terwards, two single key recovery attacks on 9-
round Kalyna-128/256 and Kalyna-256/512 were
launched by Akshima et al. [10].

Our contribution. Inspired by the idea of [6],
we first propose an observation for AES-192, upon
which a new 5-round distinguisher is built. Then
a 9-round MIMT attack, derived from this distin-
guisher, is mounted with 2113 chosen plaintexts,
2189 9-round encryptions and 2177 128-bit blocks.
Compared to [5], where data/time/memory com-
plexities are 2121, 2187.5 and 2185, respectively,
our attack is more efficient in terms of data and
memory complexities. Particularly, the new dis-
tinguisher can be constructed in time 2180.2 and
memory 2177, while the previous one in [5] re-
quires 2194.8 encryptions and 2193 128-bit blocks.
In fact, the data and memory complexities of [5]
are higher than those of the exhaustive search for
AES-192. Consequently, ref. [5] has to utilize the
data/time/memory tradeoff to optimize the result.

In the case of Kalyna-128/256, we first improve
the previous best known 9-round key recovery at-
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Table 1 Summary of our results along with the previous known key recovery attacks on AES-192 and Kalyna-128/256

Algorithm Rounds Data Time Memory Reference

8 2107 2172 296 [4]

AES-192 9 2121 2187.5 2185 [5]

9 2113 2189 2177 This article

7 289 2230.2 2202.64 [9]

Kalyna-128/256
9 2105 2245.83 2226.86 [10]

9 2105 2238.8 2226.7 This article

10(2–11)a) 2115 2253.3 2248.8 This article

a) The attack starts from the second round.

tack [10] by choosing a more optimal differential
path. Furthermore, we present another 6-round
distinguisher for Kalyna-128/256. Specially, the
new distinguisher, covering round 2 to round 7,
can handle three full active states in the middle
of the differential trail by taking advantage of the
linear relation between k4 and k5. When applying
it to the attack of Kalyna-128/256, regrettably, we
find it difficult to add one round at the beginning
of the distinguisher. The main reason is the bit
carry effect resulted from the pre-whitening key
addition module 264. Instead, we are only able to
add 4 rounds at the end of the distinguisher and
start the attack from the 2nd round. To the best
of our knowledge, our attacks is the first result
on 10-round Kalyna-128/256. Table 1 summarizes
our results along with the previous known key re-
covery attacks on AES-192 and Kalyna-128/256.
Definition 1 (δ-set). Let a δ-set be an ordered
set of 256 states that are different in one state byte
(the active byte) and equal in the other state bytes
(the inactive bytes).
Definition 2 (Multiset [3]). A multiset is a set
of elements in which one element can appear more
than once. For a multiset of 256 bytes, there are
(

28 + 28 − 1

28

)

≈ 2506.17 different values.

9-round key recovery attack on AES-192. Look-
ing into the MixColumns operation of the 6th
round, we have 2 · Z6[8] ⊕ 3 · Z6[10] ⊕ Z6[11] =
W6[10]⊕W6[11]. Let ein = 2 · Z6[8]⊕ 3 · Z6[10]⊕
Z6[11] and eout = X7[10]⊕X7[11], then

ein = eout ⊕ (k6[10]⊕ k6[11]). (1)

Consider two pairs, say (emin , e
m
out) and (enin, e

n
out),

according to (1), one has

emout ⊕ enout = emin ⊕ enin. (2)

We now raise the following observation.
Observation 1. Let

{

w0
1 , w

1
1 , . . . , w

255
1

}

be a δ-

set which contains the right pair (wi
1, w

j
1) satisfy-

ing the differential characteristic that covers the

transition: 1
R2
→ 4

R3
→ 16

R4
→ 12

R5
→ 3

R6
→ 2. Consider

the encryption of the first 32 states of the δ-set
through 5-round AES-192, the 248-bit ordered se-
quence (e1out⊕ e0out, e

2
out⊕ e0out, . . . , e

31
out⊕ e0out) can

assume only 2176 of the 2248 theoretically possible
values.

Based on this observation (the proof is in
Appendix B.1), a 5-round distinguisher is con-
structed. Afterwards, we apply this distinguisher
to the attack of 9-round AES-192 by adding one
round at the beginning and three rounds at the
end. The attack procedure splits into two phases:
precomputation and online phases. In the precom-
putation phase, the adversary computes all the
2176 possible values of the sequence given in Obser-
vation 1, and stores them in a hash table. Then in
the online phase, we first search for the right pair
by guessing some subkeys, after which we check
whether the deduced sequence exists in the hash
table. If there is a match, we believe the guess
is right since the probability for a wrong guess to
pass this test is 2176−248 = 2−72. Finally, we ex-
haustively search the rest of the subkeys. Details
are provided in Appendix B.2.

Improved key recovery attack on 9-round
Kalyna-128/256. Because of the pre-whitening
key addition module 264, the differences can prop-
agate to the next bytes in the same column. To by-
pass this effect, our distinguisher will be located in
the first 6 rounds and the most significant byte of
x1 is specifically chosen as the active byte. More-
over, in order to save 28 time of guessing the pre-
whitening key, the sequences will be encoded in
the form of multiset.

As before, the first step is to form an equation
by exploiting the MixColumns and AddRoundkey
of round 6. More detailed, the adversary has

ein = eout ⊕ (0x7D · k6[8]⊕ 0xF9 · k6[9]⊕ 0x25·

k6[10]⊕ 0x84 · k6[11]⊕ 0xE6 · k6[12]⊕ 0x64·

k6[13]⊕ 0xB8 · k6[14]⊕ 0x11 · k6[15]), (3)

where ein = Z6[12] ⊕ Z6[13] ⊕ Z6[14] ⊕ Z6[15],
eout = 0x7D ·X7[8]⊕ 0xF9 ·X7[9]⊕ 0x25 ·X7[10]⊕
0x84 ·X7[11]⊕0xE6·X7[12]⊕0x64 ·X7[13]⊕0xB8·
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X7[14] ⊕ 0x11 · X7[15]. As regards two pairs, say
(emin , e

m
out) and (enin, e

n
out), we deduce

emout ⊕ enout = emin ⊕ enin. (4)

Here is the new observation.
Observation 2. Let

{

x0
1, x

1
1, . . . , x

255
1

}

be a δ-

set which contains the right pair (xi
1, x

j
1) con-

forming to the differential characteristic that cov-

ers the transition: 1
R1
→ 8

R2
→ 16

R3
→ 16

R4
→

6
R5
→ 4

R6
→ 8. Consider the encryption of this δ-

set through 6-round Kalyna-128/256, the multiset
(e0out⊕eiout, e

1
out⊕eiout, . . . , e

255
out⊕eiout) assumes only

2224 of the 2506.17 theoretically possible values.
With this observation (the proof is in Appendix

C.1), we propose a new 6-round distinguisher for
Kalyna-128/256. Later, the distinguisher is ex-
tended by three rounds at the end such that a 9-
round key recovery attack could be launched. Ap-
pendix C.2 gives an account of the attack proce-
dure.

10-round key recovery attack on Kalyna-
128/256 from the second round. In order to make
full use of the key relation between consecutive odd
and even indexed subkeys, the new 6-round distin-
guisher is specifically located in round 2 to round
7. As a result, we can obtain all the 16 bytes of k5
for free once k4 is known.

For the MixColumns and AddRoundkey opera-
tions of the 7th round, we establish an equation as
follows:

ein = eout ⊕ 0x21 · k7[4]⊕ 0x5F · k7[5]⊕

0x9B · k7[6]⊕ 0xD3 · k7[7], (5)

where ein = 0x8A · Z7[0] ⊕ 0x14 · Z7[4] ⊕ 0xC7 ·

Z7[5] ⊕ 0x29 · Z7[6] ⊕ 0x6E · Z7[7], eout = 0x21 ·

X8[4]⊕ 0x5F ·X8[5]⊕ 0x9B ·X8[6]⊕ 0xD3 ·X8[7].
Hence, given (emin , e

m
out) and (enin, e

n
out), the follow-

ing equation is tenable:

emout ⊕ enout = emin ⊕ enin. (6)

Observation 3. Let
{

x0
2, x

1
2, . . . , x

255
2

}

be a δ-

set which contains the right pair (xi
2, x

j
2) conform-

ing to the differential characteristic that covers the

transition: 1
R2
→ 8

R3
→ 16

R4
→ 16

R5
→ 16

R6
→ 5

R7
→ 4.

Consider the encryption of this δ-set through 6-
round Kalyna-128/256 starting from round 2, the
multiset (e0out⊕eiout, e

1
out⊕eiout, . . . , e

255
out⊕eiout) as-

sumes only 2248 of the 2506.17 theoretically possible
values.

Again, we exploit the observation to construct
the new 6-round distinguisher. It is then extended

by adding 4 rounds in the backward direction.
However, the pre-whitening key addition module
264 prevent us from adding one round at the begin-
ning. Therefore, the attack has to start from the
second round. In this manner, we mount a single
key recovery attack on Kalyna-128/256 reduced to
10 rounds. Details are available in Appendix D.2.
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