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Integral cryptanalysis [1–5] is among the most important cryptanalytic vectors. With some special
inputs, we check whether the sum of the corresponding ciphertexts is 0 or not. In some other
literatures, integral cryptanalysis is also known as
square attack, saturation attack, multi-set attack,
higher-order differential attack and so on.
Usually, it is difficult to determine the property
of a multi-set which has the balaced property B
after applying a nonlinear transformation. Thus
if we could determine the property of the output
multi-set, the integral distinguishers could be improved.
Todo [6] proposed in EUROCRYPT 2015 the division property to evaluate the sum of the outputs
of a nonlinear function. A multi-set X has the division property Dkn if and only if for all Boolean
functions f : Fn2 → F2 , deg f < k, the sum of f on
X is always 0. It has been pointed out that the
division property D2n is equivalent to the property
B. However, there is a gap between Dnn and A. Let
X and Y be the input and output sets of an S-box,
respectively, and d be the algebraic degree of the Sbox. The newly proposed methods of constructing
integrals for both Feistel and SPN structures are
based on the following fact: If X has the division
n
property Dkn , Y has the division property D⌈k/d⌉
.
The result shows that for a given Feistel structure,
we can always construct a 3-round and a 5-round

integral distinguisher in case the round function is
non-bijective and bijective, respectively.
In CRYPTO 2015, Sun et al. [7] proved that
a zero correlation linear hull always implies the
existence of an integral distinguisher. Therefore,
we can construct integrals of a block cipher by
finding zero correlation linear hulls. For example, based on the known zero correlation linear
hulls of 3-round/5-round Feistel structures with
non-bijective/bijective round functions, they theoretically proved that there always exist 3-round/5round integral distinguishers for Feistel structures
with non-bijective/bijective round functions.
In [6], Todo constructed a special subset with
the division property Dkn . Since the number of elements in this subset is 2k , we wonder whether we
could construct some other subsets with the division property Dkn , however with less elements than
2k , to reduce the data complexity of the integral
distinguishers of Feistel structures.
Many block ciphers are designed based on the
Feistel structure, such as DES [8] and Camellia [9].
A Feistel structure consists of r rounds, each of
which is defined as follows. Denote by (Li−1 , Ri−1 )
the 2n-bit input to the i-th round, and (Li , Ri ) the
output of the i-th round. Then
(
Li = Fi (Li−1 ) ⊕ Ri−1 ,
Ri = Li−1 ,
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where Fi is the round function. In the following
we use (n, d)-Feistel structure to denote a Feistel
structure, where n is the number of input bits of
the round function and d is the algebraic degree of
the round function.
Definition 1 (Bit product function [6]). Let u =
(u0 , . . . , un−1 ) ∈ Fn2 and x = (x0 , . . . , xn−1 ) ∈ Fn2 .
The Bit Product function πu is defined as
Y
πu (x) =
xi .

deg(sm−1 ) = d, the multi-set Y is computed as
Y = {(s0 (x0 ), . . . , sm−1 (xm−1 ))|(x0 , . . . , xm−1 ) ∈
X} [6]. If X has the collective division property
Dkn,m
(0) ,...,k(t−1) , Y has the collective division propn,m
erty D⌈k
(0) /d⌉,...,⌈k(t−1) /d⌉ .

Let U = (u(0) , . . . , u(m−1) ) ∈ (Fn2 )m and X =
(x(0) , . . . , x(m−1) ) ∈ (Fn2 )m . The bit product function πU is defined as

Now, we are going to give some bounds on the
number of elements in a set which has special division property. The details of the proofs could
be found through http://eprint.iacr.org/2015/459.
Notice that when X is a multi-set, an element of
Fn2 may appear several times in X, however, when
X is a subset of Fn2 , an element of Fn2 appears at
most 1 time in X.
Lemma 1. Let X be a non-empty subset of
Fn2 with the division property Dkn , k > 1. Then
#X ≡ 0 (mod 2).
Theorem 1. Let X be a non-empty subset of Fn2
with the division property Dkn . Then #X > 2k .
For the vectorial division property, we have:
Theorem 2. Let X 6= ∅ be a subset of (Fn2 )m
n,m
with the vectorial division property D(k
.
0 ,...,km−1 )
k0 +···+km−1
.
Then #X > 2
From these results, we could find that the data
complexity of the integral constructed by Todo
cannot be reduced. According to Theorem 1, we
have:
Corollary 1. Let X 6= ∅ be a subset of Fn2 with
the division property Dnn . Then X = Fn2 .
Based on these results, we could give the following Corollary:
Corollary 2. Let Fn2 = {a0 , . . . , a2n −1 }, X be a
multi-set whose elements take a value of Fn2 , and
tx,X be the times that x appears in X. If X has
the division property Dnn , we have

ui =1

πU (X) =

m−1
Y
i=0



πu(i) x(i) .

In the definition above, for x ∈ Fn2 , we always
let π0 (x) = 1.
Definition 2 (Division property [6]). Let X be
a multi-set whose elements take a value of Fn2 ,
and k takes a value between 0 and n. When the
multi-set X has the division P
property Dkn , it fulfils the following condition:
x∈X πu (x) = 0 if
P
w(u) < k. Moreover,
π
(x) becomes unu
x∈X
known if w(u) > k.
Definition 3 (Vectorial division property [6]).
Let X be the multi-set whose elements take a value
of (Fn2 )m , and k = (k0 , . . . , km−1 ) ∈ Zm where
0 6 ki 6 n. When the multi-set X has the division
n,m
property DP
, the multi-set fulfils the following
k
condition:
x∈X πU (x) = 0 if W (U ) 6 k. MoreP
over, x∈X πU (x) becomes unknown if W (U ) 
k.
Definition 4 (Collective division property [6]).
Let X be the multi-set whose elements take
a value of (Fn2 )m , and k (0) , . . . , k (t−1) ∈ Zm .
When the multi-set X has the division property
Dkn,m
(0) ,...,k(t−1) , the multi-set fulfils the following
P
condition: x∈X πU (x) = 0 if
U ∈ {V ∈ (Fn2 )m|W (V ) 6 k (0) , . . . , W (V ) 6 k (t−1) }.
P
Moreover, x∈X πU (x) becomes unknown if there
exists an i0 , 0 6 i0 6 t−1 such that W (U )  k (i0 ) .
To further characterize the division property, we need the following propositions. Let
x = (x0 , . . . , xm−1 ) ∈ Zm and 0 6= d ∈
Z. We simply use ⌈x/d⌉ to denote the vector
(⌈x0 /d⌉, . . . , ⌈xm−1 /d⌉).
Proposition 1. Let X be the multi-set whose
elements take a value of (Fn2 )m , s0 , . . . , sm−1
be m n × n S-boxes and deg(s0 ) = · · · =

Proposition 2 (Propagation for Feistel structure
[6]). Let X be the input of a 1-round Feistel
n,2
structure F which has division property D(k
.
1 ,k2 )
Assume the algebraic degree of the round function
is d. Then the output of F has the division propn,2
erty D(k
.
2 +⌈0/d⌉,k1 ),...,(k2 +⌈i/d⌉,k1 −i),...,(k2 +⌈k1 /d⌉,0)

ta0 ,X ≡ · · · ≡ ta2n −1 ,X

(mod 2).

Assume a multi-set X has the division property
Dkn , and let the multi-set Y = X ∪ {a, a}. Then Y
also has the division property Dkn . This fact leads
to the following definition:
Definition 5. Let X and Y be multi-sets whose
elements take a value of Fn2 . Then X is equivalent
with Y , denoted by X ∼ Y , if and only if for any
a ∈ Fn2 , ta,X ≡ ta,Y (mod 2).
Therefore, if X ∼ Y , X and Y always have the
same division property.
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Theorem 3. Let X be a multi-set whose elements take a value of Fn2 . If X has the division
property Dnn , we have either X ∼ Fn2 or X ∼ ∅.
Feistel structure is a popular choice to construct cryptographic schemes. With the condition
d 6 n − 1, we will improve the known 3-round
integral distinguishers for Feistel structures in two
directions: The first one is to reduce the data complexity from 2n+1 to 2n ; the second one is to increase the rounds of integral distinguisher from 3
to 4.
Lemma 2. Let r(n, d) be the rounds of the integral distinguisher of (n, d)-Feistel structure which
could be found by Algorithm 1 in [6]. If d1 6 d2 ,
we have r(n, d1 ) > r(n, d2 ).
This could be shown from the fact that for k ∈
Zm , if d1 6 d2 , we always have ⌈k/d1 ⌉  ⌈k/d2 ⌉.
Theorem 4. Let F : Fn2 → Fn2 be the round
function of a Feistel structure and d = deg F 6
n − 1 be the algebraic degree of F . For such a
Feistel structure:
(1) There always exists a 3-round integral distinguisher with 2n chosen plaintexts and the Xor
sum of the right half of the ciphertexts is 0.
(2) There always exists a 4-round integral distinguisher with 22n−2 chosen plaintexts and the
Xor sum of the right half of the ciphertexts is 0.
With the results of [6] and [7], we have:
Corollary 3. Let d 6 n − 1. There always exists
a 4-round integral distinguisher for Feistel structures. Furthermore, if the round function is bijective, there always exists a 5-round integral distinguisher for Feistel structures.
Conclusion. In this article, firstly, we showed
some properties of a set X ⊆ Fn2 which has the
division property Dkn . We proved that the number
of different elements in X is at least 2k . Therefore, from the aspect of the number of chosen
plaintexts, the distinguishers constructed by the
division property in EUROCRYPT 2015 cannot
be improved. If a non-empty subset X of Fn2 has
the division property Dnn , X is equal to Fn2 , from
which we can conclude that if a multi-set X is not
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equivalent to the empty set, there is no essential
difference between Fn2 and a multi-set X which has
the division property Dnn .
Secondly, we presented some new features of
Feistel structures with respect to the integral attack. If d 6 n − 1, the known integral distinguishers for 3-round Feistel structure could be improved.
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