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Abstract With the popularity of location based service (LBS), a vast number of trust models for LBS rec-
ommendation (LBSR) have been proposed. These trust models are centralized in essence, and the trusted third
party may collude with malicious service providers or cause the single-point failure problem. This work improves
the classic certified reputation (CR) model and proposes a novel fully-distributed context-aware trust (FCT)
model for LBSR. Recommendation operations are conducted by service providers directly and the trusted third
party is no longer required in our FCT model. Besides, our FCT model also supports the movements of service
providers due to its self-certified characteristic. Moreover, for easing the collusion attack and value imbalance
attack, we comprehensively consider four kinds of factor weights, namely number, time decay, preference and
context weights. Finally, a fully-distributed service recommendation scenario is deployed, and comprehensive
experiments and analysis are conducted. The results indicate that our FCT model significantly outperforms the
CR model in terms of the robustness against the collusion attack and value imbalance attack, as well as the
service recommendation performance in improving the successful trading rates of honest service providers and

reducing the risks of trading with malicious service providers.
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1 Introduction

Nowadays, mobile services are ubiquitous owing to the rapid development of mobile devices and wireless
technologies [1,2]. As mobile services are characterized by mobility, ubiquity, convenience, etc., service
consumers can access them through mobile devices (e.g., smart phone, tablet computer, etc.) via wireless
networks at anytime anywhere [3].

As we know, lots of mobile services (e.g., hotel, restaurant, store, etc.) are closely related to locations,
and they form an independent research area known as LBS, which is a kind of the most important
mobile service and generally focuses on providing mobile services to service consumers based on their
current locations [4]. In addition, LBSR system aims at providing valuable service suggestions to service
consumers for meeting their functional and personalized requirements [5-7].
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Figure 1 (Color online) The classic trust models for LBSR. (a) Request-response trust models; (b) push trust models.

The trust management in LBSR is of necessity for both service consumers and service providers. On
one hand, service consumers need to select trustworthy service providers for mobile services which meet
their functional and personalized requirements and avoid trading with malicious service providers [§8]. On
the other hand, service providers need to prove their trust to potential service consumers for the purpose
of enjoying the trust of more service consumers and improving their transaction volumes [9].

Recently, a large number of trust models for LBSR have been proposed [10-19]. In the classic request-
response trust models as shown in Figure 1(a), a trusted third party (e.g., a web platform) is assumed. In
the pre-processing stage, service providers (e.g., hotels) register their mobile services (e.g., rooms) with
the trusted third party, or the trusted third party collects the information of service providers. When a
service consumer (e.g., a tourist) needs a mobile service (e.g., booking a room), he/she first sends a request
to the trusted third party. Then the trusted third party obtains the top-k recommendation list by utilizing
some strategies (e.g., matrix factorization [15], data mining [16], fuzzy mathematics [18,19], collaborative
filtering [19], etc.) based on the current location and other information (e.g., time, preference, moving-
speed, etc.) of the service consumer. Afterwards, the trusted third party sends a response (i.e., the top-k
recommendation list) to the service consumer. With the aid of recommendation list, the service consumer
can make a better decision about mobile service selection. The classic push trust models illustrated in
Figure 1(b) are similar to the request-response ones, and the only difference is that the trusted third
party proactively pushes recommendation information to service consumers in a timely manner.

Apparently, the classic trust models for LBSR have the following limitations.

e The classic trust models are centralized. In the classic trust models, a trusted third party is
needed to specialize in collecting mobile service information and providing mobile service recommenda-
tions. These models are centralized in nature, and the trusted third party is assumed to be completely
reliable and upright (i.e., never colludes with malicious service providers). However, in reality the trusted
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third party is usually a commercial institution (e.g., Baidu'), Meituan?, Dianping®, etc.), and it is very
likely to collude with some malicious service providers for its commercial interests. A typical example is
the notorious paid listing [20] (i.e., the top-k recommendation services are not the best services but the
ones for which their providers have paid much money to the trusted third party). Once the trusted third
party colludes with malicious service providers, it will provide misleading service recommendations and
all the service consumers may suffer vast losses as they totally trust the trusted third party (e.g., Zexi
Wei’s death is mainly due to the deceitful service recommendation from Baidu4)). Meanwhile, there exists
the single-point failure problem in these models and the trusted third party may become the bottleneck of
the whole recommendation system. Thus it is of necessity and significance to explore decentralized trust
models for LBSR. Besides, in LBS service providers are usually in close proximity to service consumers
and they can communicate directly with each other, which makes it possible to build a fully-distributed
LBSR model.

e The locations of service providers are fixed. In the classic trust models, only the movements
of service consumers are considered, and the locations of service providers are regarded as fixed. Never-
theless, it is not always correct, such as in the situation where some traveling salesmen walk around a
city for selling their commodities to nearby residents. The residents need to select trustworthy traveling
salesmen to obtain good commodities and avoid trading with malicious traveling salesmen. Another
example is the taxi. In several previous studies [21-23], the researchers have analyzed the significance of
trust/reputation in taxi selection. In most cases, the taxi drivers are strangers to the passengers. If a
passenger takes a malicious taxi, he/she may be taken a roundabout route (meaning higher fee-charging),
be robbed, or even be murdered, and these conditions frequently occur in our daily life®. Thus, when a
passenger needs a taxi, not only the distance (i.e., waiting time) but also the trust (i.e., reliability and
security) of taxi should be considered. In the above two cases, the locations of service providers are no
longer fixed, thus a more general trust model, in which the movements of both service consumers and
service providers are considered, for LBSR should be built.

e Service providers are passive. In the classic trust models, service providers will do nothing but
wait to be recommended by the trusted third party and then be selected by service consumers. It is far
from sufficient for service providers to improve their transaction volumes due to the competitions with
others. Therefore, we should consider building a novel trust model, in which service providers are able
to proactively participate in the recommendation process, for LBSR.

To the best of our knowledge, there are no existing trust models yet that can deal with the aforemen-
tioned limitations, and this is just the motivation for this work. In this paper, we improve the outstanding
CR model [24] and propose a novel FCT model for LBSR. The main characteristics and contributions of
our FCT model are summarized as follows:

e Our FCT model is fully-distributed. In our FCT model, the recommendation operations are
conducted by service providers directly instead of the trusted third party, so the latter is no longer needed.
Besides, in our model the service consumers do not completely trust other entities. Instead, they will
comprehensively consider several kinds of factor weights, such as number, time decay, preference and
context weights, to discount the service feedbacks of previous service consumers and derive the trust of
candidate service providers. As a result, even there exists some proportion of collusion (between malicious
service providers and a portion of service consumers), the potential service consumers can still effectively
distinguish between honest and malicious service providers, which has been validated by the experiments
and analysis in Subsection 4.3. Besides, the single-point failure problem of the classic centralized trust
models no longer exists in our FCT model due to the decentralized architecture.

e The locations of service providers are movable. In our FCT model, the locations of both

1) http://www.baidu.com.

2) http://www.meituan.com.

3) http://www.dianping.com.

4) http://qz.com/674030/baidu-chinas-version-of-google-is-evil-a-growing-number-of-users-say.

5) http://www.eastbuzz.com/2016,/05/04/response-to-female-passengers-robbed-kills-to-the-last-drop-drivers-registered;
https://www.boston.com/news/crime/2016/08/11 /uber-driver-arrested-on-rape-charge-by-everett-police; http://www.the-
week.co.uk /76037 /uber-driver-accused-of-taking-sleeping-woman-on-85-detour.
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service consumers and service providers are movable, so our FCT model is more general than the classic
ones. Moreover, the trust information is portable when service providers move due to the self-certified
characteristic of our FCT model.

e Service providers are proactive. In our FCT model, service providers proactively release their
mobile service recommendation information to nearby potential service consumers through their mobile
devices, which assists service providers to enjoy the trust of more service consumers and improve their
transaction volumes.

e Our FCT model is context-aware. In our FCT model, the similarities of service type context
and service price context between the potential and previous transactions are calculated so as to ease the
notorious value imbalance attack [25].

e Our FCT model contains user preferences. To better characterize the trust, the service rating
consists of various trust aspects with different preference weights, which can be determined by service
consumers. Besides, service consumers can also set multi-attributes according to their requirements, and
the recommendation information which is mismatched with their multi-attributes will be ignored.

e Our FCT model is of robustness. In our FCT model, we consider four kinds of factor weights,
namely number, time decay, preference and context weights, so as to ease the collusion attack and value
imbalance attack.

e Our FCT model is of high performance. The comprehensive experiments and analysis demon-
strate that our FCT model significantly surpasses the CR model in terms of the service recommendation
performance in improving the successful trading rates of honest service providers and reducing the risks
of trading with malicious service providers, as well as the robustness against collusion attack and value
imbalance attack.

The rest of this paper is structured as follows. Section 2 introduces some related work and its limita-
tions. Section 3 presents our FCT model and trust evaluation method in detail. Afterwards, comprehen-
sive experiments and analysis are shown in Section 4, followed by the conclusion in Section 5.

2 Related work

In recent years, LBSR has been widely studied in the literature, and lots of trust models have been put
forward. We review some classic trust models according to the theory foundations and research emphases
in them.

Context and user preference are considered in many studies. To provide personalized recommendations
for mobile tour planning, a novel LBSR model containing various factors (i.e., location, preference, time,
constraint, etc.) was put forward by Yu et al. [10]. Afterwards, Waga et al. [11] proposed a context-aware
LBSR system based on four factors, namely content, location, time and social network. This system
can provide useful recommendations and relevant items in most cases. Subsequently, Barranco et al. [12]
paid attention to on-the-move users and brought forward a LBSR system for traveling users. This system
incorporates both the speeds and trajectories of users into context, and it can provide personalized service
recommendations according to the current locations and driving speeds of users. Besides, Biancalana et
al. [13] took both context and user preference into consideration and presented a LBSR system which can
identify the functional and personalized needs of users and provide personalized recommendations about
the interest points around the current locations of users.

There also exist a lot of researches based on other theories and technologies. Yang et al. [14] brought
forward a hybrid LBSR model by integrating the preferences derived from both check-ins and tips with
the sentiment analysis technology, and they also proposed a social matrix factorization algorithm which
incorporates both social influence and location similarity into location recommendations. In addition, a
novel LBSR model based on random walks in a user-space graph was raised by Noulas et al. [15]. This
model combines both social network and location visit frequency, and it outperforms the previous trust
models. Furthermore, Tan et al. [16] came up with a novel preference-oriented approach for location-based
store search based on data mining technology. This approach can efficiently search for the top-k nearby
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Table 1 Intuitive comparisons between our FCT model and other LBSR models

Trust model Architecture Locations of service provider Proactive party
Request-response models [10-17] Centralized Fixed Service consumers
Push models [18,19] Centralized Fixed Trusted third party

Our FCT model Fully-distributed Moveable Service providers

stores which are the most suitable for users. In addition, a synthetic LBSR system which combines online
recommendation and offline modeling was put forward by Bao et al. [17]. The online recommendation part
relies on the opinions of selected local experts, and the offline modeling part depends on weighted category
hierarchy and iterative learning model to derive the preferences and experiences of users, respectively.

Obviously, the above approaches follow a request-response pattern. That is to say, the recommendation
system will not return any recommendation information until a service consumer sends an explicit request
to it. In order to facilitate service consumers to receive interested recommendation information in a timely
manner, several researches took the proactive service recommendation into consideration. Ciaramella et
al. [18] came up with a context-aware LBSR system which utilizes the fuzzy logic to derive the situations of
users and can deliver recommendations in a proactive way. Besides, a situation-aware LBSR system which
can proactively push relevant service recommendations to potential service consumers was put forward by
Bedi et al. [19]. The recommendation process is divided into situation assessment and item assessment.
The former can be handled by fuzzy inference while the latter can be dealt with by collaborative filtering
technology.

Although the above LBSR models provide some brilliant ideas, there exist three common limitations as
analyzed in Section 1. Recently, the trusted third party (TTP) free architecture has been widely adopted
for location privacy preserving in LBS [26]. These TTP-free schemes usually utilize user collaboration,
obfuscation or private information retrieval (PIR) to protect users’ location privacy (i.e., hide users’
actual locations when they access to certain service provider) [27] and can overcome the limitations of
classic centralized TTP-based schemes. However, there is no consideration of trust evaluation or service
recommendation in these schemes, thus they cannot be adopted for LBSR. In this paper, we propose a
novel FCT model and the intuitive comparisons with other LBSR models are shown in Table 1.

3 Our FCT model and trust evaluation method

In this section, we first introduce our FCT model in detail. Next, we present a matching method based
on multi-attributes. Moreover, we introduce the representation of service feedback and comprehensively
consider four kinds of factor weights, namely number, time decay, preference and context weights, for
service feedback. Finally, we present the detail of trust evaluation procedure.

3.1 Owur FCT model

In our FCT model as demonstrated in Figure 2, the recommendation operations are conducted by service
providers directly and the trusted third party is no longer needed. Thus our FCT model is significantly
distinct from the classic ones as shown in Figure 1.

The concrete scenario of service recommendation in our FCT model is shown in Figure 3. There exist
two different perspectives of service provider (SP) and service consumer (SC):

e In the perspective of SP. As shown in Figure 3(a), SP(j) broadcasts a service recommendation
to nearby SCs (i.e., SC(1)-SC(m)) through its mobile device via wireless technologies, such as Bluetooth,
Wireless Fidelity Direct (Wi-Fi Direct), Device-to-Device (D2D) and so on.

e In the perspective of SC. As shown in Figure 3(b), SC(¢) is surrounded by lots of SPs (i.e.,
SP(1)-SP(n)), which all satisfy the functional requirements of SC(7). SC() first requests SPs to provide
their service feedbacks, which are generated with digital signatures and sent to SPs by their previous
trading partners, and then stored and updated by SPs in local storage for proving their trust. After
receiving these service feedbacks, SC(7) can verify their authenticity with digital signature technology
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Figure 2 (Color online) Our FCT model for LBSR.
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Figure 3 (Color online) The scenario of service recommendation in our FCT model. (a) In the perspective of SP; (b) in
the perspective of SC.

when necessary and then calculate out the trust value of every SP. Afterwards, SC(i) can derive the
top-k recommendation list and decide which SP it will trade with (e.g., SP(j) is selected). After the
trading, SC(7) provides a new service feedback to SP(j) according to its satisfaction degree.

As the service feedbacks are stored and provided by SPs selves (i.e., self-certified [24]), they are portable
when SPs move. Therefore, our FCT model supports the movements of SPs.

Benefiting from the rapid development of wireless technologies, most of the existing mobile devices
are equipped with Bluetooth and Wi-Fi Direct modules. Based on them, the mobile devices can send
messages to each other directly within a certain distance, with the aid of a special application (APP).
As we know, the ranges of Bluetooth and Wi-Fi Direct are about tens meters, and the promising D2D
technology has a larger communication range [28]. For instance, through the long term evolution direct
(LTE Direct) technology, mobile devices can utilize their LTE radios to directly send/broadcast messages
to other mobile devices up to 500 m away [29]. In addition, our FCT model can support multi-hops,
thus its maximum working range can reach thousands of meters by leveraging the multi-hop LTE Direct
technology. Meanwhile, our FCT scheme is lightweight and the calculated amount is very small, thus the
trust evaluation can be easily conducted on mobile devices.

As a result, both service providers and service consumers merely need to install an APP (which takes
charge of sending/broadcasting and receiving messages by invoking underlying Bluetooth, Wi-Fi Direct
and LTE Direct modules, as well as making the trust evaluation and interacting with humans) on their
mobile devices. This is very convenient for service providers and service consumers.

In our daily life, we rarely go to a far away place to eat or to shop, thus the main function of LBSR is
to assist the potential service consumers to select out the most suitable (i.e., trustworthy) services (e.g.,
restaurants or stores) from nearby service providers. Therefore, our decentralized scheme can meet with
the general LBSR requirements, whereas the long-distance LBSR cannot be provided by our FCT scheme
due to its unique characteristics. This is an inherent limitation of the distributed LBSR scheme.

In essence, our FCT scheme adopts the local optimization strategy, just like the well-known ant colony
algorithm (ACA) [30]. In ACA, the ants merely care for the nearby situation (instead of the global one)
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Table 2 A simple example of our matching method based on multi-attributes

Entity Multiple attributes with various operations Match or not
SP(j) Input device AND (mouse OR keyboard) -
SC(1) Input device AND mouse v
SC(2) Input device AND scanner X
SC(3) Toy AND mouse X

and make decisions based on their local knowledge. Furthermore, they can update their decisions when
they encounter new situations. Similarly, our FCT scheme mainly assists potential service consumers to
choose the most suitable (i.e., trustworthy) services from nearby service providers. Furthermore, the top-
k recommendation list can be dynamically updated as the situation changes (e.g., some service providers
move into or out of the communication range of certain potential service consumer).

3.2 Matching method based on multi-attributes

As the recommendation operations are conducted by SPs directly in our FCT model, SCs are more likely
to receive a large number of irrelevant service recommendations. To address this problem, we propose a
matching method based on multi-attributes. Both SPs and SCs can set multiple attributes (e.g., function,
type, price, etc.) according to their requirements, and various operations (e.g., AND, OR, NOT, XOR,
etc.) for multiple attributes are supported. A simple example is shown in Table 2.

When SP(j) broadcasts a service recommendation, SC(1) will receive this service recommendation as
its multi-attributes are matched with those of SP(j), whereas SC(2) and SC(3) will ignore this service
recommendation as their multi-attributes are mismatched with those of SP(j). Therefore, SCs can only
receive interested service recommendations without the trouble caused by a mass of irrelevant ones.

3.3 The representation of service feedback

In our scheme, the service feedback generated by SC(z) for SP(j) is denoted as
St(i, j) = (1d(2),1d(5), Re(i, j), We(i), St(i, 1), Sp(i, j), Ts (i 5), Ds(i, 7)),
where Id(7) and Id(j) represent the IDs of SC(i) and SP(j), respectively. Rt(,7) is denoted as
Rt(4,j) = (Rt(i,4,1), Rt(4, 4,2), ..., Rt(4,4,7)),

where Rt(4, j,p) (1 < p < 7) indicates the rating value of p-th trust aspect and its value is an element of
the set
R ={0,1,2,3,4},

where 0, 1, 2, 3 and 4 represent very dissatisfied, dissatisfied, general, satisfied and very satisfied, respec-
tively. Wg(i) is denoted as

Wg(i) = (Wg(i, 1), Wg(i,2), ..., Wg(i,v)),

where Wg(i,p) (1 < p < 7) indicates the preference weight of corresponding trust aspect and its value is

an element of the set
W = {0’ 17 2}’

where 0, 1 and 2 represent uninterested, general and very interested, respectively. St(i,7) and Sp(z, j)
denote the type and price of mobile service, respectively. Ts(i, j) represents the timestamp when Sf(i, j)
is generated and Ds(i, j) denotes the digital signature. Furthermore, the synthetic rating value Rs(i, j)
of Sf(i,j) can be gained from

Rs(i, j) =

;:1 Rt(’t,j,p) Wg(l7p) (

;:1 Wa(inp) where ZWg(i,p) #+ 0) . (1)

p=1
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3.4 Four kinds of factor weights for service feedback

Because of the self-certified characteristic in our FCT model, SPs may merely provide profitable service
feedbacks to potential SCs, or even collude with part of SCs to improve their trust values (i.e., collusion
attack). Meanwhile, they may also first accumulate high trust values by providing cheap and excellent
services, and then cheat SCs by providing expensive and poor services (i.e., value imbalance attack). To
ease these attacks, we comprehensively consider four kinds of factor weights, namely number, time decay,
preference and context weights.

3.4.1 The number weight

To balance the robustness against the collusion attack and the consumptions of storage and bandwidth,
SP(j) merely stores and updates N(j) (N(j) < 1) service feedbacks, which come from N(j) different
previous SCs and are the most favorable for SP(j). Where 7 is a system threshold and is set empirically
such that the maximum number of SCs colluding with SP(j) within w (which is a time window) is less
than a half of it. The number weight Wn(j) corresponding to N(j) is represented as a 0-1 function:

0, if N(j) <mn,

1, otherwise.

Wn(j) = {

If N(j) is less than 7, the service feedbacks are viewed as incredible, so Wn(j) is set as 0. Otherwise, the
service feedbacks are regarded as authentic, so Wn(yj) is set as 1.

3.4.2 The time decay weight

Next, we consider the time decay weight Wt(i, j) for Sf(i,5), due to the fact that the relatively recent
service feedback is more convincing than the less recent one and the outdated service feedback may be
completely incredible. Thus Wt(i, j) is denoted as a piecewise function of Ts(i, j):

Wi, ) 0, if Tn — Ts(i,7) > w, @)
t(i,7) = o

e~ (Tn=Ts(bi))/a  stherwise,
where Tn is the current timestamp and « is a constant. If the time difference between Tn and Ts(i, j)
exceeds w, Sf(7, j) is regarded as unreliable, so Wt(4, j) is set as 0. Otherwise, Wt(i, j) is denoted as an
exponential decay function of Ts(4, j) [31].

3.4.3 The preference weight

Expect for Wn(j) and Wt(i, j), we also consider the preference weight Ws(i, z) between the potential
SC(x) and the previous SC(7), as the service feedback from a SC which has similar preferences is more
trustworthy than that from an entirely different SC. In the sight of SC(z), there is noting available but
Wg(i) regarding to the preferences of SC(i), as SC(z) and SC(7) may come from different places and be
strangers to each other. In addition, SC(x) can also determine its preference weight Wg(x). Therefore,
Ws(i, ) can be derived according to the weighted Euclidean distance between Wg(x) and Wg(i) [32]:

Ws(i, o) =1-5- \/ T Waler) (

where in(x,p) #+ 0) .

p=1

3.4.4 The context weight

The last but not least, we also take the context weight into consideration. In concrete terms, we mainly
consider two types of most important contextual properties, namely service type and service price.

e For service type context. We adopt the eCL@ss® | which is a famous industry standard for service
and product categorization. For illustration purposes, we give a part of eCL@ss as shown in Figure 4. It

6) http://www.eclasscontent.com.
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All service types (root)

19: Information, communication and media technology

19-13: Input device for computer 19-14: Output device for computer

19-13-01: 19-13-04: 19-14-01: . 1'9—14—().4:
Mouse Keyboard Printer Digital projector

19-13-01-01: 19-13-01-02: 19-14-01-02: 19-14-01-03:
Wired mouse Wireless mouse Laser printer Ink jet printer

Figure 4 A part of eCL@ss (version 9.0).

is a hierarchy tree, in which the nodes represent service types. The similarity of two nodes (e.g., s and
t) is measured by the depth Dp(s,t) of their deepest common ancestor node. For example, the deepest
common ancestor node of wired mouse and wireless mouse is mouse, and its depth is 3. A small depth
of common ancestor node means weak similarity and a great depth is consistent with strong similarity.
Thus the service type context weight Wy(i, j, 2) is represented as a hyperbolic tangent function (where
B is a constant) [33]:

oB-DP(St(2,5).84(1.5)) _ o—B-Dp(St(z.3).St(i,5))
= oBDp(5t(@.1),St(i,))) | o—BDp(St(@.7):5t1:1) (3)

Wy (4,4, )

e For service price context. We consider two cases: (a) The service price of the potential trading
is no higher than that of the previous one; (b) The service price of the potential trading is higher than
that of the previous one. The former is relatively credible while the latter contains the risks caused by
the value imbalance attack, and the risks increase with the price gap. Thus the service price context
weight Wp(i, 7, z) is denoted as a piecewise function (where 6 is a constant):

L, if Sp(z, j) < Sp(i, ),

Welin,7) = {e(Sp(z’j)Sp(i’j))/e, otherwise. @

3.5 The procedure of trust evaluation

In this subsection, we mainly introduce the procedure of trust evaluation as shown in Figure 5. In concrete
terms, the procedure for each trading consists of five steps as follows.

Step 1: Broadcast a service recommendation. At the beginning of a potential trading, SP(j)
broadcasts a service recommendation to nearby potential SCs through its mobile device. The service
recommendation contains multiple attributes with various operations to describe the mobile service which
SP(j) provides.

Step 2: Request for service feedbacks. When SC(x) receives the interested service recommenda-
tion from SP(j), it sends a request to SP(j) for service feedbacks through its mobile device.

Step 3: Provide service feedbacks. When SP(j) receives the request from SC(z), it sends its N ()
service feedbacks to SC(z). Then SC(z) can derive their weights and obtain the trust value of SP(j). In
the perspective of SC(z), Wu(j), Wt(z,5), Ws(i, z), Wy(i, 7, z) and Wp(i, j, z) are all available, where in
essence Ws(i,z), Wy(i, j,2) and Wp(s, j,x) all describe the similarity between the pervious transaction
and potential transaction while Wn(j) and Wt(i, j) indicate the credibility of service feedbacks from the
number and freshness perspectives, respectively. As a result, we combine two methods (i.e., average and
product [24,34]) to derive the total weight W{(i, j, ) for Sf(i, 7) as

Wi(i, j, ) = Wn(j) - Wt(i, ) - (Ws(i, z) + Wy(i, j, 2) + Wp(i, j, 2)) /3, (5)
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Figure 5 The procedure of trust evaluation.

and then the weighted rating value Rw(i, j, z) of Sf(i, j) can be computed as
Rw(i, j,z) = Rs(i, j) - WE(i, j, ). (6)
Finally, the trust value Tf(j, z) of SP(j) can be calculated from

SN Rw(i, j, )

0, otherwise.

, A N(G) #0, )

From (5), we can find that the range of Wf(¢, j, x) is [0, 1] as Wn(j), Wt(i, 7), Ws(i, z), Wy(i,j,2) and
Whp(4, j,x) all fall in the range of [0, 1], and Eq. (1) reveals that Rs(4,j) is within the range of [0, 4].
Thus we can discover from (6) that the range of Rw(4, j,x) is also [0, 4], and that of Tf(j, z) is [0, 1] due
to the normalization processing in (7).

Step 4: Trade with each other. If Tf(j,z) reaches the trust threshold Th(x) of SC(x), SP(j) is
regarded as a trustworthy candidate. Similarly, SC(z) can derive the trust values of other interested SPs
and decide whether they are credible candidates or not. Afterwards, SC(z) can obtain the trustworthy
candidate set Cs(z) as well as the top-k recommendation list according to the trust values of trustworthy
candidates, where k is set as the size of Cs(z) such that all the trustworthy candidates have a chance to
be selected. Finally, SC(z) can select certain SP (e.g., SP(j)) from Cs(x) to trade with each other with
a probability of Pr(j, z), which can be calculated from

Tf(j, )

Pr(j,z) = : (8)
>_sp(q)ecs(x) T4, 2)

Step 5: Provide a new service feedback. After the trading, SC(x) generates a new service feedback
Sf(x,j) and sends it to SP(j). Afterwards, SP(j) updates its local storage by reselecting N(j) most
favorable service feedbacks according to the weighted rating value Rp(x, j). As SP(j) has no information
about future potential service consumers (e.g., SC(2’)), Ws(z, 2’), Wy(x,j,2") and Wp(z, j,a’) are all
unavailable to SP(j). Besides, Wn(j) is the same to all the alternative service feedbacks for SP(j), thus
it is meaningless for reselecting N (j) most favorable service feedbacks. As a result, SP(j) takes Wt(z, )
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Table 3 The values of parameters in experiments

Parameter Description Value
5y The number of trust aspects 3
n The number threshold of service feedbacks 20
w The time window 200
o The constant in (2) 100
Jé] The constant in (3) 0.4
0 The constant in (4) 10000
T The initial trust value 0.1

as the total weight to derive Rp(z, j), i.e.,

It should be noted that there exists no available service feedback for newcome SPs, so their trust values
derived from the above trust evaluation procedure are 0. In order for them to have certain opportunities
to trade with SCs and accumulate the trust, their initial trust values are set as 7, which is a default low
value. Meanwhile, in our FCT model, Sf(i, j) contains the digital signature (i.e., Ds(7, j)) and any change
to it can be easily detected, thus SPs cannot modify Sf(7, j) for self-praise [24]. Moreover, SCs can first
select out all the interested SPs from a quality-of-service (QoS) perspective (as revealed in Subsection
3.2), and then choose a credible SP from a trust perspective (as illustrated in Subsection 3.5).

4 Experiments and analysis

To illustrate the performance of our FCT model, we present comprehensive experiments and analysis in
this section. In concrete terms, we first introduce the scenario of fully-distributed service recommendation
deployed in this work. Next, we present the variations of both average trust values and average successful
trading rates of honest SP (HSP) and malicious SP (MSP), respectively. Moreover, we verify the robust-
ness of our FCT model against two kinds of attacks, namely collusion attack and value imbalance attack.
Besides, we also deploy and necessarily modify the classic CR model in our scenario for comparison.

4.1 Experiment setting

In our experiments, we employ the standard evaluation indexes (i.e., average trust value variation, average
successful trading rate, robustness against the collusion attack and value imbalance attack) and prevalent
experiment methods, which are widely adopted in the classic trust schemes [24,31,33,35,36]. As there
is no existing application or open source dataset yet for fully-distributed LBSR, we deploy the following
scenario to facilitate the experiments and analysis. There are a total of 1000 SCs and 2 SPs (i.e., a HSP
and a MSP). SPs broadcast their service recommendations about various types of mobile services with
different prices. SCs can receive these recommendations and evaluate the trust values of SPs. Specifically,
every SC takes a trading test as shown in Subsection 3.5 and the timestamp adds 1 after each trading
test. If HSP/MSP is selected, the successful trading number of HSP/MSP adds 1. The trust thresholds
and preference weights of SCs, as well as the types and prices of mobile services, are randomly generated.
The parameters in experiments are set as shown in Table 3.

4.2 Experiment 1

In this experiment, we mainly illustrate the variations of both average trust values and average successful
trading rates of HSP and MSP in an honest environment through comparing to the classic CR model.
To demonstrate the variations of average successful trading rates, we divide the 1000 times trading tests
into 5 equal intervals (i.e., I1-I5) and compute the successful trading rates of HSP and MSP in every
interval, respectively. The experiment is repeated 5000 times and the average outputs are shown in
Figures 6 and 7.
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Figure 6 (Color online) The average trust value variations of HSP and MSP in two kinds of trust models.

100 10
g - CR ;\? - CR
2 [ ey TJ FCT
s 80 _ s 8 1
2 z
b=} b=}
£ 60 E 6
4 8
Q Q
% 40 é 4
éiﬂ %
e —
2 =
_ﬂé [}
N[O £ o
11 12 13 14 15 11 12 13 14 15
The intervals of trading times The intervals of trading times

Figure 7 (Color online) The average successful trading rate variations of HSP and MSP in two kinds of trust models.
(a) HSP; (b) MSP.

We first analyze the average trust value variations of HSP and MSP in two kinds of trust models as
shown in Figure 6. In the initial stage, all the average trust values are equal to 7 (0.1) because there
is no available service feedback to prove their trust. With the increase of test times (0-80 times), the
average trust value of HSP in the CR model rises rapidly (from 0.1 to 0.27), as HSP can provide favorable
service feedbacks and the number of service feedbacks is not viewed as a weight in the CR model. In
the later trading tests (80-1000 times), HSP in the CR model dynamically maintains a relatively high
average trust value (0.27) due to its stable performance, whereas the average trust value of HSP in our
FCT model remains unchanged as 7 at the start of trading tests (0-120 times) because the number of
service feedbacks is less than 7, and then quickly improves (from 0.1 to 0.55) in the subsequent trading
tests (120-400 times). Moreover, in the later trading tests (400-1000 times), HSP in our FCT model
dynamically keeps a greatly higher average trust value (0.55) than that in the CR model (0.27) due to
the limitations of the CR model and the improvements in our FCT model. The average trust value of
MSP remains unchanged as 7 all along since it cannot provide favorable service feedbacks in two kinds
of trust models.

Next, we analyze the average successful trading rate variations of HSP and MSP in two kinds of trust
models as shown in Figure 7, respectively. For HSP, the variation of average successful trading rate shown
in Figure 7(a) is basically consistent with that of average trust value in two kinds of trust models. In I1,
the average successful trading rate of HSP in our FCT model (13.5%) is lower than that in the CR model
(38.6%). However, with the increase of test times, the average successful trading rate of HSP in our FCT
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Figure 8 (Color online) The robustness of two kinds of trust models against collusion attack and value imbalance attack.
(a) Collusion attack; (b) value imbalance attack.

model rises rapidly (from 13.5% to 88.9%) while that in the CR model basically keeps constant (40.2%).
In the stable intervals (i.e., I3-15), our FCT model significantly improves the average successful trading
rate of HSP (by 121.1%) when compared with the CR model. For MSP, though its average trust value
keeps unchanged as 7, its average successful trading rate shown in Figure 7(b) changes with the average
trust value variation of HSP according to (8). In concrete terms, the average successful trading rate of
MSP decreases with the increasing average trust value of HSP. In I1, the average successful trading rate
of MSP in our FCT model (8.5%) is higher than that in the CR model (5.4%). However, with the increase
of test times, the average successful trading rate of MSP in our FCT model decreases rapidly (from 8.5%
to 2.7%) while that in the CR model basically remains unchanged (5.2%). In the stable intervals, our
FCT model greatly reduces the average successful trading rate of MSP (by 48.1%) when compared with
the CR model.

As we well know, trading with HSP brings benefits and trading with MSP means risks, thus the above
analysis indicates that our FCT model significantly outperforms the CR model in terms of two aspects,
namely improving the average successful trading rate of HSP and reducing the risks of trading with MSP.

4.3 Experiment 2

In this experiment, we mainly validate the robustness of our FCT model against collusion attack and
value imbalance attack with compared with the CR model, respectively.

4.3.1 Collusion attack

Owing to the self-certified characteristic, SPs will not provide adverse service feedbacks, thus we merely
need to consider the case that MSP colludes with some SCs to improve its trust value. For illustration
purposes, we introduce a new concept called RATV, namely the ratio between the average trust value of
collusive MSP and that of HSP. A small distance between the RATV and 1 means that it is of difficulty
to distinguish collusive MSP and HSP. In this part, we calculate the RATV in two kinds of trust models
when there are 0%-50% of 77 SCs colluding with MSP, respectively. This calculation procedure is repeated
5000 times and the average outputs are illustrated in Figure 8(a). In addition, we also draw a baseline
for comparison.

In the CR model, the number of service feedbacks is not explicitly viewed as a weight, and the filtering
method based on the experiences of SCs is no longer available to our scenario, in which each SC trades
with certain SP for only once. As a result, the RATV rises rapidly (from 0.37 to 0.97) to the proximity
of baseline once there are SCs colluding with MSP. That is to say, collusive MSP and HSP cannot be
effectively distinguished when there exists the collusion attack in the CR model, while in our FCT model,
the number of service feedbacks is treated as an important weight and 7 is set such that the maximum
number of collusive SCs is less than its 50%. Consequently, the RATV grows slowly (from 0.18 to 0.24)
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with the percentage of collusive SCs, and the gap with baseline is so large that collusive MSP and HSP
can be easily distinguished in our FCT model. Thus our FCT model is superior to the CR model in the
robustness against the collusion attack.

4.3.2  Value imbalance attack

As we mentioned above, the value imbalance attack means that certain SP (VSP) first disguises itself as
a HSP and provides cheap and excellent services, and then turns to be a MSP and provides expensive and
poor services. In this part, we mainly validate the average trust value variation of VSP when it converts
from a HSP to a MSP in two kinds of trust models. In concrete terms, VSP provides cheap and excellent
services at the beginning of trading tests (0-600 times), and turns to provide expensive and poor services
in the later trading tests (600-1000 times). This validation procedure is repeated 5000 times and the
average results are shown in Figure 8(b).

In the CR model, the service price context is not taken into consideration, and the service type context
merely consists of two kinds of simple cases, namely the same or different service types, whereas in our
FCT model, the service type context is viewed as a hierarchy tree and the service price context is also
considered. As a result, the average trust value of VSP in our FCT model decreases more quickly (from
0.55 to 0.1 within 170 times trading tests) than that in the CR model (from 0.27 to 0.1 within 190 times
trading tests). Thus our FCT model greatly outperforms the CR model in terms of the robustness against
the value imbalance attack.

5 Conclusion

In this work, we have proposed a novel FCT model, in which the recommendation operations are con-
ducted by service providers directly and the trusted third party is no longer needed, for LBSR. It is built
in a fully-distributed way and the limitations of the classic centralized trust models can be made up. In
addition, the locations of both service consumers and service providers are movable in our FCT model.
Moreover, for the purpose of easing the collusion attack and value imbalance attack, we have taken four
kinds of factor weights, namely number, time decay, preference and context weights, into consideration.
Finally, we have deployed a fully-distributed service recommendation scenario and conducted compre-
hensive experiments and analysis. The results show that our FCT model has better robustness against
the collusion attack and value imbalance attack than the classic CR model, and also indicate that our
FCT model is greatly superior to the CR model in terms of the service recommendation performance in
improving the successful trading rates of honest service providers and reducing the risks of trading with
malicious service providers.

Due to the decentralized architecture and lightweight feature, our model does not support long-distance
(e.g., between different cities) LBSR, and also cannot incorporate some classic recommendation techniques
(e.g., collaborative filtering, matrix factorization, etc.), whereas several traditional recommendation con-
cerns (e.g., multi-attributes matching, user preference, context-awareness, etc.) have been absorbed into
our FCT model. Furthermore, due to the significant merits as shown in Section 1, our model is a primary
but meaningful exploration of decentralized LBSR models and there is a huge potential to further improve
our model. In future work, we will attempt to introduce more recommendation techniques into our FCT
model and further improve its recommendation performance and robustness.
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