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Side-channel analysis was introduced by Kocher et
al. [1, 2] which marked the outbreak of this new
research field in the applied cryptography area.
Subsequently, many side-channel analysis methods have been published, for example, correlation
power analysis (CPA) [3], template attack [4], collision attack [5, 6], mutual information analysis [7]
and so on, among which CPA is most widely applied in practical attacks.
The traditional CPA method takes advantage of
only one leakage point of each power trace which
has multiple leakage points corresponding to several instructions and intermediate values. These
intermediate values may all relate to a same key
byte. Canonical correlation analysis (CCA) [8] calculates the correlation between multiple weighted
points and the intermediate value. However inherently, it is a multivariate to univariate method,
and just uses a single intermediate value which
has lower efficiency, especially when many points
of a power trace are calculated. Furthermore,
some other multivariate power analyses are discussed [9, 10] in recent years.
Recently, we find that when an encryption algorithm executes in a microprocessor, several differ-

ent intermediate values corresponding to a same
key byte are operated. And each intermediate
value is involved in several instructions which can
cause hundreds of leakage points on power traces.
If all the leakage points and intermediate values
can be jointly utilized, the success rate may be
improved significantly. Therefore, we consider the
choice and process of those leakage points both
vertically and horizontally, and take full advantage
of them. According to our practical experiment
on AES (advanced encryption standard) software,
a 128-bit key can be recovered by only 9 power
traces. The success rate is 95.8% for each key byte,
and for the whole key, the success rate is 50.3%.
Two-dimensional CPA. For convenience, we
take MCS-51 assembly implementation of AES
algorithm for example in this letter. When n
plaintext P1 , P2 , . . . , Pn are encrypted, n power
trace T P1 , T P2 , . . . , T Pn are acquired. According to analysis on assembly code, there may be
P1
m sections T1P1 , T2P1 , . . . , Tm
in the trace T P1
corresponding to m instructions I1 , I2 , . . . , Im respectively, which leak the first byte of AES secret key k0 . On a section TjPi , there are nj
Pi
Pi
i
points (xj,1 , tP
j,1 ), (xj,2 , tj,2 ), . . . , (xj,nj , tj,nj ) each
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The flow chart of two-dimensional correlation power analysis.

of which follows the linear relation with the Hamming weight of the intermediate value. We show
a CPA-like attack on the n plaintexts and n × m
trace matrix, which is called two-dimensional correlation power analysis (2DCPA) and described in
Figure 1.
First, because the differences among the power
consumptions of I1 , I2 , . . . , Im should be eliminated so that the correlation coefficient can be
computed correctly, a preprocess function should
be employed for the normalization of different TjPi
for j = 1, 2, . . . , m. As a result, the nj keypoints
Pi
Pi
Pi
i
(xj,1 , tP
are
j,1 ), (xj,2 , tj,2 ), . . . , (xj,nj , tj,nj ) of Tj
Pi
averaged and scaled as a normal leakage Fj .
Second, according to a guess of k0 and n plaintexts, all the intermediate value VjPi operated
by I1 , I2 , . . . , Im can be calculated. Therefore,
each correlation coefficient ρk of the n × m pairs
({HW (VjPi )}, {FjPi }) corresponding to the key
guess k0 = k can be figured out. Finally, the value
of k corresponding to the maximum ρk is correct
key.
Normalization of trace sections. Firstly, in jth trace section, nj keypoints which leak information should be chosen from the x-axis of power
trace. During this process, x-coordinates {xj,l |l =
1, 2, . . . , nj } of nj keypoints from the j-th trace
section is determined. After that, many plaintexts
are chosen randomly and encrypted, and their corresponding power traces are acquired. Then their
average trace {T j |j = 1, 2, . . . , m} of nj , a standard reference trace, can be gotten. We express
the point in this trace whose x-coordinate is x as
(x, T j (x)).

On the one hand, we give a basic normalization.
i
For the nj keypoints {(xj,l , tP
j,l )|l = 1, 2, . . . , nj } of
each TjPi , the mean value of their deviations (actually
deviations represent signals of every point)
Pi
1 Pnj
l=1 (tj,l − T j (xj,l )) is computed. Then it is
nj
multiplied by a normalization factor cj , i.e.,
FjPi

nj
1 X Pi
= cj ×
(tj,l − T j (xj,l )).
nj
l=1

The normalization factor cj is defined as
cj =

1
nj

Pnj

c

l=1 (y j,l

− T j (xj,l ))

.

Here c is a constant, and yj,l means the average ycoordinate corresponding to the lowest Hamming
weights of the intermediate values in the point
whose x-coordinate is xj,l .
On the other hand, the basic normalization can
be further improved if the adversary can compute
the signal-to-noise ratio (SNR) in advance. For the
i
nj keypoints {(xj,l , tP
j,l )|l = 1, 2, . . . , nj } of each
TjPi , the weighted mean value of their deviations,
Pi
1 Pnj
l=1 SNRj,l (tj,l −T j (xj,l )) is computed instead
nj
Pnj Pi
of n1j l=1
(tj,l − T j (xj,l )). Simultaneously, the
normalization factor cj can also be defined as
cj =

1
nj

c
.
SNR
j,l (y j,l − T j (xj,l ))
l=1

Pnj

Therefore, the final normalization function can be
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defined as
1 X
i
SNRj,l (tP
j,l − T j (xj,l )).
nj
nj

FjPi = cj ×

l=1

Implementation and efficiency. We implement
AES algorithm as MCS-51 assembly codes on
AT89S52 processor of MathMagic side-channel analyzer. With sampling rate 1 GSa/s, the power
consumption can be acquired accurately during
the encryption.
We first aim at the output value of S-box and
mount a traditional CPA with the keypoints integrated by raw integration. In this attack, 50 keypoints corresponding to only one MOV instruction
leaking the output of S-box are analyzed. According to our experiments, we can recover the correct
key byte with about 120 power traces at least.
When attacking by CCA method, we count 10
leakage sections from the trace whose operations
all relate to the output of S-box. Under this environment, 9 power traces are enough to recover the
target key byte. The success rate by CCA attack
is 55.8% for a key byte and 55.8%16 ≈ 0.0088% for
a 128-bit key.
With 2DCPA approach, we can recover a key
byte by 9 power traces with the success rate 95.8%
which is more efficient than CCA. Therefore, to
recover all the 128-bit key by 2DCPA, the success
rate is 95.8%16 ≈ 50.3%.
Discussion on backward fault-tolerance. With
a few traces, the recovered key by 2DCPA may
be wrong with certain probability. If we can divide the 16 key bytes into 4 groups and detect
them respectively, the wrong group may be detected. According to the experiment result above,
the success rate of each recovered 4-byte key is
95.8%4 ≈ 84.2% with 9 power traces, and the number of wrong recovered key groups follows binomial
distribution. In other words, for the number of
wrong recovered key groups, 0, 1, 2, 3, and 4, its
probability is 0.503, 0.377, 0.106, 0.013, and 0.001,
respectively.
If the key is wrong, the most likely case (with
0.377
probability 1−0.503
≈ 0.759) is that there is just
one wrong group. In this situation, we can save
this experiment to find the correct 128-bit key by
traversing this 4-byte key with the other 12-byte
key being certain. By contrast, if there are more
than two wrong groups we consider the experiment
is unsuccessful. Therefore, the success rate may be
improved from 50.3% to 0.503+0.377=88.0% with
exhaustive search. In practice, this fault-tolerance
may be implemented according to the leakage from
the backward operations.
Conclusion. In this article, we present a closed
form to perform 2DCPA on just 9 power traces. In
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contrast to traditional approaches, we choose and
process all the leakage keypoints both vertically
and horizontally, and employ basic or SNR-based
normalization to preprocess the power traces.
Then we demonstrate that this technique performs
better than traditional methods such as CPA and
CCA.
We think that 2DCPA seem like a simplified
version of the soft analytical side-channel attacks
[10] which is an almost perfect theoretical sidechannel analysis for cryptographic software with
simulation experiments. Our method is a practical and concrete scheme, which does not require
much pre-treatment and pre-analysis. As a result,
we show the practical experiment results based on
the AT89S52 single-chip.
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