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Abstract We present a new primitive of randomized message-locked encryption (MLE) in this paper and define

a new security model for it. The new primitive, named message-locked encryption3 (hereafter referred as MLE3),

is actually a variant of randomized message-locked encryption (Bellare et al. Eurocrypt’13). In order to prevent

trivial attacks, our primitive admits a semi-trusted server, which is allowed to hold a secret key of public key

encryption (PKE), to verify the correctness of a tag. The new security notion, called privacy chosen-distribution

attacks3 (PRV-CDA3), requires that a ciphertext generated by encrypting an unpredictable message and another

ciphertext (possible invalid) chosen randomly from a ciphertext space are indistinguishable. Compared with the

priori proposed security notion, privacy chosen-distribution attacks (PRV-CDA) (Bellare et al. Eurocrypt’13),

which requires that two ciphertexts generated by encrypting two unpredictable messages are indistinguishable,

the security notion we propose is much stronger. Based on the new primitive, under the blackbox reductions,

we put forward a novel construction which achieves both privacy chosen-distribution attacks3 (PRV-CDA3) and

strong tag consistency (STC) securities in the standard model via universal computational extractors (UCEs)

(Bellare et al. Crypto’13). In addition, our scheme also provides the validity-testing for ciphertext.
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distribution attacks3 (PRV-CDA3), strong tag consistency (STC), standard model
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1 Introduction

Message-locked encryption (MLE), proposed by Bellare et al. [1], is motivated by those file-level dedu-

plication across all their users on cloud computation. When different users upload multiple ciphertexts

to the cloud [2,3], message-locked encryption ensures that the server can precisely identify which cipher-

texts correspond to encryptions of the same message, so that the server only stores one copy of them.

In order to implement this functionality, in message-locked encryption, a tag together with a ciphertext

are uploaded to the cloud so that the server can employ the tag to decide whether the ciphertext will
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be stored. Moreover, to guarantee that users can decrypt the ciphertexts (possibly different from the

original one) corresponding to the same plaintext, message-locked encryption is designed to be a sym-

metric encryption, where the key is deterministically extracted from the message, aiming to provide a

common key for those users. In [4], Douceur et al. proposed a technique called convergent encryption

(CE) to capture the functionalities of message-locked encryption. Specifically, when a user Alice wants

to upload an encryption of her message M , she first derives a key K = H(M) from her message M and

then encrypts M as c = E(H(M),M), where H is a hash function acted as a random oracle and E is a

symmetric encryption. Finally the ciphertext c is delivered to the server and the key K is maintained by

the user. If the encryption is deterministic, when Bob encrypts the same message M , he would get the

same key and the same ciphertext as Alice. Once the server receives c, it can perform deduplication on

c as follows: It first checks whether the ciphertext c has been stored or not, if it is, the server will not

store it any more, but update database to indicate Bob as an additional user for sharing c. These ideas

pave a way for capturing message-locked encryptions. Instances of CE and its variants are widespread

in a variety of applications for the purpose of secure deduplication [5–15]. These applications lead to

various message-locked encryption schemes, including CE, HCE1, HCE2, RCE, XtCIH, XtDPKE, XtE-

SPKE, SXE schemes in [1], fully randomized MLE2 scheme and deterministic MLE2 scheme in [16] and

interactive message-locked encryption scheme in [17].

Overview of PRV-CDA, PRV$-CDA, TC and STC [1]. In [1], Bellare et al. proposed several

underlying security goals for message-locked encryption, including privacy chosen-distribution attacks

(PRV-CDA), strong privacy chosen-distribution attacks (PRV$-CDA), tag consistency (TC) and strong

tag consistency (STC). The notion of privacy chosen-distribution attacks (PRV-CDA) is characterized by

indistinguishability (IND) between two ciphertexts generated by encrypting two unpredictable messages.

While the notion of PRV$-CDA implements indistinguishability between a random string and a ciphertext

generated by encrypting an unpredictable message. Obviously, PRV$-CDA is stronger than PRV-CDA

and both reflect the security in data privacy. TC aims to provide security against attacks in which a

legitimate ciphertext is substituted by a forged one but their corresponding tags are equal. In other

words, TC guarantees that the message decrypted from the downloaded ciphertext and the one used

for generating the corresponding tag are identical. However, TC excludes erasure attacks in which

the replaced message is ⊥. STC also provides security against such erasure attacks besides what TC

provides, meaning that an adversary cannot erase a client’s message. Clearly, both TC and STC provide

data integrity by the consistency of tags. To date, almost all MLEs meet PRV$-CDA security except

schemes XtDPKE, XtESPKE [1] and MLE2 [16]. Again, in tag consistency, except schemes HCE1,

HCE2 and RCE [1], all MLEs including MLE2 schemes [16] achieve STC security. From above, we can

see that it is easy to construct MLEs with PRV$-CDA or STC security. However, constructing MLEs

that simultaneously meet both securities is not easy. To our knowledge, up to now, only schemes CE,

XtCIH and SXE [1] capture the PRV$-CDA and STC security notions at the same time but all of them

are deterministic.

Motivations. In practical contribution, Bellare et al. [1] made ROM security analyses for a class

of MLE schemes, in particular, they pointed out that although CE scheme provided both PRV$-CDA

and STC securities, it was less efficient. In addition, as any instantiated schemes in the random oracle

model (ROM) have only heuristic security [18], the CE scheme may be insecure in the real world. On

the theoretical aspect, Bellare et al. proposed two deterministic MLEs, called as XtCIH and SXE, both

of which captured PRV$-CDA and STC securities in the standard model. However, only SXE captures

blackbox reductions and it merely applies for certain class of p-unpredictable message distributions.

From above we can see that it may be difficult to construct a randomized MLEs which not only

achieve PRV$-CDA and STC securities in the standard model via blackbox reductions but have no

special restrictions for message distributions. In [1], although Bellare et al. proposed a randomized MLE

scheme which eliminated special requirements for message distributions, it can only achieve PRV-CDA

and STC securities and we are unaware of whether it can be implemented via blackbox reductions. Then

we ask whether there exists randomized MLEs which can capture both PRV$-CDA and STC securities in

the standard model via blackbox reductions and has no restrictions on message distributions. However,



Wang H G, et al. Sci China Inf Sci May 2017 Vol. 60 052101:3

to solve this problem is not trivial. The main obstacle is that finding a balance between simultaneously

implementing STC and PRV$-CDA securities for randomized MLEs is hard. To implement STC security,

a better solution is designing a valid public algorithm to provide the identical-testing for the plaintext

encrypted in ciphertext and that used for generating tag, yet, contradicts with PRV$-CDA security. Since

in the PRV$-CDA definition, the adversary can trivially break the PRV$-CDA security by utilizing the

identity-testing algorithm to detect whether a given ciphertext is valid. Hence, a natural question arises:

can we find an efficient method which may be used to obtain both STC and PRV$-CDA securities for

randomized MLEs in the standard model via blackbox reductions?

In this paper, we present a new primitive, which we call MLE3, a variant of randomized MLE. As a

theoretical contribution, in the standard model, we give a construction by using the technique of UCEs

suggested by Bellare et al. [19] and prove that it achieves STC and PRV-CDA3 securities via blackbox

reductions. Roughly speaking, the notion of the PRV-CDA3 requires that a ciphertext computed by

encryption algorithm and the one (possibly invalid) chosen randomly from the ciphertext space are

computationally indistinguishable. Clearly, PRV-CDA3 is stronger than PRV-CDA. Compared with

existing randomized message-locked encryptions, particularly with Bellare et al.’s XtESPKE [1] scheme,

our scheme achieves stronger security in data privacy via blackbox reductions.

Overview of our ideas. In this paper, we first formalize a new prototype, MLE3, then define a new

security model, PRV-CDA3, for it. Finally we present a construction for this primitive in the standard

model and prove its PRV-CDA3 and STC securities via blackbox reductions. Compared with standard

randomized MLE [1], the new primitive differs in two ways. (1) A pair of public/secret key (pk, sk)

of public key encryption (PKE) is additionally generated in the parameter generation algorithm, where

pk is put in the public parameter and sk is preserved secretly by the server. (2) In order to check the

equality of tags, an equality-testing algorithm is designed for this purpose. With such designing, we can

guarantee as follows: (1) On the client-side, when the users upload a ciphertext containing a proof of

the ciphertext to the server, they can encrypt the proof with this pk and thus prevent the adversary

from using this proof to check the validity of this ciphertext; on the server-side, the server can recover

the proof with sk corresponding to pk and thus can use this proof to check the correctness of the tag

extracted from this ciphertext. (2) Since the randomized algorithm fails to make a direct check about the

equality of tags, an equality-testing algorithm for this purpose must be provided. To instantiate MLE3,

our construction employs four building blocks: UCE[Ssup ∩ Sq-query] secure hash function [20], adaptive

non-interactive zero-knowledge proof system (NIZK), real or random (ROR) secure symmetric encryption

and indistinguishable chosen-plaintext attacks (IND-CPA) secure public key encryption (PKE). In the

following, we give a short introduction about the functionalities of the four blocks.

The symmetric encryption (SE) functions in two ways. (1) It is employed to implement the validity-

testing of a ciphertext. To do this, we first use a UCE-secure hash function to act on message m and some

intermediate results to compute a value t, and then encrypt t and m using the symmetric encryption

SE to obtain c2. In turn, when executing the validity-testing for a ciphertext with the form (c1, c2),

we first decrypt c2 to recover t′ and m′ and then recompute t using the recovered message m′ and the

intermediate values computed in the decryption process. Finally we check the validity of the ciphertext

by testing whether t = t′. (2) The ROR security of the symmetric encryption helps implementing the

PRV-CDA3 security of the scheme. The reason is that the ciphertext c2, determined by the symmetric

encryption, is indistinguishable from a random string.

The NIZK is used for verifying the correctness of a tag. Roughly speaking, for a statement such as

x = (τ, c1, c2) ∈ L with witness w = (m, r, L), we first compute a proof π = P(x,w) using the prover

algorithm of the NIZK, where r and L are random numbers used for generating τ and c1, and m is the

message encrypted in c2. Then, the proof π is encrypted with the public key pk of PKE. When the server

receives ciphertext c = (τ, c1, c2, v), it first decrypts v to recover π under the secret key sk corresponding

to pk and then checks the correctness of the tag τ by verifying whether V(x, π) = 1. Clearly, to achieve

strong tag consistency (STC), the values r, L and m used for generating τ , c1 and c2 must be identical.

In other words, for any x /∈ L, there exists no efficient algorithm that can forge a π to make V(x, π) = 1.

Actually, the soundness of the NIZK just guarantees this. In addition, we stress that encrypting π is
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necessary, because once π is leaked to adversary, it can use the verification algorithm V(x, π) to check

the validity of the ciphertext and thus breaks the PRV-CDA3 security.

Recently, Brzuska et al. [21] pointed out that if indistinguishability obfuscation (IO) exists, compu-

tationally unpredictable UCE[Scup] secure hash function is impossible, while statistically unpredictable

UCE[Ssup] secure hash function is not the case. In order to analyze the unpredictability of the source S

in the sense of information theoretic, our construction applies a statistically unpredictable UCE[Ssup ∩

Sq-query] secure hash function, which only allows making at most q queries [20], to instantiate our scheme.

In fact, since our scheme does not rely on IO assumption, any UCE secure hash function may be applied

to our scheme as long as its construction exists. In the security proofs, we show that the statistical

unpredictability of the source S follows from the guessing probability GuessM(·) and the negligible value
2

2l(λ) +
GuessM(λ)

22l(λ) .

Note that although the new construction obtains more advantages than existing schemes in security,

we are still unable to provide PRV$-CDA security. First, review that the PRV$-CDA requires that the

encryption of a message is indistinguishable from a random string. However, the tag τ in a ciphertext

fails to satisfy this requirement, because the well-formed structure (gr, grH.Eval(1λ,hk,K,1lp(λ))) of the tag,

as an element in the group tuple (G,G), is hard to transform into a random string. In addition, to find

a PKE with ciphertexts indistinguishable from a random string is also difficult.

2 Preliminaries

Notations and conventions. Throughout this paper, “PPT” stands for “probabilistic polynomial-

time”, N denotes the natural number set and λ ∈ N denotes the security parameter. y ← A(x1, . . . ;R)

denotes that the algorithm A on inputting x1, . . . and coins R, outputs y. For simplicity, y ← A(x1, . . . ;R)

is written as y
$
←− A(x1, . . .) with implied coins. If n ∈ N, then it denotes the set {1, . . . , n}. A function

negl is negligible in λ if negl(λ) ∈ λ−ω(1) and a function Poly a polynomial if Poly ∈ λO(1). If X

denotes a random variable over a set S, then maxaPr[X = a] denotes the predictability of X and

− log(maxaPr[X = a]) denotes the min-entropy H∞(X) of X . If M is a vector, then |M | is the number

of elements in M . In this paper, we use the game framework from [22,23]. If G denotes a game equipped

with a main procedure and some other procedures, then the game G starts by running the main procedure

in which an adversary A is run and allowed to access some oracles after some initializations. Finally,

when A finishes its execution, the game G continues to execute over A′s outputs and returns the final

results. Let GA ⇒ y denote that G is executed with A to output y. Generally, GA ⇒ true is abbreviated

as G.

2.1 Universal computational extractors (UCEs)

In this section, we give the definition of UCE from [19].

Definition 1 (UCE). Let H = (H.KGen;H.Eval;H.kl;H.il;H.ol) be a hash function family and let (S,D)

be two-stage adversaries, where H.KGen denotes the key generation algorithm which on inputting 1λ,

outputs a key hk ∈ {0, 1}H.kl, H.Eval denotes the evaluation algorithm which on inputting 1λ, hk, x ∈

{0, 1}H.il and 1H.ol, outputs y ∈ {0, 1}H.ol. The advantage with respect to (S,D) in game UCE is defined

as

AdvUCEH,S,D(λ) := 2.Pr[UCES,D
H (λ)] − 1.

Without any restrictions, (S,D) can easily get a correct guess. In order to prevent such an attack,

Bellare et al. [19] impose some restrictions on S which yield a variety of UCE classes, including UCE[Scup]

and UCE[Ssup].

Unpredictability. A source S is defined as computationally unpredictable source Scup if the advantage

with respect to any PPT predictor P in game PRED,

AdvPREDS,P (λ) := Pr[PREDP
S (λ)]− 1
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is negligible. If the predictor P is allowed to run in unbounded time, then S is defined as the statistically

unpredictable source Ssup.

Game UCE
S,D
H (λ)

b
$
←− {0, 1};

hk
$
←− H.KGen(1λ);

L
$
←− SHASH(1λ);

b′
$
←− D(1λ, hk, L);

Return b = b′.

HASH(x, 1l)

If T [x, l] = ⊥ then

If b = 1 then T [x, l] ← H.Eval(1λ, hk, x, 1l);

else T [x, l]
$
←− {0, 1}l;

Return T [x, l].

Game PREDP
S (λ)

finish← false, X ← ∅;

L
$
←− SHASH(1λ);

finish← true;

X ′ $
←− PHASH(1λ, L);

Return (X ∩ X ′ 6= ∅).

HASH(x, 1l)

If finish = false, then X ← X ∪ {x};

If T [x, l] = ⊥ then T [x, l]
$
←− {0, 1}l;

Return T [x, l].

The source S is defined as strong statistically unpredictable source Ss-sup if the predictor is additionally

provided the query results in the following game.

Game stPREDP
S (λ)

X ,Y ← ∅;

finish← false;

L
$
←− SHASH(1λ);

finish← true;

x′ $
←− PHASH(1λ, L,Y);

Return (x′ ∈ X ).

HASH(x, 1l)

If finish = false, then X ← X ∪ {x};

y
$
←− {0, 1}H.ol(λ);

Y ← Y ∪ {y};

Return y.

A construction for UCE secure hash function [20]. Here, we review a construction with strong

statistical unpredictability and q-query source in [20] which is proved to be UCE[Ss-sup ∩ Sq-query] secure

under the assumptions of secure puncturable pseudorandom function (PRF) [24], secure IO [25] and

secure q-composable VGB point obfuscator [26]. Then construction is defined as below:

H.KGen(1λ)

KF
$
←− F.Kg(1λ);

hk
$
←− IO(Pad(s(λ),F.Eval(KF, ·)));

Return hk.

H.Eval(hk, x)

P̄← hk;

Return P̄(x).

In the construction Pad : N × {0, 1}∗ → {0, 1}∗ and F is a puncturable PRF defined as in [24]. If the

readers want to learn its detailed definition, they can refer to [24].

Remark 1. Obviously, a UCE[Ssup ∩ Sq-query] secure hash function can be viewed as a slightly weaker

version of a UCE[Ss-sup ∩ Sq-query] secure hash function [20]. In particular, both classes of functions

have fixed input length and fixed output length. However, the technique of [19] can be used to convert

UCE[Ssup ∩ Sq-query] secure hash functions with fixed input length and fixed output length into ones with

fixed input length and variable output length. In our construction, a UCE[Ssup ∩ Sq-query] secure hash

function with fixed input length and variable output length is applied.

2.2 Adaptive non-interactive zero-knowledge proof system (NIZK)

In the following, we give a definition of adaptive NIZK.
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RORA
SE(1

λ)

b
$←− {0, 1}, b′ $←− AEnc1(·)(1λ). Return b = b′.

Enc1(M)

κ
$←− SE.G(1λ). If b = 1 then c

$←− SE.Eκ(M) else c
$←− {0, 1}|c|. Return c.

Figure 1 ROR game.

IND-CPAA
PE(1

λ)

(pk, sk)
$←− KG(1λ), b $←− {0, 1}, b′ $←− AEnc2(·,·)(1λ, pk). Return b = b′.

Enc2(M0,M1)

If b = 1 then c
$←− PE.E(pk,M1) else c

$←− PE.E(pk,M0). Return c.

Figure 2 IND-CPA game.

Definition 2 (Adaptive NIZK). This pair of algorithms (P ,V) is an adaptive NIZK for a language

L ∈ NP if it satisfies the properties of completeness, soundness and zero-knowledge. The completeness

says that for all common random string CRS ← {0, 1}Poly(λ), all statement x ∈ L with a witness w,

the algorithm P(CRS, x, w) generates a proof π which makes V(CRS, x, π) = 1 hold. The soundness

says that after seeing CRS, no cheating prover P∗ can generate a pair(x, π) with x /∈ L which makes

the algorithm V(CRS, x, π) = 1 hold with non-negligible probability. The advantage that P∗ breaks the

soundness associated with (P ,V) can be written as Advsound(P,V),P∗ 6 negl(λ). The zero-knowledge says that

given a simulated CRS, which is generated by a simulator Sim1(1
λ), and a simulated proof π, which is

generated by a simulator Sim2(x), the simulators (S1, S2) can simulate the view of adversaries (A1, A2).

A1 is the algorithm that on inputting CRS ← {0, 1}Poly(λ), outputs (x,w); A2 is the algorithm that on

inputting CRS and (x,w), outputs a proof π. The advantage that (A1, A2) can break the zero-knowledge

with respect to (Sim1, Sim2) can be defined as AdvZK(P,V),(A1,A2) 6 negl(λ).

2.3 Symmetric encryption

A symmetric encryption (SE) is a tuple of three algorithms (SE .G,SE .E ,SE .D). The algorithm SE .G on

inputting 1λ, outputs the key κ. The algorithm SE .E on inputting a key κ and a plaintext M ∈ M,

outputs a ciphertext c = SE .E(k,M), where M denotes the plaintext space. The algorithm SE .D

on inputting the key κ and c, returns a plaintext M ∈ M or ⊥. For correctness, the equation

SE .Dκ(SE .Eκ(M)) = M holds for all κ
$
←− SE .G(1λ) and all M ∈ M. Meanwhile, we require that

SE should achieve the real or random (ROR) security defined below.

Definition 3 (ROR security of SE). A symmetric encryption SE is ROR secure if for all PPT adversary

A, the advantage AdvROR
SE,A(λ) = 2.Pr[RORA

SE(1
λ)]− 1 6 negl(λ) holds. Below define the game RORA

SE(1
λ)

in Figure 1.

2.4 Public key encryption (PKE)

A PKE consists of three algorithms (PE .G,PE .E ,PE .D). The algorithm PE .G on inputting 1λ, outputs

a pair (pk, sk) which respectively denotes the public key and private key. The algorithm PE .E on

inputting pk and a plaintext M ∈M, outputs a ciphertext c, whereM denotes the message space. The

algorithm PE .D on inputting sk and c, outputs a plaintext M ∈ M or ⊥. The correctness requires that

PE .D(sk,PE .E(pk,M)) = M is satisfied for all (pk, sk)
$
←− PE .G(1λ) and M ∈ M. We require that PE

should achieve the indistinguishability chosen-plaintext (IND-CPA) security defined below.

Definition 4 (IND-CPA security of PE). A PKE PE is IND-CPA secure if for all PPT adversary

A, the advantage AdvIND-CPA
PE,A (λ) = 2.Pr[IND-CPAA

PE(1
λ)] − 1 6 negl(λ) holds. Below define the game

IND-CPAA
PE(1

λ) in Figure 2.
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3 A new variant of randomized message-locked encryption (MLE3)

3.1 Defining MLE3

Usually, a standard randomized message-locked encryption is equipped with five algorithms: ME .PG,

ME .KD,ME .E ,ME .T G andME .D. The parameter generation algorithmME .PG is a PPT algorithm

which on inputting 1λ, outputs a public parameter pp; The key derivation algorithmME .KD is defined

as a deterministic algorithm which on inputting pp and a plaintext m, outputs a symmetric encryption

key K; The encryption algorithm ME .E is defined as a PPT algorithm which on inputting pp, K and

m, returns a ciphertext c; The tag generation algorithmME .T G is defined as a deterministic algorithm

which on inputting pp and c, returns a tag T ; The decryption algorithm ME .D is also a deterministic

algorithm which on inputting pp, k and c, returns m or ⊥. The new variant of randomized message-locked

encryption, MLE3, is defined almost identical to the standard randomized message-locked encryption

except that an equality testing algorithmME .ET is additionally defined and a little change occurs on

the algorithms ME .PG and ME .T G. In the following, we only give the descriptions of the changed

algorithmsME .PG andME .T G and the addedME .ET .

• ME .PG: In a standard randomized message-locked encryption, this algorithm ME .PG may be

executed by a user or fully-trusted server, while in MLE3, a semi-trusted server (here the “semi-trusted”

means that the server is trusted with respect to sk (since it is given sk and is not expected to share it),

but is not trusted with respect to user’s messages (e.g., contents of the files)) is arranged to run this

algorithm which on inputting 1λ, outputs the public parameter pp. Besides, it additionally executes the

key generation algorithm PE .G of the public-key encryption PE to generate a pair of public and secret

key (pk, sk) with pk involved in pp and sk preserved by the server.

• ME .T G: This algorithm is executed by the server. Besides taking the system parameter pp and a

ciphertext c as inputs, the secret key sk is also involved in the inputs, finally a valid tag T is output.

• ME .ET : This is an equality testing algorithm for tags, which takes as input the system parameter

pp, two valid tags T1 and T2 and outputs a boolean value true or false indicating whether the two tags

correspond to the same plaintext or not.

Priori to defining the PRV-CDA3 security, we first give some basic notions. The guessing probability

GuessM over a plaintext distributionM is defined as GuessM := max{Pr[M [i] = M ]}, where the proba-

bility conditions on all i, M and M ←$ M. Moreover, if the guessing probability GuessM is negligible,

we say that each component M [i] of the message vector M has min-entropy − logGuessM. Here, we

require that the message vector should satisfy: (1) |M | 6 v(λ) and |M [i]| ∈ ME .IL(λ) for each i ∈ [|M |]

and all polynomial v(λ). (2) All M [1], . . . ,M [|M |] are different. ME .IL(·) denotes the input-length

function of schemeME .

In Figure 3, we respectively give the definitions of strong tag consistency (STC) and privacy chosen-

distribution attacks3 (PRV-CDA3).

Definition 5 (PRV-CDA3 security ofME). A message-locked encryptionME is PRV-CDA3 secure if

for all PPT adversary A, the advantage AdvPRV-CDA3ME,M,A =2.Pr[PRV-CDA3AME,M(λ)] − 1 6 negl(λ).

In game PRV-CDA3, we assume that the ciphertext space CiphS has the form

CiphS = (CiphS1, . . . ,CiphSn).

Note that for each j ∈ [n], the component CiphSj in CiphS is a valid ciphertext space corresponding

to that of the sub-encryption algorithm implied in ME . In addition, we assume that there are two

participants in this game, namely the adversary A and the challenger C. At the beginning, the challenger

C runs the algorithmME .PG(1λ) to generate a pair of system parameter and secret key (pp, sk) and sends

pp to the adversary A and then chooses a random bit b. When C receives a plaintext distributionM from

the adversary A, C samples a pair of plaintext vector and auxiliary input (M , Z) fromM. Subsequently,

C encrypts M as in Figure 3: For each i ∈ [|M |], C computes the key K[i]←ME .KD(pp,M [i]). When

b = 1, C computes the ciphertext c[i] by invoking the algorithm ME .E(pp,K[i],M [i]); otherwise, C

generates c[i] in the way of c[i]
$
←− CiphS. Finally, C sends the ciphertext vector c and the auxiliary input
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Game PRV-CDA3AME,M(λ)

(pp, sk)
$←−ME.PG(1λ);

b
$←− {0, 1};

(M , Z)
$←−M(1λ);

For i = 1, . . . , |M | do
K[i]←ME.KD(pp,M [i]);

If b = 1 then c[i]
$←−ME.E(pp,K[i],M [i]);

If b = 0 then c[i]
$←− CiphS;

b′
$←− A(pp, c, Z);

Return (b = b′);

Game STCA
ME (λ)

(pp, sk)
$←−ME.PG(1λ);

(M,C′)
$←− A(pp);

If M = ⊥ or C′ = ⊥ return false.

K ←ME.KD(pp,M);

C
$←−ME.E(pp,K,M);

T ←ME.T G(pp,C, sk);

T ′ ←ME.T G(pp,C′, sk);

M ′ ←ME.D(pp,K,C′);

IfME.ET (pp, T ′, T ) = true and M 6= M ′ return true

else return false.

Figure 3 PRV-CDA3 game and STC game.

Z to the adversary A which outputs b′ as the guess of the bit b.

Obviously, when b = 1, c[i] = (c1[i], . . . , cn[i]) = ME .E(pp,K[i],M [i]) is a valid ciphertext for a

plaintext vector M ; when b = 0, with overwhelming probability, the challenge ciphertext c is invalid,

namely, c[i] = (c1[i], . . . , cn[i]) with c1[i]
$
←− CiphS1, . . . , cn[i]

$
←− CiphSn. Therefore, PRV-CDA3 implies

indistinguishability between a ciphertext computed by encrypting an unpredictable message and the one

chosen randomly from the ciphertext space CiphS. In addition, note that if each component CiphSj in

CiphS may be encoded into a valid bit string, then the PRV-CDA3 notion can be converted into the

PRV$-CDA notion. It might be of independent interest to research this case.

Definition 6 (STC security ofME). A message-locked encryption schemeME is STC secure if for all

PPT adversary A, the advantage AdvSTCME,A = Pr[STCA
ME(λ)] 6 negl(λ).

Similarly, we assume that the game STC is played between an adversary A and a challenger C. At the

beginning, the challenger C first runs the algorithmME .PG(1λ) to generate a pair of system parameter

and secret key (pp, sk) and sends pp to the adversary A. On inputting pp, A outputs a pair of plaintext

and a forged ciphertext (M,C′). If M = ⊥ or C′ = ⊥, the game returns false; otherwise, C computes

a key K ← ME .KD(pp,M), a ciphertext C
$
←− ME .E(pp,K,M), a real tag T ← ME .T G(pp, C, sk),

a forged tag T ′ ← ME .T G(pp, C′, sk) and a plaintext M ′ ← ME .D(pp,K,C′). Finally, the challenger

C checks whether the real tag T and the forged T ′ satisfy the equation ME .ET (pp, T ′, T ) = true and

whether the inequation M 6= M ′ holds, if so, C outputs true as the final output of the game. In addition,

note that if the condition statement “If ME .ET (pp, T ′, T ) = true and M 6= M ′” is replaced with “If

ME .ET (pp, T ′, T ) = true and M 6= M ′ and M 6= ⊥”, then the STC security definition becomes the TC

security definition.

Remark 2. Though the new primitive allows a pair of public/secret key (pk, sk) to be generated in

the parameter generation algorithm, we stress that this assumption would not degrade the security-level,

conversely, it plays a crucial role in guaranteeing the correctness of tags. Because when a ciphertext is

uploaded to the server, we let the server to execute all operations on the tags, including extracting tags

from ciphertexts with the secret key sk, however, exactly these operations give the server the ability

to check the correctness of the tags. In addition, note that sk should not be leaked, as otherwise,

the adversary may use it to break the PRV-CDA3 security. Furthermore, we stress that sk cannot be

preserved by the user. This is because once the user owns the secret key sk, the tag can only be recovered

with sk on the client-side, however, when the tag arrives at the server-side, it may have been tampered

during transmission on the Internet, and thus leads to the server receiving an incorrect tag. Finally, note

that since the public key encryption PE is not used elsewhere except encrypting π, so the full scheme is

still a symmetric encryption.

3.2 Construction

Below, we give a concrete construction ofME .

Let GroupGen be a PPT algorithm that on inputting 1λ, outputs a group description G = (G,GT , p, g, e),
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whereG andGT are groups with large prime order p, the element g ∈ G is a generator ofG and e : G×G→

GT is an efficiently computable nondegenerate bilinear map. Let p be lp(λ)-bit prime, then our random-

ized message-locked encryption schemeME = (ME .PG,ME .KD,ME .E ,ME .D,ME .T G,ME .ET ) with

input-lengthME .IL(λ) and output length N comprises the following building blocks.

• An adaptive NIZK ZK = (P ,V).

• A ROR secure SE scheme SE = (SE .G,SE .E ,SE .D).

• A UCE[Ssup ∩ Sq-query] secure hash function H with fixed input length H.il(λ) = 2lp(λ) + 3l(λ) +

ME .IL(λ) and variable output length H.ol(λ) = N.

• An IND-CPA secure PKE scheme PE = (PE .G,PE .E ,PE .D).

Notes. If the size of the input to H is less than 2lp(λ) + 3l(λ) +ME .IL(λ) bits, then it is padded to

2lp(λ) + 3l(λ) +ME .IL(λ) bits with some zero-bits from the highest significant bit of the input.

Parameter generation. ME .PG(1λ) is executed by a semi-trusted server. On inputting 1λ, the

algorithm first samples (G,GT , p, g, e)
$
←− GroupGen(1λ). Then it chooses a UCE[Ssup ∩ Sq-query] secure

hash function H and generates hk
$
←− H.KGen(1λ). Next it chooses an adaptive NIZK ZK = (P ,V) and

generates its common random string CRS← {0, 1}Poly(λ). Finally, it invokes PE .G(1λ) to generate a pair

of public key and private key (pk, sk)← PE .G(1λ) and specifies the ciphertext space CiphSME as a tuple

((G,G), {0, 1}l(λ), {0, 1}SE.CL(λ),CiphSPE).

SE .CL(λ) is the ciphertext bit-length of the symmetric encryption SE and CiphSPE is the ciphertext

space of the public key encryption PE . At the end, it publishes

pp = ((G,GT , p, g, e), hk,CRS, pk).

While the secret key sk is preserved by the server.

Key derivation. ME .KD(pp,m) is run by the user. On inputting the public parameter pp and a

plaintext m, it computes the key K = H.Eval(1λ, hk,m, 1l(λ)) and returns K. Where m ∈ {0, 1}ME.IL(λ)

and has min-entropy − log(GuessM).

Encryption. ME .E(pp,K,m) is executed by a user. On inputting pp, K and a plaintext m ∈

{0, 1}ME.IL(λ), it first chooses two random numbers r
$
←− Z∗

p , L
$
←− {0, 1}l(λ) and then computes

τ = (gr, grH.Eval(1λ,hk,K,1lp(λ))), c1 = L⊕K, κ = H.Eval(1λ, hk, L, 1lκ(λ)),

t = H.Eval(1λ, hk, τ ||c1||K||L||m, 1lt(λ)), c2 = SE .Eκ(t||m).

Next, it computes π ← P(x,w) and v ← PE .E(pk, π), where x = (τ, c1, c2) and w = (m, r, L). Finally

the algorithm returns τ ||c1||c2||v.

Tag generation. ME .T G(pp, τ ||c1||c2||v, sk) is executed by the server which holds the secret key

sk. Given sk and τ ||c1||c2||v, the algorithm first parses τ ||c1||c2||v into τ , c1, c2 and v, then computes

π ← PE .D(sk, v) and checks whether V(x, π) = 1, if so, it sets T = τ , otherwise it outputs reject. Where

x = (τ, c1, c2).

Decryption. ME .D(pp,K, τ ||c1||c2||v) is performed by the user. On inputting pp, K and ciphertext

τ ||c1||c2||v, it first parses τ ||c1||c2||v into τ , c1, c2 and v, then computes

L = c1 ⊕K, κ = H.Eval(1λ, hk, L, 1lκ(λ)), t′||m′ ← SE .Dκ(c2).

Next it checks whether H.Eval(1λ, hk, τ ||c1||K||L||m′, 1lt(λ)) = t′. If this is the case, it returns m′,

otherwise, it returns ⊥. Where x = (τ, c1, c2).

Equality testing. ME .ET (pp, T1, T2) is run by the server. Once input pp and two tags T1 and T2,

the algorithm first parses T1 and T2 into (τ11, τ12) and (τ21, τ22). Then it checks whether e(τ11, τ22) =

e(τ12, τ21), if so, it outputs true, otherwise it outputs false.

The language L and the relation R. Generally speaking, the language L consists of statements

x = (τ, c1, c2) in which each components are generated with the unknown values w = (m, r, L) in a

consistent way. Formally, a relation R = {(x, ω)}, which consists of statements x and its witness ω, is
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defined as follows. In addition, the language L must satisfy the form L = {x : ∃ ω s.t. (x,w) ∈ R}.

R :=















































((τ, c1, c2), (m, r, L)) :

K = H.Eval(1λ, hk,m, 1l(λ))

τ = (gr, grH.Eval(1λ,hk,K,1lp ))

c1 = L⊕K

κ = H.Eval(1λ, hk, L, 1lκ(λ))

t = H.Eval(1λ, hk, τ ||c1||K||L||m, 1lt(λ))

c2 = SE .Eκ(t||m)















































.

The correctness of the scheme ME. Given a ciphertext τ ||c1||c2||v, a key K, a pair (pp, sk), if

(pp, sk) =ME .PG(1λ), m ∈ {0, 1}ME.IL(λ), K = H.Eval(1λ, hk,m, 1l(λ)), L ∈ {0, 1}l(λ), r ∈ Z∗
p , c1 = L⊕

K, τ = (gr, grH.Eval(1λ,hk,K,1lp(λ))), t = H.Eval(1λ, hk, τ ||c1||K||L||m, 1lt(λ)), κ = H.Eval(1λ, hk, L, 1lκ(λ)),

c2 = SE .Ek(t||m) and v = PE .E(pk, π), we have π = PE .D(sk, v), V(x, π) = 1 and t||m ← SE .Dk(c2) as

required with x = (τ, c1, c2). In addition, if T1 = (τ11, τ12) and T2 = (τ21, τ22) is created with the same

value m, then e(τ11, τ22) = e(τ12, τ21) as required. Thus, the correctness ofME follows from the above.

The validity-testing for ciphertexts. The validity-testing for ciphertexts proceeds as follows. In

the encryption process, we first compute t = H.Eval(1λ, hk, τ ||c1||K||L||m, 1lt(λ)) by letting the hash

function H act on the values τ , c1, K, L and m and then encrypt t||m using the symmetric encryption

SE to get c2 = SE .Ek(t||m). In the decryption process, we first obtain the value t′||m′ by decrypting c2
with the key κ and then recompute the value t = H.Eval(1λ, hk, τ ||c1||K||L||m′, 1lt(λ)), finally test the

validity of the ciphertext by checking whether the equation t = t′ holds.

4 Security

The security for the schemeME is guaranteed by Theorem 1 and Theorem 2 which are shown as follows.

Theorem 1. Let ZK be an adaptive NIZK, H be a UCE[Ssup ∩ Sq-query] secure hash function, SE be a

ROR secure symmetric encryption scheme, PE be an IND-CPA secure PKE scheme, then the randomized

message-locked encryptionME is PRV-CDA3 secure. Particularly, if for all PPT adversary A (excludes

the server because we assume it is semi-trusted) and all PPT message distribution M with guessing

probability GuessM, there exists PPT adversaries A0, S
sup ∩ Sq-query,D, B′ and C′ such that

AdvPRV-CDA3ME,M,A 6 2AdvZKZK,A0
(λ) + 2AdvUCEH,Ssup∩Sq-query,D,q(λ)(λ) + AdvROR

SE,B′(λ) + AdvIND-CPA
PE,C′ (λ),

where q(λ) is the maximal times that S is allowed to make query to HASH.

Proof. We give the proof of the theorem via a series of games listed below where G1(λ) denotes the

original PRV-CDA3 game. We first show these games and then give the analysis of the individual game

hops. We assume that |M | = q′ and q′ = ⌊ q4⌋. Note that the boxed parts denote the difference between

two adjacent games.

G1(λ)

(pp, sk)← PG(1λ);

CRS← {0, 1}Poly(λ);

(M , Z)
$
←−M(1λ);

For i = 1, . . . , |M | do

K[i]← H.Eval(1λ, hk,M [i], 1l(λ));

r[i]
$
←− Z∗

p , L[i]
$
←− {0, 1}l(λ);

K
′[i]← H.Eval(1λ, hk,K[i], 1lp);

T [i]← (gr[i], gr[i].K
′[i]);

c1[i]← L[i]⊕K[i];

κ[i] = H.Eval(1λ, hk, L, 1lκ(λ));

t[i]← H.Eval(1λ, hk,T [i]||c1[i]||K[i]||L[i]||

M [i], 1lt(λ));

c2[i]
$
←− SE .Eκ[i](t[i]||M [i]);

π[i]← P(x[i],w[i]);

//x[i] = (T [i], c1[i], c2[i]);

//w[i] = (M [i], r[i],L[i]);

v[i]
$
←− PE .E(pk, π[i]);

c[i]← T [i]||c1[i]||c2[i]||v[i];

b′
$
←− A(1λ, pp, c, Z);
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G2(λ)

(pp, sk)← PG(1λ);

CRS← Sim1(1
λ);

(M , Z)
$
←−M(1λ);

For i = 1, . . . , |M | do

K[i]← H.Eval(1λ, hk,M [i], 1l(λ));

r[i]
$
←− Z∗

p , L[i]
$
←− {0, 1}l(λ);

K
′[i]← H.Eval(1λ, hk,K[i], 1lp);

T [i]← (gr[i], gr[i].K
′[i]);

c1[i]← L[i]⊕K[i];

κ[i] = H.Eval(1λ, hk, L, 1lκ(λ));

t[i]← H.Eval(1λ, hk,T [i]||c1[i]||K[i]||L[i]||

M [i], 1lt(λ));

c2[i]
$
←− SE .Eκ[i](t[i]||M [i]);

π[i]
$
←− Sim2(x[i]);

//x[i] = (T [i], c1[i], c2[i]);

v[i]
$
←− PE .E(pk, π[i]);

c[i]← T [i]||c1[i]||c2[i]||v[i];

b′
$
←− A(1λ, pp, c, Z);

G3(λ)

(pp, sk)← PG(1λ);

CRS← Sim1(1
λ);

(M , Z)
$
←−M(1λ);

For i = 1, . . . , |M | do

K[i]
$
←− {0, 1}l(λ);

r[i]
$
←− Z∗

p , L[i]
$
←− {0, 1}l(λ);

K
′[i]

$
←− Z∗

p ;

T [i]← (gr[i], gr[i].K
′[i]);

c1[i]← L[i]⊕K[i];

κ[i]
$
←− {0, 1}lκ(λ);

t[i]
$
←− {0, 1}lt(λ);

c2[i]
$
←− SE .Eκ[i](t[i]||M [i]);

π[i]
$
←− Sim2(x[i]);

//x[i] = (T [i], c1[i], c2[i]);

v[i]
$
←− PE .E(pk, π[i]);

c[i]← T [i]||c1[i]||c2[i]||v[i];

b′
$
←− A(1λ, pp, c, Z);

G4(λ)

(pp, sk)← PG(1λ);

CRS← Sim1(1
λ);

(M , Z)
$
←−M(1λ);

For i = 1, . . . , |M | do

K[i]
$
←− {0, 1}l(λ);

r[i]
$
←− Z∗

p , L[i]
$
←− {0, 1}l(λ);

K
′[i]

$
←− Z∗

p ;

T [i][1]
$
←− G;

T [i][2]
$
←− G;

T [i]← (T [i][1],T [i][2]);

c1[i]
$
←− {0, 1}l(λ);

κ[i]
$
←− {0, 1}lκ(λ);

t[i]
$
←− {0, 1}lt(λ);

c2[i]
$
←− SE .Eκ[i](t[i]||M [i]);

π[i]
$
←− Sim2(x[i]);

//x[i] = (T [i], c1[i], c2[i]);

v[i]
$
←− PE .E(pk, π[i]);

c[i]← T [i]||c1[i]||c2[i]||v[i];

b′
$
←− A(1λ, pp, c, Z);

G5(λ)

(pp, sk)← PG(1λ);

CRS← Sim1(1
λ);

(M , Z)
$
←−M(1λ);

For i = 1, . . . , |M | do

K[i]
$
←− {0, 1}l(λ);

r[i]
$
←− Z∗

p , L[i]
$
←− {0, 1}l(λ);

K
′[i]

$
←− Z∗

p ;

T [i][1]
$
←− G;

T [i][2]
$
←− G;

T [i]← (T [i][1],T [i][2]);
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c1[i]
$
←− {0, 1}l(λ);

κ[i]
$
←− {0, 1}lκ(λ);

t[i]
$
←− {0, 1}lt(λ);

c2[i]
$
←− {0, 1}SE·CL(λ);

π[i]
$
←− Sim2(x[i]);

//x[i] = (T [i], c1[i], c2[i]);

v[i]
$
←− PE .E(pk, π[i]);

c[i]← T [i]||c1[i]||c2[i]||v[i];

b′
$
←− A(1λ, pp, c, Z);

G6(λ)

(pp, sk)← PG(1λ);

CRS← Sim1(1
λ);

(M , Z)
$
←−M(1λ);

For i = 1, . . . , |M | do

K[i]
$
←− {0, 1}l(λ);

r[i]
$
←− Z∗

p , L[i]
$
←− {0, 1}l(λ);

K
′[i]

$
←− Z∗

p ;

T [i][1]
$
←− G;

T [i][2]
$
←− G;

T [i]← (T [i][1],T [i][2]);

c1[i]
$
←− {0, 1}l(λ);

κ[i]
$
←− {0, 1}lκ(λ);

t[i]
$
←− {0, 1}lt(λ);

c2[i]
$
←− {0, 1}SE·CL(λ);

π[i]
$
←− Sim2(x[i]);

//x[i] = (T [i], c1[i], c2[i]);

v[i]
$
←− CiphSPE ;

c[i]← T [i]||c1[i]||c2[i]||v[i];

b′
$
←− A(1λ, pp, c, Z);

G7(λ)

(pp, sk)← PG(1λ);

CRS← Sim1(1
λ);

(M , Z)
$
←−M(1λ);

For i = 1, . . . , |M | do

K[i]← H.Eval(1λ, hk,M [i], 1l(λ));

r[i]
$
←− Z∗

p , L[i]
$
←− {0, 1}l(λ);

K
′[i]← H.Eval(1λ, hk,K[i], 1lp(λ));

T [i][1]
$
←− G;

T [i][2]
$
←− G;

T [i]← (T [i][1],T [i][2]);

c1[i]
$
←− {0, 1}l(λ);

κ[i]← H.Eval(1λ, hk,L[i], 1lκ(λ));

t[i]← H.Eval(1λ, hk,T [i]||c1[i]||K[i]||L[i]||

M [i], 1lt(λ));

c2[i]
$
←− {0, 1}SE·CL(λ);

π[i]
$
←− Sim2(x[i]);

//x[i] = (T [i], c1[i], c2[i]);

v[i]
$
←− CiphSPE ;

c[i]← T [i]||c1[i]||c2[i]||v[i];

b′
$
←− A(1λ, pp, c, Z);

G8(λ)

(pp, sk)← PG(1λ);

CRS← {0, 1}Poly(λ);

(M , Z)
$
←−M(1λ);

For i = 1, . . . , |M | do

K[i]← H.Eval(1λ, hk,M [i], 1l(λ));

r[i]
$
←− Z∗

p , L[i]
$
←− {0, 1}l(λ);

K
′[i]← H.Eval(1λ, hk,K[i], 1lp(λ));

T [i][1]
$
←− G;

T [i][2]
$
←− G;

T [i]← (T [i][1],T [i][2]);

c1[i]
$
←− {0, 1}l(λ);

κ[i]← H.Eval(1λ, hk,L[i], 1lκ(λ));

t[i]← H.Eval(1λ, hk,T [i]||c1[i]||K[i]||L[i]||

M [i], 1lt(λ));

c2[i]
$
←− {0, 1}SE·CL(λ);

π[i]
$
←− Sim2(x[i]);

//x[i] = (T [i], c1[i], c2[i]);

v[i]
$
←− CiphSPE ;

c[i]← T [i]||c1[i]||c2[i]||v[i];

b′
$
←− A(1λ, pp, c, Z);
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A0(1λ)

(G,GT , p, g, e)
$←− GroupGen(1λ);

(pk, sk)
$←− PE.G(1λ);

hk
$←− H.KGen(1λ);

Receive CRS as the first-stage input from its challenger;

(M , Z)
$←−M(1λ);

For i = 1, . . . , |M | do
K[i]← H.Eval(1λ, hk,M [i], 1l(λ));

r[i]
$←− Z∗

p , L[i]
$←− {0, 1}l(λ);

K
′[i]← H.Eval(1λ, hk,K[i],1lp );

T [i]← (gr[i], gr[i].K
′[i]);

c1[i]← L[i]⊕K[i];

κ[i]← H.Eval(1λ, hk,L[i], 1lκ(λ));

t[i]← H.Eval(1λ, hk,T [i]||c1[i]||K[i]||L[i]||
M [i], 1lt(λ));

c2[i]
$←− SE.Eκ[i](t[i]||M [i]);

Get π[i] as second-stage input from its challenger;

v[i]
$←− PE.E(pk, π[i]);

c[i]← T [i]||c1[i]||c2[i]||v[i];
pp← ((G,GT , p, g, e), hk,CRS, pk);

b′
$←− A(1λ, pp,c, Z);

Figure 4 Algorithm A0.

G1 : This game is the original PRV-CDA3 game where b = 1.

G2 : This game is equivalent to G1 except that CRS and π are generated by simulators Sim1 and Sim2

instead of CRS← {0, 1}Poly(λ) and π[i]← P(x[i],w[i]).

G3 : This game is the same as game G2 except that K[i], K ′[i], κ[i] and t[i] are respectively chosen

randomly from {0, 1}l(λ), Z∗
p , {0, 1}

lκ(λ) and {0, 1}lt(λ).

G4 : This game is consistent with game G3 except that T [i] and c1[i] are respectively chosen at random

from (G,G) and {0, 1}l(λ).

G5 : This game is consistent with G4 with the exception that c2[i] is randomly chosen from {0, 1}SE·CL(λ).

G6 : This game is consistent with G5 except that v[i] is randomly chosen from CiphSPE .

G7 : In game G7, instead of choosing K[i], K ′[i], κ[i] and t[i] randomly, they are computed by the

hash function H.

G8 : This game is consistent with G7 except that the simulated CRS is replaced back with real CRS.

In game G8 we are in an identical setting to the PRV-CDA3 game where b = 0. That is, the challenge

ciphertext is answered with randomly chosen values independent of the challenge message. Thus, the

advantage of an adversary A in the PRV-CDA3 game can be defined as

AdvPRV-CDA3ME,M,A = 2 · Pr[PRV-CDA3AME,M(λ)]− 1

= Pr[PRV-CDA3AME,M(λ)|b = 1] + Pr[PRV-CDA3AME,M(λ)|b = 0]− 1

= Pr[G1(λ)]− Pr[G8(λ)]

6

7
∑

i=1

|Pr[Gi(λ)]− Pr[Gi+1(λ)]|. (1)

It remains to show that the individual games are negligible close.

Lemma 1. If Pr[G1] and Pr[G2] respectively denote the probability that the adversary A wins in game

G1 and game G2 respectively. Then

Pr[G1]− Pr[G2] 6 AdvZKZK,A0
(λ). (2)

Proof. Assume the adversary A can distinguish G1 from G2, then we can construct an adversary A0

which employs A to distinguish real proof from simulated proof. Assume that A can distinguish G1

from G2, then we can use A to construct A0 who aims to distinguish real proof from simulated proof.

Since the advantage of A0 in distinguishing real/simulated proof is upper bounded by the zero-knowledge

property of ZK, thus the advantage of A distinguishing G1 from G2 is upper bounded by that of A0. The

construction of A0 is listed in Figure 4.

Clearly, when the inputs to A0 are real CRS and π, A′s view in the above game is precisely its view in

game G1, when the inputs to A0 are simulated CRS and proof π, A′s view is exactly its view in G2, thus

we have

Pr[G1]− Pr[G2] 6 AdvZKZK,A0
(λ).
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SHASH(1λ)

(G,GT , p, g, e)
$←− GroupGen(1λ);

(pk, sk)
$←− PE.G(1λ);

CRS← Sim1(1λ);

(M , Z)
$←−M(1λ);

For i = 1, . . . , |M | do
K[i]← HASH(M [i], 1l(λ));

r[i]
$←− Z∗

p , L[i]
$←− {0, 1}l(λ);

K′[i]← HASH(K[i],1lp );

T [i]← (gr[i], gr[i].K
′[i])

c1[i]← L[i]⊕K[i];

κ[i]← HASH(L[i], 1lκ(λ));

t[i]← HASH(T [i]||c1[i]||K[i]||L[i]||M [i],1lt(λ));

c2[i]← SE.Eκ[i](t[i]||M [i]);

π[i]
$←− Sim2(x[i]);

//x[i] = (T [i], c1[i], c2[i]);

v[i]
$←− PE.E(pk, π[i]);

c[i]← T [i]||c1[i]||c2[i]||v[i];
L← ((G,GT , p, g, e),CRS, pk,Z, c);

Return L.

D(1λ, hk, L)

((G,GT , p, g, e),CRS, pk,Z, c)← L;

pp← ((G,GT , p, g, e), hk,CRS, pk);

b′
$←− A(1λ, pp,c, Z);

Return b′.

Figure 5 Algorithms S and D.

Lemma 2. If Pr[G2] and Pr[G3] respectively denote the probability that adversary A wins in game G2

and game G3. Then

Pr[G2]− Pr[G3] 6 AdvUCEH,Ssup∩Sq-query,D,q(λ)(λ). (3)

Proof. Assume that the adversary A can distinguish G2 from G3, then we can use A to construct two

adversaries S and D which attempt to break the UCE[Ssup ∩ Sq-query] security of the hash function H.

Recall that S is given a secure parameter λ with access to oracle HASH, outputs a leakage L, and D is

given the leakage L and an evaluation key hk of H and outputs a guessing bit b′. The algorithms S and

D are described in Figure 5.

Obviously, when the source S accesses to a keyed hash function, the adversary A runs in game G2,

otherwise A runs in game G3. Finally the distinguisher D uses A to break the UCE[Ssup∩Sq-query] security

of H. Let c denote the challenge bit of game UCE
S,D

H,q(λ)(λ), then we have

Pr[G2]− Pr[G3] = Pr[UCES,D

H,q(λ)(λ)|c = 1]− Pr[UCES,D

H,q(λ)(λ)|c = 0] = AdvUCEH,S,D,q(λ)(λ).

It remains to show that S is statistically unpredictable. Consider an arbitrary predictor P′, which is

given the leakage L and the access to oracle HASH and has to guess one of the strings M [i], K[i], L[i]

and T [i]||c1[i]||K[i]||L[i]||M [i]. Given L = ((G,GT , p, g, e),CRS, pk, Z, c), the strings L[i] and K[i] are

still uniformly and independently distributed and M [i] still has the min-entropy − logGuessM. Besides,

since in each encryption, κ[i] is uniform and independent, so P′ cannot predict M [i] from c2[i]. Again,

even if P′ knows K ′[i], since P′ does not know the hash key hk, the probability that K ′[i] is predicted is
1

2l(λ) . In addition, because the output of P′ contains at most q(λ) elements, hence we have

AdvstPREDS,P′ (λ) 6 q(λ).q′(λ)

(

GuessM(λ) +
2

2l(λ)
+

GuessM(λ)

22l(λ)

)

.

As for the required query number, we set |M | = q′(λ) and q′(λ) = ⌊ q(λ)4 ⌋ due to that in each encryption,

S is only allowed to issue 4 queries to oracle HASH which is determined by the construction of H. So we

have

Pr[G2]− Pr[G3] 6 AdvUCEH,Ssup∩Sq-query,D,q(λ)(λ).

Lemma 3. Let Pr[G3] and Pr[G4] respectively denote the probability that the adversary A wins in game

G3 and game G4. Then

Pr[G3] = Pr[G4]. (4)

Proof. The difference between G3 and G4 is that in G3, T [i] and c1[i] are computed by the encryption

algorithm, while in G4 they are chosen randomly from (G,G) and {0, 1}l(λ) respectively. In fact, T [i] and

c1[i] in G3 are identically distributed as in G4 since r[i] and L[i] used to generate T [i] and c1[i] in G3 are

chosen randomly from Z∗
p and {0, 1}l(λ) respectively. Thus, we have

Pr[G3] = Pr[G4].
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B′Enc1(1λ)

(pp, sk)← PG(1λ);
CRS← Sim1(1λ);

(M , Z)
$←−M(1λ);

For i = 1, . . . , |M | do
K[i]

$←− {0, 1}l(λ);
r[i]

$←− Z∗
p , L[i]

$←− {0, 1}l(λ);
K′[i]

$←− Z∗
p ;

T [i][1]
$←− G;

T [i][2]
$←− G;

T [i]← (T [i][1],T [i][2]);

c1[i]
$←− {0, 1}l(λ);

t[i]
$←− {0, 1}lt(λ);

c2[i]← Enc1(M [i]);

π[i]
$←− Sim2(x[i]);

//x[i] = (T [i], c1[i],c2[i]);

v[i]
$←− PE.E(pk, π[i]);

c[i]← T [i]||c1[i]||c2[i]||v[i];
b′

$←− A(1λ, pp,c, Z);

Figure 6 Algorithm B′.

Lemma 4. Let Pr[G4] and Pr[G5] respectively denote the probability that the adversary A wins in game

G4 and game G5. Then

Pr[G4]− Pr[G5] 6 AdvROR
SE,B′(λ). (5)

Proof. This time, we wish to use the adversary A, which aims to distinguish G4 from G5, to create an

algorithm B′ which attempts to breach the ROR security of SE . Namely, if A can distinguish G4 from G5,

then B′ can distinguish a ciphertext generated by encryption algorithm from a random string. To achieve

this goal, B′ first uses A to obtain a message distributionM, then gets the ciphertext component of the

symmetric encryption SE from its encryption oracle Enc1, and finally gives this ciphertext together with

other ciphertext components generated by itself to A as the challenge ciphertext. We observe that the

advantage of B′ is exactly that A distinguishes G4 from G5. The construction of B′ is shown in Figure 6.

In algorithm B′, c2[i] is either a ciphertext generated by encryption algorithm or a random string.

When c2[i] is the former, B′ simulates G4 for A, otherwise, it simulates G5 for A. Let c be the challenge

bit in game RORB′

SE . Therefore, the advantage that A distinguishes G4 from G5 can be bounded by that

B′ breaks the ROR security of SE . Hence we have

Pr[G4]− Pr[G5] = Pr[RORB′

SE(λ)|c = 1]− Pr[RORB′

SE(λ)|c = 0] 6 AdvROR
SE,B′(λ).

Lemma 5. Let Pr[G5] and Pr[G6] respectively denote the probability that the adversary A wins in game

G5 and game G6. Then

Pr[G5]− Pr[G6] 6 AdvIND-CPA
PE,C′ (λ). (6)

Proof. Assume that an adversary A can distinguish G5 from G6, an algorithm C′ can be constructed

using A to break the IND-CPA security of PE . Specifically, C′ is to distinguish a ciphertext generated

by encryption algorithm from that chosen randomly from CiphSPE . To achieve this goal, we construct

C′ who tries to use A to break the scheme PE. The algorithm C′ is presented in Figure 7.

In algorithm C′, when v[i] is a ciphertext generated by encrypting M [i], C′ simulates the game G5 for

A, otherwise, when v[i] is a ciphertext generated by encrypting M′[i], it simulates the setting in game

G6 for A. Hence, the advantage that A distinguishes G5 from G6 can be upper bounded by that of C′

breaking the IND-CPA security of PE . Let c be the challenge bit in game IND-CPAPE , then we have

Pr[G5]− Pr[G6] = Pr[IND-CPAC′

PE(λ)|c = 1]− Pr[IND-CPAC′

PE(λ)|c = 0] 6 AdvIND-CPA
PE,C′ (λ).

Lemma 6. Let Pr[G6] and Pr[G7] respectively denote the probability that the adversary A wins in game

G6 and game G7. Then

Pr[G6]− Pr[G7] 6 AdvUCEH,Ssup∩Sq-query,D,q(λ)(λ). (7)

Proof. Since the analysis and results of this Lemma are the same as that of Lemma 2, so here we omit

the details about its proof.

Lemma 7. Let Pr[G7] and Pr[G8] respectively denote the probability that the adversary A wins in game

G7 and game G8. Then

Pr[G7]− Pr[G8] 6 AdvZKZK,A0
(λ). (8)
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C′Enc2(1λ)

(G,GT , p, g, e)
$←− GroupGen(1λ);

hk
$←− H.KGen(1λ);

Get pk from its challenger;

CRS← Sim1(1λ);

pp← ((G,GT , p, g, e), hk,CRS, pk);

(M , Z)
$←−M(1λ);

(M′, Z′)
$←−M(1λ);

For i = 1, . . . , |M | do
K[i]

$←− {0, 1}l(λ);
r[i]

$←− Z∗
p , L[i]

$←− {0, 1}l(λ);
K

′[i]
$←− Z∗

p ;

T [i][1]
$←− G;

T [i][2]
$←− G;

T [i]← (T [i][1],T [i][2]);

c1[i]
$←− {0, 1}l(λ);

κ[i]
$←− {0, 1}lκ(λ);

t[i]
$←− {0, 1}lt(λ);

c2[i]
$←− {0, 1}SE·CL(λ);

π[i]
$←− Sim2(x[i]);

// x[i] = (T [i], c1[i], c2[i]);

v[i]← Enc2(M [i],M′[i]);

c[i]← T [i]||c1[i]||c2[i]||v[i];
b′

$←− A(1λ, pp,c, (Z,Z′));

Figure 7 Algorithm C′.

E′(1λ)

(G,GT , p, g, e)
$←− GroupGen(1λ);

(pk, sk)
$←− PE.G(1λ);

hk
$←− H.KGen(1λ);

Get CRS from its challenger;

pp← ((G,GT , p, g, e), hk,CRS, pk);

(M, c′)
$←− A(pp);

(τ ′, c′1, c
′
2, v

′)← c′;

T ′ ← τ ′;

π′ ← PE.D(sk, v′);
M ′ ←ME.D(pp,ME.KD(pp,M), c′);

c←ME.E(pp,ME.KD(pp,M),M);

T ←ME.T G(pp, c, sk);
If (V((τ ′, c′1, c′2), π′) = 1) ∧ (M ′ 6= M) ∧
(ME.ET (pp, T ′, T ) = true)

Return (((τ ′, c′1, c
′
2), π

′) ∧ (τ ′, c′1, c
′
2) /∈ L).

Figure 8 Algorithm E′.

Proof. It is easy to see that the probability that A distinguishes G7 from G8 is at most AdvZKZK,P,V,A0
(λ)

due to the zero-knowledge property of ZK. Thus, we have Pr[G7]− Pr[G8] 6 AdvZKZK,A0
(λ).

Combining Eqs. (1)–(8), we get

AdvPRV-CDA3ME,M,A 6 2AdvZKZK,A0
(λ) + 2AdvUCEH,Ssup∩Sq-query,D,q(λ)(λ)

+AdvROR
SE,B′(λ) + AdvCPAPE,C′(λ).

Thus, the proof of Theorem 1 is completed.

Theorem 2. Let ZK be an adaptive NIZK, then the construction for randomized message-locked

encryption schemeME is strong tag consistency (STC) secure. Particularly, if for all PPT adversary A

(Assume A is the semi-trusted server), there exists a PPT algorithm E′ such that

AdvSTCME,A(λ) 6 AdvsoudZK,E′(λ) +
1

2l(λ)
+

1

2lp(λ)
.

Proof. First, we give an analysis of the correctness of the tag. Since a semi-trusted server, who preserves

the secret key sk, is responsible for running the tag generation algorithmME .T G(pp, τ ||c1||c2||v, sk), it

can recover the proof π = PE .D(sk, v) from v. Moreover, if the recovered π is generated correctly for a

statement x = (τ, c1, c2) ∈ L, there must be V(π, x) = 1 and thus the server gets a correct tag T = τ .

Next, we prove the strong tag consistency (STC). Assume the adversary A can break the STC security

of ME with probability ǫ, namely AdvSTCME,A(λ) = ǫ, then we can specify an algorithm E′ which can

break the soundness of ZK with probability at least ǫ− 1
2l(λ) −

1
2lp(λ) . The construction of E′ is shown in

Figure 8.

We can see that E′ perfectly simulates the attacking environment for A. Note that if the conditional

statement “If” is true, then E′ successfully outputs a pair ((τ ′, c′1, c
′
2), π

′) with (τ ′, c′1, c
′
2) /∈ L to make

V((τ ′, c′1, c
′
2), π

′) = 1 true and thus breaks the soundness security of ZK. Moreover, also note that

the probability that the adversary A successfully forges a tag is just Pr[V((τ ′, c′1, c
′
2), π

′) = 1,M ′ 6=
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M,ME .ET (pp, T ′, T ) = true]. In the following, we analyze this probability. In order to facilitate the

writing, the following events are defined:

E1: when the event “V((τ ′, c′1, c
′
2), π

′) = 1” happens;

E2: when the event “ M ′ 6= M” happens;

E3: when the event “ME .ET (pp, T ′, T ) = true” happens.

Now, we can write Pr[V((τ ′, c′1, c
′
2), π

′) = 1,M ′ 6= M,ME .ET (pp, T ′, T ) = true] as Pr[E1,E2,E3].

Furthermore, in terms of (τ ′, c′1, c
′
2) ∈ L or (τ ′, c′1, c

′
2) /∈ L, the probability Pr[E1,E2,E3] can be written

as

Pr[E1,E2,E3] 6 Pr[E1,E2,E3|(τ ′, c′1, c
′
2) ∈ L] + Pr[E1,E2,E3, (τ ′, c′1, c

′
2) /∈ L].

First, we analyze the probability Pr[E1,E2,E3|(τ ′, c′1, c
′
2) ∈ L]. Conditioned on (τ ′, c′1, c

′
2) ∈ L, we can get:

(1) If E1 happens, this means that T ′ has the form like (gr
′

, gr
′.H.Eval(1λ,hk,K′,1lp )) for r′ ∈ Z∗

p . (2) If E3

happens, we have e(gr
′

, gr.H.Eval(1λ,hk,K,1lp ))=(gr
′.H.Eval(1λ,hk,K′,1lp ), gr), namely e(g, g)r

′r.H.Eval(1λ,hk,K,1lp )

= (g, g)r
′r.H.Eval(1λ,hk,K′,1lp ). Therefore, when (τ ′, c′1, c

′
2) ∈ L, with (1), (2) and E2 together, there must

be

H.Eval(1λ, hk,H.Eval(1λ, hk,M, 1l(λ)), 1lp) = H.Eval(1λ, hk,H.Eval(1λ, hk,M ′, 1l(λ)), 1lp).

Furthermore, since the output of the hash function H is uniformly and independently distributed, the

probability Pr[E1,E2,E3|(τ ′, c′1, c
′
2) ∈ L] can be upper bounded by 1

2l(λ) +
1

2lp(λ) .

Next, we analyze the probability Pr[E1,E2,E3, (τ ′, c′1, c
′
2) /∈ L]. Note that

Pr[E1,E2,E3, (τ ′, c′1, c
′
2) /∈ L] 6 Pr[E1, (τ ′, c′1, c

′
2) /∈ L],

while the probability Pr[E1, (τ ′, c′1, c
′
2) /∈ L] is just that E′ broke the soundness of ZK. Thereby

Pr[E1,E2,E3, (τ ′, c′1, c
′
2) /∈ L] 6 AdvsoudZK,E′(λ). Hence we have

Pr[E1,E2,E3] 6 Pr[E1,E2,E3|(τ ′, c′1, c
′
2) ∈ L] + Pr[E1,E2,E3, (τ ′, c′1, c

′
2) /∈ L]

6 Pr[E1,E2,E3|(τ ′, c′1, c
′
2) ∈ L] + Pr[E1, (τ ′, c′1, c

′
2) /∈ L]

6
1

2l(λ)
+

1

2lp(λ)
+ AdvsoudZK,E′(λ).

Namely

AdvSTCME,A(λ) 6 AdvsoudZK,E′(λ) +
1

2l(λ)
+

1

2lp(λ)
.

Hence, the proof of Theorem 2 is completed.

Remark 3. In schemeME , if we eliminate the encryption of proof π, then we can implement a privacy

chosen-distribution attacks (PRV-CDA) and strong tag consistency (STC) secure randomized message-

locked encryption scheme (denoted as ME ′) in the standard model via UCEs. Furthermore, proofs

about privacy chosen-distribution attacks (PRV-CDA) and strong tag consistency (STC) securities of

ME ′ can be completed by combining the techniques in this paper and that in Naor-Yung scheme for

indistinguishable chosen-ciphertext attacks (IND-CCA) security [27].

5 Comparison with related work

In the following, we give a comparison between our scheme and other randomized message-locked encryp-

tions in security. Since our work mainly focuses on the improvements on the security, we do not consider

the performance and complexity here for our scheme.

Security comparison. Here we show some comparisons among our scheme and other randomized

message-locked encryptions in security model and the security notions: PRV-CDA, PRV-CDA2, PRV-

CDA3, TC and STC. Obviously, the notion of PRV-CDA3 is stronger than that of PRV-CDA. However,

since PRV-CDA2 requires that the message distribution may depend on the public parameter and be

(T, k)-block-source or (T, k)-source, it is hard to find some measures to make comparison between PRV-

CDA2 and PRV-CDA (or between PRV-CDA2 and PRV-CDA3). Abadi et al. claimed that their random-

ized MLE [16] was k-source PRV-CDA2 secure in the random oracle model under the min-entropy DDH
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Table 1 Security model, PRV-CDA, PRV-CDA2, PRV-CDA3, TC and STC

Schemes Security model PRV-CDA PRV-CDA2 [16] PRV-CDA3 TC STC

RCE [1] RO
√ × × × ×

XtESPKE [1] STD
√ × × √ √

Abadi et al.’s [16] RO
√ √ − √ √

ME ′ STD
√ × × √ √

ME STD
√

–
√ √ √

and CDH assumptions, but they did not give any rigorous proofs. However, we still make a comparison

between Abadi et al.’s scheme and other schemes. Bellare et al. pointed out that their XtESPKE scheme

in [1] could be obtained by combining an efficiently-searchable public key encryption and a particular

hash function and declared that their scheme achieved both PRV-CDA and STC security, but they did

not give specific construction and proofs. Likewise, we consider the XtESPKE scheme in the comparison

as well. We summarize these results in Table 1. Note that the notation “–” in the table means unknown

securities.

From Table 1, we can see that our scheme ME achieves better securities in data privacy and tag

consistency than RCE, namely, ME achieves PRV-CDA3 and STC attacks, while RCE only obtains

PRV-CDA and TC securities. Compared with Abadi et al.’s scheme, which only achieves PRV-CDA2

and STC securities in the random oracle model, our schemeME obtains PRV-CDA3 and STC securities

in the standard model and provides formal reductions and proofs. Relative to scheme XtESPKE and

ME ′, both of which merely achieve PRV-CDA security in data privacy, our schemeME not only captures

stronger PRV-CDA3 security via blackbox reductions, but also provides detailed security proofs. In fact,

the schemes XtESPKE and ME ′ have the same-level securities in data privacy and tag consistency, so

the latter may be seen as a new way of implementing the former. In addition, although the interactive

message-locked encryption scheme proposed by Bellare et al. [17] is also a randomized MLE, since it

needs too many interactions, we do not include it in the comparison.

6 Conclusion remarks

We present a new variant of randomized message-locked encryption, MLE3, and define a new security

model, PRV-CDA3, for it. Meanwhile, we give a concrete construction and prove that it can achieve the

strong tag consistency securities (STC) and privacy chosen-distribution attacks3 (PRV-CDA3) securities

in the standard model via blackbox reductions. Compared with existing randomized message-locked

encryptions, the new scheme ME has more advantages in security. In addition, the open problem in

this paper is how to design randomized message-locked encryptions which can achieve both STC and

PRV$-CDA securities in the standard model.
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