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Abstract Physical layer (PHY) security is recently proved to enable improving the security of wireless com-

munication networks. In downlink frequency division duplex (FDD) cloud radio access network (C-RAN), the

performance of PHY security highly relies on the channel state information (CSI) which is usually acquired

through the codebook-quantization-based technique at the transceiver. However, the conventional quantization

method aggravates the leakage of privacy information in C-RAN under the eavesdropping environment. In this

paper, a novel channel quantization method is investigated to improve the secrecy-rate performance of C-RAN

by exploiting the high-dimension space geometry. Based on this method, it is proved that when the statistical

distribution of the channel matrices of both the legitimate user and the eavesdropper is exploited, a win-win

situation can be created where secrecy-rate gains are improved without sacrificing beamforming gains from the

point of view of ergodic rate. Particularly, a secrecy-oriented criterion is devised to implement the proposed

method for generating codebooks. Then a weighted Voronoi diagram (WVD) is formulated on the complex

Grassmann manifold and finally, a vector quantization based algorithm is proposed to build up novel quantiza-

tion codebooks iteratively. Simulation results further validate the superiority of our proposed codebooks over

conventional codebooks in C-RAN systems.
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1 Introduction

Recently, virtualization has drawn great attentions in many areas such as data storage, virtual desktop

and access network. Virtualization mainly involves abstraction and sharing of resources among different

parties. With virtualization, logically isolated networks can be fused into abstracted physical networks

which can be shared in a flexible and dynamic way [1]. Though deployed in various applications for many

years, virtualization technology is now developing vigorously in the area of wireless communications [2],

especially under the stringent needs of 5G technology. As an example of wireless network virtualization,
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software-defined networking (SDN)-based C-RAN architecture [3, 4] can integrate multiple wireless net-

works, e.g. Long Term Evolution (LTE), Wi-Fi conveniently and efficiently. Communication resources

can be integrated, shared and reciprocated in a flexible manner, including channel state information (CSI)

of each base station-mobile station (BS-MS) link, traffic data, and control information of mobile services

among cooperating BSs. The information is usually delivered among virtualized baseband units (BBUs)

in clouds, remote radio heads (RRHs) and backhaul links [5].

In C-RAN, the security provision is a key functionality that guarantees the precise resource control

and sharing [6]. In despite of inherent security benefits brought by the decoupling of physical and logical

planes, C-RAN virtualization is also threatened by conventional security risks due to the inevitable dif-

ficulties in secret key distribution and management [7] when using cryptographic methods in the upper

layers. Actually, the security achieved by cryptographic methods highly relies on the computational hard-

ness of decrypting the message when the secret key is not available [8]. This mechanismmay no longer hold

true as the power of computation increases, e.g., with the development of quantum computers, in which

encryption keys can become more easily compromised and many current cryptosystems can be broken

down. In this context, physical layer security in C-RAN increasingly arouses great interests of researchers

by exploiting the unique characteristics of wireless physical channels [9]. The fundamental principle of

physical layer security theoretically originates from the conventional point-to-point network [10–12]. The

related work in practical systems (e.g., limited-feedback FDD multiple-input multiple-output (MIMO)

systems) has also been investigated extensively in [13, 14]. The most eye-catching feature is that the se-

curity performance with only quantized CSI is unfavorable unless at a great cost such as a large amount

of feedback overheads and power budgets [14].

One important feature for the physical security in C-RAN is that CSIs, including which from the RRH

to the legitimate user as well as from the RRH to the eavesdropper, cannot be perfectly known by BBUs.

Particularly, downlink CSIs in C-RAN using FDD air interface are usually acquired by using quantization

techniques and uplink feedback mechanism [15, 16]. The quantization is originally designed to reduce

uplink feedback overheads while providing suitable sum-rate gains in conventional point-to-point systems.

However, it highly relies on the degree of codebook-quantization precision which is significantly decreased

when various large-scale fading is also quantized [17], especially in C-RAN systems. Besides, conventional

quantization methods ignore the secrecy consideration and cannot satisfy secrecy requirements of limited

feedback C-RAN systems. To our best knowledge, the quantization codebook design for C-RAN has not

been studied in the eavesdropping environment, which motivates our current work.

We in this paper first propose using the concept of WVD method [18] to improve the precision of the

wireless channel quantization in the physical layer of C-RAN with limited CSI feedback. By exploiting

this method, system secrecy rate can be improved and inter-user interference can be simultaneously

reduced. Our contributions are detailed below:

1. We simplify the C-RAN model subjected to eavesdropping behaviors into an easy-to-represent model

in which security-oriented quantization codebooks can be designed effectively and extended to C-RAN

system naturally. Based on this model the concept of quantization loss of ergodic non-zero secrecy rate

(QES) is firstly proposed to serve as an efficient codebook design criterion and its upper bound is then

derived. The effectiveness of proposed criterion on reducing interference to other co-scheduled users is

verified for C-RAN systems when the suitable codeword is selected at the legitimate users.

2. To further design quantization codebooks according to the above criterion, a concept of weighted

Voronoi diagram (WVD) on the complex Grassmann manifold of one-dimensional subspaces is formulated

by minimizing the upper bound of QES. To implement the derived WVD, a vector-quantization WVD

(V-WVD) algorithm is proposed in which conventional codebooks serve as the initial codebooks and

iteratively searching for the optimum Voronoi partition is operated on the manifold. To guarantee the

convergence property of proposed algorithms, new codeword updating mechanism is devised, based on

which new codeword selection criterion is then derived.

3. To theoretically verify the effectiveness of V-WVD based codebook framework on secrecy improve-

ment, two single-integral expressions of the upper bound of QES are derived analytically. A comparison

between those two analytical curves and simulated curves of ergodic secrecy rate loss further verifies
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Figure 1 (Color online) (a) Illustration of SDN based C-RAN system with security management; (b) illustration of

eavesdropping issues in the physical layer of C-RAN with limited CSI feedback; (c) illustration of QCF model considering

both of security and interference issues.

the fact that: for the legitimate user, V-WVD codebooks together with the suitable codeword selection

criterion can position the channel vector of eavesdropper to be around the quantization cell [17] created

by the orthogonal vector of the suitably selected codeword vector.

4. Simulation results show that the beamforming gain and secrecy rate gain of proposed codebooks,

relative to conventional codebooks, can be both acquired from the point of view of ergodic rate with no

extra overheads. Therefore, proposed codebooks can be substituted universally for conventional code-

books while no dedicated detection and handover related technologies are operated between proposed

codebooks and conventional codebooks. Hence, we can say that our method does not increase the over-

heads on virtualization of C-RAN while improving the target performance. Furthermore, robust secrecy

performance of proposed codebooks can be retained well even when the signal-to-noise ratio (SNR) at

the eavesdropper is 10 dB higher than that at the legitimate receiver.

The remainder of this paper is organized as follows. Section 2 introduces the system model. Design

framework for quantization codebook in C-RAN is proposed in Section 3 and simulation results are

presented in Section 4. Finally, we conclude our work in Section 5.

Notation: Boldface is used for matrixes A. AH respectively denotes the conjugate transpose of ma-

trix A. ‖·‖ denotes the Euclidean norm of a vector or a matrix. E {·} is the expectation operator. [·]+
represents max (0, ·).

2 System model

Consider an SDN based C-RAN system in Figure 1(a) where the system security is enhanced via physical

layer techniques, e. g., virtual BS (VBS), to reduce the amount of confidential information intercepted

and improve the delivery efficiency of legitimate information. Particularly, a downlink C-RAN system

adopting FDD pattern, as shown in Figure 1(b), is researched in which RRHs with NT antennas are con-

nected with virtual BBU pools via fiber front-hauls. Moreover, large-scale single-antenna legitimate users

and single-antenna eavesdroppers coexist in the network. Those eavesdroppers are mutually independent

and unknown, and each of them overhears the downlink secrecy information intended for the user of

interest. We denote
√
βk,nhk,n as the legitimate channel between the nth RRH and the kth legitimate

user, and
√
αk,ngk,n as the channel from the nth RRH to the eavesdropper overhearing the kth user. βk,n

and αk,n obey the large scale fading which is caused by, e.g., path loss and shadow fading. We assume

that the small scale fading vectors (i.e., hk,n and gk,n) satisfy hk,n ∼ CN (0,I) and gk,n ∼ CN (0,I).

Furthermore, each legitimate user is served by one sole RRH. The beamforming vector between the nth

RRH and its serving user (i.e., user k) is given as wn. In general, wn is generated based on the quan-

tized CSI which is derived at user k from the quantization codebook and then conveyed back to RRH
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n through limited-feedback channels. For simplicity, we denote the RRH set and user set in C-RAN as

M = {1, . . . ,M}, K = {1, 2, . . . ,K} respectively. Thus, the received information at arbitrary legitimate

user k and its eavesdropper in the network can be given respectively as

yk =
√
Psβk,nhk,nwnxn +

√
Ps

∑
m 6=n,m∈M

√
βk,mhk,mwmxm

︸ ︷︷ ︸
inter−RRHinterference

+nk, k ∈ K, (1)

and

yE,k =
√
Psαk,ngk,nwnxn +

√
Ps

∑
m 6=n,m∈M

√
αk,mgk,mwmxm + nE,k, k ∈ K, (2)

where xk is the transmitted symbol for the kth user. Ps is the power budget at each RRH. nk and nE,k

is respectively the additive white Gaussian noise (AWGN) with σ2
k variance at the kth user and σ2

E,k

variance at its eavesdropper.

2.1 Eavesdropping and secrecy sum-rate model

We assume that each eavesdropper can acquire perfect CSIs between all activated RRHs and itself. It is

however noted that this is a quite pessimistic assumption because limited downlink pilot resources make

it difficult for the eavesdropper to perform accurate estimation for so many channels simultaneously. As

a worst case, the eavesdropper is also able to cancel the received signals except the signal intended for

the user of interest, e. g. user k. Since the transmitter uses independent wiretap codebooks for each user,

an achievable secrecy sum rate in C-RAN with M RRHs can be given by [19]

Rs =

M∑

k=1

Rs,k =

M∑

k=1

[log2 (1 + SINRk)− log2 (1 + SINRE,k)]
+
, (3)

where SINRk and SINRE,k respectively denote the signal to interference plus noise ratios (SINR) for

message xk at the user k and its eavesdropper, which are given by

SINRk =
(βk,nPs/σ

2
k)w

H
nh

H
k,nhk,nwn

1 + Ps/σ2
k(
∑

m 6=n,m∈MwH
mβk,mhH

k,mhk,mwm)
, SINRE,k =

(
Psαk,n/σ

2
E,n

)
‖gk,nwn‖2. (4)

It is noted that the wiretap codebook used herein is not our quantization codebook to be designed.

Actually, the two types of codebooks are totally different.

2.2 Scheduling and CSI feedback model

In C-RAN, the joint scheduling of users and RRHs is an essential task for reducing the co-channel

interference. We, in this paper, adopt the scheduling framework proposed in [15]. When the scheduling

operation for RRHs and legitimate users is completed, each legitimate user will be served by only one

anchor RRH. The set M and K is assumed to be determined before we conduct any type of codebook

design. Note that our newly-designed codebook can be applied to any scheduling algorithm in FDD

C-RAN systems.

As to the CSI estimation, the large-scale fading factor is a long term statistic and can be extracted from

the uplink reference signal by exploiting its reciprocity. We assume that C-RAN has the knowledge of all

large-scale fading factors between each RRH and each legitimate user. In terms of the small-scale fading,

each of scheduled legitimate users is assumed to have perfect downlink fading channel information, based

on which its channel direction is then quantized as an unit-norm vector from a predefined codebook of

unit-norm row vectors: V = {c1, . . . cN} , N = 2B. In particular, when copt is finally chosen from the

codebook V at user k, the beamforming vector wn satisfies wn = copt.

As to the CSI feedback pattern, since RRHs and users are randomly distributed, it is more reasonable

to adopt the disjoint feedback mechanism [15] in which each user just quantizes downlink channels from

RRHs in RRH cluster to itself as codewords and delivers its codeword indexes back to its anchor RRH.
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2.3 Quantization codebook generation model

In this subsection, a clustering communication model is provided as a guideline for quantization codebook

generation, which can be then extended naturally to C-RAN systems. We propose to cluster RRHs and

users so that each cluster includes one RRH, one target legitimate user and one eavesdropper. This

operation is also exploited in [19–21] and considered as a worst case for performance analysis in a cellular

communication system subjected to non-colluding eavesdropping behaviors. Based on those models, we

consider a more practical scenario where RRH in each cluster also has to leak its information to nodes

belonging to other surrounding active clusters. We define this type of cluster as a reference scenario where

a Quantized-CSI-feedback (QCF) based communications model is formulated and shown in Figure 1(c).

Specifically, the link between the RRH and its eavesdropper is defined as the information leakage link to

eavesdropper (ILLE) and the legitimate link between the RRH and other legitimate users is denoted as

the information leakage link to legitimate (ILLL) users.

In the following, we will give detailed backgrounds and physical motivations for developing QCF model.

In general, two vital points need to be considered for C-RAN in terms of CSI quantization.

1. Cooperative RRHs engender great difficulties for the downlink CSI quantization and induce sig-

nificant quantization errors. Particularly, the combination of channels between users and cooperative

RRHs (even with two cooperative RRHs) can generate a complicate, unmeasurable and unpredictable

high-dimension space. Take a two-RRH cluster for example. The channel magnitude and phase of the

composite channel at user k, denoted as
[√

βk,1hk,1

√
βk,2hk,2

]
, can vary significantly with large-scale

factors βk,1, βk,2 which are usually determined by user behaviors.

2. The ubiquitous interference induced by surrounding RRHs is hard to estimate and eliminate, thus

impeding the precise and deterministic quantization for downlink channels through an unique codebook.

Fortunately, our proposed QCF model has the following benefits:

1. Codebook generation is based on a sole wireless channel between the anchor RRH and its serving

user, thus facilitating the channel quantization.

2. Information leakage at the transmitter can be controlled by redesigning the waveform directly during

the process of quantization codebook design.

3. The generated codebook can be generalized to cooperative scenarios supporting user and RRH

scheduling functionality, despite the fact that QCF model is solely designed for codebook design rather

than user scheduling.

Under QCF model, the received signals at the legitimate user and its eavesdropper at ILLE can be

given as

yk =
√
Psβk,nhk,nwnxn + zk and yE,k =

√
Psαk,ngk,nwnxn + nE,k, k ∈ K, n ∈ M, (5)

where zk =
√
Ps

∑
m 6=n,m∈M

√
βk,mhk,mwmxm + nk is equivalent noise with its power defined as σ2

k,equ.

yE,k is obtained by assuming the worst case described in Subsection 2.1. To measure the level of in-

formation leakage at ILLL, the concept of signal-to-leakage-and-noise ratio (SLNR) is considered in this

paper. Recall that SLNR is defined as the ratio of received signal power at the desired user to received

signal power at the other terminals (the leakage) plus noise power. For an arbitrary RRH n, its SLNR is

defined as

SLNRn =

Ps

σ2
k,equ

βk,nw
H
nh

H
k,nhk,nwn

1 + Ps

σ2
k,equ

wH
n (

∑
i6=k,i∈K βi,nh

H
i,nhi,n)wn

def
=

Ps

σ2
k,equ

βk,nw
H
nh

H
k,nhk,nwn

1 + γequ,nwH
nh

Hhwn
, (6)

where h has the same statistical distribution as hk,n and γequ,n is a constant of limited value, influenced

by the interference level.
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Figure 2 (Color online) (a)(b) A geometric interpretation for quantized codeword vectors, channel direction vectors and

corresponding win-win and tradeoff regions. Especially, an eavesdropper’s channel direction vector is distributed randomly

in the whole space composed of win-win and tradeoff regions. Those two kinds of regions are complementary. Quantization

cell of a codeword functions to quantize a channel direction vector located in the cell as the codeword; (c)(d) the relationship

of novel codewords in V-WVD codebooks with the eavesdropper’s channel direction vector.

3 Design framework for quantization codebook in C-RAN

3.1 Advanced channel quantization method for QCF model

3.1.1 Rethinking conventional channel quantization method

Problem 1. Conventional channel quantization focuses on the point-to-point or single-user channel and

its performance optimization, e.g., maximizing minimum distance which is defined in a Grassmannian

line packing problem [22] or minimizing the quantization loss of capacity. However, in the wireless

multiuser environment with large-scale communication nodes (i.e., legitimate users and eavesdroppers),

the information leakage of each node manifests inevitably in the form of interference to other nodes

and/or via the patterns of secrecy loss. The conventional quantization method is thus no longer suitable

for proposed QCF model. Furthermore, as the channel dimension increases, the information transmission

efficiency is further deteriorated by the limited-precision codewords and the level of information leakage

is reinforced unexpectedly, thus incurring serious interference and security problems.

3.1.2 Novel quantization method towards two users: exploiting the statistical distribution of the legitimate

user’s channel and eavesdropper’s channel simultaneously

To explain the consideration, we focus on the one-time random channel realization, analyse the possible

phenomenon, give the corresponding interpretation and then extend the result to the codebook design

under ergodic realization.

As is shown in Figure 2 (a) and (b), the effect of eavesdropping behaviors on the codeword generation

is interpreted geometrically. When the eavesdropping behavior happens, codeword vectors selected from

conventional codebooks will actuate secrecy information leakage. The leakage level is influenced by

the location of the eavesdropper’s channel vector in the space. To reduce the leakage by using new

codewords, the adaptive revision of the codewords is necessary and determined by the region that the

eavesdropper’s channel vector is located in. Generally, perfect positioning and precise tracking for the

CSI of an eavesdropper is impossible for the legitimate transceiver pair. However, when considering the

traditional ergodic fading scenario, an interesting division for the space experienced by eavesdropper’s

channel vectors can be formulated and the whole space can be divided into two regions, namely tradeoff

region and win-win region respectively. These space partitions can help us find a valuable quantization

method. The sizes of these partitions are determined by several factors, e.g. the size of quantization cell,
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the relative location between legitimate user’s channel vector and eavesdropper’s channel vector.

The tradeoff region. This region can be seen as a Voronoi region of a spherical cap. When falling

into this region, the channel vector of an eavesdropper is in close proximity to that of a legitimate

user. However, it is impossible that a desirable codeword attempting to obtain secrecy rate gain can be

generated via improving beamforming gain. There are two reasons: the first is that more beamforming

gain is hard to obtain due to quantization errors. The second is that the improvement of beamforming

gain can extremely benefit the eavesdropper as well. Thus the ultimate result for the adaptive revision

of a new codword is that it will compel systems to sacrifice bemaforming gain for secrecy rate gain.

The win-win region. This region is a complementary space of the trade-off region. When the

eavesdropper’s channel vector is located in this region, the new codeword can not only be closer to

the orthogonal vector of the eavesdropper’s channel vector but also be nearer to the channel vector of

the legitimate user, which means that both improving beamforming gain and secrecy rate gain can be

achieved in this context.

Based on the two regions, we consider the ergodic fading situation and have:

Proposition 1. Given that ergodic fast Rayleigh fading channels are experienced, novel codewords

could be generated both with better measure of the legitimate user’s channel and improved secrecy from

the point of view of ergodic rate.

According to the random matrix theory, the random Gaussian channel matrix is bi-unitarily invariant

and its channel vector is uniformly distributed over the manifold. Based on the geometry method, the

quantization cell of conventional codebooks affects and restricts the relative location of channel vectors

due to the influence of quantization errors. By comparing the angles between two channel vectors, it can

be easily calculated and outlined that the win-win region in high-dimension space is more dominant to

be experienced than the tradeoff region for the ergodic fading environment.

3.2 Novel quantization codebook design

3.2.1 Secrecy-oriented criterion for quantization codebook design

In this subsection, we provide a formulized solution for the criterion design by adopting an optimum

secure beamforming method. With the beamforming vector quantized, a design criterion of quantization

codebook can be then derived.

Remark 1. In the optimum secure beamforming method, perfect CSIs for legitimate users and eaves-

droppers are assumed to formulate the criterion under an information-theoretic framework. This theo-

retical framework provides a guideline for the practical criterion implementation which is based on the

offline training approach shown in Subsection 3.2.4. All the channels in the training are both unknown

except their statistical distribution and both selected from a common dictionary satisfying the statis-

tical distribution. Specifically, we define the dictionary as P = {Gi}Ti=1, where T is the number of

channel samples. Gi is the random and memoryless channel realization under the statistical distribu-

tion (e.g., ergodic fast Rayleigh fading). For simplicity, we let Psβk,n/σ
2
k,equ

def
= γL, Psαk,n/σ

2
E,k

def
= γE,

w = {wn|n ∈M}, G = [hH
k,n, g

H
k,n]

H, and ΣLG = {hk,n|k ∈ K, n ∈M}, ΣEG = {gk,n|k ∈ K, n ∈M},
ΣL = [ 1 0 ],ΣE = [ 0 1 ] According to [12], the achievable secrecy rate for (5) with beamforming can be

written as

RBF
S =

[
max

w:‖w‖2=1
log2

(
1 + γLw

HGHΣH
LΣLGw

1 + γEwHGHΣH
EΣEGw

)]+
. (7)

Under the power constraint P , the maximum achievable secrecy rate can be determined as

RBF
S = [log2λmax (A (G, γL) ,B (G, γE))]

+
, (8)

and the corresponding optimal beamforming vector is given by

wopt = ϕmax (A (G, γL) ,B (G, γE)) , (9)
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where A (G, γL) = INT + γLG
HΣH

LΣLG and B (G, γE) = INT + γEG
HΣH

EΣEG. λmax (A,B) is the

maximum eigenvalue of B−1A. ϕmax (A,B) is the generalized eigenvector corresponding to λmax (A,B).

The ergodic secrecy rate adopting (9) is derived as follows:

RErg
S = E

{
[log2λmax (A (G, γL) ,B (G, γE))]

+
}
. (10)

Remark 2. By assuming that in each channel realization the optimal beamforming vector is adopted,

ergodic secrecy rate is obtained, which actually serves as an upper bound rate for limited-feedback systems

and acts as a benchmark for the following calculation of the loss of ergodic secrecy rate due to the channel

quantization.

Generally, a quantization version of wopt can be given by vL = Q (wopt) where Q is the quantization

function. The ergodic secrecy rate under this quantized beamformer is further represented by

RErg,Q
S = E

{[
log2

(
1 + γLv

H
LG

HΣH
LΣLGvL

1 + γEvH
LG

HΣH
EΣEGvL

)]+}
. (11)

Therefore, ergodic secrecy rate loss due to the beamforming quantization is denotes as

RQ,loss
S = RErg

S −RErg,Q
S . (12)

Intuitively, it is difficult to obtain a specific criterion for designing codebooks. In the following, we provide

an efficient methodology for further simplification and formulate the concept of QES. For simplicity, we

let A = A (G, γL) ,B = B (G, γE) and C = λmax (A (G, γL))B (G, γE).

Definition 1. Based on (12), the QES criterion tailored for V-WVD codebook design can be given by

RQES = E

{
log2

(
λmax (A,B)

vH
LBvL

vH
LAvL

)}
. (13)

Proof. We firstly focus on the first term of RQ,loss
S in (12). If λmax(A,B) > 1, the first term will be

E{log2λmax(A,B)}, otherwise zero. Secondly, we denote an arbitrary rayleigh entropy as Z =
vH
L AvL

vH
L BvL

.

According to the property of rayleigh entropy, there exists λmin(A,B) 6 Z 6 λmax(A,B). Therefore,

if there exists λmax(A,B) > 1, λmin(A,B) > 1, RQ,loss
S is equal to E{log2(λmax(A,B)

vH
L BvL

vH
L AvL

)}. Or if

λmax(A,B) > 1, λmin(A,B) < 1, then RQ,loss
S will be E{log2(λmax(A,B))} − E{[log2(v

H
L AvL

vH
LBvL

)]+}. How-
ever, in each channel realization our focus is the loss of the non-zero secrecy rate which means

vH
L AvL

vH
L BvL

> 1,

thus QES will be equal to E{log2(λmax(A,B)
vH
L BvL

vH
L AvL

)}. Moreover, if λmax(A,B) < 1 the second part will

be zero, which means that the secrecy rate is zero and is not our focus. Note that the number of channel

realizations satisfying RErg,Q
S > 0 is much larger than that satisfying that RErg,Q

S = 0, if we exploit the

suitable codeword selection criterion [17]. This property means that the term of secrecy rate equal to

zero can be ignored and E{log2(λmax(A,B)
vH
L BvL

vH
L AvL

)} is a reasonable criterion for QES. Then the proof is

completed.

Lemma 1. Under the fixed power constrain at the transmitter, for the Hermitian matrices A and B,

there exists

λmax (A,B) 6 λmax

(
B−1

)
λmax (A) . (14)

Proof. For an arbitrary matrix A, λmax (A) can be seen an induced norm such as ‖A‖α with α = 2

which is usually seen as L2-induced norm. Generally, for arbitrary induced norm, there exists the following

inequalities [23]:

‖B−1A‖α = max
x 6=0

‖B−1Ax‖α
‖x‖α

6 max
x 6=0

‖B−1(Ax)‖α
‖Ax‖α

max
x 6=0

‖Ax‖α
‖x‖α

= ‖B−1‖α‖A‖α. (15)

When α = 2, we can easily transform the above inequality into λmax

(
B−1A

)
6 λmax

(
B−1

)
λmax (A). It

has been proved in [24] that λmax

(
B−1A

)
is approximately λmax

(
B−1

)
λmax (A) when the eigenvectors

of two matrixes B−1 and A vary slowly.
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Remark 3. When the eigenvectors of two matrixes B−1 and A vary slowly, it means that the CSI

of the eavesdropper is approximately equal to that of the legitimate user. Actually, it can be seen as a

case where an eavesdropper is located around the legitimate user and has similar wireless propagation

conditions with the legitimate user. Therefore, this upper bound can be achieved and further used for

criterion simplification.

Theorem 1. According to the above lemma, under the fixed power constrain at the transmitter, the

upper bound of QES in (13) will be given by

RQES
6 RQES

upper= E

[
log2

(
vH
LCvL

vH
LAvL

)]
. (16)

Proof. Since the matrix B is a positive definite Hermitian matrix with the largest eigenvalue 1 +

γEΣEGGHΣH
E and smallest eigenvalue 1, B−1 has the largest eigenvalue satisfying λmax(B

−1) = 1

and smallest eigenvalue satisfying λmin(B
−1) = 1

1+γEΣEGGHΣH
E

. Therefore, we can derive the upper

bound of λmax(A,B) in (13) as λmax(A) according to the lemma 1. Because of the convex property of

log function, an upper bound of (13) is obtained as (16). The proof is completed.

When further simplifying the upper bound in (16), we have:

RQES
upper=−E

[
log2

(
1−

(
1− vH

LAvL

vH
LCvL

))]
(a)≈ 1

ln2
E

(
1− vH

LAvL

vH
LCvL

)
, (17)

where (a) is obtain by taking the first order approximation using ln(1 − x) ≈ −x. The approximation is

important as it provide an efficient design guideline for codebook design method and is well justified in

the high power and high resolution regime (large N). To minimize RQES
upper in (17), we design a quantizer

Q
(
Q : CNT → V

)
satisfying:

max
Q(•)

E

[
vH
LAvL

vH
LCvL

]
. (18)

Secrecy-quality measure. We define S (vL) =
vH
L AvL

vH
LCvL

as a secrecy-quality measure. Then the

secrecy-oriented criterion is equivalent to maximize the average secrecy-quality measure.

3.2.2 Achieve interference reduction by reconsidering the structure of secrecy-oriented criterion

In this subsection, we show how the secrecy-oriented criterion can bring interference reduction gains.

Proposition 2. The offline training-based optimization for (18) under high SNR can be equivalent to

maximizing the SLNR subjected to quantized beamforming vL.

We denote the expansion of (18) as max
Q(•)

E
[

vH
L hH

k,nhk,nvL

1+Psαk,n/σ2
E,k

vH
L gH

k,n
gk,nvL

]
. To optimize the criterion, we

adopt the training-based approach which can be detailed in Subsection 3.2.4. Based on this approach, gk,n
and hk,n in the expectation item are both selected from the dictionary to approximate the expectation

operator. As shown in Section 2, eavesdroppers have the same channel distribution as the legitimate

users, which means that all types of channels can share a common dictionary. Thus, optimizing gk,n from

P in the denominator of the expectation item can be deemed equivalently as optimizing a legitimate

channel vector sampled from P , that is to say,

max
Q(•)

E

[
vH
Lh

H
k,nhk,nvL

1 + Psαk,n/σ2
E,kv

H
L g

H
k,ngk,nvL

]
Equivalent←−−−−−→ max

Q(•)
E

[
vH
Lh

H
k,nhk,nvL

1 + Psαk,n/σ2
E,kv

H
Lh

HhvL

]
, (19)

where h is shown in (6) and can be the channel sample selected from P . Based on the above interpretation,

the original secrecy-oriented design criterion can be interpreted as the maximum of the expectation of

SLNR, thus reducing its information leakage to eavesdroppers and interference to other co-channel users

simultaneously.
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3.2.3 Constructing WVD based on secrecy-oriented criterion

According to the criterion (18), an optimum partition (Voronoi Region) for the ith codeword vector in

the kth partition can be defined as

R(k),i =

{
ĥH
L

∣∣∣
vH
(k−1),L,iAv(k−1),L,i

vH
(k−1),L,iCv(k−1),L,i

>
vH
(k−1),L,jAv(k−1),L,j

vH
(k−1),L,jCv(k−1),L,j

}
. (20)

The partition that is optimum for V is constructed by mapping each ĥH
L into v(k−1),L,i, i = 1, . . . , N

maximizing the secrecy-quality measure, that is, by choosing the maximum secrecy-quality measure or

farthest-neighbor codeword vector for each random channel vector. To further characterize the Voronoi

diagram, a distance measure between the codeword vector and the channel direction vector is defined as

do

(
v(k−1),L,i, ĥ

H
L

)
=

∣∣∣vH
(k−1),L,iĥ

H
L

∣∣∣
2

= cos
(
v(k−1),L,i, ĥ

H
L

)
, (21)

where ĥH
L = hL/‖hL‖. This measure is usually used for generating Voronoi diagram on the Grassmann

manifold G (NT, 1) which is a set of one-dimensional subspaces [22].

Theorem 2. The overall partition (20) constitute a compoundly weighted Voronoi diagram on G (NT, 1)

with multiplicative and additive weights. The corresponding Voronoi region of ith codeword vector

satisfies

R(k),i

(
W(k−1)

)
=

{
ĥH
L

∣∣∣ d
(
v(k−1),L,i, ĥ

H
L

)
> d

(
v(k−1),L,j , ĥ

H
L

)}
, ∀j 6= i, j = 1, . . . , N. (22)

The weight set W(k−1) = {w(k−1),1 . . . w(k−1),NT
} is dynamically updated and each element of this set

satisfies w(k−1),i = 1
1+γEv

H
(k−1),L,i

hH
EhEv(k−1),L,i

, hH
E ∈ CNT×1. d(v(k−1),L,i, ĥ

H
L ) is a weighted distance

measure satisfying:

d
(
v(k−1),L,i, ĥ

H
L

)
= w(k−1),i + f

(
w(k−1),i

)
do

(
v(k−1),L,i, ĥ

H
L

)
, (23)

where ĥH
L ∈ G(NT1). f(x) is a non-decreasing function with f(x) = xγL‖hL‖2. Intuitively, codeword

vectors that benefit eavesdroppers (small weight) tend to increase the distances do(v(k−1),L,i, ĥ
H
L ); vice ver-

sa, codeword vectors (large weight) tend to decrease the distances. Product f(w(k−1),i)do(v(k−1),L,i, ĥ
H
L )

can be viewed as an operator which “attracts” (increases overall distance measure) vectors hH
L that are

far away from v(k−1),L,i or the corresponding weight w(k−1),i is large. Likewise, they “repels” (decreas-

es overall distance measure) such vectors hH
L that are close to v(k−1),L,i or are quantized with small

w(k−1),i. Using addition operation of weight for distance measure has the same intuitive interpretation

shown above.

3.2.4 Codebook generation algorithm

In this subsection, we first propose to extend the VQ method to WVD and formulate a V-WVD framework

for novel codebook generation. To facilitate the offline operation, plentiful channels G are selected

ergodically from the dictionary P , which provides sufficient channel samples and accommodates the

requirements of statistical properties during the criterion optimization. Codewords for beamforming are

iteratively generated and improved, and a quantization codebook can be constructed ultimately. The

procedure is given as follows:

I. Initializing Codebooks: Select a conventional codebook as an initial codebook V satisfying V(0) ={
v(0),L,1,v(0),L,2, . . . ,v(0),L,N

}
with N = 2B. Each codeword vector v(0),L,i ∈ CNT×1, i = 1, . . . , N has

unit norm. At first, the number of iterations k is set to be k = 1.

II. Generating V-WVD Based Codebooks:

Step 1. Nearest neighborhood condition (NNC): The above partition in (22), a kind of farthest-point

WVD, is adopted as a extension of NNC [25] to the maximum operation.
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Step 2. Centroid condition (CC): The codebook V is updated in this step by optimizing each v(k),L,i.

For a partition R(k),i, 1 6 i 6 N , the new codeword vector satisfies

v(k),L,i = arg max
‖vL‖=1

{
E

[
vH
LAvL

vH
LCvL

]∣∣∣∣ ĥ
H
L ∈ R(k),i

(
W(k−1)

)}
. (24)

The centroid condition exploited above is to estimate optimal vectors constrained by the “hidden” vari-

able G obeying a certain distribution. This can be solved by the Expectation Maximization (EM) method

proposed in [26]. In particular, we want to maximize the function expectation on the channel samples

which follows a certain unknown distribution. We can construct a lower-bound to the expectation oper-

ation, whereas the CC step optimizes the bound, thereby improving the estimate for vectors located in

the certain distribution space.

Proposition 3. To determine the corresponding suboptimal codeword vector within each space parti-

tion, we derive a lower bound of the function E
[
vH
LAvL

vH
L CvL

]
on the variables of channel vectors located in

the partition as the following:

E

[
vH
LAvL

vH
LCvL

]
>

vH
LA∗vL

vH
LB∗vL

, (25)

where B∗ = INT + E
(
γEG

HΣH
EΣEG

)
and A∗ = E

[
INT

+γLG
H
Σ

H
LΣLG

(1+γLΣLGGHΣH
L )

]
.

Proof. We define m = vH
L

I+γLG
H
Σ

H
LΣLG

(1+γLΣLGGHΣH
L )
vL and z = γEv

H
LG

HΣH
EΣEGvL, then the expectation item

in (24) will be transformed into Em,z(
m

1+z ). The variable m and z can respectively be transformed

into m =
1+γL‖G

H
Σ

H
L ‖

2
β2

(1+γLΣLGGHΣH
L )

and z = γE‖GHΣH
E‖2β1. For an arbitrary channel model h satisfying

h ∼ CN (0, INT), the channel amplitude ‖h‖ is independent of the channel direction h/‖h‖. Thus∥∥GHΣH
L

∥∥2, β2 are mutual independent while
∥∥GHΣH

E

∥∥2, β1 are also mutual independent. Then we can

obtain that
∥∥GHΣH

L

∥∥2,
∥∥GHΣH

E

∥∥2
, β1, β2 are mutual independent, which means that the variable m is

independent of the variable z. Therefore, we have

E

[
vH
LAvL

vH
LCvL

]
= Em,z

(
m

1 + z

)
(b)

> Em

(
m

1 + E (z)

)
=

vH
LE[

INT
+γLG

H
Σ

H
LΣLG

(1+γLΣLGGHΣH
L )

]vL

vH
L [INT + γEE(ΣLGGHΣH

E)]vL
. (26)

(b) is obtained according to Jensen’s inequality for the convex function. The proof is then completed.

The lower bound can be interpreted as a worst and practical case where the eavesdropper has higher

SNR level than the legitimate user or the case where the generated codebook has high resolution N .

Then, we simplify (24) as the following:

v(k),L,i = arg min
‖vL‖=1

(
vH
LB∗vL

vH
LA∗vL

∣∣∣∣ ĥ
H
L ∈ R(k),i

(
W(k−1)

))
. (27)

We use GEVD (Generalized Eigenvalue Decomposition ) to solve the above minimization problem and

obtain the suboptimal codeword vector in kth iteration as follows:

v(k),L,i = ϕmax (B∗,A∗) , i = 1, . . . , N. (28)

Remark 4. The rayleigh entropy as shown in (27) guarantees the algorithm has a monotonic conver-

gence property. Moreover, during the implementation of the algorithm, the statistical matrix B∗ and A∗

can be estimated with an experimental expectation from the training channel vectors belonging to R(k),i.

Step 3. Updating codebook and weight: Codebook V(k−1) is updated by substituting codeword vectors

in (28) for those in the previous iteration process. Moreover, updating the weight set is performed as

W(k−1) =W(k) after obtaining new weights w(k),i, i = 1, . . . , N .

The above three procedures are iterated until the convergence.
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3.2.5 Codeword selection mechanism

Since the legitimate user can only know its own perfect CSI, the suitable selection of codeword vector

for the legitimate user is defined below: v
opt
L = arg max

vL,i∈V

1+γLv
H
L,iG

H
Σ

H
LΣLGvL,i

1+γLΣLGGHΣH
L

, where V is the V-WVD

based codebook obtained in the previous subsection. The strategy suggests that a legitimate user should

pay more attention to its channel direction in high-SNR and high-resolution situation when there exists

an eavesdropper.

3.3 Secrecy-quantization loss analysis for codebook generation

In this subsection, we give the analytical expressions for the upper bound of QES. Take the QCF model

with RRH n for example. According to (17), we firstly obtain

E

{
log2

[
vH
LCvL

vH
LAvL

]}
= E‖gk,n‖

2,β1

{
log2

(
1 + γE‖gk,n‖2β1

)}
+ E‖hk,n‖

2,β2

{
log2

1 + γL‖hk,n‖2

1 + γL‖hk,n‖2β2

}
, (29)

where β1=
∣∣vH

L

gH
k,n

‖gk,n‖

∣∣2 and β2=
∣∣vH

L

hH
k,n

‖hk,n‖

∣∣2. To further give a theoretical expression of (29), we adopt the

Voronoi region approximation method [17] to characterise the pdf of β1 and β2 in which an approximate

pdf yielding a performance upper bound can be achieved. Specifically, the statistical characterization of

β2 can be given as [17]

fβ2 (x) = 2B (NT − 1) (1− x)NT−2
, ζ < x < 1, (30)

where ζ = 1 − 2−B/(NT−1). β2 denotes the level of similarity between the selected codeword vector and

the channel vector of the legitimate user. However, due to the randomness of the eavesdropper’s channel,

it is a difficult task to evaluate β1 which represents the level of similarity between the selected codeword

vector and the eavesdropper’s channel vector. We consider two cases as shown in Figure 2 (c) and (d): the

desirable case where β1 has the same pdf as 1−β2 and the undesirable case in which β1 has the same pdf

as β2. The two cases are defined for better measuring the ability of codebook to compel eavesdropper’s

channel direction vector to stay far away from the selected codeword vector. The former shows that the

eavesdropper’s channel vector is located in the region of quantization cell of the orthogonal vector of

the selected codeword vector for the legitimate user and the latter demonstrates that the eavesdropper’s

channel vector is located in the quantization cell of the selected codeword vector. It is noted that only one

of two cases is encountered in one channel realization. However, for the ergodic channel realizations, two

cases may alternately appear, thus incurring difficult performance analysis. As two extreme examples,

only the desirable or undesirable case occurs during overall channel realizations, which produces two

kinds of upper bound of QES. Two corresponding analytical integral-form expressions are shown in (31),

(32) and (33), respectively.

RQES
upper,undesirable = 2B (NT − 1) log2e

NT−1∑

j=0

γ−j
E

∫ 1

ζ

(1− x)NT−2
x−je1/(γEx)Γ

(
−j, 1

γEx

)
dx+ η, (31)

RQES
upper,desirable = 2B (NT − 1) log2e

NT−1∑

j=0

γ−j
E

∫ 1−ζ

0

xNT−j−2e1/(γEx)Γ

(
−j, 1

γEx

)
dx+ η, (32)

η =
(NT − 1)

ln 2

∞∑

k=1

2−Bk/(NT−1)

k (k +NT − 1)

Γ (k +NT)

Γ (NT)
γkL2F0 (k +NT, k; ;−γL) . (33)

4 Simulation results

In this section, we simulate the performance of the proposed codebook framework in QCF model and

describe the emulation when it is extended to the C-RAN scenario in which ILLL and ILLE are more
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Table 1 Simulation configuration for applying V-WVD based codebooks to C-RAN systems

Parameter Value

Path-loss model L
(

dk,n
)

148.1+37.6 log 10(dk,n) (dB)

Standard deviation of log-norm shadowing sk,n 8 dB

Noise power (10 MHz bandwidth) −102 dBm

Maximum transmission power of each RRH 25 dBm

Power gain of transmission antennas ψk,n 9 dBi

Number of transmission antennas NT 4

Covering radius R of C-RAN 2 km

Distribution of RRHs and users uniform distribution

Scheduling algorithm and transmission strategy JDCUS, CB [15]

Number of RRHs in each RRH cluster 2

prevalent. To give the specific simulation configuration, we firstly classify the required configurations as

two categories: codebook training configuration, codebook application configuration.

Codebook training configuration. In this configuration, we consider the conventional codebooks

as the initial codebooks, including Grassmannian codebook, random vector quantization (RVQ) code-

book and discrete fourier transform (DFT) codebook. For simplicity, they are respectively denoted as

codebook I, II and III. To improve the secrecy rate with low feedback overheads, the size of codebooks

N = 2B is configured with B = 4 for every codebook. The number of transmit antennas NT is set to 4.

During each codebook realization, the SNR of legitimate user is assumed to be identical with that of the

eavesdropper.

Codebook application configuration. For the QCF model, in Figure 3 (a)–(d) and Figure 4(a),

we let γE = γL, while we let γE 6= γL in Figure 4(b) to verify that our codebooks generated at γE = γL
have robust performance with no information of SNR at the eavesdropper. The SNR differences between

the legitimate users and eavesdroppers can further reflect the unpredictability of interference level in

C-RAN. The large-scale fading factors are given as βk,n, αk,n ∼ {10−L(dk,n)/20
√
ψk,nsk,n, ∀k, n}, and the

related parameters are defined in Table 1. In general, multiple drops should be simulated due to the

inevitable effect of the large-scale fading. Therefore, our simulation runs consist of 100 user and RRH

drops, during each of which K users and M RRHs are respectively dropped into a circular region with

radius R. During each drop, we further perform 1000 independent Rayleigh fading channel realizations

to calculate average sum-rate.

4.1 Advantages of V-WVD framework in QCF model

In this subsection, we compare the numerical results of both V-WVD based codebooks and conventional

codebooks in the respect of average secrecy rate and transmission rate.

In Figure 3(a), we compare the convergence of the codebook generation under V-WVD framework

with T = 10000 channel samples. Based on (27), we define the measure for the kth iteration as follows:

S
(
v(k),L

)
=

1

T

N∑

i=1

|R(k),i|∑

j=1

vH
(k−1),L,iB∗ (Gj)v(k−1),L,i

vH
(k−1),L,iA∗ (Gj)v(k−1),L,i

.

The iteration is terminated when {S(v(k−1),L)− S(v(k),L)}/S(v(k),L) 6 0.0005. Obviously, the algorithm

converges in fewer than 50 iterations, verifying the convergence property of V-WVD based codebooks.

Average secrecy rate gain. Figure 3 (b) and (c) compare the average secrecy rates of various

codebooks. Observe that V-WVD based codebooks can bring higher average secrecy-rate gains compared

with all the corresponding conventional codebooks. The reason is that codeword vectors in V-WVD based

codebooks, relatively to that in conventional codebooks, can reshape the transmitted beams and direct

them into a suitable region with higher average secrecy rate gain. We respectively plot the analytical

curves of the QES upper bounds and the simulated curve of the ergodic secrecy rate loss in Figure 3(d).



Xu D Y, et al. Sci China Inf Sci April 2017 Vol. 60 040303:14

V-WVD codebook-III

V-WVD codebook-II

V-WVD codebook-I

No. of iterations

0      5     10    15    20    25    30    35    40

7

6

5

4

3

2

1

0

lo
g

2
S
(v

(k
),

L
) 

(b
it

/s
/H

z)
25dB

20dB

15dB

10dB

5dB

0dB

(a)

Codebook-III

V-WVD codebook-III

Codebook-I

V-WVD codebook-I

2.2

2.0

1.8

1.6

1.4

1.2

1.0

0.8

S
ec

re
cy

 r
at

e 
(b

it
/s

/H
z)

0          5          10        15         20        25
γL (dB)

(b)

Codebook-II

V-WVD codebook-II

2.2

2.0

1.8

1.6

1.4

1.2

1.0

0.8

S
ec

re
cy

 r
at

e 
(b

it
/s

/H
z)

0          5          10        15         20        25
γL (dB)

(c)

Analytical upper bound: 
undesirable case
Analytical upper bound: 
desirable case
Simulated

12

10

8

6

4

2

0

S
ec

re
cy

 r
at

e 
lo

ss
 (

b
it

/s
/H

z)

0          5          10        15         20        25
γL (dB)

(d)

Figure 3 (Color online) Performance comparison between V-WVD based codebooks and conventional codebooks. (a) Con-

vergence history of the V-WVD based codebook generation algorithm under different γL; (b) and (c) secrecy rate versus

γL for various V-WVD based codebooks; (d) two upper bounds of QES versus γL and simulated ergodic secrecy rate loss.
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Figure 4 (Color online) Performance comparison between V-WVD based codebooks and conventional codebooks, respec-

tively in QCF model and C-RAN. (a) Transmission rate versus γL even with no eavesdropping in QCF model; (b) secrecy

rate versus γL under different γE in QCF model; (c) secrecy sum-rate versus the number of RRHs in C-RAN; (d) cumulative

distribution function of secrecy sum-rate in C-RAN.
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Figure 5 (Color online) Performance of proposed codebooks in C-RAN deployment I. (a) Topological graph for com-

munication nodes; (b) secrecy sum-rate of codebook I versus transmit power; (c) secrecy sum-rate of codebook II versus

transmit power; (d) secrecy sum-rate of codebook III versus transmit power.

Obviously, the analytical upper bound curve in the desirable case is closer to the simulated ergodic

secrecy rate loss than that in the undesirable case. This phenomenon verifies that the desirable case is

more likely encountered in the use of V-WVD based codebooks. That is to say, codewords in V-WVD

based codebooks can better position the eavesdropper’s channel vector to be around the quantization cell

created by the orthogonal vector of a codeword vector, if being suitably selected by the legitimate user,

which can be shown in Figure 2 (c) and (d).

Average beamforming gain. Figure 4(a) shows the performance of V-WVD based codebooks in

scenes without considering security. It is remarkable that this example determines whether the transceiver

pair needs the secrecy leakage detection for judging which codebook deserves being employed: V-WVD

based codebooks or conventional codebooks. As we expect, V-WVD codebooks perform a bit better than

the corresponding conventional codebooks. The simulation results verify our analysis in Proposition 2.

Figure 4(b) shows the robust performance of V-WVD based codebooks which are generated under γE =

γL. Its superiority over conventional codebooks is maintained well during the information transmission

even though γE is 10 dB higher than γL. This result is reasonable because the matching degree between

channel vectors and codeword vectors have more influence on the ergodic rate loss than the discrepancy

of magnitude within a certain range, e.g. 10 dB-difference in SNR. This results coincides with the related

conclusion in Subsection 3.2.5.

4.2 Advantages of V-WVD framework in C-RAN

In this subsection, we compare the performance of V-WVD based codebooks with that of conventional

codebooks in C-RAN systems. The performance includes two aspects: secrecy sum-rate gain, beamform-

ing gain or sum-rate gain.

Figure 4(c) shows the secrecy sum-rate gains of different quantization codebooks versus the number

of RRHs at Ps = 20 mdB. The number of RRHs are respectively given as 1, 5, 9, 13, 17, 21, while

the selected user are correspondingly restricted to 1, 3, 5, 10, 10, 10. As we can see, the secrecy sum-

rate increases with the number of RRHs in all codebooks. Moreover, the V-WVD based Grassmannian

codebook induces better gains compared with Grassmannian codebook, about 0.5 bit/s/Hz at M = 21.
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Figure 6 (Color online) Performance of proposed codebooks in C-RAN deployment II. (a) Topological graph for com-

munication nodes; (b) sum rate of codebook I versus transmit power; (c) sum rate of codebook II versus transmit power;

(d) sum rate of codebook III versus transmit power.

Figure 4(d) shows the CDF of secrecy sum-rate under 100 simulation drops with Ps = 25 mdB and

M = 19. The number of selected users is up to 10. As we can see, the V-WVD based Grassmannian

codebook brings better gains compared with Grassmannian codebook.

Figure 5 describes the secrecy sum-rate versus the transmission power. The topological graph reflects

the distribution of the users, eavesdroppers and RRHs in one drop. In this sense, the secrecy sum-rate

is a kind of average rate under this topological graph. Specifically, the blue, mauve, red and green

nodes respectively represent the active of scheduled RRHs, legitimate users, eavesdroppers and sleeping

RRHs. Each eavesdropper only overhears one anchor RRH of interest in the simulation no matter how

the clustering is performed. As shown in the figure, all of V-WVD BASED codebooks obtain the secrecy

sumrate gains which is respectively 1, 1.5 and 4 bit/s/Hz at SNR = 25 dB.

Figure 6 presents how V-WVD based framework can bring beamforming gains than conventional

codebooks in the uncertain environment with varied large-scale fading and interference. It is shown that

two curves that respectively denote V-WVD based Grassmannian codebook and Grassmannian codebook

almost coincide. As to the RVQ and DFT codebooks, the sumrate gain brought by V-WVD framework

is visible in which the former has 1 bit/s/Hz gain and the latter has 3.6 bit/s/Hz gain respectively at

SNR = 25 dB. This is because novel codebooks can effectively reduce the information leakage and improve

the beamforming gain even under the unpredicted information leakage for each user. This result accords

with what is shown in Figure 4(b).

5 Conclusion

In this paper, we proposed a novel quantization codebook framework to improve the physical layer security

of C-RAN system from the aspect of channel acquirement. By simplifying the C-RAN systems under

the eavesdropping environment, we redesigned security-oriented quantization codebooks effectively and

accommodated them with C-RAN systems. It is shown that beamforming gains and secrecy rate gains

can be both obtained in the proposed framework, with no extra feedback overheads and no increase in

the number of antennas from the point of view of ergodic rate. This framework can get rid of the burden
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of leakage detection techniques for secrecy information in the physical layer and does not increase the

overheads on virtualization of C-RAN while improving the performance needed.
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