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Abstract We propose a quantum public-key encryption (QPKE) protocol for an unknown multi-qubit state
based on qubit-wise teleportation. The private-key is a computational Boolean function, whereas the public-key
is a pair of a random bit string and a quantum state. A private-key corresponds to an exponential number of
public-keys. Security analysis showed that the proposed protocol has information-theoretic security from attacks
for the private-key and the encryption. A multi-partite quantum secret state sharing protocol is presented
based on the proposed multi-qubit-oriented QPKE protocol. Such secret state sharing protocol is information-
theoretically secure.
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1 Introduction

The characteristics of quantum teleportation are that the quantum state does not appear in the channel
and that only classical information is transmitted. Quantum teleportation emphasizes the interchange-
ability of different resources in quantum mechanics. A shared EPR (Einstein-Podolsky-Rosen) pair
together with two classical bits of communication is a resource that is at least equal to one qubit of com-
munication. Quantum information has revealed a plethora of methods for interchanging resources built
upon quantum teleportation, such as entanglement swapping [1,2] and quantum remote control [3]. A
complete hyperentanglement Bell-state analysis was proposed in [4], which is also applied to the quantum
teleportation of a particle in an unknown state in two different degrees of freedom. A quantum teleporta-
tion of multiple degrees of freedom was proposed in [5], which uses photon pairs entangled in two degrees
of freedom as a quantum channel for teleportation. In [6], a protocol was proposed that can be used
for teleporting living cells between two remote organisms. A mathematical formalism of teleportation in
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Table 1 The unitary operation that Alice can perform to recover the original state corresponding to Bob’s measurement

Bob’s measurement Alice’s state P;
|2F)1,2 aUy|0)s + BUk|1)3 I
[@7 )12 aUg|0)s — BUL|1)3 Z
@12 aUg|1)s + BUE|0)3 X
[T )12 aUg|1)s — BUL|0)3 ZX

terms of anti-conjugate linearity was developed in [7]. Moreover, the notion of teleportation extends to
a multi-qubit state [8-14], which is always realized by using multipartite entanglement. This method,
however, increases the complexity greatly with the number of parties involved. Another way to realize
it is through controlled teleportation, which is actually a “one-to-one” quantum information transmission
with the control of agents in a network. Entanglement generation and distribution were studied and de-
veloped in [15-17], which can be used for the experimental realization of teleportation. To resist quantum
attacks [18-20] on a public-key encryption protocol, we have come up with two ways to achieve this pur-
pose. One is to study a post-quantum public-key encryption protocol, such as a public-key cryptosystem
based on complexity under a quantum environment [21]. The other is to construct a quantum public-key
encryption (QPKE) protocol. Currently, QPKE [22-26], quantum secret sharing [27-36], and quantum
secure direct communication protocols [37—40] have attracted much attention, and the application of
teleportation to these protocols [41] is also in great demand. Gottesman [23] was the first to apply tele-
portation to QPKE of one-qubit. In his protocol, he achieved the goal of single-qubit teleportation. Since
2003, a series of QPKE protocols for quantum plaintext have been proposed [25, 26,42, 43]. However,
these QPKE schemes [25,26] have only achieved computational security. Liang et al. [43] proposed a
quantum-message-oriented QPKE protocol that claims to achieve information-theoretic security, but its
outcome is bounded information-theoretic security. As shown in [42], the protocol proposed in [43] can
be attacked via applying a Hadamard transformation to get the private-key. Thus far, there is no QPKE
protocol capable of transmitting a multi-qubit unknown state with information theoretic security. In
this paper, we apply qubit-wise teleportation to construct a QPKE protocol for transmitting a two-qubit
message and then generalize the protocol to send a multi-qubit message. A multipartite quantum secret
state sharing protocol is also proposed based on a multi-qubit-oriented QPKE scheme.

2 Preliminaries

2.1 Gottesman’s QPKE scheme

Gottesman proposed the first public-key encryption protocol with information theoretic security for a
single-qubit plaintext [23].
Key generation

(1) Alice randomly chooses k as a private-key. k is considered as the controlled element in the unitary
operation Ug.

(2) She uses Uy, to prepare her public-key |¢) = %(I ® Uk)(]0)]0) + [1)|1)).

(3) She then stores her public-key in the public-key registers.
Encryption

(1) Bob downloads Alice’s public-key from the public-key registers.

(2) Bob uses the said key to encrypt a quantum message |m1)1 = «|0)1 + 8|1)1, where |a|? +|38|*> = 1.
Bob teleports the quantum message through the public-key:

[m1)1l@)es = %(aloh +B11)1)(10)2 ® Ux[0)3 + [1)2 @ Uk[1)3). (1)

(3) Bob performs a Bell-state measurement on the first and second particles, and then he gets the
corresponding Pauli matrix P;. For instance, if the result of the measurement is [¥1), the corresponding
operation is Uy o X, and the Pauli matrix is X. A concrete situation is shown in Table 1.
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(4) Bob then sends Alice the ciphertext (P;, Uy P;|m1)1) along with the second particle of the public-key,
which is particle 3.
Decryption After receiving the ciphertext (P;,UyPi|m1)1), Alice decrypts it by performing U, Land
then P, ' to get the plaintext |m).

2.2 Teleportation of a multi-qubit state

Yang and Guo [44] generalized an earlier scheme of Bennett et al. known as quantum teleportation to a
multi-particle case. Teleporting an unknown quantum state of N two-state message particles requires N-
EPR pairs and N-time manipulations. The whole system is |¥) = 212:1 a; Hszl [wik) e ® ngl (U)o s
where H;iv=1 [wir)e = |wir)1|wio)o|uin) Ny |7 ) = \%(H)kf |0),» —10),7|1),) is the Bell basis singlet
state of the kth EPR pair Py (k', k”). The sender sends one EPR particle of the first EPR pair to the
receiver. Then the sender performs a joint Bell-state measurement on the remaining EPR particle and
the first message particle 1, and sends the classical result of this measurement to the receiver through
a classical channel. The receiver is able to apply a corresponding unitary transformation on the EPR
particle to reconstruct the message particle. By repeating these manipulations, the scheme enables the
unknown quantum state of N two-state particles belonging to the sender to be teleported to Bob.

There is a simple demonstration of the teleportation of a multi-qubit state?. Suppose that the multi-
qubit state is [¢)1,..~ = [0)1]zo)2,...~ + [1)1]z1)2,...n. The participants use |®T)4p as a quantum
channel to teleport. The participant Alice teleports the first particle to participant Bob through the
quantum channel and then performs a measurement on particles 1 and A. The whole system after the
measurement is

0)1|z0Ye,. N + [D1|T1)2. . N)|6T ) an

[©F)14(|z0)2,... N10)B + |21)2,... N 11)B)

)1, NPT ) ap =

—~

+ ol

|27 )14(lz0)2,...,N|0) B — [71)2,. N|1)B)

W) 1a(lxo)e,...N11)B — [21)2,..,N]0)B)

+ 4+
NN =N

() 1a(zo)2,...N11) B + |21)2....510)B). (2)

If the measurement outcome is U~ ); 4, the message receiver applies Pauli transformation Z to obtain
0)Blwo)2, ..~ + [1)Bl71)2,.. N = [¥) B2, .~ The state [))p o, ..~ = |0)2]2s 3 )+ [l 3  N)-

Alice repeats the above steps to teleport the remaining particles.

We also give a formal proof of the qubit-wise teleportation of a multi-qubit unknown state based
on mathematical introduction, which is shown in Appendix A. A multi-qubit unknown state that can
be transmitted through qubit-wise teleportation was realized experimentally in [45] and theoretically
in [46,47], which lacks a strict proof.

3 Detailed description of the proposed QPKE protocol

Gottesman’s single-qubit-oriented QPKE protocol based on teleportation is information-theoretically se-
cure. However, there is no QPKE protocol capable of transmitting a multi-qubit unknown state. The
construction of such protocol is simple, but also deserves some research. Moreover, there are quantum-
message-oriented QPKE protocols with computational security, and we hope to construct one with
information-theoretic security.

First, we construct a QPKE protocol for transmitting a two-qubit message via qubit-wise teleportation
and then extend this protocol to a multi-qubit message.

1) This proof is from Zheng-Wei Zhou.
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Table 2 The unitary operation P;, contained in the ciphertext corresponding to Bob’s first measurement

Bob’s measurement Alice’s state Py,
|2F)1,3 @|0)2 @ Uy, 04 + Bl1)2 @ Uk, [1)4 + 7|0)2 @ Uk, |1)a + 6[1)2 ® Uy, [0)4 1
[ )13 al0)2 ® Uk, [0)4 — B[1)2 ® Uk, [1)4 — ¥]0)2 ® Uk, [1)4 + 6[1)2 ® U, [0)4 zZ
[UH)1,3 al0)2 ® Uk, [1)4 + B[1)2 ® Uk, [0)4 +7]0)2 ® U, [0)4 + 6[1)2 ® U, [1)4 X
V)13 al0)2 ® Uk, [1)4 — B]1)2 ® Uk, [0)4 —¥|0)2 ® U, |0)4 + 6[1)2 ® U, [1)4 zZX

Table 3 The unitary operation P;, contained in the ciphertext corresponding to Bob’s second measurement

Bob’s measurement Alice’s state P,
|®F)2,5 @|0)1 ® Up,|0)6 + BI1)1 @ Uk, 11)6 + 7|0)1 © U, |1)6 + 6/1)1 ® Uk, [0)6 I
[P )25 al0)1 ® U, [0)6 — Bl1)1 ® Ug,|1)e — ¥0)1 ® Ug,|1)e + d|1)1 ® Ug,|0)6 Z
[TF)2,5 a|0)1 ® U, |1)6 + BI1)1 @ Uk, 10)6 + 7|0)1 © Ug,|0)6 + 61)1 ® Ug, [1)6 X
V)25 al0)1 ® Uk, [1)6 — B]1)1 ® Uk, [0)6 — ¥|0)1 ® Uy, |0)6 + 6]1)1 ® Uk, [1)6 zX

3.1 QPKE protocol for transmitting a two-qubit unknown state

Key generation

(1) Alice randomly chooses a Boolean function F from the mapping F : {0,1}" — {0,1}" as a
private-key and selects bit string s, s € Zom.

(2) She computes k according to the following relationship: F(s) = k, k = (k1,...,kn). She uses Uy
to prepare her public-key |ps) = %(I ® Uk)(]0)|0) + |1)]1)).

(3) She sends the public-key (s, |¢s)) to the public-key registers, which keeps one half of the quantum
part of the public-key |ps), while the other part remains with her.

We should note that bit string s varies, so |ps) is also changed along with s. Thus, a private-key F
corresponds to an exponential number of public-keys. Each public-key will only be used once.
Encryption

(1) To transmit a two-qubit message, Bob downloads Alice’s public-keys (s1, |¢s,)) and (s2, |@s,)) from
the public-key registers.

(2) Bob uses Alice’s public-key to encrypt a quantum message |ma)1.2 = «|00)1 2+ 5]11)1,24+7|01)1 2+
§]10)1.2 and sends the first particle to Alice first,

[ma)1,2]@s )34 = %(040@1,2 + BI11) 1,2 +7(01)1,2 + 6[10)1,2)(|0)s ® Uk, [0)4 + [1)s @ Uk, [1)4).  (3)
Bob performs a Bell-state measurement on particles 1 and 3, the outcome of which will be one of these
four with equal probability %: [®%)1 3, |®7 )13, [¥*)1 3, and |[¥)q3; Thus, Bob has the corresponding
operations Pj1: I, Z, X, and ZX according to the result of the measurement. The four cases are shown
in Table 2.
(3) Bob sends the second particle by repeating the same procedure above. That is, Bob teleports the
second particle in message |ms) by using the public-key |ps, ),

Im2)12|s,)5,6 = %(040@1,2 + Bl11)1,2 +7(01)1,2 4 6]10)1,2)([0)5 ® Uk, |0)6 + |1)5 ® U, |1)s).  (4)
After the measurement, he obtains the corresponding Pauli matrix, which is shown in Table 3.
Bob gets the corresponding Pauli matrix P2 and sends Alice the ciphertext (s1, s2, Py, Pi,, Uk, Piy, ®
Uk, Piy|ma2)1,2).
Decryption After receiving the ciphertext (s1,s2, Piy, Piy, Uiy Piy, @ Uk, Pi,[ma)1,2), Alice computes
F(s1) = k1 and F(s2) = ko. Then she decrypts it by performing the combination of U,;ll, U,;l and Pijl,
P! to get the plaintext [ms).

2

3.2 QPKE protocol for transmitting a multi-qubit unknown state

Now, we show the generalization of the QPKE scheme for qubit-wise multi-qubit transmission.
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Key generation

(1) Alice randomly chooses a Boolean function F' from the mapping F' : {0,1}" — {0,1}" as a
private-key and selects bit string s, s € Zom.

(2) She prepares the public-key according to the relationship F(s) = k and then sends her public-key
(s, |ps)) to the public-key registers.
Encryption

(1) Bob downloads Alice’s public-key |ps, ), ..., |¢s, ) from the public-key registers. The whole state
for this system is

|m3>1,...,n ® |9031>n+1,n+2 Q- & |(Psn>3n—1,3n- (5)

(2) If Bob has already performed a qubit-wise transmission of the quantum state of the first (n — 1)-
particle in the n-qubit state, then he gets the operations P;,, P;,,..., F;, ,. Bob teleports the last qubit
using Alice’s public-key |@s,, )an—1,3n:

|m3>1,m,n|50sn>3n71,3n = Z Qi iy, Z.1 .. ~7:n>1,m,n|905n>3n71,3n

0100

1 ’ N o
= ﬁ( Z Oéill...i;71|zl ...Zn71>17”,7n71|0>n
foa

+
1 1

2
Ty .-,

Qo |i/1/...i;;_1>17m,n1|1>n>
1" "n—1
1—1

% (10)3n-1 @ Uk, [0)3n + |1)3n-1 @ Uk, [1)3n)- (6)

(3) Bob performs a Bell-state measurement on particles n,3n — 1. If the measurement outcomes are
[OYsn—1, [P ) nsn—1, |2 )n3n—1 and |® ), 3,1, the corresponding transformation will be I, Z, X,
and Z X, respectively. Bob obtains the Pauli transformation through the measurement and sends Alice
the ciphertext:

(Sla sy Snapi . '7Pi17Ukn]Din @ ® Uk113h|m3>17m7n)'

n? "

Decryption Alice performs a computation based on the equation F(s) = k and obtains (k1, ..., ky).
Then, she uses k; to apply the unitary operation Uy, and the Pauli transformation P; to decrypt the
ciphertext to obtain the transmitted message.

3.3 Security analysis

The security of the proposed QPKE protocol is analyzed from two aspects: security of the encryption
and security of the private-key.

3.3.1 Security of the encryption

In the QPKE protocol for a two-qubit message, if the attacker Eve intercepts the transmitted ciphertext,
she tries to guess the correct private-key F' to decrypt the message. Since the private-key F' is an m-input,
n-output Boolean function, it can be expressed as follows: F(s) = (F()(s),..., F("(s)).

The minor term expression of every FU) (s) is FU)(s) = (s{7" .. s/ ") @- - -@ (57770 gpdP0m),
BEach term s77*" - ... - 537" can be determined by n coin tosses. If we toss the coin np(n) times, p(n)

components are determined. Therefore, the Boolean function F' will be efficiently generated by n?p(n)
coin tosses. The probability of the attacker Eve guessing the correct private-key F' is Such a
probability is negligible. Thus, the attacker cannot decrypt the ciphertext by producing a correct private-

1
on2p(n)*

key. Similar to the transmission of a two-qubit message, in the multi-qubit-oriented QPKE scheme, the
attacker’s probability of obtaining the correct private-key is also 22—1()

If the attacker tries to guess k;, the probability of guessing the correct k; is % The whole probability for
Eve of acquiring the corresponding operation Uy, is 2% In the multi-qubit message case, the probability

is negligible. Thus, our scheme is secure from an intercept attack.
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Next, we consider the case where the attacker Eve intercepts two ciphertexts p; and ps, where

pr="> Ur(s)Piy ® -+ @ Up(ay)Piy [ms) (ma|(Up(s,) Piy ® -+ @ Up(ay) Py )T
F

and

’

p2 = Z Up' (s, i @ - @ Upr 5y Py, Ima) (ms|(Upr (5,) Py, ® - @ UF’(sl)Pil)T'
F/

We denote that F;,
be rewritten as follows:

in =P @... @ P, and Uy, = Ups,) @ ... @ Up(g,), o the expression of p; can

pr =3 Ui ® Piy, i, [ms)(ms| Py, @ Us,ne (7)
F
Since F' iterates through all the possible values for a given s, the quantum state p; is an ultimate state
if the unknown state |mgs){ms| is randomly and independently selected. The situation is similar with ps.
We can obtain the trace distance for these two ciphertexts as

D(p1,p2) = 0. (8)

The definition of information-theoretic quantum ciphertext-indistinguishability for the QPKE protocol
is presented in [48]: a QPKE scheme is information-theoretically ciphertext-indistinguishable if every
quantum circuit family {C,, }, every positive polynomial p(-), all sufficiently large n, and any two plaintexts
x and y, satisfy

1

‘Pr [Co(G(™), Eginy(2)) = 1] = Pr [Co(G(1™), Egm)(y)) = 1}‘ <o

: (9)
where G is the key generation algorithm, E is the quantum encryption algorithm, and the ciphertexts
E(z) and E(y) are the quantum states. It is also proven that a QPKE scheme is information-theoretically
secure if the trace distance between any two ciphertexts is O(5~) [48] and Eq. (9) holds. According to the
definition, the attacker Eve cannot distinguish any two ciphertexts encrypted by different private-keys
because of (8).

Finally, we consider the case where the attacker Eve acquires two different ciphertexts encrypted by
different public-keys corresponding to the same private-key. The ciphertexts can be denoted as

01=Y Ups,)Pi, ® -+ @ Up(sy) Ps, Ims) (ms|(Up (s, Pi,, @ -+ @ Up(sy) Pi, )
F

and
02 =Y Up(s) Pin @ -+ @ Up(ay) Piy [ma) (mi| (U (s,) Piry ® -+ @ Up(ay) Py)T-
F

On the basis of the above analysis, we can prove that o; and o2 are both ultimately mixed states.
Therefore, the trace distance between the two different ciphertexts encrypted by the same private-key is
zero, i.e., D(o1,09) = 0.

Thus, the proposed QPKE protocol is information-theoretically secure from attacks on the encryption.

3.3.2  Security of the private-key

According to the proposed scheme, only one copy of each quantum public-key (s, |ps)) is allowed to be
generated from s and F'. Thus, any two public-keys are different for a user and a private-key corresponds
to an exponential number of public-keys. We should note that each public-key is only used once, so an
attack on the ciphertext is equal to an attack on a quantum one-time pad [49-51].

If a malicious message sender downloads a user’s public-key and then measures it, the public-key state
for him is

o1 = Y prleated = 5 3 pr(0){01 © Urwl0)01Ur + {1 ® Upy D {Urw).  (10)
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For every given s, F(s) iterates through all the possible values. Therefore, the quantum states
> r(Up[0)(0|Ups)) and 3 n(Ups)|1){(1|Up(s)) are ultimately mixed states. Moreover, the number
of possible values of F' is 2”27”("), and that of k is 2". [F iterates through all the possible values of k.
Thus, the public-key state for a malicious message sender can be expressed as

m=g re(I00le g e e 50 ) = F0000 MADe 5= e g =g O

The public-key state is an ultimately mixed state for a malicious message sender who has no idea about the
private-key F'. By measuring such an ultimately mixed state, the malicious message sender cannot obtain
any useful information from the private-key F'. The relation between s and F' is as follows: F(s) = k.
If s and k are known, F' can be solved. Since a private-key corresponds to an exponential number of
public-keys, extracting the value of k by measurement is the same as attacking a one-time pad in classical
cryptography. Therefore, extracting the value of k is information-theoretically impossible. Furthermore,
if the attacker has a public-key (s, |¢s)), it is impossible for him/her to determine the private-key from
the bit string s and the ciphertext. However, the trace distance between two different public-keys is 0, i.e.,
D(|ps,), |¢s,)) = 0, because the public-key state for someone who is not in possession of the private-key
is an ultimately mixed state.

4  Multi-partite secret sharing with n agents

In this section, we introduce a multi-party secret sharing scheme of an unknown quantum state based on
qubit-wise teleportation. First, we give a simple example of a two-qubit quantum state with two agents.

Assume that there are two agents, Bob and Charlie. Alice is the secret dealer who wants to distribute
an unknown arbitrary two-qubit state between Bob and Charlie. Only when Bob and Charlie cooperate
can they recover the unknown quantum state.

At the beginning, Alice downloads Bob’s public-key (sg, |¢s)), where |op) = %(I ® Uk, )(|0)]0) +
[1)|1)), and also gets Charlie’s public-key (sc, |@s.)), where |pc) = %(I ® Uk )(|0)]0) + [1)]1)), from
the public-key registers. Particles 1 and 2 are in an unknown arbitrary two-qubit state, which can be
described as follows:

|ma)12 = a]00)1,2 + S|11)1,2 + v|01)1.2 + §]10)4 2,
where
jaf? + |87 + 1y[* + 18] = 1.
The whole system of the six particles can be written as
Ima)1,2 ® [pB)3,a ® [pc)s,6- (12)

Alice transfers the quantum state of the two particles to Bob and Charlie consequently through qubit-wise
teleportation.

(1) First, Alice uses Bob’s public-key to transfer the local quantum state of particle 1. Alice performs
a Bell-state measurement on particles 1 and 3 and then tells Bob the measurement outcome,

1
Ima2)1,2l¢B)3.4 = §|‘I’+>1,3(04|0>2 ® Ugp|0)a + B]1)2 @ Ukg|1)a +7/|0)2 @ Uk |1)a + [1)2 @ Uy, |0)4)
1
+§|‘I’_>1,3(04|0>2 @ Ukp|0)a — B[1)2 @ Uk [1)a —7/|0)2 @ Uk [1)a + [1)2 @ Uy, |0)4)
1
+§|‘1/+>1,3(04|0>2 @ Ugp|1)a + B]1)2 @ Uk |0)a +7¥]0)2 @ Uk [0)a + 8|1)2 @ Uy |1)4)

1,
+§|‘1’ )1,3(a[0)2 @ Ukp[1)a — B[1)2 @ Uy, |0)4
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—7[0)2 ® Uy |0)a + [1)2 @ Uk |1)4). (13)

(2) Then, Alice teleports the local quantum state of particle 2 to Charlie using the same method. After
she performs the Bell-state measurement, the subsystem becomes

1
Ima)12|¢c)s6 = §|@+>2,5(0<|0>1 ® Uk 0)6 + B]1)1 ® Ugo[1)6 +7|0)1 @ Uk [1)6 + 0[1)1 @ Uk |0)6)
1
+5127)2,5(f0)1 ® Ukc[0)6 — BL)1 ® Uc[1)s = 710)1 @ Uke|L)s +[1)1 ® Ukc[0)e)
1
Jr§|‘I’+>2,5(04|0>1 ® Uk [1)ee + B|1)1 @ Uk [0)6 + 7]0)1 @ Uk |0)6 + 6|1)1 @ Uk [1)6)

1
+51¥7)2,5(al0)1 @ Uk [1)6 = B1)1 ® Ukc |0)6
—710)1 ® Uke[0)6 + 6]1)1 @ Uk [1)6)- (14)

(3) If Alice’s measurement outcomes are [®T), |®~), |[U+) and |¥~), the operations for Bob and
Charlie cooperating to reconstruct the unknown quantum state are I, Z, X, and ZX, respectively.

Next, we consider the n-party quantum state sharing scheme with n agents. Suppose that the n-qubit
quantum state is |ms) = Z“Z Qi i |i1 -« -in)1,..n- Suppose that the n agents are Boby, ..., Bob,; the
corresponding public-key is (sg,, |¢B,)). The whole system is [m3)1,.. » ®@|¢B,) @ ®|¢p,). Only when
Boby, ..., Bob,, cooperate together will they be able to reconstruct the unknown multi-qubit message.

For each Bob;, Alice teleports one particle to him. If Alice performs a Bell-state measurement, the
subsystem becomes

0)ntit1

]_ L !
|m3>1,m,n Y |¢Bi>n+i,n+i+1 = §| n ,n+1 Z O‘ lmi;,,l |Zl cee Zn—1>17»~
N 'n. 1

’Ll.

Z a”// i |Zl > 1,. ,n—lUk‘n|1>7‘L+l+1)

'n—1
11 N
’Ll..

1 . .
+§| nn+z( Z O"___i’ 1|Z/1---Z;zfl>1,---,n—1Ukn|0>n+i+1

n—

n—1

13-

”
Z O[ " ’L// |Zl >1 >n+i+1>
o
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If the measurement outcomes are @), |®~), |¥T), and |¥~), the corresponding transformation U; will
be I, Z, X, and ZX, respectively. Alice obtains the Pauli transformation through the measurement and
sends Bob; the measurement result U;. Boby,... ,Bob,, use the corresponding operation U; to reconstruct
the message sent by Alice.

If Alice directly distributes the quantum state to n agents, a substitution attack and a man-in-the-
middle attack will be effective. The application, however, of the proposed QPKE scheme to a secret
sharing protocol can resist these attacks.
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5 Discussion and conclusion

Compared with the existing methods for realizing quantum teleportation, qubit-wise teleportation neither
introduces an auxiliary particle nor uses multipartite entanglement. The owner of a multi-qubit unknown
state transfers the local quantum state to the receiver via qubit-wise teleportation, and the interchange-
ability of resources is realized between them. Moreover, it only requires the receiver to implement a local
unitary operation to reconstruct the multi-qubit unknown state. The proposed QPKE protocol based on
qubit-wise teleportation employs a Boolean function to enhance its security, but the disadvantage of this
is that, if part of the information in the ciphertext is lost, the communication between the two legal users
will fail, and another session will need to be set up. Moreover, our proposed QPKE protocol has some
characteristics. First, we use a Boolean function F' as a private-key and apply a one-way function to pro-
duce the controlled element in the public-key. Second, the public-key varies with different choices of bit
strings. A private-key in our scheme corresponds to an exponential number of public-keys, which differs
greatly from classical public-key encryption. Third, this proposed QPKE protocol achieves information-
theoretic security. Furthermore, we apply qubit-wise teleportation to construct a multi-partite quantum
secret state sharing protocol. However, the verification of this secret state sharing protocol needs to be
developed.
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Appendix A

In this section, we give a direct demonstration of the proposed method based on mathematical induction.

Proof.  First, we consider the case of two-qubit teleportation.

Suppose that an unknown arbitrary two-qubit state can be described as follows:

[Y0)1,2 = @l00)1,2 + B]11)1,2 + ¥[01)1,2 + 6[10)1,2, (A1)

where [af2 + |82 + [4]2 + |82 = 1.
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We also assume that both the EPR pairs are originally prepared in one of the four Bell states |®1). The EPR pairs are
preshared by Alice and Bob. That is, [®7)3 4 @ |®T)5 ¢; particles 3 and 5 are retained by Bob and particles 4 and 6 are
sent to Alice.

At the beginning, the message sender Bob sends the local quantum state of particle 2 in |¢p)1,2 to Alice through
teleportation:

[o)1,2 @ [®F)z4 = L(04\00)1,2 + BI11)1,2 +7]01)1,2 + 6]10)1,2)(|0)3]0)4 + [1)3]1)4)

-5

= —=(a[0)1]00)2,3|0)4 + |0)1|01)2,3]1)4 + B[1)1|10)2,3]0)4

V2
+B8|1)1111)2,3[1)a + 7|0)1]10)2,3|0)4 + ¥[0)1|11)2,3|1)4
+6|1)1100)2,310)4 + 6|1)1|01)2,3[1)4). (A2)

If Bob performs a Bell-state measurement on particles 2 and 3, the measurement outcomes will be one of these four states:
|®1), |®7), [¥T), and |¥~), which will occur with equal probability %. Consequently, the subsystem becomes

1
[o)1,2 ® |@F)34 = §|<1>+)2,3(04\00)1,4 + Bl11)1,4 +~]01)1 4 4+ 6]10)1,4)

1
+§\‘1>7>2,3(04\00)1,4 = B11)1,4 —¥[01)1,4 + 6[10)1,4)
1
+§\‘1’+>2,3(a|01>1,4 + Bl10)1,4 +¥|00)1,4 + 6|11)1,4)
1
+§\‘1’7>2,3(0¢\01>1,4 = Bl10)1,4 —¥|00)1,4 + 6[11)1,4). (A3)

Then, Bob sends the results of the measurement to Alice. If the results of Bob’s measurement are |®t)s 3, |[®7 )23,
|U+)9 3, and |[¥ )23, the corresponding operation U; that Alice can perform on particle 4 to reconstruct the quantum
state of particle 2 is one of these four possibilities: I, Z, X, and ZX, respectively. To be specific, in the case where Bob’s
measurement outcome yields |®+)s 5, Alice does not need to do anything. If the measurement outcome is |® )23, then
Alice can fix up her state by applying the Z gate. If the measurement outcome is |[U+)s 3, Alice performs transformation
X to reconstruct the state. If [¥'~ )3 3, Alice uses first an X and then a Z gate to recover the state.

To transmit the local quantum state of the first particle in this unknown quantum state, Bob repeats the above steps
and the subsystem becomes

1
[Po)1,2 ® [@T)56 = 5|<I>+)1,5(04\00)2,6 + B[11)2,6 + v|01)2,6 + 6]10)2,6)

+=[®7)1,5(00)2,6 — B|11)2,6 — ¥|01)2,6 + 6[10)2,6)

— N =

+§\‘1’+>1,5(a|01>2,6 + B110)2,6 +7|00)2,6 + 6|11)2,6)

1
+§\‘1’_)1,5(a\01)2,6 — B]10)2,6 —7/00)2,6 + 6|11)2,6). (A4)

Once Alice has learned the measurement outcome sent by Bob, she can fix up her state, recovering |¢o) by applying the
appropriate quantum gate. The operation Uz that Alice can perform to reconstruct the quantum state of particle 1 also has
four possibilities: I, Z, X, and ZX, respectively. From the overall perspective, the operation to reconstruct the unknown
two-qubit state is Uy ® Usa

Then, we suppose that the (n — 1)-qubit state [¢1) =3, ;|
successfully by using the same method for sending the two-qubit state. Moreover, the operations to reconstruct the (n — 1)
particles are U1 ® - - - ®@ Up,—1. Now, we prove that the quantum state of an n-qubit state will be sent by N-EPR pairs |®1).
The arbitrary n-qubit unknown state can be expressed as [12) = Zil.“in Qi i 11 - i), n = [121)]0) + [122)|1), where
[121) and |¢22) are independent of each other. Therefore, another expression of |¢2) is

[1h2) = |¥21)1,....;n—1]0)n + |¥22)1,....n—1|1)n

Oy ,...ip_1]%15 - -+ in—1) has already been transmitted

’ o o ” N N
= Z Oéi/l"'i'ln,—l \11 . --1n71>1,-'-,n71\0>n + Z 041/1/_'#71 \11 . "Zn71>17-»-»"*1|1)n' (A5)
N N N N
ety g A N
Alice and Bob preshare an EPR pair [®7)nt1,nt2,...,|®T)3n—1,3n. On the basis of the assumption that an (n — 1)-

qubit state is transmitted by using the same method for sending a two-qubit message, Bob sends the nth qubit through
teleportation as follows:

Z iy i i1 )1, 0P )3 1,3n

i1 in
4 . K " G G
= (./ Z 041-/1“‘1-;71\21 ey 1)1,m—110)n + . 2;/ Ofi/l/_“i:l/ﬂ iy '--Zn—l)l,...,n71‘1>n)
ity P
1
XE(|O>3H—1|O>3n +[1)sn—-1[1)3n)- (A6)
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If Bob performs a Bell-state measurement on particle n and particle 3n — 1, the subsystem becomes

> iy lin i

i1..im

1 ’
= =01, 301 ( Z o,
2 ’ ’ *
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1 > ’
+§| >n,3n—1 ) Z CMZ./1
Gyt g
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2 g “1
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,n71‘0>3n + Z (e

B e
N7 1
[ N
1"
A.A,n—1‘0>3n - § (e
i e
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...,n71|1)3n + Z OCZ,//

N 10
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N N
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on—110)3n
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con—111)3n

o)
..,n71‘0>3n)
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(A7)

Bob’s measurement outcome should be one of these four possibilities: |®1 ), 3n—1, |27 )n.3n—1, |\I!+)n73n,1 and [¥ ™ )p 3n—1-

The probability of each result is &

7- Alice can get the corresponding operation Uy in one of these four quantum gates: I,

Z, X, and ZX, respectively. Finally, she takes uses U1 ® --- ® Uy, to reconstruct the global unknown state.
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