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Abstract Usually, the security of traditional cryptography which works on integer numbers and chaotic cryp-

tosystem which works on real numbers is worthy of study. But the classical chaotic map over the real domain

has a disadvantage that the calculation accuracy of the floating point number can be doubled when the map is

implemented by computer. This is a serious drawback for practical application. The Logistic map is a classical

chaotic system and it has been used as a chaotic cipher in the real number field. This inevitably leads to the

degradation of finite precision under computer environment, and it is also very difficult to guarantee security.

To solve these drawbacks, we extend the Logistic map to the finite field. In this paper, we consider the Logistic

map for the finite field N = 3n, and analyze the period property of sequences generated by the Logistic map over

ZN . Moreover, we discuss the control parameters which may influence the behavior of the mapping, and show

that the Logistic map over ZN may be suitable for application by performance analysis. Ultimately, we find

that there exists an automorphic map between two Logistic maps with the different control parameters, which

makes them suitable for sequence generator in cryptosystem. The automorphic sequence generated algorithm

based on the Logistic map over ZN is designed and analyzed in detail. These sequences can be used in the

pseudorandom number generator, the chaotic stream cipher, and the chaotic block cipher, etc.
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1 Introduction

In the practical world, the nonlinear phenomenon is far more extensive than the linear one. Chaos phe-

nomenon is a kind of random-like behavior which appears in the deterministic system. It is a complex

motion form that is common in nature. Chaos is an interesting phenomenon which has been observed

in various fields such as weather and climate, dynamics of satellites, population growth, electrical cir-

cuits, lasers, chemical reactions, fluid dynamics, mechanical systems, and so on. In 1954, Kolmogorov [1]

explored the origin of probability and proposed the KAM theorem. In 1963, American meteorologist

Lorenz [2] published the first numerical observations on a simplified model of thermal convection, called

the Lorenz equation . He discovered that in this completely deterministic system of three ordinary dif-

ferential equations, all non-periodic solutions were bounded but unstable. In 1964, Henon [3] used the

*Corresponding author (email: xfliao@swu.edu.cn)

http://crossmark.crossref.org/dialog/?doi=10.1007/s11432-015-0756-1&domain=pdf
https://doi.org/10.1007/s11432-015-0756-1
info.scichina.com
link.springer.com
https://doi.org/10.1007/s11432-015-0756-1


Yang B, et al. Sci China Inf Sci February 2017 Vol. 60 022302:2

KAM theory as the backgrounds, and proposed a two-dimensional mapping with a strange attractor,

and named it as Henon attractor. In 1975, Li and York proposed that period 3 implies chaos, which was

considered as the first formal indication of chaos, and it was used from then on. In 1976, May [4] paid

attention to the very complicated dynamics including period-doubling and chaos in some very simple pop-

ulation models, and described firstly the chaotic behavior of the Logistic mapping. Then, Feigenbaum [5]

discovered that the values of the parameter of the period-doubling bifurcation were convergent in the

geometric series, thus called the Feigenbaum constant. The work of Feigenbaum triggered an upsurge

of chaos research interest among scientists. In 1980s and 1990s, researchers focused on how the system

caused the new chaos and the characteristics of chaos, and entered into the application stage of chaos

theory [6, 7]. Chaos theory has also found numerous applications in electrical and communication engi-

neering, information and communication technologies [8], biology and medicine, and so on. At first, chaos

is difficult to tame, but more recently, researchers have found the means to explain chaos phenomenon,

control chaotic dynamic systems and make use of chaotic properties. Since chaotic systems have many

important and good features such as mixing, being sensitive to initial conditions and random-like, con-

tinuous broadband power spectrum, and so on, they have been applied to information security and called

as Chaotic Cryptography [9]. However, in practical application, the state space of a chaotic system may

be discrete because of the limited computation, memory and communication capabilities [10]. How to

select the chaotic map which satisfies the requirements of the cryptographic properties is a key problem

to be solved. Kocarev [11] proposed some guiding methods that the selected chaotic map must at least

satisfy with mixing property, robust and large parameter set.

In recent years, there are considerable attempts to study the dynamical behaviors of chaotic systems

or maps [12–18]. There are many discrete chaotic maps such as Logistic map [4], Henon map [3], Arnold

map [19], and so on. A traditional Logistic map over the real domain is given as LR(x) = µx(1−x), and µ

is a control parameter. It is well known that for µ = 4, the Logistic map is chaotic. Recently, the Logistic

map is commonly used as block cipher and sequence cipher. The concept of chaotic sequence cipher was

first proposed by British mathematician Matthews who had studied the problem of Logistic chaotic map

as a sequence key stream generator [6]. At present, there have been a large number of reports on how to

design cipher by using chaotic properties and Logistic map, and most of them are in the light of block

cipher algorithms [20–23], and there are also some for sequence cipher algorithms [24–27].

The traditional chaotic map over the real domain has a disadvantage that the calculation accuracy of

the floating point number can be doubled when the map is implemented by computer. This is a serious

drawback for practical application. To solve this problem, there are some researchers who consider

encryption algorithm using chaotic system over the finite field [18,28–30]. Pseudorandom number plays a

very important role in cryptography. Pseudorandom number generator has been studied for the design of

applications such as cipher. There are many methods to generate a pseudorandom number, for example,

a finite state machine [4]. It is well-known that the long period of password in a limited number domain

can guarantee the security of the cryptosystem so that it is not easy to be attacked. Many studies have

demonstrated that the Logistic map can provide long periodic sequences. The Logistic map over integers

is based on a rounding, and the Logistic map over prime field is based on a remainder. In addition, the

values of variant maps are integers. However, there exist some drawbacks in conventional methods, such

as finite precision, low complexity, low randomness, and so on. In [31], to solve these drawbacks, the

authors considered some properties of the maximum period on the Logistic map over the finite field Z2n ,

and conjectured that the control parameters would influence the behavior of the mapping, but they did

not give any theoretical proof. It is well-known that the analysis for the Logistic map over Z3n is more

complicated than that for the Logistic map over Z2n because the value of the Logistic map over Z3n has

more complexes than the Logistic map over Z2n . For example, the control parameter µ mod 2 = 0 or 1,

µ mod 3 = 0 or 1 or 2, which may influence the value of Logistic map when it mod 2nor 3n. We will

discuss the Logistic map over the finite field Z3n . We can expand the mapping range of this map from

0 to 3n − 1 by performing this expansion. Furthermore, some statistical properties of the period for

this map are studied with arithmetic theory handling with dynatomic polynomial in detail. Moreover,

we discuss the control parameters which will influence the behavior of the mapping over the finite field.
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The maximum period of the generated sequence could be greatly changed by the control parameters. At

the same time, some numerical examples are provided to verify the correctness and effectiveness of our

analysis. Therefore, we have effectively overcome the above-mentioned drawbacks by using the Logistic

map over Z3n . In [32], the authors have proven there exists an automorphism between two maps with

different control values for the Logistic map over prime field. Furthermore, we will prove that there also

exists an automorphism map between two Logistic maps with the different control parameters over the

finite field Z3n , and finally an automorphic sequence generated algorithm based on the Logistic map over

Z3n is designed.

The remaining part of this paper is organized as follows. In Section 2, we will give some preliminaries

which are essential in understanding our analysis. Details of the period analysis of sequences generated

by Logistic map over Z3n will be presented in Section 3. In Section 4, we will design an automorphic

sequence generated algorithm of the Logistic map over Z3n . Based on the period property, we will give,

in Section 5, some performance analysis based on Logistic map over Z3n . Finally, conclusion will be

drawn in Section 6, with suggestions of the future work.

2 Preliminaries

In this section, we first review the typical Logistic map over the real domain and integers, and describe

the Logistic map over the finite field Z3n . Then, we will present some arithmetic methods, handling with

the dynatomic polynomial over finite field, which play a key role in analyzing the period for polynomials.

These methods are also useful in the analysis of chaotic cipher.

2.1 Logistic maps and their variants

A typical Logistic map over the real domain is given as

LR(x) = µx(1− x), (1)

where x is a real number in the interval 0 6 x 6 1, and µ is a control parameter in the interval

0 < µ 6 4 [4]. It is well known that for µ = 4, the Logistic map is chaotic. Let xi be an input, where i

acts as the discrete time. The iterative mapping for Eq. (1) can be written by

xi+1 = LR(xi) = µxi(1− xi). (2)

The above Logistic map in the real number field has a drawback that the calculation accuracy of the

floating point number can be doubled under computer environment for implementing. This is a serious

drawback for practical application. To solve this problem, in [33], the authors derived the Logistic map

over integers from Eq. (1) as

L
(n)
R (x′) = µx′(2n − x′)/2n, (3)

where n is the precision for elements of the Logistic map, and x′ = 2nx and L
(n)
R (x′) = 2nLR(x).

We can define a function of Eq. (3) over integers as

L
(n)
Int (X) = ⌊µX(2n −X)/2n⌋, (4)

where X is the integer part of x′ in the interval 0 6 X 6 2n, and ⌊·⌋ is the floor function. L
(n)
Int (X) can

directly specify the calculation accuracy and its calculation accuracy does not depend on the implemen-

tation. Accordingly, it is practicable because of the integer of mapped values.

In [34], the authors defined the Logistic map over prime field as follows:

LZp
(X) =

µpX(p− 1−X)

p− 1
(mod p), (5)

where p is an odd prime, Zp is a prime field modulo p, X is an element in Zp in the interval 0 6 X 6 p−1,

and µp is a control parameter such that 1 6 µp 6 p− 1.
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With a similar method, the iterative mapping for Eq. (5) can be rewritten as follows:

Xi+1 = LZp
(Xi) =

µpXi(p− 1−Xi)

p− 1
(mod p), (6)

LZp
(Xi) may generate a long periodic sequence which has good randomness.

In [31], the authors considered some properties of the maximum period on the Logistic map over Z2n ,

and conjectured that the control parameters may influence the behavior of the mapping, but they did not

give any theoretical proof. The analysis of the maximum period on the Logistic map over Z3n is more

complicated than Z2n . We will discuss the period properties of Logistic map for general composite N .

Finally, numerical examples are provided to verify the correctness and effectiveness of our analysis.

Definition 1. Let N be a modulo with N = 3n, where n is an arbitrary natural number, and we define

the Logistic map over the finite field Z3n as follows:

Xi+1 = LZN
(Xi) =

µNXi(N − 1−Xi)

N − 1
(mod N), (7)

where µN is a control parameter in the interval 1 6 µN 6 N − 1, and Xi ∈ [0, N − 1] for all i = 1, 2, 3 . . ..

By the above Definition 1, we have the following result.

Lemma 1.

Xi+1 = LZN
(Xi) = µNXi(Xi + 1) (mod N). (8)

Proof. Because N − 1 ≡ −1(mod N), with Eq. (7),

Xi+1 =
µNXi(N − 1−Xi)

N − 1
(mod N) ≡

µNXi(−1−Xi)

−1
(mod N) ≡ µNXi(Xi + 1) (mod N).

By Lemma 1, the calculation Xi with Eq. (8) is more efficiently than with Eq. (7).

2.2 Arithmetic theory handling with dynatomic polynomial

A rational map φ is given by a pair of homogeneous polynomials

φ = [A(X,Y ), B(X,Y )] = A(X,Y )/B(X,Y ),

where A(X,Y ) = a0X
n+a1X

n−1Y + · · ·+an−1XY n−1+anY
n and B(X,Y ) = b0X

m+b1X
m−1Y + · · ·+

bm−1XY m−1 + bmY m are homogeneous polynomials of degrees n and m with coefficients in a number

field K respectively. The rational map φ has no nontrivial common roots. However, they may obtain

some common roots in the residue field if we reduce the coefficients of A and B with a modulo. This

phenomenon helps understand that it is useful to have a tool called the resultant which characterizes

the existence of common roots in terms of the coefficients of A and B. The resultant of A and B is a

polynomial Res(a0, . . . , an, b0, . . . , bm) ∈ Z[a0, . . . , an, b0, . . . , bm]. If a0b0 6= 0 and we define the factors

A andB as

A = a0

n
∏

i=1

(X − αiY ),

and

B = b0

m
∏

j=1

(X − βjY ),

respectively, then the resultant of A and B is

Res(A,B) = am0 bn0

n
∏

i=1

m
∏

j=1

(αi − βj).

Therefore, A and B have a common zero, if and only if Res(A,B) = 0. The resultant is equal to the

(m+ n)× (m+ n) determinant,
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In particular, Res(A,B) is homogeneous of degree m in the variables a0, . . . , an and simultaneously

homogeneous of degree n in the variables b0, . . . , bm [35].

Let φ(z) ∈ K(z) be a rational polynomial of degree d. Then the fixed points of φ are the roots of

φ(z) − z, and more generally, the points of period n for φ are the roots of φn(z) − z and the point z is

periodic for some n > 1, where φn = φ ◦ φ ◦ · · · ◦ φ is the n-th iterate of φ and ◦ is composite function,

for example f ◦ g = f(g(·)).

Definition 2. The point z is periodic point if φn(z) = z for some n > 1, such that the smallest n is

called the exact period of z. The point z is preperiodic point if some iteration φm(z) is periodic. The sets

of periodic and preperiodic points of φ are denoted respectively by Per(φ) = {φn(z) = z for some n > 1}

and PrePer(φ) = {φm+n(z) = φm(z) for some n > 1,m > 0}.

It is natural to focus on the points of exact period n. We may define the n-th dynatomic polynomial

by the formula

Φn(z) =
∏

(φn(z)− z)u(η),

where u is the Mobius function [36] defined by u(1) = 1 and p1 · · · pr are prime numbers,

u(pe11 · · · perr ) =

{

(−1)r, if e1 = · · · = er = 1,

0, if any ei > 2.

The roots of the polynomial Y A(X,Y ) − XB(X,Y ) are precisely the fixed points of φ. If we count

each fixed point according to the multiplicity of the root, then φ has exactly d+ 1 fixed points. We can

apply the same reasoning to an iteration φn of φ and assign multiplicities to the n-periodic points.

Definition 3. Let φ(z) ∈ K(z) be a rational function of degree d, and for any n > 0, write

φn = [An(X,Y ), Bn(X,Y )] = An(X,Y )/Bn(X,Y ),

with homogeneous polynomials An, Bn ∈ K of degree dn. The n-period polynomial of φ is the polynomial

Φφ,n(X,Y ) = Y An(X,Y )−XBn(X,Y ).

Notice that Φφ,n(P ) = 0 if and only if φn(P ) = P , which justifies the name assigned to the polynomial

Φφ,n. The polynomial Φφ,n is homogeneous of degree dn +1, so counted with multiplicity, the map φ has

exactly dn + 1 points of period n.

The n-th dynatomic polynomial of φ is the polynomial

Φ∗
φ,n(X,Y ) =

∏

(Y Ak(X,Y )−XBk(X,Y ))u(η) =
∏

(Φφ,k(X,Y ))u(η).

If φ is fixed, we write Φn and Φ∗
n. If φ(z) ∈ K(z) is a polynomial, then we generally dehomogenize

[X,Y ] = X
Y

= [z, 1] = z and write Φn(z) and Φ∗
n(z).

The roots of the period polynomials Φn(z) = φn
c (z) − z and associated dynatomic polynomial Φ∗

n(z)

are the periodic points of the map φc(z) = z2 + c. In order to investigate how the periodic points of
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φc(z) vary as a function of c, we observe that Φ∗
n(z) is a polynomial in the two variables z and c. Thus

in studying quadratic polynomial maps, it is natural to write Φ∗
n(c, z) and treat Φ∗

n as a polynomial in

Z[c, z]. The first few period and dynatomic polynomials for φ(z) = z2 + c are listed as follows [35]:

Φ1(c, z) = φ1(z)− z = z2 − z + c,

Φ2(c, z) = φ2(z)− z = z4 + 2cz2 − z + (c2 + c),

Φ3(c, z) = φ3(z)− z = z8 + 4cz6 + (6c2 + 2c)z4 + (4c3 + 4c2)z2 − z + (c4 + 2c3 + c2 + c),

Φ∗
1(c, z) = φ1(z)− z = z2 − z + c,

Φ∗
2(c, z) =

φ2(z)− z

φ1(z)− z
= z2 + z + (c+ 1),

Φ∗
3(c, z) =

φ3(z)− z

φ1(z)− z
= z6+z5+(3c+1)z4+(2c+1)z3+(3c2+3c+1)z2+(c2+2c+1)z+(c3+2c2+c+1).

This occurs if and only if Φ∗
m(z) and Φ∗

n(z) have a common root, i.e., if and only if c is a root of the

resultant equation Res(Φ∗
m(z), Φ∗

n(z)) = 0.

Note that this is a polynomial equation for the parameter c. So we list the first few examples as follows:

Res(Φ∗
2, Φ

∗
1) = 4c+ 3, Res(Φ∗

3, Φ
∗
1) = −16c2 − 4c− 7.

Example 1. The polynomial φ(z) = z2 + c, c = − 3
4 , Res(Φ

∗
2, Φ

∗
1) = 4c+ 3 = 0, so φ(z) = z2 − 3

4 is the

only example with a fixed point of period as type (m,n) that is (2, 1).

Thus, given a polynomial φ(z) ∈ K[z] of degree 2 and a point P of exact period n, we make a change

to a formula φ(z) = Az2 +Bz +C to φf (z) = z2 + c. Note that this entire procedure takes place within

the field K. Thus the solutions to the equation Φ∗
n(y, z) = 0 parameterize pairs (φ, P ), where φ is a

conjugate class of quadratic polynomials and P is a point of formal period n for φ. Further, the solution

is K-rational if and only if φ and P are K-rational.

Definition 4. Let φ be a map from a metric space to itself. The Fatou set of φ is the maximal open

set on which φ is equicontinuous. The Julia set is the complement of the Fatou set [37].

Definition 5. Let φc(z) = z2 + c. If 0 is strictly preperiodic, and φn+m
c (0) = φm

c (0), then c is called a

Misiurewicz point [38].

3 Period analysis of sequences generated by Logistic map

In this section, we characterize our analysis for the period property of sequences generated by Logistic

map when Xi traverses all elements in the finite field Z3n , and prove the following theorems using the

arithmetic methods handling with the dynatomic polynomial. The background of arithmetic theory and

number theory involved in the analysis can be found in the relevant textbooks such as [35].

Theorem 1. When µN mod 9 = 0 or 3 or 6, the maximum period of LZN
(Xi) is 1 and the final value

of LZN
(Xi) is 0.

Proof. We define µN = 3km, where k is a positive integer, andm is also a positive integer. With Eq. (8),

for any X0 ∈ Z3n , X1 = LZN
(X0) ≡ 3kmX0(X0 + 1) (mod N). Therefore, X1 is the multiple of 3k, and

X1 can write X1 = 3kl, where l is a natural number. Then, we calculate X2 = LZN
(X1) ≡ 3kmX1(X1 +

1)(mod N) ≡ 3km(3kl)(3kl+1)(mod N) ≡ 32kml(3kl+1)(mod N) ≡ 32kl′(mod N). Therefore, LZN
(X1)

is the multiple of 32k. Using the same method, we can also calculate X3 = LZN
(X2) ≡ 33kml′(32kl′ +

1)(mod N) ≡ 33kl′′(mod N). When the Logistic mapping Eq. (8) is repeated i times, Xi+1 = LZN
(Xi)

is the multiple of 3(i+1)k. Therefore, if (i+1)k > n, 3(i+1)k = 3n · 3(i+1)k−n ≡ 0 (mod N). We can derive

the conclusion that the mapped final value converges to 0. Since 0 is mapped into itself, the period of

LZN
(Xi) is 1 if µNmod 9 = 0 or 3 or 6.

Example 2. (1) When µN = 3, X0 = 1, n = 5, the sequences of LZN
(Xi) are (1, 6, 126, 135, 162, 0, . . .).

(2) When µN = 6, X0 = 1, n = 5, the sequences of LZN
(Xi) are (1, 12, 207, 27, 162, 0, . . .).
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(3) When µN = 6, X0 = 1, n = 7, the sequences of LZN
(Xi) are (1, 12, 936, 270, 1620, 972, 1458, 0, . . .).

(4) When µN = 6, X0 = 11, n = 7, the sequences of LZN
(Xi) are (11, 792, 135, 810, 486, 729, 0, . . .).

(5) When µN = 9, X0 = 11, n = 7, the sequences of LZN
(Xi) are (11, 1188, 1944, 0, . . .).

(6) When µN = 27, X0 = 1, n = 7, the sequences of LZN
(Xi) are (1, 54, 1458, 0, . . .).

(7)When µN = 39, X0 = 1, n= 7, the sequences of LZN
(Xi) are (1,78,1935,2079,162,1944,1458,0, . . .).

(8)WhenµN = 51, X0 =1, n=7, the sequences of LZN
(Xi) are (1,102,2178,1485,1377,243,1458,0, . . .).

In the following, we will discuss the mapped values and the period properties of LZN
(Xi) in other

circumstances when µN mod 9 6= 0 and 3 and 6, and µN mod 9 = 1 or 2 or 4 or 5 or 7 or 8.

Theorem 2. The field K does not have characteristic 2, then any quadratic polynomial

φ(z) = Az2 +Bz + C (9)

can be changed into z2 + c by a simple transformation of variables working entirely within the field K.

Proof. We let f(z) = 2z−B
2A , and f−1(z) = 2Az+B

2 , then

φf (z) = (f−1 ◦ φ ◦ f)(z) = z2 +

(

AC −
1

4
B2 +

1

2
B

)

; (10)

let c = AC − 1
4B

2 + 1
2B, then Eq. (9) can be put into the form φf (z) = z2 + c.

If z0 is an n periodic point of φ, then f(z0) just is a n periodic point of φf (z).

Lemma 2. Because of the above Theorem 2, Eq. (8) can be transformed into Lf(Xi) = X2
i + c.

Proof. With Eq. (8) and Theorem 2,

LZN
(Xi) = µNXi(Xi + 1) = µNX2

i + µNXi.

Let A = µN , B = µN , C = 0, then f(z) = 1
µN

z − 1
2 , and f−1(z) = µNz + 1

2µN ,

Lf(Xi) = Lf
ZN

(Xi) = (f−1 ◦ LZN
◦ f)(Xi) = X2

i +
1

4
(2µN − µ2

N ).

Let c = 1
4 (2µN − µ2

N ),

Lf(Xi) = X2
i + c. (11)

Therefore, the periodic property of LZN
(Xi) is the same as that of Lf (Xi).

Theorem 3. When µN mod 9 = 2 or 5 or 8, the maximum period of LZN
(Xi) is 1 and the final value

of LZN
(Xi) is a constant C.

Proof. By using Lemma 2 and Eq. (11), for any Xi ∈ ZN , we let c = 1
4 (2µN − µ2

N ) = 1
4 − 1

4 (µN − 1)2,

then

µN ≡ 2 mod 9, µN − 2 ≡ 0 mod 9, (µN − 1)2 = (µN − 2 + 1)2 = (µN − 2)2 + 2(µN − 2) + 1 ≡ 1 mod 9,

µN ≡ 5 mod 9, µN − 5 ≡ 0 mod 9, (µN − 1)2 = (µN − 5 + 4)2 = (µN − 5)2 + 8(µN − 5)+ 16 ≡ 7 mod 9,

µN ≡ 8 mod 9, µN − 8 ≡ 0 mod 9, (µN − 1)2 = (µN − 8+ 7)2 = (µN − 8)2+14(µN − 8)+ 49 ≡ 4 mod 9,

while

µN ≡ 0 mod 9, (µN − 1)2 = µ2
N + 2µN + 1 ≡ 1 mod 9,

µN ≡ 3 mod 9, µN − 3 ≡ 0 mod 9, (µN − 1)2 = (µN − 3 + 2)2 = (µN − 3)2 + 4(µN − 3) + 4 ≡ 4 mod 9,

µN ≡ 6 mod 9, µN − 6 ≡ 0 mod 9, (µN − 1)2 = (µN − 6+ 5)2 = (µN − 6)2+10(µN − 6)+ 25 ≡ 7 mod 9.

Therefore, we have cµ≡ 2mod 9 = cµ≡ 0mod9, and cµ≡ 5mod9 = cµ≡ 6mod 9, and cµ≡ 8mod 9 = cµ≡ 3mod9.

So we can draw the following conclusion that,

1. The period of LZN
(Xi) when µNmod 9 = 2 is the same as the period of LZN

(Xi) when µNmod 9 = 0.

2. The period of LZN
(Xi) when µNmod 9 = 5 is the same as the period of LZN

(Xi) when µNmod 9 = 6.

3. The period of LZN
(Xi) when µNmod 9 = 8 is the same as the period of LZN

(Xi) when µNmod 9 = 3.

4. When µN mod 9 = 2 or 5 or 8, the period of LZN
(Xi) is 1 and its final value is a constant C.



Yang B, et al. Sci China Inf Sci February 2017 Vol. 60 022302:8

Example 3. (1) When µN = 2, X0 = 1, n = 5, the sequences of LZN
(Xi) are (1, 4, 40, 121, 121, . . .).

(2) When µN = 5, X0 = 1, n = 5, the sequences of LZN
(Xi) are (1, 10, 64, 145, 145, . . .).

(3) When µN = 8, X0 = 1, n = 5, the sequences of LZN
(Xi) are (1, 16, 232, 151, 151, . . .).

(4) When µN = 8, X0 = 1, n = 7, the sequences of LZN
(Xi) are (1, 16, 2176, 880, 2095, 1366, 1366, . . .).

(5) When µN = 29, X0 = 1, n = 7, the sequences of LZN
(Xi) are (1, 58, 823, 904, 904, . . .).

(6) When µN = 41, X0 = 1, n = 7, the sequences of LZN
(Xi) are (1, 82, 1297, 2026, 2026, . . .).

(7)When µN = 71,X0 = 1, n = 7, the sequences of LZN
(Xi) are (1, 142, 493, 1060, 1303, 2032, 2032, . . .).

Lemma 3.

LZN
(Xi) = LZN

(N − 1−Xi).

Proof. By using Eq. (8), we have LZN
(N − 1 −Xi) ≡ µN (N − 1−Xi)((N − 1 −Xi) + 1)(mod N) ≡

µN (N − 1 − Xi)(N − Xi)(mod N) ≡ µN (N2 − N · Xi − N + Xi − N · Xi + X2
i )(mod N) ≡ µN (Xi +

X2
i )(mod N) ≡ µNXi(Xi + 1)(mod N) = LZN

(Xi).

Theorem 4. When µN mod 9 = 4, the maximum period of LZN
(Xi) is

N
27 = 3n−3.

Proof. For simplicity, firstly we discuss µN = 4, then c = 1
4 (2µN −µ2

N ) = −2. Letting φc(z) = φf (z) =

z2 + c, if c = −2, φc(z) = z2 − 2. We write z = eit + e−it = 2cos(t), then

φ(z) = (2cos(t))2 − 2 = 2(2cos2(t)− 1) = 2cos(2t),

φ2(z) = (2cos(2t))2 − 2 = 2(2cos2(2t)− 1) = 2cos(4t) = 2cos(22t),

φ3(z) = (2cos(22t))2 − 2 = 2(2cos2(22t)− 1) = 2cos(22+1t) = 2cos(23t),

so that φn(z) = 2cos(2nt). Because 2cos(·) ∈ [−2, 2], the Julia set of φ is the closed interval on the

real axis between −2 and 2, and J(φ) is equal to the closure of Per(φ). If φn(z0) = z0, z0 is a fixed

point of φn. In particular, z0 is a point of period n for φ. Then φn(z0) = 2cos(2nt) = z0 = 2cos(t),

and cos(2nt) − cos(t) = 0. So t = 2kπ ± π

2 , z0 = 0, φ(z0) = −2, φ2(z0) = 2, φ3(z0) = 2, φ3(z0) =

2, . . . , φn(z0) = 2.

Definition 6. A point c is called a Misiurewicz point if 0 is strictly preperiodic for φc(z) = z2 + c. We

say that c is a Misiurewicz point as a fixed point of period as type (m,n) if m > 1 is the smallest integer

such that φm
c (0) is periodic, and if n is the primitive period of φm

c (0).

Thus for c = −2, we have 0 → −2 → 2 → 2 → · · ·, so φc(z) has period as type (2, 1). So the periodic

properties of LZN
(Xi) when µN = 4 are the same of φc(z) = z2 − 2.

Example 4. (1) When µN = 4, X0 = 1, n = 3, the sequences of LZN
(Xi) are (1, 8, 18, 18, 18, 18, . . .).

(2)When µN = 4, n > 3, with Lemma 3 and z0 = 0,

X0 = f−1(z0) = µNz0 +
1

2
µN = 2,

LT
ZN

(2) = LZN
(N − 1− 2),

LT
ZN

(2) = 4 · (N − 1− 2)(N − 1− 2 + 1) (mod N),

LT
ZN

(2) = 4 · (N − 3)(N − 2) (mod N),

LT
ZN

(2) = 4 · (N2 − 5 ·N + 6) (mod N),

LT
ZN

(2) = 24 (mod N),

T =
N

27
= 3n−3.

Because c = 1
4 − 1

4 (µN − 1)2, and µN ≡ 4 mod 9, µN − 4 ≡ 0 mod 9, (µN − 1)2 = (µN − 4 + 3)2 =

(µN − 4)2 + 6(µN − 4)+ 9 ≡ 0 mod 9, the period of LZN
(Xi) when µN mod 9 = 4 is the same as that of

LZN
(Xi) when µN = 4, and the maximum period of LZN

(Xi) is
N
27 = 3n−3.

Example 5. (1) When µN = 4, X0 = 1, n = 4, the sequences of LZN
(Xi) are (1, 8, 45, 18, 72, 45, 18, 72,

45, . . .), and the period of LZN
(Xi) is 3.
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(2) When µN = 4, X0 = 1, n = 5, the sequences of LZN
(Xi) are (1, 8, 45, 18, 153, 207, 180, 72, 126, 99,

234, 45, 18, 153, 207, 180, 72, 126, 99, 234, 45, . . .), and the period of LZN
(Xi) is 9.

(3)When µN = 76,X0 = 1, n = 5, the sequences of LZN
(Xi) are (1, 152, 117, 225, 171, 198, 63, 9, 36, 144,

90, 117, 225, 171, 198, 63, 9, 36, 144, 90, 117, . . .), and the period of LZN
(Xi) is 9.

(4) When µN = 211, X0 = 1, n = 10, the sequences of LZN
(Xi) are (1, 422, 50553, 52767, 41454, 48204,

50661, 27198, . . . , 58005, 55602, 58626, 50553, . . .), and the period of LZN
(Xi) is 2187.

Theorem 5. When µN mod 9 = 7, the maximum period of LZN
(Xi) is

N
27 = 3n−3.

Proof. When µN ≡ 7 mod 9, c = 1
4 (2µN − µ2

N ) = 1
4 − 1

4 (µN − 1)2, (µN − 1)2 = (µN − 7 + 6)2 =

(µN − 7)2 + 12(µN − 7) + 36 ≡ 0 mod 9. Because of cµN≡7 mod 9 = cµN≡4 mod 9, the period of LZN
(Xi)

when µN ≡ 7 mod 9 is the same as the period of LZN
(Xi) when µN ≡ 4 mod 9. When µN mod 9 = 7,

the maximum period of LZN
(Xi) is 3

n−3.

Example 6. (1) When µN = 7, X0 = 1, n = 3, the sequences of LZN
(Xi) are (1, 14, 12, 12, 12, 12, . . .),

and the period of LZN
(Xi) is 1.

(2) When µN = 7, X0 = 1, n = 4, the sequences of LZN
(Xi) are (1, 14, 12, 39, 66, 12, 39, 66, 12, . . .),

and the period of LZN
(Xi) is 3.

(3) When µN = 7, X0 = 1, n = 5, the sequences of LZN
(Xi) are (1, 14, 12, 120, 66, 93, 201, 147, 174, 39,

228, 12, 120, 66, 93, 201, 147, 174, 39, 228, 12, . . .), and the period of LZN
(Xi) is 9.

(4)When µN = 79,X0 = 1, n = 5, the sequences of LZN
(Xi) are (1, 158, 57, 192, 3, 219, 111, 165, 138, 30,

84, 57, 192, 3, 219, 111, 165, 138, 30, 84, 57, . . .), and the period of LZN
(Xi) is 9.

(5) When µN = 214, X0 = 1, n = 10, the sequences of LZN
(Xi) are (1, 428, 25383, 16851, 13827, 42312,

40098, 12045, . . . , 55839, 32241, 58620, 25383, . . .), and the period of LZN
(Xi) is 2187.

Theorem 6. When µN mod 9 = 1, the maximum period of LZN
(Xi) is

N
9 = 3n−2.

Proof. For simplicity, firstly we discuss µN = 10, then when µN = 10, n > 3, by using Lemma 3 and

z0 = 0,

X0 = f−1(z0) = µNz0 +
1

2
µN = 5,

LT
ZN

(5) = LZN
(N − 1− 5),

LT
ZN

(5) = 10 · (N − 1− 5)(N − 1− 5 + 1) (mod N),

LT
ZN

(5) = 10 · (N − 6)(N − 5) (mod N),

LT
ZN

(5) = 10 · (N2 − 11 ·N + 30) (mod N),

LT
ZN

(5) = 300 (mod N),

T =
N

9
= 3n−2.

Because µN ≡ 1 mod 9, the period of LZN
(Xi) when µN mod 9 = 1 is the same as that of LZN

(Xi)

when µN = 10, and the maximum period of LZN
(Xi) is

N
9 = 3n−2.

Example 7. (1) When µN = 1, X0 = 1, n = 3, the sequences of LZN
(Xi) are (1, 2, 6, 15, 24, 6, . . .), and

the period of LZN
(Xi) is 3.

(2) When µN = 1, X0 = 1, n = 4, the sequences of LZN
(Xi) are (1, 2, 6, 42, 24, 33, 69, 51, 60, 15, 78,

6, . . .), and the period of LZN
(Xi) is 9.

(3) When µN = 1, X0 = 1, n = 5, the sequences of LZN
(Xi) are (1, 2, 6, 42, 105, 195, 69, 213, 141,

96, 78, 87, 123, 186, 33, 150, 51, 222, 177, 159, 168, 204, 24, 114, 231, 132, 60, 15, 240, 6, . . .), and the

period of LZN
(Xi) is 27.

(4) When µN = 73, X0 = 1, n = 5, the sequences of LZN
(Xi) are (1, 146, 105, 141, 204, 51, 168, 69,

240, 195, 177, 186, 222, 42, 132, 6, 150, 78, 33, 15, 24, 60, 123, 213, 87, 231, 159, 114, 96, 105, . . .), and

the period of LZN
(Xi) is 27.

(5) When µN = 208, X0 = 1, n = 10, the sequences of LZN
(Xi) are (1, 416, 3237, 43368, 6495, 32829,

19824, 50829, . . . , 132, 49659, 58632, 3237, . . .), and the period of LZN
(Xi) is 6561.

But there are some special cases, for example, when µN = 4, X0 = 3, the period of LZN
(Xi) is 3

n−2,

and the initial value X0 = j ·3i or j ·3i−1, where i > 2 and j is any integer. Since the period of LZN
(Xi)

is very complex, we will discuss them in the future.
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4 Automorphic sequences generated algorithm based on Logistic map

In this section, we will find that there exists an automorphic map between two mappings which are

LZN
(Xi) with the different control parameters. And we design a sequence generated algorithm based on

the Logistic map for N = 3n.

Theorem 7. Assuming h and h′ are two automorphic maps, G and G′ are the periodic sequences

generated by h and h′. They can be given by

G = {x0, x1, x2, . . .}, xi+1 = h(xi), i = 0, 1, 2, . . . ,

G′ = {x′
0, x

′
1, x

′
2, . . .}, x′

i+1 = h′(x′
i), i = 0, 1, 2, . . . ,

when i = 0, 1, 2, . . ., and if there is an equation x′
i = f(xi), the period of G is the same as G′.

Proof. Assume T is the length of period for G and there exist subsequences {x0, x1, x2, . . . , xT−1}

and {xl, xl+1, xl+2, . . . , xl+T−1}. Accordingly, xl = xl+T and xj 6= xj+T , where j = 0, 1, 2, . . . , l − 1.

For any xi, there is x′
i = f(xi), so G′ must contain the periodic sequence {x′

0, x
′
1, x

′
2, . . . , x

′
T−1} and

{x′
l, x

′
l+1, x

′
l+2, . . . , x

′
l+T−1}. Therefore, the period of G is the same as the period of G′.

Theorem 8. When µN mod 9 = 0 or 3 or 6, or µN mod 9 = 2 or 5 or 8, or µN = 1, there is not an

automorphic map for LZN
(Xi).

Proof. According to Theorems 1 and 3, the maximum period of LZN
(Xi) is 1 and the final value of

LZN
(Xi) is 0 when µN mod 9 = 0 or 3 or 6, and the maximum period of LZN

(Xi) is 1 and the final value

of LZN
(Xi) is a constant C when µN mod 9 = 2 or 5 or 8, respectively. So there is no automorphic map

for LZN
(Xi) when µN mod 9 = 0 or 3 or 6, or µN mod 9 = 2 or 5 or 8. When µN = 1, there is only one

fixed point 0. Therefore, there is no automorphic map for LZN
(Xi) when µN = 1.

According to the above theorem, we present the following theorem.

Theorem 9. Let N = 3n, µN is an integer in the interval 4 6 µN 6 N−1, with n > 3 for µN mod 9 = 1,

or n > 4 for µN mod 9 = 4 or 7. We define

X ′
i = f(Xi) = pXi + q (mod N),

where p, q ∈ ZN . When µN 6= µ′
N , if there is an automorphic map f between LZN

(Xi) with µN and

LZN
(X ′

i) with µ′
N , we have p ≡ 2q + 1 (mod N).

Proof. Let f be an automorphic map, we define LZN
(Xi)µN

as LZN
(Xi) with µN , and LZN

(X ′
i)µ′

N
as

LZN
(X ′

i) with µ′
N ,

f(LZN
(Xi)µN

) ≡ LZN
(f(X))µ′

N
(mod N), (12)

then

X ′
i = f(LZN

(Xi)µN = pLZN
(Xi)µN

+ q = pµNX2
i + pµNXi + q (mod N), (13)

and

X ′
i = LZN

(f(Xi))µ′

N
= LZN

(pXi + q)µ′

N
= p2µ′

NX2
i + µ′

N (2pq + p)Xi + (q2 + q)µ′
N (mod N). (14)

As Eqs. (12)–(14) must be the same, we get

pµN = p2µ′
N (mod N), (15)

pµN = µ′
N (2pq + p) (mod N), (16)

q = (q2 + q)µ′
N (mod N), (17)

Obviously, there are p 6= 0 and q 6= 0. From Eqs. (15)–(17), we can get the following equations:

µN = pµ′
N (mod N), (18)

µN = µ′
N (2q + 1) (mod N), (19)
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(q + 1)µ′
N = 1 (mod N). (20)

From Eqs. (18) and (19), we get

p ≡ 2q + 1 (mod N). (21)

Lemma 4. According to Theorem 9, we can get µN + µ′
N = kN + 2, where k is a positive integer in

the interval k > 1.

Proof. With Eq. (20), the following equation must exist

(2q + 2)µ′
N ≡ 2 (mod N). (22)

Then by Eq. (21), we get p + 1 ≡ 2q + 2(mod N). By using Eq. (22), we get (p + 1)µ′
N ≡ 2(mod N).

Therefore, pµ′
N + µ′

N ≡ 2(mod N). By using Eq. (18), we get

µN + µ′
N ≡ 2(mod N). (23)

Finally, there exists a constant k > 1, and

µN + µ′
N = kN + 2. (24)

Theorem 10. Letting N = 3n, µN is a control parameter of LZN
(Xi) in the interval 4 6 µN 6 N − 1,

with n > 3 for µN mod 9 = 1, or n > 4 for µN mod 9 = 4 or 7. Xi, X
′
i ∈ ZN . We can get another control

parameter µ′
N given by

µ′
N = kN + 2− µN ,

where k is a positive integer in the interval k > 1. The maps LZN
(Xi)µN

and LZN
(X ′

i)µ′

N
with f are

automorphic. It is also said that any Xi of LZN
(Xi)µN

can be changed into X ′
i of LZN

(X ′
i)µ′

N
with an

automorphic map AutµN
: ZN → ZN . Therefore,

X ′
i = AutµN

(Xi) =
µN (Xi + 1)− 1

2− µN

(mod N). (25)

Proof. Using Eq. (23), we can get µ′
N ≡ 2 − µN (mod N). According to Eqs. (18) and (20), we get

µN = p(2− µN )(mod N), and (q + 1)(2− µN ) ≡ 1(mod N). Using the above two equations, we can get

p = µN

2−µN
(mod N), and q = µN−1

2−µN
(mod N). According to Theorem 9, the automorphic map AutµN

(Xi)

is given by

X ′
i = AutµN

(Xi) = pXi + q =
µN (Xi + 1)− 1

2− µN

(mod N).

According to Theorem 10, we can define an inverse map of AutµN
(Xi) as Aut−1

µN
: ZN → ZN . By

using Eq. (25), we get

Aut−1
µN

(X ′
i) =

(2− µN )X ′
i + (1 − µN )

µN

. (26)

Because of Eq. (23), 1−µN ≡ µ′
N −1(mod N), and 2−µN ≡ µ′

N (mod N), and 2−µ′
N ≡ µN (mod N),

Eq. (26) can be changed into

Aut−1
µN

(X ′
i) =

µ′
N (X ′

i + 1)− 1

2− µ′
N

≡ Autµ′

N
(X ′

i) (mod N). (27)

Therefore, the maps LZN
(X ′

i)µ′

N
and LZN

(Xi)µN
with f−1 are automorphic. It is also said that any

X ′
i of LZN

(X ′
i)µ′

N
can be changed into Xi of LZN

(Xi)µN
with an automorphic map Autµ′

N
: ZN → ZN

while Autµ′

N
= Aut−1

µN
. Moreover, we get

AutµN
(LZN

(Xi)µN
) =

µ2
NX2

i + µ2
NXi + µN − 1

2− µN

(mod N), (28)

and

LZN
(AutµN

(Xi))µ′

N
=

µ2
NX2

i + µ2
NXi + µN − 1

2− µN

(mod N), (29)
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Figure 1 (a) The relations between maps and elements of LZN
; (b) the trajectory of LZN

(Xi), where µN = 10, n = 4,

N = 81; (c) the trajectory of LZN
(Xi), where µ′

N = 73, n = 4, N = 81, k = 1.

and

Aut−1
µN

(LZN
(X ′

i)µ′

N
) =

(µ′
N )2(X ′

i)
2 + (µ′

N )2X ′
i + µ′

N − 1

2− µ′
N

(mod N), (30)

and

LZN
(Aut−1

µN
(X ′

i))µN
=

(µ′
N )2(X ′

i)
2 + (µ′

N )2X ′
i + µ′

N − 1

2− µ′
N

(mod N). (31)

By Eqs. (28)–(31), we get

AutµN
(LZN

(Xi)µN
) = LZN

(AutµN
(Xi))µ′

N
, (32)

Aut−1
µN

(LZN
(X ′

i)µ′

N
) = LZN

(Aut−1
µN

(X ′
i))µN

. (33)

So we can get the following relations between maps and elements of LZN
(see Figure 1(a)).

Example 8. When µN = 10, n = 4, N = 81, we have Figure 1(b) showing the trajectory of sequences

generated by LZN
(Xi) over the finite field N = 3n. When µ′

N = 73, n = 4, N = 81, k = 1, we also

have Figure 1(c) showing the trajectory of sequences generated by LZN
(Xi) for the finite field N = 3n.

From these figures, we can know that AutµN
(24) = 60, AutµN

(6) = 42, AutµN
(15) = 51, AutµN

(51) = 6,

AutµN
(33) = 69, AutµN

(42) = 78, AutµN
(78) = 33, AutµN

(60) = 15, AutµN
(69) = 24. Therefore, the

results also verify that the formula of (32) and (33) are correct.

According to (28), we can define

TµN
(x) = AutµN

(LZN
(x)µN

), (34)

and

Tµ′

N
(x) = Aut−1

µN
(L−1

ZN
(x)µ′

N
). (35)

Now, we can present an automorphic sequence generated algorithm by using the Logistic map with

the different control parameters µN and µ′
N over the finite field N = 3n, for example, Algorithm 1. This

method has some advantages. One of them is that these maps always give two sequences which have the

same period, while they are contained by different values. Another advantage is that these two sequences

can replace each other. So, these two sequences have the same properties, and anyone can convert one

of them into the other easily. The traditional cryptography which works on integer numbers and chaotic

cryptosystem which works on real numbers the security of both is worthy of study. And the above method

is suitable for the sequence generator in cryptosystem. These sequences can be used in the pseudorandom

number generator, the chaotic stream cipher, and the chaotic block cipher, etc.

5 Performance analysis of Logistic map over N = 3n

In this section, an experiment is designed to verify the properties of period distribution of sequences

generated by Logistic map. We choose 1000 initial values at random, and iterate the mapping until it

enters the period. Figure 2 shows the length of maximum period for the Logistic map over the finite field

N = 3n where 10 6 n 6 20, and 1 6 µN 6 N − 1.
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Algorithm 1 The automorphic sequence generated algorithm.

Input: µN , n, H, k, x0;

N = 3n;

µ′

N = kN + 2− µN ;

for i=1:1:H

LZN
(xi−1)µN

;

end

Output 1: x0, x1, x2, . . ., xH ,

We calculate the periodic sequence as Seq 1 from Output 1.

Then we select any one number as xm from Seq 1.

x′

1
= AutµN

(xm);

T=length(Seq 1);

for j=2:1:T

LZN
(x′

j−1
)µ′

N
;

end

Output 2: x′

1
, x′

2
, . . ., x′

T

Output 2 as Seq 2 is the automorphic sequence of Seq 1.
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Table 1 Generation time (s)

LZ3n
(Xi) LZ2n

(Xi) LZInt
(Xi)

Maximum 0.3890 0.3280 0.1667

Minimum 0.2674 0.2816 0.1444

Average 0.2757 0.2873 0.1476

A similar experiment is carried out in other Logistic maps about the finite field N = 3n, N = 2n and

the integer field respectively. Figure 3 shows the experimental results. In Figure 3, the period of LZ3n
(Xi)

is increased on the order of 102 ∼ 104 compared with that of LZ2n
(Xi), and the period of LZ3n

(Xi) is

increased on the order of 103 ∼ 107 compared with that of LZInt
(Xi). Therefore, it is possible to obtain

a longer period than the conventional one, and it is useful for cryptographic application.

The generation time is an important indicator to measure the performance of a pseudorandom number

generator for cryptographic application. So we design another experiment to test the generation time

of sequences generated by Logistic map over ZN . We choose the initial values at random, iterate the

mapping 10000000 times, and the number of n is 32. Then we calculate the maximum time, the minimum

time, and the average time with repeating 1000 times, where the control parameters fixed by each map

are as follows:

LZ3n
(Xi) : µN = 1, N = 332,

LZ2n
(Xi) : µN = 1, N = 232,

LZInt
(Xi) : µ = 4.0.

The results are shown in Table 1. The generation time of LZ3n
(Xi) is almost the same fast as LZ2n

(Xi),

and the generation time of LZInt
(Xi) is faster than the above two mappings.
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6 Conclusion

In this paper, we have made analysis for period of sequences generated by the Logistic map for the finite

field N = 3n, and have studied the statistical properties of the period for the map. Moreover, we discuss

the control parameters which can change the behavior of the mapping. We show that the period of the

Logistic map over Z3n is longer than that of previous variants, and we also have found that the maximum

period can be changed by the control parameter. In addition, the property of generated sequences by the

Logistic map over Z3n is greatly changed by a parity of the control parameter. We have also found that

there exists an automorphic map between two Logistic maps with the different control parameters, and

have designed an automorphic sequence generated algorithm based on the Logistic map over Z3n . This

algorithm is suitable for the sequence generator in cryptosystem. And these sequences can be used in

the pseudorandom number generator, the chaotic stream cipher, and the chaotic block cipher, etc. We

show that Logistic map over Z3n may be suitable for cryptographic application by performance analysis.

In the future, we will discuss other properties about period of sequences with different initial values of

Logistic map for the finite field.
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