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Abstract Most previous studies have mainly focused on the analyses of one entire network (graph) or the
giant connected components of networks. In this paper, we investigate the disconnected components (non-giant
connected component) of some real social networks, and report some interesting discoveries about structural
properties of disconnected components. We study three diverse, real networks and compute the significance
profile of each component. We discover some similarities in the local structure between the giant connected
component and disconnected components in diverse social networks. Then we discuss how to detect network
attacks based on the local structure properties of networks. Furthermore, we propose an empirical generative
model called iFriends to generate networks that follow our observed patterns.
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1 Introduction

In recent years, Social Networking Service (SNS) is developing rapidly due to its wide applications.
Social networks, such as Facebook, Twitter in USA, and Renren, Sina Weibo in China, have generated
a huge amount (PB level) of data which makes observations and experiments on the components in
large scale possible. New observations and surprising results have been proposed, such as the power-law
degree distribution [1], the densification power law and shrinking diameter [2], and the assortative or
disassortative mixing patterns [3], which reveal interesting properties of social networks.

However, the above-mentioned previous studies are mainly focused on the largest connected component
in a network (graph), which contains a significant portion of nodes in the network. But in real networks,
there often exist many disconnected components (DCs), which are relatively independent, small compo-
nents that do not connect with any other components. In earlier work, some interesting properties of DCs
have been discovered, such as the star-shaped “middle regions” [4], the “gelling point” of the network
diameter [5], and the final size power law [6]. In this paper, we turn our attention to the analyses of these
DCs. We want to know the answers to these questions, what information can we obtain by studying
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Table 1 The datasets we study

Name |N| |E| Type
Renren 516765 6866141 Undirected
Facebook 4039 88234 Undirected
Twitter 81306 1768149 Directed

the local structure of the DCs in a network? How can we utilize the local structural properties of DCs
in some practical scenarios? Can we design a generative model to generate a network that follows the
observed patterns?

The answers to these questions may help us detect abnormalities, for instance, hunting for Botnets [7],
unusual groups and network attacks in social networks [8]. During the evolutionary process of networks, if
some components demonstrate local structural properties significantly different from the expected cases,
it is reasonable for us to suspect that such components are likely to have some abnormal properties. For
example, the executives of commercial companies may get to know the anomalous behaviors of customers
or groups by analyzing their online activities and the structural properties of networks [9]. Furthermore,
we can utilize these patterns to reduce message and balance load in distributed graph computation [10],
predict the future states of a network in some situations [11] and evaluate network communities [12].

In this paper, first, we study the structural and statistical properties of different components in some
social networks. Then, we discuss how to employ the observed structural properties to detect network
attacks. Finally, we propose a network generator called iFriends and conduct some empirical validations
of our generator.

Our contributions mainly include the followings:

e We observe the similarities in local structure between the giant connected component (GCC) and
DCs in some social networks.

e We introduce a method of detecting network attacks based on the structure properties of networks.

e We propose a generative model that can produce networks with our observed patterns and empirically
validate it. Networks generated by the model, which are very difficult or impossible to be obtained from
the real world, can be used to evaluate the algorithms or models of hunting for unusual groups, network
attacks, etc. in social networks.

2 Datasets description

For the all three datasets that we use in our study, two of them are publicly available. The Renren dataset
contains the records of the who-follows-who relations among users on Renren, which is an online real-
name social networking website in China. We obtain this dataset through our collaborations on research
with the Renren Corporation. The Facebook dataset describes a friendship network of the famous website
Facebook. The Twitter dataset describes the social network of Twitter users and their friendship connec-
tions. The Facebook dataset and Twitter dataset can be obtained from http://snap.stanford.edu/data.
The details about the datasets we use are displayed in Table 1.

3 Structural properties of components

From [13] we can know that a typical social network usually has a GCC which involves a significantly
large fraction of nodes and some DCs which are defined as the small components that are not connected
to any other components in the network. In this section, we mainly focus on the local structure of the
GCC and DCs.

The adding process of nodes and edges usually follows a same or similar patten in the same network [14].
So we want to find if there exists any similar local structure between the GCC and DCs. In early research,
there were some results on the significance profile (SP) of the graph [15]. To study the SP of the GCC
and DCs, we first divide the different components of a graph into the GCC and DCs as subgraphs.
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Figure 1 The SP of subgraph for different components of a graph. (a) Renren; (b) Facebook; (c) Twitter.
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Figure 2 The SP of a network before and after a network attack. (a) Before an attack; (b) after a random-failure; (c)
after a deliberate attack.

Then we calculate the SP of these components, which means the importance of 13 different triads for a
directed graph and 6 different quadruples for an undirected graph. To calculate the SP of a graph, we
first randomize the graph, and for each of the 13 triads for a directed graph and the 6 quadruples for an
undirected graph, we compute the Z; as follows:

_ Nreal; — (Nrand;)

i ) 1
std (Nrand;) (1)

where Nreal; means the times a specific triad or quadruple appears in a graph, and Nrand; means the
times a specific triad or quadruple appears in the randomized graph. (Nrand;) and std (Nrand;) denote
the average value and standard deviation of Nrand;, respectively. Then we normalize the array Z to
length 1, and get the SP;:
SP; = Ll (2)
(X Z})z
From Figure 1 we can see the result of these datasets. We can observe that in these datasets, the GCC
and DCs share the similar SP;. So we can draw the conclusion that in these networks there are some local
structural similarities between the GCC and DCs. In our study, we also find that in some networks the
triad significance profile (TSP) or quadruple significance profile (QSP) of DCs are quite different from
the GCC. These networks are often the topology of “specialized” networks like collaboration networks,
email networks. The underlying reason may be that these DCs are set for “especial” purpose, so they are
separated from others. But in networks like topology of relationship on SNS, citation network, website
links, we can always see the similar TSP or QSP between the GCC and DCs. We may explain it as the
nodes in these networks are “un-organized” individuals who just make their decisions randomly, so there
are not so many “special” DCs in these networks.
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4 Detecting network attacks based on structure properties of networks

In this section, we discuss how to detect network attacks based on our discoveries in Section 3. In past
studies, researchers studied the robustness of networks [16], and found that the network with the power-
law distribution usually has better robustness in the situation of random-failures than deliberate attacks.
So how will the components of a network be like after a random-failure or a deliberate attack? How
can we separate deliberate attacks from random-failures in practical scenarios? To address this issue, we
analyze a network as follows:

e Compute the SP of its GCC and DCs.

e Randomly make a part of the nodes of a network into “disabled” ones, meaning moving all the links
connected to the selected nodes. We use this method to simulate the random-failures in the network.
Then we compute the SP of its GCC and DCs after the “random-failure”.

e We rank the nodes in the network according to their degrees, and make the part of nodes with
relatively high degrees into “disabled” ones. We use this method to simulate the deliberate attack to the
network. Then we compute the SP of its GCC and DCs after the “deliberate attack”.

We choose a peer-to-peer (P2P) network and simulate the processes of a random-failure and a deliberate
attack. After the simulation, we calculate the SP of the GCC and DCs under the two types of attacks.
The results are displayed in Figure 2.

From Figure 2, we can see that before network attacks, there exist some local structural similarities
between the GCC and DCs in the P2P network. After a random-failure or a deliberate attack, the SP of
the GCC and DCs changes. However, the P2P network has similar local structures between the GCC and
DCs after a random-failure, whereas the P2P network displays a significant difference in local structures
between the GCC and DCs after a deliberate attack. So in a network incident, it can be possible for us
to judge whether it is caused by a random-failure or a deliberate attack by analyzing the local structures
of the GCC and DCs.

5 Proposed generative model

In this section, our goal is to propose an empirical generative model (we term it iFriends) to generate a
large network that has the above-mentioned attributes. So the following principles should be considered:
(a) the property of growth, (b) the properties of nodes and edges, and (c) preferential attachment in the
adding process of new nodes.

5.1 Model description

In the iFriends model, we use a concept of social-distance to measure the similarity of two nodes by
comparing their social property vectors. A social property vector is an individual property, and each
node N; is born with a random n-dimensional vector p; = (v1,v9,...,v,,). Each dimension in p; has a
value that represents a characteristic such as geographic location, hobbies and so on. So we define the
social-distance between two nodes N; with the social property vector (vi,vs,...,v,) and N; with the social
property vector (uq,us,...,u,) as

D;; = \/(v17u1)2+(v2qu)2+...+(vn7un)2. (3)

From the definition we can know that the more similarities that nodes 7 and j share, the smaller value
of D; ; is. We use this social-distance to determine the possibility for a pair of nodes to create a edge
between them, i.e., the bigger value of D, ; is, the less possible the edge between nodes ¢ and j will be
created with.

We start with a network G = (V, E), where |V| =1 and E = (}, and the newcomer nodes arrive one
by one. For each node, joining a network includes two steps.

Step 1. Edge generation based on nodes’ similarities. When node N; arrives, it will create connections
with some existing nodes. The possibility of the creation of the connection with Nj is pg- f(D;,;), here
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Figure 3 Results for proposed iFriends model. (a) Longevity distribution of DCs; (b) final size distribution of DCs;

(c) size distribution of DCs merged by GCC; (d) network with 10000 nodes; (e) network with 30000 nodes; (f) network with
50000 nodes.

Pq s a empirical constant (we set p, = 0.8 here). The value of f(D; ;) is inversely proportional to the
value of D7 ;.

Step 2. Edge generation based on mutual friends. For the newcomer node to choose from existing
nodes to form edges, there will be a further influence on the graph. Let S4 be the set of all the chosen
nodes in step 1, and for each N; € S4, we traverse the set of Neighbor(N;), i.e., the set of nodes that
connect directly to IN;. Obviously, two persons who don’t know each other are likely to become friends
if they share a lot of friends. Based on this consideration, for each N, € Neighbor(N;), the possibility of
the creation of the edge e(N;,Ny), P{e(N;, Ni)}, is computed as

Neighbor(V;) N Neighbor(Ny,) @)
Neighbor(V;) U Neighbor(Ny)

P{e(N;, Ni)} x

As mentioned in the previous section, the largest connected component in a network is called GCC
and the other components are called DCs. In this generative model, when a newcomer node forms edges
to some existing nodes in the network, it can be connected to the GCC or existing DCs. A DC is claimed
to be dead if it is connected to the GCC or merges with other DCs. In the former situation, the dead
DC and the GCC become a new GCC. In the latter case, those merged DCs form a new born DC.

5.2 Empirical validation

The network generated by our proposed iFriends model should obey structural properties observed in
Section 3 as well as properties observed in previous work, such as the properties observed in [6].

To evaluate the iFriends model, we generate networks that have 10000, 30000 and 50000 nodes, re-
spectively while each node has a 3-dimensional social property vector with p, = 0.8. We then compute
the longevity distribution, final size distribution and size distribution of DCs merged by the GCC. Fur-
thermore, we compute the SP of the GCC and DCs. The results are shown in Figure 3.

From Figure 3(a), we can see the apparent decaying trend with oscillations at the tail of the curve.
From Figures 3(b) and (c), we can discover that the portion of merging among DCs is relatively small
and the majority of DCs are absorbed by GCC. These observations are consistent with the discoveries
in [6].
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Next, we analyze the local structure of networks generated by our iFriends model. From Figures 3(d)—
(f), it is obvious that in all three undirected networks, the GCC and DCs share the similar QSP. That is
to say, there exist some local structural similarities between the GCC and DCs in these networks, which
demonstrates that our generated networks have the attributes discussed in Section 3.

6 Conclusion and future work

In this paper, we made some empirical observations and analyses on structural properties of DCs in diverse
social networks and discovered the similarities in the local structure between the GCC and DCs. Then
we propose a method of detecting network attacks based on structural properties of DCs. Furthermore,
we proposed a generative model which can fit our observations, and conducted empirical validations of
it. We believe that our generative model and observations will shed light on understanding the evolution
of the DCs, and could be applied in some scenarios. It is promising to employ our results to design some
social network-based applications in the future.
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