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Dear editor,

As a sophisticated mechanism for secure fine-
grained access control on encrypted data,
Ciphertext-policy attribute-based encryption (CP-
ABE) is a highly promising solution for commer-
cial applications such as cloud computing and
social networks. However, there exists an im-
portant and practical issue in current CP-ABE
systems awaiting to solve. As a one-to-many en-
cryption mechanism, the same ciphertexts will
be decrypted by different users as long as the
attributes they possess satisfy the ciphertexts’ ac-
cess policies. That is, different users who have
the same attributes will share the same decryp-
tion privilege. This leaves a chance for the ma-
licious users who may be tempted to leak their
decryption keys or some decryption privilege in
the form of a decryption black-box/device to oth-
ers for profits. Due to the nature of CP-ABE, it
is difficult to trace the malicious users who leak
their decryption privilege deliberately. To address
this problem, many advances have been made
recently [1–4]. In particular, Liu et al. [5, 6] intro-
duced black-box traceability to current CP-ABE
system to trace the malicious users who leak de-
cryption black-box/device. They intertwine a non-
traceable CP-ABE system and the traitor tracing

scheme [7] together in a novel way, and get the
first CP-ABE that simultaneously supports public
and fully collusion-resistant black-box traceability
with sub-linear overhead, full security, high expres-
sivity. Since the underlying traitor tracing part of
their system is based on the traitor trace scheme
in [7], the resulting ciphertexts are 2l + 17

√
N ,

which is the most efficient one to date, where l is
the size of an access policy and N is the number
of users in the system. In addition, the pairing
computations in decryption is 2|I|+10, where I is
the number of attributes in a decryption key that
satisfies a ciphertext’s access policy. This evokes
the following two questions: (1) Whether there ex-
ists a more efficient black-box traceable CP-ABE
with shorter ciphertexts and less the pairing com-
putations in decryption without sacrificing other
performance? (2) How to revoke the malicious
users efficiently after they are traced?

Our contribution. We propose an improved CP-
ABE system with high expressiveness (i.e., sup-
porting any monotonic access structures), black-
box traceability and full security (i.e., provably se-
cure against adaptive adversaries in the standard
model) as Liu et al.’s traceable CP-ABE systems
[5, 6]. The system is fully collusion-resistant pub-
lic traceability against key-like decryption black-
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Table 1 Comparison with other related worka)

Ref. [1] Ref. [2] Ref. [4] Ref. [5, 6] This work

Traceability White-box White-box White-box Black-box Black-box

Fully secure
√ × × √ √

Public key size |U|+ 4 7 7 |U|+ 3 + 4
√
N |U|+ 3 + 4

√
N

Private key size |S|+ 4 2|S|+ 4 2|S|+ 4 |S|+ 4 |S|+ 4

Ciphertext size 2l + 3 3l+ 3 3l + 3 2l + 17
√
N 2l + 9

√
N

Pairing in decryption 2|I|+ 1 3|I|+ 1 3|I|+ 1 2|I|+ 10 2|I|+ 6

a) Let U be the size of the attribute universe, |S| the size of the attribute set of a private key, l the size of an access
policy, |I| the number of attributes in a decryption key that satisfies a ciphertext’s access policy, and N the number of users
in the system.

box, that is, the tracing algorithm can track at
least one of the malicious users even if there are an
arbitrary number of malicious users colluding by
pulling all of their decryption keys together when
building a key-like decryption black-box, and it
is public in the sense that the tracing algorithm
needs no secrets and can be run by anyone. Fur-
thermore, the system is more efficient than the
best cases of black-box traceable CP-ABE systems
(i.e., Liu et al.’s traceable CP-ABE systems [5,6]),
that is, the ciphertext size is shorter and the de-
cryption is faster, without sacrificing the sizes of
public keys and private keys, which is the most ef-
ficient to date. We note that, the ciphertext size
and the pairing computations in decryption both
have a great impact on practicality, and traceable
CP-ABE systems with shorter ciphertexts and less
pairing computations in decryption are desirable.
In addition, the system can revoke the traced ma-
licious users efficiently, which is quite suitable for
real-life applications. We introduce a new and sim-
pler “cancellation technique” than [5, 6] to build
our system, which may be of independent inter-
ests. Table 1 gives the comparison between our
work and some other related work.

Our construction.

(1) SetupE(λ,U ,N = m2) → (pp,msk): It runs
the group generator algorithm G, and gets the
groups and the bilinear mapping description GD =
(N,G,GT , e), where (G,GT ) are groups of order
N = p1p2p3 (3 distinct primes) and e is the bilin-
ear mapping. LetGpi

denote the subgroup of order
pi in G. It randomly chooses g, u, v ∈ Gp1

, g3 ∈
Gp3

, {αi, ri, fi}i∈[m] ∈ ZN , {bj}j∈[m], {hk}k∈U ∈
ZN . It sets (GD, g, u, v, {Ei = e(g, g)αi , Gi =
gri , Fi = gfi}i∈[m], {Bj = gbj}j∈[m], {Hk =

ghk}k∈U ) as pp and ({αi, ri}i∈[m], {bj}j∈[m], g3) as
msk. In addition, a counter cout = 0 is included
in msk implicitly.

(2) KeyGenE(pp,msk, S) → sk(i,j),S : The al-
gorithm first sets cout = cout + 1 and com-
putes the corresponding index in the form of (i, j),
where i, j ∈ [m] and (i − 1) × m + j = cout.
It then randomly chooses ti,j , si,j ∈ ZN and

R,R′, R′′, R′′′, {Rk}k∈S ∈ Gp3
. The private key

sk(i,j),S is set as follows:

〈Ki,j = gαigribjuti,jvsi,jR,K ′
i,j = gsi,jR′,

K ′′
i,j = gti,jR′′,K ′′′

i,j = F
ti,j
i R′′′,

{Ki,j,k = H
ti,j
k Rk}k∈S〉

(3) EncryptE(pp, (A, ρ), (x, y),M,RL) → ct:
For A an l × n matrix and ρ a map from each
row Ak of A to an attribute ρ(k), the algo-
rithm randomly chooses ϑ = (s, ϑ2, . . . , ϑn). For
RL ⊆ [m,m] an revocation list which stores the
indexes of revoked users, let RLi′ be the set of re-
voked row index and RLj′ be the set of revoked col-
umn index. The algorithm then randomly chooses
{σd}d∈[2], {γd}d∈[6], {δi}i∈[m], {ηi}i∈[m], {µj}j∈[y−1],
{θk}k∈[l], {τi,d}i∈[x−1],d∈[4] ∈ ZN under con-
straints that γ2γ3 − γ1γ4 6= 0, γ1γ6 − γ2γ5 = 0
and (γ1 + γ5)γ4 − (γ2 + γ6)γ3 = 0. To en-
crypt a message M to the recipients whose
(index, attribute set) tuples ((i, j), Si,j) satisfy
(i, j) > (x, y) ∧ (Si,j satisfies (A, ρ)) ∧ ((i, j) ∈
[m,m]\RL), the ciphertext ct is set as follows.

For each row i ∈ [m], the algorithm creates row
ciphertexts (Ci,1, Ci,2, Ci,3, Ci,4, Ci,5, Ci,6, Ci,7):

• if i < x:
Ci,1 = gτi,1 , Ci,2 = gτi,2 , Ci,3 = gτi,3 ,
Ci,4 = uτi,3F ηi

i us, Ci,5 = vτi,3 ,
Ci,6 = gηi , Ci,7 = E

τi,4
i .

• if (i = x) ∧ (i ∈ RLi′):

Ci,1 = Gγ3δi
i Gγ5δi

i , Ci,2 = Gγ4δi
i Gγ6δi

i ,
Ci,3 = g((γ3+γ5)σ1+(γ4+γ6)σ2)δi ,
Ci,4 = u((γ3+γ5)σ1+(γ4+γ6)σ2)δiF ηi

i us,
Ci,5 = v((γ3+γ5)σ1+(γ4+γ6)σ2)δi , Ci,6 = gηi ,

Ci,7 = M ·E((γ3+γ5)σ1+(γ4+γ6)σ2)δi
i .

• if (i = x) ∧ (i /∈ RLi′):

Ci,1 = Gγ1δi
i , Ci,2 = Gγ2δi

i ,
Ci,3 = g(γ1σ1+γ2σ2)δi ,
Ci,4 = u(γ1σ1+γ2σ2)δiF ηi

i us,
Ci,5 = v(γ1σ1+γ2σ2)δi ,

Ci,6 = gηi , Ci,7 = M · E(γ1σ1+γ2σ2)δi
i .

• if (i > x) ∧ (i ∈ RLi′):

Ci,1 = Gγ3δi
i , Ci,2 = Gγ4δi

i ,
Ci,3 = g(γ3σ1+γ4σ2)δi ,
Ci,4 = u(γ3σ1+γ4σ2)δiF ηi

i us,
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Ci,5 = v(γ3σ1+γ4σ2)δi ,

Ci,6 = gηi , Ci,7 = M ·E(γ3σ1+γ4σ2)δi
i .

• if (i > x) ∧ (i /∈ RLi′):

Ci,1 = G
(γ1+γ5)δi
i , Ci,2 = G

(γ2+γ6)δi
i ,

Ci,3 = g((γ1+γ5)σ1+(γ2+γ6)σ2)δi ,
Ci,4 = u((γ1+γ5)σ1+(γ2+γ6)σ2)δiF ηi

i us,
Ci,5 = v((γ1+γ5)σ1+(γ2+γ6)σ2)δi ,

Ci,6 = gηi , Ci,7 = M ·E((γ1+γ5)σ1+(γ2+γ6)σ2)δi
i .

For each column j ∈ [m], the algorithm creates
column ciphertexts (Cj,1, Cj,2):

• if (j < y) ∧ (j ∈ RLj′ ):
Cj,1 = Bσ1

j gγ4µjgγ2µj , Cj,2 = Bσ2

j g−γ3µjg−γ1µj .
• if (j < y) ∧ (j /∈ RLj′ ):
Cj,1 = Bσ1

j gγ4µj , Cj,2 = Bσ2

j g−γ3µj .
• if (j > y) ∧ (j ∈ RLj′ ):
Cj,1 = Bσ1

j gγ2µj , Cj,2 = Bσ2

j g−γ1µj .
• if (j > y) ∧ (j /∈ RLj′ ):
Cj,1 = Bσ1

j , Cj,2 = Bσ2

j .

For each k ∈ [l], it sets policy ciphertexts
(Dk, D

′
k): Dk = uAk·ϑH−θk

ρ(k) , D
′
k = gθk .

It outputs ciphertext ct = 〈{Ci,1, Ci,2, Ci,3, Ci,4,
Ci,5,Ci,6,Ci,7}i∈[m],{Cj,1,Cj,2}j∈[m],{Dk,D

′
k}k∈[l],

(A, ρ)〉.
(4) DecryptE(pp, sk(i,j),S , ct) → M or ⊥: For

a secret key corresponding to an authorized set S,
the algorithm first computes constants ωk ∈ ZN

such that
∑

ρ(k)∈S ωkAk = (1, 0, . . . , 0). It then
computes

P1 =
e(Ci,1,Cj,1)e(Ci,2,Cj,2)e(K

′′
i,j ,Ci,4)e(K

′
i,j ,Ci,5)

e(Ki,j ,Ci,3)e(K′′′
i,j

,Ci,6)
,

P2 =
∏

ρ(k)∈S(e(Dk,K
′′
i,j)e(D

′
k,Ki,j,ρ(k)))

ωk

= e(g, u)sti,j .
The algorithm then computes and outputs M̄ =

P1·Ci,7

P2
. Note that it can be verified that only when

((i > x) or (i = x)∧(j > y))∧((i, j) ∈ [m,m]\RL),
M̄ = M will hold, where (x, y) is the encryption
index and M is the encrypted message.

We refer the interested reader to the supplemen-
tary file for the formal definitions of assumptions
and security games (GameMH1

, GameMHN+1
and

GameIH) used in the following theorems.
(1) Message-hiding security.

Theorem 1. If Assumption 1, the general sub-
group decision assumption, the 3-party Diffie-
Hellman assumption in a subgroup, and the source
group q-parallel BDHE assumption in a subgroup
hold, no polynomial time adversary can achieve a
non-negligible advantage in winning GameMH1

.

Theorem 2. No polynomial-time adversary can
achieve a non-negligible advantage in winning
GameMHN+1

.

(2) Index-hiding security.

Theorem 3. If the 3-party Diffie-Hellman as-
sumption and the XDH assumption in a subgroup
hold, no polynomial-time adversary can achieve a
non-negligible advantage in winning GameIH.

Theorem 4. If the construction presented above
is message-hiding and index-hiding secure against
key-like decryption black-box, it can be trans-
formed to a black-box traceable and revocable CP-
ABE against key-like decryption black-box.
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