SCIENCE CHINA

Information Sciences

* Supplementary File »

Traceable and Revocable CP-ABE with shorter
ciphertexts

Jianting NING !, Zhenfu CAO?*, Xiaolei DONG? & Lifei WEI?

1 Department of Computer Science and Engineering, Shanghai Jiao Tong University, Shanghai 200240, China;
2Shanghai Key Lab for Trustworthy Computing, East China Normal University, Shanghai 200062, China;
3College of Information Technology, Shanghai Ocean University, Shanghai 201306, China

Appendix A Black-box Traceable and Revocable CP-ABE
Appendix A.1 Definition

A Black-box Traceable and Revocable system (BTR-CPABE system) is a CP-ABE system where a decryption black-box
can be traced to the corresponding malicious users who built it and can revoke the traced malicious users. We enhance the
conventional (non-traceable and non-revocable ) CP-ABE system by assigning and identifying users with unique indices,
adding the functionalities of traceability and revocability to it. In particular, following the notation of CP-ABE system
introduced in |4|, a BTR-CPABE system consists of five algorithms as follows:

e Setup(\,U,N) — (pp,msk). On input a security parameter ), the attribute universe description U, the number of
users N in the system, it outputs the public parameters pp and a master secret key msk.

e KeyGen(pp, msk,S) — sk, 5. On input pp, msk and a set of attributes S, it outputs a private key sky, s, which is
assigned and identified by a unique index n; € {1, ..., N'}.

e Encrypt(pp, A, M, RL) — ct. On input pp, an access structure A over the universe of attributes, a message M and a
revocation list RL C {1,...,N'}, it outputs a ciphertext ct. The revocation list RL is used to store the indexes of revoked
users and to ensure that the resulting ciphertext cannot be decrypted by any secret key which is in the revocation list even
though the associated attribute set of the key satisfies the ciphertext’s policy.

e Decrypt(pp, sky;,s,ct) — M or L. On input pp, a secret key sk, s, and a ciphertext ct, if n; € {I, oy NP\RL and S
satisfies ct’s access policy, it outputs M. Otherwise, it output L.

e Trace?(pp, Sp, RLp,¢) — Np: The tracing algorithm takes pp, a non-empty attribute set Sp, a revocation list RLp
and a probability value (lower-bound) e D). It is an oracle algorithm interacts with a key-like decryption black-box D. Tt
runs in a polynomial time in 1* and 1/e¢, and outputs an index set Ny C {1,..., A’} of malicious user(s). Note that in
our setting, we treat D as a probabilistic circuit that takes as input a ciphertext ct and returns a message M or L. Such
a decryption black-box does not need to be perfect, since we only require it to decrypt successfully with non-negligible
probability.

Appendix A.2 Message-hiding Security

The message-hiding security is a typical semantic security similar to that of conventional CP-ABE system [4], excepting
every key query is companied with a unique index. Similar to |5|, to capture the security that an adversary can choose keys
to corrupt adaptively, we allow an adversary to specify the index (which is originally assigned by the KeyGen algorithm)
to a decryption key when he makes a key query. Note that to guarantee that each user/key can be identified by an
index uniquely, an adversary can adaptively ask for a decryption key corresponding to (ni, Sn;) for i € {1,...,q}, where
n; € {1,..,N'},¢ < N. Also note that for any two pairs (n;, Sn;) and (nj, Sn;) where n; # n; for Vi # j,4,5 € {1,...,q},
we do not require Sy,; # Sn ;. The message-hiding security is described by a security game Gamey g between an adversary
A and a challenger. The phases of the game are as follows:

* Corresponding author (email: zfcao@sei.ecnu.edu.cn)
1) Note that € is the lower-bound of a key-like decryption black-box’s decryption ability, and it has to be polynomially
related to the security parameter.
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e Setup : The challenger runs the Setup()\,U, ) and sends the public parameters pp to A.

e Query Phase 1 : For i =1 to q1, A submits (n;, Sn;), and the challenger responds with Skmﬂsni'

e Challenge : A submits two equal length messages Mo, M1, an access policy A* and a revocation list RL*. A* cannot
be satisfied by any of the queried attribute sets Snl,.A.,anl. The challenge flips a random coin 8 € {0,1}, gives an
encryption of Mg under A* to A.

e Query Phase 2 : For i = g1 + 1 to ¢, A submits (n;, Sn;) with the restriction that none of these queried attribute
sets satisfy A*, and the challenger responds with Skni,Sni .

e Guess : A outputs a guess 5’ € {0,1} for 3.

A’s advantage is defined as Adv = Pr[8’ = 8] — %

Definition 1. A N-user BTR-CPABE system is message-hiding secure if there exists no probabilistic polynomial-time
(PPT) adversary has non-negligible advantage in Gamesg.

Appendix A.3 Black-box Traceability

The black-box traceability definition is described by a security game Gamepgr between an adversary A and a challenger.
The phases of the game are as follows:

e Setup : The challenger runs the Setup()\,U, ) and sends the public parameters pp to .A.
¢ Key Query : For i =1 to g, A submits (n;, Sn,;), and the challenger responds with Skni,sm'
¢ (Key-like) Decryption Black-box Generation : A outputs a decryption black-box D associated with a non-empty
attribute set Sp and a probability value e.
D
(

e Trace : The challenger runs Trace®” (pp, Sp, RLp,¢€) to get a set Ny C {1, ..., N'} of malicious user.

Let Np = {n;|1 < i < g} be the index set of corrupted keys. We say A wins the above game if the following conditions
hold: (1) D is a useful key-like decryption black-box. That is, it holds that Pr[D(Encrypt(pp, Ap, M, RLp)) = M| > € for
any access policy Ap that is satisfied by Sp, where the probability is taken over the random coins of D and the random
choices of message M; (2) ((n; € RLp) OR (Sp € Sn;) for ¥n; € Nr), or Ny € Np, or Ny = 0.

Definition 2. A AN -user BTR-CPABE system is traceable against key-like decryption black-box if there exists no PPT
adversary has non-negligible advantage in Gamepgr.

Appendix B Background
Appendix B.1 Notation

We define [I] = {1,2,...,1}, [l1,l2] = {l1,l1 + 1,...,12} for € N. By PPT we denote probabilistic polynomial-time.

Appendix B.2 Access Policy, Linear Secret-Sharing Schemes and Composite Order Bilin-
ear Groups

As of previous work, we use linear secret-sharing schemes (LSSS) to realize monotonic access structures which specify
the access policies associated with ciphertexts. As of previous work, we construct our system in composite order bilinear
groups. We refer the interested readers to |4| for the formal definitions of access structures, LSSS and composite order
bilinear groups.

Appendix B.3 Assumptions

The message-hiding security of our E-CPABE system will rely on four assumptions (the Assumption 1, the General Subgroup
Decision Assumption, the 3-Party Diffie-Hellman Assumption in a Subgroup, the Source Group ¢g-Parallel BDHE Assumption
in a Subgroup in [4|), which are used in |[4| to achieve full security of the CP-ABE scheme in [4]. We refer to |4] for the
details of these assumptions.

External Diffie-Hellman (XDH) Assumption in a Subgroup: Given a group generator G, define the following distribution:
GD = (N = pip2p3,G,Gr,e€) £ G,a,b £ ZN, g & Gpi,92 £ Gpys 93 £ Gps, D = (GD, g,92,93,9% ¢%), To = g**, T} £
Gp,. An algorithm A’s advantage in breaking this assumption is: Advé’ﬁH()\) = | Pr[A(D, To) = 1] — Pr[A(D,T1) = 1]|.
We say that G satisfies the XDH Assumption in a Subgroup if Advé{ ﬁH (A) is a negligible function of A for any polynomial
time algorithm A.

Appendix C Enhanced CP-ABE

Following the routes of |1-3,5|, instead of constructing BTR-CPABE directly, we define a simpler primitive named Enhanced
CP-ABE (E-CPABE) firstly, then we show how BTR-CPABE can be transformed from E-CPABE.
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Appendix C.1 Definition

An E-CPABE system consists of the following algorithms.

e Setupy (A, U, N) = (pp,msk). On input a security parameter X, the attribute universe description ¢, the numbers of
users A in the system, it outputs the public parameters pp, a master secret key msk.

e KeyGeng (pp, msk,S) — sky, 5. On input pp, msk and a set of attributes S, it outputs a private key sky,, g, which is
assigned and identified by a unique index n; € [N].

e Encrypt;(pp,A,nj, M, RL) — ct. On input pp, an access structure A over the universe of attributes, an index
n; € [N+ 1], a message M and a revocation list RL, it outputs a ciphertext ct.

® Decrypt g (pp, skn,;,s,ct) = M or L. On input pp, a secret key sk, s, and a ciphertext ct encrypted with index n;, if
(ny € INJ\RL) A (S satisfies ct's access policy) A (n; > nj), it outputs the message M. Otherwise, it output L.

Appendix C.2 Message-hiding Security

The message-hiding security is described by a security game between an adversary A and a challenger:

e Setup : The challenger runs the Setupg (A, U, ) algorithm and sends public parameters pp to A.

e Query Phase 1: For i =1 to q1, A submits (n;, Sn,;), and the challenger responds with sk, s,, ..

e Challenge : A submits two equal length messages My, M1, an access policy A*, a revocation list }%L*. The challenge
flips a random coin 8 € {0, 1} and gives ct <— Encrypt ;(pp, A*, n;, Mg, RL*) to A.

e Query Phase 2 : For i = ¢q1 + 1 to ¢, A submits (n;, Sn, ), and the challenger responds with sk, s, .

e Guess : A outputs a guess 8’ € {0,1} for S. '

We define game G’ameﬁH1 as follows. We let the challenger give ct < Encrypt(pp, A*,1, Mg, RL*) to A during the
Challenge phase. And A wins the game if 8/ = 8 with the restriction that none of the queried attribute sets Sy, ..., Sng
satisfy A*. A’s advantage is defined to be Advy = Pr[3’ = ] — % in this game. And we define game Game]\E/IH/\[Jrl as
follows. We let the challenger give ct <— Encrypt 5 (pp, A*, N'+1, Mg, RL*) to A during the Challenge phase. And A wins
the game if 8 = 8. A’s advantage is defined to be Adupr41 = Pr[f’ = ] — % in this game.

Definition 8. A N-user E-CPABE is message-hiding secure if there exists no PPT adversary has non-negligible advantage
in G’amef{H1 and G’amef/[HN+1.

Appendix C.3 Index-hiding Security

The index-hiding security against key-like decryption black-box is to guarantee that there has no adversary can distinguish
between Encrypt g (pp, As+,nj, M, RL*) and Encrypt g (pp, Ag«,n; + 1, M, RL*) for any non-empty attribute set S* C U
without a secret key Skn]‘,sw,j7 where Ag+ = Agzeg+x is defined to be the strictest access policy and Snj D S*. Itis
described by a security game GameFH between an adversary A and a challenger. The game takes as input a parameter
n; € [N] which is given to both A and the challenger. The phases of the game are as follows:

e Setup : The challenger runs the Setupy (A, U, ) algorithm and sends public parameters pp to A.

e Key Query : For i =1 to ¢, A submits (n;, Sn;), and the challenger responds with sk, g, .

e Challenge : A submits a message M, an access policy A* and a revocation list RL*. The%challenge flips a random
coin B € {0,1} and gives ct < Encrypt ;(pp, A*,n; + 3, M, RL*) to A.

e Guess : A outputs a guess 8’ € {0,1} for 3.

We define A wins the game if 3’ = 3 with the restriction that none of the queried pairs {(n1, Sn, ), ..., (nq, Sn,)} satisfy
((ni € [IN\RL*) A (Sn; 2 S*) A (n; = ny)) for any i € [q]. A’s advantage is defined as Advn,; = Pr[8’ = §] — %
Definition 4. A N-user E-CPABE is index-hiding secure against key-like decryption black-box if there exists no PPT
adversary has non-negligible advantage Advy,; for any n; € [NV] in Game‘IEH.

Appendix C.4 Transform from E-CPABE to BTR-CPABE

We show how a BTR-CPABE system can be transformed from an E-CPABE system following the routes of [1-3,5|. We
denote an E-CPABE system as 3., then a BTR-CPABE system can be transformed from ¥ by the following two steps
providing that ¥, is message-hiding secure and index-hiding secure.

Step 1: Set n; of Encrypt ;(pp, A,nj, M, RL) equal to 1, i.e., Encrypt (pp, A, n;, M, RL) = Encrypt 5 (pp,

A,1, M, RL); Step 2: Add a Trace algorithm to 3. defined as follows.

. TraceD(pp, Sp, RLp,e) — Np C [N]: The tracing algorithm takes as input pp, a non-empty attribute set Sp, a
revocation list RLp and a probability value €. Given a decryption black-box D associated with the non-empty attribute
set Sp, it works as follows:

1. For n =1 to N + 1, do as follows: (1) Repeat the following steps 8A(N/e)? times: Firstly, randomly sample message
M from the message space. Then, let ct <— Encrypt g (pp, As,,n, M, RLp), where Ag, is the strictest access policy of Sp.
Next, Call oracle D on input ct and compare the output of D with M; (2) Let fy be the fraction of times that D decrypted
the ciphertexts correctly.

2. Let N be the set of all n € [N] for which fr, — fnt1 = €/(4N).

3. Output the set Ny as the malicious users.

Theorem 1. If ¥, is message-hiding and index-hiding secure against key-like decryption black-box, the modified 3.
(denote by Xpy) after the transformation is traceable BTR-CPABE against key-like decryption black-box.
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Proof. We use a similar proof method from [1,3,5]. Note that if we always set the parameter n of the algorithm
Encrypt ;(pp, A,n, M, RL) equal to 1, the functions of E-CPABE are identical to that of BTR-CPABE. Hence, Gamen g
for Xp¢, is the same to Gamef/[Hl for X¢. It implies that if 3. is adaptively (resp. selective) message-hiding in Gameﬁ,H17
then 3y, is adaptively (resp. selective) message-hiding in Gamensp .

In the proof sketch below, we show that if . is adaptively (resp. selective) index-hiding secure against key-like decryption
black-box and adaptively (resp. selective) message-hiding secure in GameEfHN+1 , the probability of winning the traceability
game defined in Section Appendix A.3 is negligible. That is, Ny ¢ Np, or Sp ¢ Su; for Vu; € Ny, or Ny = 0, where D is
the key-like decryption black-box generated by an adversary. Let pn, = Pr[D(Encrypt (pp, Ap,n, M, RL) = M], where the
probability is over the random coins of D and the random choice of M. Following the fact that D is an e-userful decryption
black-box and X. is adaptively (resp. selective) message-hiding secure in GameleN+l, we have that p1 > € and pary1
is negligible. Then there must exist some n € [N] such that pp, — ppt1 > €/(2N). By the Chernoff bound it follows
that with overwhelming probability, fn — fn+1 = €/(4N'). Hence, the set Ny is non-empty. For any n € Np such that
frn — fn+1 = €/(4N) we know, by Chernoff, that with overwhelming probability p, — pn+1 > €/(8N). Thus, u C Np and
Sp C Syu. Otherwise, D is able to distinguish Encrypt g (pp, Ap,n, M, RL) from Encrypt  (pp, Ap,n+1, M, RL). Therefore,
we have Sy, satisfies Ap for Vn € Np and Ny C Np.

Appendix C.5 Message-hiding Security

Proof of message-hiding security in Gamen; g, :

Since the structures of the CP-ABE part of the E-CPABE are similar to that of the CP-ABE in |4, the proof of message-
hiding security in Gamens g, is also similar to that of [4]. For simplicity, we will reduce the proof of message-hiding security
in Gamepr g, of the E-CPABE to that of the CP-ABE in [4]. By X¢pabe, Jecpabe We denote the CP-ABE in [4] and the
E-CPABE respectively.

Lemma 1. |4] If Assumption 1, the general subgroup decision assumption, the 3-party Diffie-Hellman assumption in a
subgroup, and the source group g-parallel BDHE assumption in a subgroup hold, 3¢pqpe (in [4]) is fully secure.

Lemma 2. If ¥4 is fully secure, then no polynomial time adversary can achieve a non-negligible advantage in winning
Game g, for our E-CPABE system Y.cpape-

Proof.  Suppose there exists a PPT adversary A achieves a non-negligible advantage Adv4Xeccpabe in adaptively breaking
Yecpabe: We construct a PPT algorithm B that achieves a non-negligible advantage Advg¥ pqpe in adaptively breaking
Ycepabe, Which equals to AdvgXccpabe-

e Setup : X.pgpe gives B the public parameter PPScpabe = (GD,g,9% g% e(g,9)*, {Hr = 9"t }rcy) . B randomly
chooses {@;, i, fi}icim]» {05} jeim] € Zn, and sends A the new public parameter pp as follows: (GD, g,u = g*,v = g* {E; =
e(9,9)%e(9,9)%,Gi = g", Fi = g¥i}icm), {Bj = 9% }jepm) {Hk = 9" Yreu), where {ai}iem € Zy are implicitly chosen
such that {a + o = a; mod p1}icm.

e Phase 1: A submits ((¢,7),S;,j) to B to query a decryption key. B submits S; j to Xcpape and gets a decryption key
s = (K= g%g*tg*' R, K' = ¢5 R', K" = gtR", {Ky = H;iRk}keSi,ﬂ- B randomly chooses R € G, and sends A the

" N . N N
decryption key sk; j) s, ; as follows: (Ks,j = Kgaigribj,K;j = K’,Kszj = K”,Klff; = (K")iR" {K; j 1 = KiYres, ;)-

e Challenge: A submits two equal length messages Mo, M7, an LSSS matrix (A*, p*) and a revocation list RL* to B,
let RL;‘,,RL;, be the sets of revoked row index and column index. B submits (Mo, M1, (A*, p*)) to Lcpeve and gets the

sks

challenge ciphertext ¢t = ((A*, p*),Co = Mye(g,9)*3,C = ¢°,C" = ¢*% {C), = gaAZ'JH,;i’;C),CA',’C = gék}ke[m. B chooses

random ' = (s',9%, ...,9},), {oa}tac 2, {Va}ac(o):

{65} icrm)s 10 Yoctm)s {niYictm)s (s Yjery—115 {04 Y eeny» {Ti,aticjo—1],ac(4) € Zn under constraints that v2y3 — 174 # O,
7176 — ¥2v5 = 0 and (1 + 75)74 — (72 + v6)v3 = 0. Note that =1,y = 1 in GamepH, -

For each row i € [m], it creates row ciphertexts (C; 1, Cj 2, Ci 3, Ci 4, Ci 5, Ci6,C 7) as follows:

N ri(v3+75) N ri(v4+76)
o if (i=x)A(i € RLy): Ciy = G001 E el tGatiems | O p = G901 ¢ Tatior fa oIz,

Ciz= g((W3+’Y5)01+(“/4+V6)02)5i,1C" Cia= w((v3+v5)o1+(vatye)o2)d;,1 Flﬁiu5’7

Cis = p((+r5)o1+(vatye)o2)8i1 & Cig=g",C,

=M - Ei((’Y3+’Ys)01+(’Y4+’Ya)02)5i,1 C’oe(gaé, C’)

e . . _ 8o Ag—ri _ 12802 Aariie — gloimito2v2)di2 4
e if i=x)A(i¢ RLy): Ci1 =G, Ceoimtozrz Cya =G, Ceoimitearz Cia3=g i2(,

Cia= u(0171+0272)5i,2Finiu3/,C,L.75 = vl +e2n2)bi 200 O 6 = g, Cip = M - EZ-(UHH—UMQ)(;"’ZCA’Oe(gO‘;,C‘).
o . 8i3 A—eerid3 55 A——TiTA A

o if (i >xz)AN(i € RLy): Ciq = GZ3 LECAsTIFIAT2 O g = G?“ B2 081 a2 (O 5 = g(1871F7202)0i 3

Cia= u(“’3“1+74”2)5iw3FZ”u5/,C¢75 — v(7301+v402)5i,3é/70i76 =g",Cir=M- E£73”1+74”2)5i,3éoe(ga;7Cv)‘

Y T ri(¥14+75) A riv4
o if (i >2)A(i ¢ RLy): Ciy = G54 G GiFm 0o ei7s | € 5 = G474 G TiFmm +oatre)es |

Ciz = g((’Yl+'YS)0'1+("/2+’Y6)02)511,4C" Cia= u(("/l+’Y5)‘71+(’Y2+"/6)0'2)57‘,,4F’Z7’iUSI’

Ci 5 = ’U<<71+75)01+(72+’Y6)U2)6i*4él,Ci 6 = gni’ci . =M. EZ_((’Y1+75)0'1+(72+76)02)5i,4c‘¢06(ga;7 A).
For each column j € [m], it creates column ciphertexts (Cj1,Cj2) as follows: if (j > y) A (j € RLj): Cj1 =
BYL 125, Gy = B2g™ VI3 f (j > y) A (j ¢ RLy): Cja = BT, Cj 2 = BJ2.

—0!

For each k € [l], it sets policy ciphertexts (Dy, Dj,) as follows: Dy, = uAk‘ﬁal(kﬁ /Ch, Dy = g% /CA’;/C
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Note that {0;}ie[m]> {0k rep) and J = (s,92,..,9,) are implicitly chosen such that {d;; + (%_'_75)61_7:(%_*_%)02 =

= d;modpitierr,  {%iat 557

8i mod pr}icim\Re, » {812+ Frariogny = 8imodp1Yieimi\e, » {0is+ sisriosm = Jor+(aTre)es =
§; mod pl}ieRLi/ {05 — ), = 05, mod P1}re(y) ,8' =5 =5 mod p1, {9, — 9q = 9q mod P1}tdc{2,3,...,n}- B returns ct to A.

e Phase 2: This phase is the same with Phase 1.

e Guess: A outputs his guess 3’, and gives it to B. B sends 8’ to Yepabe-

Since the distributions of the public parameter, decryption keys and challenge ciphertext in the above game are the same
as that in the real system, we have AdvgZ pabe = AdVAZecpabe-
Theorem 2. If Assumption 1, the general subgroup decision assumption, the 3-party Diffie-Hellman assumption in a
subgroup, and the source group g-parallel BDHE assumption in a subgroup hold, no polynomial time adversary can achieve
a non-negligible advantage in winning Gamenrg, -

Proof. It follows directly from Lemma 1 and Lemma 2.
Proof of message-hiding security in GameMHN+1:

Theorem 3. No PPT A can achieve a non-negligible advantage in winning GameMHN+1 for Xecpave -

Proof.  Since an encryption to index A+ 1 contains no information about the message, the argument for message-hiding
in GameMHNJrl is straightforward. The simulator simply runs Setupy and KeyGenp and encrypts message Mg under
(A*,p*), RL* and index (m + 1,1). Obviously, C; 7 = E?’4 contains no information about the message. Thus, the bit 3
is perfectly hidden and Adv4Xecpave = 0 in GameMHNH.

Appendix C.6 Index-hiding Security

Theorem 4. If the 3-party Diffie-Hellman assumption and the XDH assumption in a subgroup hold, no PPT adversary
can achieve a non-negligible advantage in winning Gameyy.

Proof.  This theorem follows from the following Lemma 3 and Lemma 4 immediately.

Lemma 3. If the 3-party Diffie-Hellman assumption in a subgroup holds, no PPT adversary can achieve a non-negligible
advantage in distinguishing between an encryption to (z,y) and (z,y + 1) in Gamerg.

Proof. In Gamery with index (z,y) and challenge (access policy, revocation list) tuple ((A*,p*), RL*), the restric-
tion is that the adversary A does not query a secret key for (index, attribute set) tuple ((7,7),S; ;) such that (i,j) =
(z,y) N (Si,; satisfies (A*,p*)) A ((i,4) € [m,m]\ RL*). A eventually behaves in one of two different ways under the
above restriction: Case 1: In Phase 1 and Phase 2, A will not query a secret key with index (z,y) for attribute set S(e,y)
Case 2: In Phase 1 and Phase 2, A queries a secret key with index (z,y) for attribute set S(e,y) With the restriction that
S(x,y) does not satisfy the corresponding strictest access Ag«, where Ag« is submitted by A during Challenge phase.

Suppose there exists a PPT adversary A achieves a non-negligible advantage Adv 4 in winning Gamerg. We construct
a PPT algorithm B that achieves a non-negligible advantage Advg to solve a 3-Party Diffie-Hellman problem instance in a
subgroup. On input (GD = (N, G, Gr,e),9,92,93,9% 9%, g%, T), the goal of B is to determine T' = g
element in Gp,, where a,b,c € Zy, G is a bilinear group of order N = p1p2p3, g, 92,93 are generators of Gp,,Gp,, Gps
respectively.

e Setup : B first randomly chooses an attribute h el to guess whether h will be in the challenge attribute set
S*. It then randomly chooses {ai}ie[m]v {7‘1‘, f/}ze[m]\{cc} {b'}je[m]\{y}ﬂ {hk}kEL{\{ﬂ} S ZN,’I‘;, Sz, b;, h%,ﬂ,f) € Zn. It
sets (GD,g,u = (¢°)",v = ¢" {B:i = e(9,9)* Jiepm) {Gi = 6", Fs = (99 Yicpmi\(a): G = (¢")7%, Fx = g%* {B; =

gbi }je[m]\{y}v y = (g¢ ) 4 AH, = g }keu\{h}’ = (gc)hi‘) as the public parameter pp and sends it to A. Note that

abe or T is a random

T2, by, by, and {fi}ic[m,m]\{=} are implicitly chosen such that brl, = r4 mod p1,by,/c = by mod p1, h’ﬁ/c = hj, mod p1, {cf] =
fi mod pl}le[m]\{m}

e KeyQuery : To respond to the key query of A for ((4,7), S¢;,5)),

o if (i,j) # (x,y): B randomly chooses t;j,s;; € Zn and R, R’,R”,R’",{Rk}kesi_j € Gp,. The private key
K500y, 18 506 a8 follows: (K j, K], = g*na R, Kl/; = g'i RY, Kl = F{" R (K, ;) = H," Ri}ies, ), where
K;; is given by K; ; = g¥igribiutiivsiiR 1 if i # ,j # y; Kij = gai(gb)’"gbjuti’fvsi’iR cif i =, #y; Kij =
g%i(ge)" bJutwvsz cifi A=y

e if (i,j) = (=,y): it implies A behaves in Case 2. If h € S; j, B aborts and outputs a random 8’ € {0,1} to the
challenger. Otherwise, B randomly chooses t, 2,y € ZN and sets {5y by implicitly setting th ., — bribl /u = lg,y mod p1.

It then randomly chooses Sz,y € Zn and R,R',R",R" ARk}res; ; € Gps- The prlvate key sk(z is set as

) S(w,y)
follows: (K, = goeu'swvsew R, K} | = g*ea R Ky, = g"ew () 7"/ "R K, = (g0 (g) 7%/ ™) I R (K, ) =
(g7 (g) 7=/ M) Ridiess, ;)

e Challenge : A submits a message M, an attribute set S*, and a revocation list RL*. Let RL;‘/,RL;/ be the set-
s of revoked row index and column index, respectively. If h ¢ S*, B aborts and outputs a random 3’ € {0,1} to the
challenger. Otherwise, B constructs the LSSS matrix (A*,p*) ( with size I x n) for Ag«. Note that the attribute set
S* \ {h} does not satisfy Ag«. B chooses a vector 7€ Z%; that is orthogonal to all of the rows A} of A* such that
p(k) € 5%\ {h} 2 and has first entry equal to 1. It then randomly chooses s’ € Zy and 9’ with the first entry equal to

2) Such a vector must exist since 5* \ {h} fails to satisfy (A*,p*), and it is efficiently computable.
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zero, 01,02, {Ya}tde(6]: 19 ticfe—1]: 0> {9i Yic(wr1,m)> (M tic(e—1]
”zv{ng}ie[zﬂym]v{/‘j}jE[yfl]v{ek}wce[z] s.t. p(k):;}v{ek}ke[z] s.t. p(k);ﬁfw{Ti,d}ie[zfl],de[él]v{b;'}je[m]\{y} € Zn under con-
straints that v2v3 — 174 # 0, Y176 — 7275 = 0, (v1 +¥5)74 — (72 + v6)¥3 = 0 and o173 + 0274 = 0.
For each row i € [m], the algorithm creates row ciphertexts (Cj 1, Cj 2,Ci 3, Ci 4,Ci 5, Ci 6, Ci,7) as follows:
’
o ifi<a O =g71,Cio=g"2,Cig=g"3, Cig=u3F u Ci5 =073
, ﬁ(wzvgfﬁr}u)é; _
Cie = 9" (g%) by 1 ,Cir = E;"*.
e if(i=a)A(i€RLy): Ciy = gT‘;('Y3+’Y5)5/ Cip = gne(1at76)0% ;5 = (gb)((3+75)01+(va+76)02)65 /by |
Cia= (g®)® ((v3+75)01+(va+76)02)8), /by Fl g8 ,Cis = (Ci73)17’ Cige=g",Ciz= M.e(gb’g)aw((%-‘r’vs)01+(W4+“/6)62)5é/byA
oif i=x)AN(i¢ RLy): Cin=g le‘sw,CLz = g’“gﬂ?é;ﬂ, Ciz = (gb)(71‘71+72”2)5/z/by,
Cig= (gb)ﬂ(“/101+v202)5;/byFgwus,’ Cis = (Ci3)?,Cig = g'=, Cir=M- e(gb g)ar(“/lﬂl+v2fr2)5;/by.
o if (i >x)A(i € RLy): Ci1 = (gb)”%‘si,Ci,g = (gb)’“i’m‘;i,c‘i’ (g b)(7301+'y402)5 RS Fi"’"us,
. , *’1("{30’14;7402)51'
Ci5 = (Ci,3)?, Cie = g"i(gb) fi ,Cir =M -e(gb, g)¥i(3o1t+7202)0:
e if (i>z)A(i¢ RLy): Ciq = (gb)’ri(’YlJF'YS)éi’C’i 9 = (gb)ri(werve)éi’Ci 3= (gb)((’Yl+'YS)0'1+(72+"/6)0'2)51‘,
, , —a((v1+75)01+(v2+76)02)8;
Cia=F"u",Ci5=(Ci3)" Cigs=g"(g") 7 ,Ci,r = M - (g, g)*i((mFs)ort(r2+76)o2)8:,
For each column j € [m], the algorithm creates column ciphertexts (C; 1,Cj 2) as follows:

o if (j <y)A(jERLy): Cj1= %5 (2 tra) by gbjon grans gz € o = g5 (1H78) /by gbjon g=vams g1k

e if (<Y A(¢ RLj/): Cji=g JW/byng'Ulg'“”j,CjQ _ gfb;’m/bygbjmg*"muj‘
o if (j=y) A € RLy): Cya = (T)74(g)"7 (¢°)724, Cj0 = (T) 73 (%) 2 (g°) 7104
e if (j=y)AN({ ¢ RLj/); Cj,l = (T)"4 (gc)b;ol,Cj,Q =(T)~"s (gc)b;oz.

’ ’
cif(j>YAGE RLj/): Cja = gbjm/bygbjol (g€)2#3,Cj0 = g*bj’YS/bygbjcrz (g€)~MHd
o if (7> y) A & RLy): Cya = gha74 P ghion €5 = g~ P07/ bu gbics,

For each k € [I], the algorithm sets policy ciphertexts (Dg, Dy},) as follows: if p(k) # h: Dy = utk 9y (z’;,D’ g% if

p(k) = h: Dy = us’A,’g-ﬁuA,:-ﬂ/( hj, 0% , D), = = g% (ga)*ﬁ(“m’mfmw)é;(Azg)/(byh;;).
{b5}jermnquy s {niticim\ (o},
[z —1] :nl’-+1m(7ﬂb3y+4)6’ =mn; mod p1, Vi € [x+1,m| A (i € RLy ):ngfw = n; mod p1, Vi €

[x4+1,m]A(i ¢ RLy) :n, — “b(('“+’Y“‘)alf+(72+76)02)5‘ =mn; mod p1,Vj € [y+1,m]:J = 9+ I, Vk e [l] st. p(k) = h

i

9°)"
39, {6 k}ke st p(k)=h BT€ implicitly chosen such that {b; = abb; mod p1}jem\fy}s Vi €

07, — at(y2y3 — 7174)5;(A219)/(byhﬁ) = 0y, mod p1. If T = g%, then ct is an encryption to the index (z,y); and if T is
random, then ct is an encryption to the index (z,y + 1).

e Guess : A sends a guess 8’ € {0,1} to B. B sends this 8’ to the challenger.

Note that the distributions of the public parameter, decryption keys and challenge ciphertext are same as the real system
when B does not abort. Also note that since S* # & and if A behaves in Case 2 then S, ,) must satisfy S*\S(xyy) + 2,8
does not abort happens with probability at least 1/|U|. Therefore, the advantage of B in breaking the 3-Party Diffie-Hellman
problem will be at least Adv4/|U]|.

Lemma 4. If the 3-party Diffie-Hellman assumption and the XDH assumption in a subgroup hold, no PPT adversary
can achieve a non-negligible advantage in distinguishing between an encryption to (z,m) and (z + 1,1) in Gameyg.

Proof. We refer to rows with ciphertexts generated with random exponents as “less-than” rows, rows with ciphertexts
involved with exponents y3+ys, v4+76, 71,72 as “target” rows, and rows with ciphertexts involved with 3, v4,v1+75, 72+76

s “greater-than” rows. And by “Encrypt to column y” we denote that column ciphertexts (Cj 1,C} 2) for all j > y. To
prove this lemma, we define the following hybrid experiments: A; : Encrypt to column m, row x is the target row, row i+ 1
is the greater-than row; Ag : Encrypt to column m + 1, row x is the target row, row = + 1 is the greater-than row; Ag :
Encrypt to column m + 1, row z is the less-than row, row x 4+ 1 is the greater-than row; A4 : Encrypt to column 1, row x
is the less-than row, row x + 1 is the greater-than row; As : Encrypt to column 1, row z is the less-than row, row = + 1 is
the target row.

Claim 1. If the 3-party Diffie-Hellman assumption in a subgroup holds, no PPT adversary can achieve a non-negligible
advantage in distinguishing between experiments A; and As.

Proof.  The proof is almost identical to that of Lemma 3.

Claim 2. If the 3-party Diffie-Hellman assumption in a subgroup holds, no PPT adversary can achieve a non-negligible
advantage in distinguishing between experiments A and Ag.

Proof.  Suppose there exists a PPT adversary A achieves a non-negligible advantage in distinguish between experiments
Az and Az. We construct a PPT algorithm B that achieves a non-negligible advantage in solving the 3-party Diffie-Hellman
assumption in a subgroup. On input (GD = (N, G, Gr,e), g, 92,93, 9%,

gb,gc,T)7 the goal of B is to determine T = g®¢ or T is a random element in Gp,-

e Setup: B randomly chooses {ai,7;i}icm)\{z}s % = ac,Te = a,{fiticim]>{bj}; 0

€[
It sets (GD,g,u = g%, v = ¢*, {Ei = e(9,9)*,Gi = 9" }iem]\{«}> Bi = 6(9 NSNER

gbi (gc)_l}je[m], {H}, = g"*}rpey) as pp and sends it to A.

m]» Zy,{hk}treu € Zn.
= = g

u,0 €
g% {F; 1}1€[m]7 {B; =
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e Key Query: Torespond to A’s query for ((¢, 5), Si,;), B randomly chooses t; j, s; ; € Zy and R, R, R”,R"' ,{Ry }res €
Gps- The private key sk; ;) s is set as follows: (K;;, K|, = ¢ R K], = gtii R, K = Fiti'j R" {K;;r =
H;?’ij}kESi,j% where K; j = g®ig"% (g°)~Tiutiivhi R if i # x5 K j = (99)%utbivshi R if i = x.

e Challenge: A submits a message M, an attribute set S* and a revocation list RL*. Let RL, RL;, be the sets of re-
voked row index and column index, respectively. B constructs the LSSS matrix (A*, p*) for A*. For A* an I xn matrix, B ran-
domly chooses ¥ = (s, Y2, ..., ¥n). B then randomly chooses {o4}ac2), {Vatae(e]> {0itieim)s {miticpm) {tstieim) {0k ren
{Ti,a}icjze—1],de[4] € ZN under constraints that y273 —v174 # 0, 1176 — 7275 = 0, (11 +75)74 — (v2 + 76)y3 = 0. The
ciphertext ct is set as follows:

For each row i € [m], the algorithm creates row ciphertexts (Cj 1,C; 2,Ci 3, Ci 4,Ci 5, Ci 6, Ci,7) as follows:

o ifi<a: Cj1=g71,Cip=g712,Ci3 = g7, Cia = Wi F[u®, Cy 5 = 0703, Cy6 = g™, Oy = B, ™.

o if (i=a)A (i€ RL;y):
Ciq = (g*)03+75)8i Oy 5 = (g@)(at76)di ¢ 3 = (gb)((v3+75)72=(vat+76)71)8i g((v3+75) 01 +(va+76)02) 8
Cia= (gb)ﬂ(("/3+’¥5)’y2*(74+’YG)’71)5iu((’Ys+’Ys)01+(’Y4+’Y6)U2)5z‘Flﬁius’
Cis = (g°)2((v3+75)72=(va+76)71)0: ) (3 +75) o1+ (Ya+76)92)80 O 6 = gMi |
Cir =M -e(g, T)((’YS+’Y5)’Y2—(’Y4+’Y6)’Y1)51' e(g®, 90)((73+75)01+(W4+76)02)51',

o if i=x)A(i ¢ RLy): Ciq = (ga)'Yléi’Ci’Z = (g*)72%, Cisz= (gb)(’Ys’Yz*W471)5ig(’v101+W202)5i,
Cig= (gb)ﬁ(7372—“/471)5iu(7101+7202)5iFi”ius’ Cis = (gb)f)(“/zm—7471)5iy(7101+7262)5i,
Cie = g",Ci 7 = Me(g, T)(7372=7471)8i¢(ga gc)(101+7202)8i

o if (i >x)A(i € RLy): Ci1 = GZB‘SQCL2 = 027451‘,01-’3 = 9(7301‘5’7402)‘51'701-’4 — u(%cflJrvwz)éiFZ_’HUS7
Ci5 = v(1891+7202)8; O o = gMi C; 7= M - E§73“1+74”2)6i.

o if (i >2) A (i & RLy): Ciy =GO T% 0y = G020 0y 5 = g(n499)91 (02496072000 € 6 = g,

i
Cia = u((1+75)714+(12476)92)8; fliys o((MH+75)71+(1246)92)8: Oy 7 = M - Ei((”/ﬁ%)"l*(”?*”ﬁ)"?)‘;i.

i,5 =
For each column j € [m], the algorithm creates column ciphertexts (Cj,1,C} 2) as follows: if (j <y) A (j € RLj/): Cj1 =
ghiTH(ge) I g M g2 Cp = P2 (g€) TO2g T gT T HE (j < y) A (G & RLy): Gy = ghi7 (¢°) T g4, Cyo =
gbi72(ge) o2 gTV3MI
For each k € [I], it sets policy ciphertexts (Dy, Dj,) as follows: Dy, = uAk‘ﬁH;(z’ﬁ , D} = g% . B outputs ct.

e Guess: A sends a guess 8’ € {0,1} to B. B sends this 8’ to the challenger.

Note that ct corresponding to row z indicates the target low when T' = g*¢, and ct corresponding to row « indicates the

less-than row when T is random. Thus, the advantage of B in the reduction is straightforwardly taken from the advantage

of A.

Claim 3. If the 3-party Diffie-Hellman assumption in a subgroup holds, no PPT adversary can achieve a non-negligible
advantage in distinguishing between experiments A3 and A4.

Proof.  We define hybrid experiments between experiments A3 and A4 to prove this claim. By A3 m+1(= A3), A3 m, ..., A3,1(=
A4) we denote the hybrid games. In experiment Az ¢, it encrypts to column §. As in the proof of Lemma 3, it is sufficient
to prove the indistinguishability of experiments Az ¢ and Az ¢y1 for 1 < & < m. The proof of this indistinguishability is
almost identical to that of Lemma 3.

Claim 4. If the XDH assumption holds, no PPT adversary can achieve a non-negligible advantage in distinguishing
between experiments A4 and As.

Proof.  Suppose there exists a PPT adversary A achieves a non-negligible advantage in distinguish between experiments
A4 and As. We construct a PPT algorithm B that achieves a non-negligible advantage in solving the XDH assumption. On
input (GD = (N, G, Gr,e),9,92,93,9% g°,T), the goal of B is to determine T' = ¢g®® or T is a random element in Gp, .

e Setup: B chooses random {ai, 74, fi}ic[m]s {05 }ic[m]> @ 0 {hr}reu € Zn. Tt sets (GD,g,u = g% v = ¢g° {E; =
e(gvg)aivGi - gri}iE[m]v {F’L = gf1 }ie[m]v {B] = gbj }]E[m]? {Hk = ghk}keu) as pp, sends it to A.

e Key Query: Torespond to A’s query for ((¢, j), S;,j), B randomly chooses t; ;, s; j € Zy and R, R, R"”,R"",{ Ry} kes €
Gi,s. The private kez sk(,j),s is set as follows: (K;; = g%igiibiutiivSiiR, K, =9"iR K/, = gti’J'R",KZ; =
F R AK; = H Ritres, ;)

e Challenge: A submits a message M, an attribute set S* and a revocation list RL*. Let RL, RL;, be the sets of re-
voked row index and column index, respectively. B constructs the LSSS matrix (A*, p*) for A*. For A* an I xn matrix, B ran-
domly chooses ¥ = (5,92, ..., 9n). B then randomly chooses {0 }ac(2), {Vatac(a) {9i bicm)s {MiYicim)s 15 }jem> {0k Tres

{Ti,a}icjze—1],de[4] € ZN under constraints that y273 —v17a4 # 0, v176 — 7275 = 0, (11 +75)74 — (72 + 76)y3 = 0. The
ciphertext ct is set as follows:

For each row ¢ € [m], the algorithm creates row ciphertexts (C; 1,C; 2,C5,3,Ci4,Ci5,Ci6,Ci,7) as follows:
e ifi<a Ci1=g"1,C0=972,Ci3=g"3,Cia= uTqL,aFZ,mLus7 35 =073, Ci 6 =g",Ci7 = E’Z—’l,él.
o if(i=x+1)A(i € RLy):
Ciq = Trindi(gh)ri(vs+v5)0i O 5 = TTiv20i (g0)ri(vat76)di ¢ 5 = T(V101+7202)8: (gb)((v3+y5)o1+(vatr6)02)0:
Cia = (Ci3)"F"u®,Cy 5 = (Ci,3)", Cij6 = g, Ci7 = Me(g, T)*i(Mo1+7202)0 . g(gb, g)@il(v3+75)01+ (74 +76)72)0i,
e if (i=x+1)A(i¢ RLy):
Cyq = Trivsdi (gh)rimdi O o = TTivadi (gh)rivedi O 4 = T(1801+7402)8; (gb)(1101+7202)8;
Cia= (Ci73)ﬂFin’7uS,Ci,5 — (Ci’?’)"ﬁ7 Cig=g",Ci7= Me(%T)ai(’7301+7402)5i6(gb7g)az‘(’nﬂﬁwwz)(&.
e if (i >x+1)A(:€ RLy):
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Cin = (ga)”i715igri(73+75)6i,Ci’g = (g*)riv29i gri (va+76)8: Cis= (g*)(11o1+7202)8i g((v3+75)01+(7a+76)02) 8
Cia= (Ci,S)uFimUS,Ci,B =(C;3)%,Ci6 =g",Ci7 = Me(97ga)ai(Vlo'lJF"/Zo'z)éie(g’g)ai((W3+’Y5)Ul+(’Y4+’YG)U2)6i.

o if (i >x) A (i ¢ RLy): Ciq = (g%)"i73% gmiM18i O o = (g@)"iv4%igrin2di ;5 = (g)(18911+7492)8i g(v101+7202)8;

Cia = (Ci3) b Fu®,Ci 5 = (Ci3)?, Ci6 = g™, Cs,7 = Me(g, g*)®i(789117102)3i (g, g)i(n1o1+7202)0:,

For each column j € [m], the algorithm creates column ciphertexts (Cj1,Cj2) as follows: if (j > y) A (j € RLj/):
Cj,l = B;lg’YQ/"j,Cj’Q = B;_"Zg—"/lﬂj; if (] } y) A (] ¢ RLj/)Z Cj,l = B;I,C]‘Q = B;-Tz.

B outputs ct = ({Cy,1,C4,2,Ci,3,Ci,4,Ci5,Ci6, Ci,7ticim]» 1C,15 Ci2 jeim]s 1Dk Dy Yeepys (4 0))-

e Guess: A outputs a guess 8’ € {0,1}, and B outputs the same value to the XDH challenger.

Note that ct corresponds to Ay when T = g®®, and ct corresponds to As when T is random. Thus, the advantage of B in
the reduction is straightforwardly taken from the advantage of A.
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