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Appendix A Black-box Traceable and Revocable CP-ABE

Appendix A.1 Definition

A Black-box Traceable and Revocable system (BTR-CPABE system) is a CP-ABE system where a decryption black-box

can be traced to the corresponding malicious users who built it and can revoke the traced malicious users. We enhance the

conventional (non-traceable and non-revocable ) CP-ABE system by assigning and identifying users with unique indices,

adding the functionalities of traceability and revocability to it. In particular, following the notation of CP-ABE system

introduced in [4], a BTR-CPABE system consists of five algorithms as follows:

• Setup(λ,U ,N ) → (pp,msk). On input a security parameter λ, the attribute universe description U , the number of

users N in the system, it outputs the public parameters pp and a master secret key msk.

• KeyGen(pp,msk, S) → skni,S . On input pp, msk and a set of attributes S, it outputs a private key skni,S , which is

assigned and identified by a unique index ni ∈ {1, ...,N}.
• Encrypt(pp,A,M,RL) → ct. On input pp, an access structure A over the universe of attributes, a message M and a

revocation list RL ⊆ {1, ...,N}, it outputs a ciphertext ct. The revocation list RL is used to store the indexes of revoked

users and to ensure that the resulting ciphertext cannot be decrypted by any secret key which is in the revocation list even

though the associated attribute set of the key satisfies the ciphertext’s policy.

• Decrypt(pp, skni,S , ct)→M or ⊥. On input pp, a secret key skni,S , and a ciphertext ct, if ni ∈ {1, ...,N}\RL and S

satisfies ct’s access policy, it outputs M . Otherwise, it output ⊥.

• TraceD(pp, SD, RLD, ε)→ NT : The tracing algorithm takes pp, a non-empty attribute set SD, a revocation list RLD
and a probability value (lower-bound) ε 1). It is an oracle algorithm interacts with a key-like decryption black-box D. It

runs in a polynomial time in 1λ and 1/ε, and outputs an index set NT ⊆ {1, ...,N} of malicious user(s). Note that in

our setting, we treat D as a probabilistic circuit that takes as input a ciphertext ct and returns a message M or ⊥. Such

a decryption black-box does not need to be perfect, since we only require it to decrypt successfully with non-negligible

probability.

Appendix A.2 Message-hiding Security

The message-hiding security is a typical semantic security similar to that of conventional CP-ABE system [4], excepting

every key query is companied with a unique index. Similar to [5], to capture the security that an adversary can choose keys

to corrupt adaptively, we allow an adversary to specify the index (which is originally assigned by the KeyGen algorithm)

to a decryption key when he makes a key query. Note that to guarantee that each user/key can be identified by an

index uniquely, an adversary can adaptively ask for a decryption key corresponding to (ni, Sni ) for i ∈ {1, ..., q}, where

ni ∈ {1, ...,N}, q 6 N . Also note that for any two pairs (ni, Sni ) and (nj , Snj ) where ni 6= nj for ∀i 6= j, i, j ∈ {1, ..., q},
we do not require Sni 6= Snj . The message-hiding security is described by a security game GameMH between an adversary

A and a challenger. The phases of the game are as follows:

* Corresponding author (email: zfcao@sei.ecnu.edu.cn)
1) Note that ε is the lower-bound of a key-like decryption black-box’s decryption ability, and it has to be polynomially

related to the security parameter.



2 NING J T, et al. Sci China Inf Sci

• Setup : The challenger runs the Setup(λ,U ,N ) and sends the public parameters pp to A.

• Query Phase 1 : For i = 1 to q1, A submits (ni, Sni ), and the challenger responds with skni,Sni .

• Challenge : A submits two equal length messages M0,M1, an access policy A∗ and a revocation list RL∗. A∗ cannot

be satisfied by any of the queried attribute sets Sn1 , ..., Snq1 . The challenge flips a random coin β ∈ {0, 1}, gives an

encryption of Mβ under A∗ to A.

• Query Phase 2 : For i = q1 + 1 to q, A submits (ni, Sni ) with the restriction that none of these queried attribute

sets satisfy A∗, and the challenger responds with skni,Sni .

• Guess : A outputs a guess β′ ∈ {0, 1} for β.

A’s advantage is defined as Adv = Pr[β′ = β]− 1
2

.

Definition 1. A N -user BTR-CPABE system is message-hiding secure if there exists no probabilistic polynomial-time

(PPT) adversary has non-negligible advantage in GameMH .

Appendix A.3 Black-box Traceability

The black-box traceability definition is described by a security game GameBT between an adversary A and a challenger.

The phases of the game are as follows:

• Setup : The challenger runs the Setup(λ,U ,N ) and sends the public parameters pp to A.

• Key Query : For i = 1 to q, A submits (ni, Sni ), and the challenger responds with skni,Sni .

• (Key-like) Decryption Black-box Generation : A outputs a decryption black-box D associated with a non-empty

attribute set SD and a probability value ε.

• Trace : The challenger runs TraceD(pp, SD, RLD, ε) to get a set NT ⊆ {1, ...,N} of malicious user.

Let ND = {ni|1 6 i 6 q} be the index set of corrupted keys. We say A wins the above game if the following conditions

hold: (1) D is a useful key-like decryption black-box. That is, it holds that Pr[D(Encrypt(pp,AD,M,RLD)) = M ] > ε for

any access policy AD that is satisfied by SD, where the probability is taken over the random coins of D and the random

choices of message M ; (2) ((ni ∈ RLD) OR (SD * Sni ) for ∀ni ∈ NT ), or NT * ND, or NT = ∅.
Definition 2. A N -user BTR-CPABE system is traceable against key-like decryption black-box if there exists no PPT

adversary has non-negligible advantage in GameBT .

Appendix B Background

Appendix B.1 Notation

We define [l] = {1, 2, ..., l}, [l1, l2] = {l1, l1 + 1, ..., l2} for l ∈ N. By PPT we denote probabilistic polynomial-time.

Appendix B.2 Access Policy, Linear Secret-Sharing Schemes and Composite Order Bilin-

ear Groups

As of previous work, we use linear secret-sharing schemes (LSSS) to realize monotonic access structures which specify

the access policies associated with ciphertexts. As of previous work, we construct our system in composite order bilinear

groups. We refer the interested readers to [4] for the formal definitions of access structures, LSSS and composite order

bilinear groups.

Appendix B.3 Assumptions

The message-hiding security of our E-CPABE system will rely on four assumptions (the Assumption 1, the General Subgroup

Decision Assumption, the 3-Party Diffie-Hellman Assumption in a Subgroup, the Source Group q-Parallel BDHE Assumption

in a Subgroup in [4]), which are used in [4] to achieve full security of the CP-ABE scheme in [4]. We refer to [4] for the

details of these assumptions.

External Diffie-Hellman (XDH) Assumption in a Subgroup: Given a group generator G, define the following distribution:

GD = (N = p1p2p3, G,GT , e)
R← G, a, b R← ZN , g

R← Gp1 , g2
R← Gp2 , g3

R← Gp3 , D = (GD, g, g2, g3, ga, gb), T0 = gab, T1
R←

Gp1 . An algorithm A’s advantage in breaking this assumption is: AdvXDHG,A (λ) = |Pr[A(D,T0) = 1] − Pr[A(D,T1) = 1]|.
We say that G satisfies the XDH Assumption in a Subgroup if AdvXDHG,A (λ) is a negligible function of λ for any polynomial

time algorithm A.

Appendix C Enhanced CP-ABE

Following the routes of [1–3,5], instead of constructing BTR-CPABE directly, we define a simpler primitive named Enhanced

CP-ABE (E-CPABE) firstly, then we show how BTR-CPABE can be transformed from E-CPABE.
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Appendix C.1 Definition

An E-CPABE system consists of the following algorithms.

• SetupE(λ,U ,N )→ (pp,msk). On input a security parameter λ, the attribute universe description U , the numbers of

users N in the system, it outputs the public parameters pp, a master secret key msk.

• KeyGenE(pp,msk, S)→ skni,S . On input pp, msk and a set of attributes S, it outputs a private key skni,S , which is

assigned and identified by a unique index ni ∈ [N ].

• EncryptE(pp,A, nj ,M,RL) → ct. On input pp, an access structure A over the universe of attributes, an index

nj ∈ [N + 1], a message M and a revocation list RL, it outputs a ciphertext ct.

• DecryptE(pp, skni,S , ct)→M or ⊥. On input pp, a secret key skni,S , and a ciphertext ct encrypted with index nj , if

(ni ∈ [N ]\RL) ∧ (S satisfies ct′s access policy) ∧ (ni > nj), it outputs the message M . Otherwise, it output ⊥.

Appendix C.2 Message-hiding Security

The message-hiding security is described by a security game between an adversary A and a challenger:

• Setup : The challenger runs the SetupE(λ,U ,N ) algorithm and sends public parameters pp to A.

• Query Phase 1 : For i = 1 to q1, A submits (ni, Sni ), and the challenger responds with skni,Sni .

• Challenge : A submits two equal length messages M0,M1, an access policy A∗, a revocation list RL∗. The challenge

flips a random coin β ∈ {0, 1} and gives ct← EncryptE(pp,A∗, nj ,Mβ , RL
∗) to A.

• Query Phase 2 : For i = q1 + 1 to q, A submits (ni, Sni ), and the challenger responds with skni,Sni .

• Guess : A outputs a guess β′ ∈ {0, 1} for β.

We define game GameEMH1
as follows. We let the challenger give ct ← EncryptE(pp,A∗, 1,Mβ , RL

∗) to A during the

Challenge phase. And A wins the game if β′ = β with the restriction that none of the queried attribute sets Sn1 , ..., Snq
satisfy A∗. A’s advantage is defined to be Adv1 = Pr[β′ = β] − 1

2
in this game. And we define game GameEMHN+1

as

follows. We let the challenger give ct← EncryptE(pp,A∗,N + 1,Mβ , RL
∗) to A during the Challenge phase. And A wins

the game if β′ = β. A’s advantage is defined to be AdvN+1 = Pr[β′ = β]− 1
2

in this game.

Definition 3. A N -user E-CPABE is message-hiding secure if there exists no PPT adversary has non-negligible advantage

in GameEMH1
and GameEMHN+1

.

Appendix C.3 Index-hiding Security

The index-hiding security against key-like decryption black-box is to guarantee that there has no adversary can distinguish

between EncryptE(pp,AS∗ , nj ,M,RL∗) and EncryptE(pp,AS∗ , nj + 1,M,RL∗) for any non-empty attribute set S∗ ⊆ U
without a secret key sknj ,Snj , where AS∗ = ∧x∈S∗x is defined to be the strictest access policy and Snj ⊇ S∗. It is

described by a security game GameEIH between an adversary A and a challenger. The game takes as input a parameter

nj ∈ [N ] which is given to both A and the challenger. The phases of the game are as follows:

• Setup : The challenger runs the SetupE(λ,U ,N ) algorithm and sends public parameters pp to A.

• Key Query : For i = 1 to q, A submits (ni, Sni ), and the challenger responds with skni,Sni .

• Challenge : A submits a message M , an access policy A∗ and a revocation list RL∗. The challenge flips a random

coin β ∈ {0, 1} and gives ct← EncryptE(pp,A∗, nj + β,M,RL∗) to A.

• Guess : A outputs a guess β′ ∈ {0, 1} for β.

We define A wins the game if β′ = β with the restriction that none of the queried pairs {(n1, Sn1 ), ..., (nq , Snq )} satisfy

((ni ∈ [N ]\RL∗) ∧ (Sni ⊇ S∗) ∧ (ni = nj)) for any i ∈ [q]. A’s advantage is defined as Advnj = Pr[β′ = β]− 1
2

.

Definition 4. A N -user E-CPABE is index-hiding secure against key-like decryption black-box if there exists no PPT

adversary has non-negligible advantage Advnj for any nj ∈ [N ] in GameEIH .

Appendix C.4 Transform from E-CPABE to BTR-CPABE

We show how a BTR-CPABE system can be transformed from an E-CPABE system following the routes of [1–3, 5]. We

denote an E-CPABE system as Σe, then a BTR-CPABE system can be transformed from Σe by the following two steps

providing that Σe is message-hiding secure and index-hiding secure.

Step 1: Set nj of EncryptE(pp,A, nj ,M,RL) equal to 1, i.e., EncryptE(pp,A, nj ,M,RL) = EncryptE(pp,

A, 1,M,RL); Step 2: Add a Trace algorithm to Σe defined as follows.

• TraceD(pp, SD, RLD, ε) → NT ⊆ [N ]: The tracing algorithm takes as input pp, a non-empty attribute set SD, a

revocation list RLD and a probability value ε. Given a decryption black-box D associated with the non-empty attribute

set SD, it works as follows:

1. For n = 1 to N + 1, do as follows: (1) Repeat the following steps 8λ(N/ε)2 times: Firstly, randomly sample message

M from the message space. Then, let ct← EncryptE(pp,ASD , n,M,RLD), where ASD is the strictest access policy of SD.

Next, Call oracle D on input ct and compare the output of D with M ; (2) Let fn be the fraction of times that D decrypted

the ciphertexts correctly.

2. Let NT be the set of all n ∈ [N ] for which fn − fn+1 > ε/(4N ).

3. Output the set NT as the malicious users.

Theorem 1. If Σe is message-hiding and index-hiding secure against key-like decryption black-box, the modified Σe
(denote by Σbtr) after the transformation is traceable BTR-CPABE against key-like decryption black-box.
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Proof. We use a similar proof method from [1, 3, 5]. Note that if we always set the parameter n of the algorithm

EncryptE(pp,A, n,M,RL) equal to 1, the functions of E-CPABE are identical to that of BTR-CPABE. Hence, GameMH

for Σbtr is the same to GameEMH1
for Σe. It implies that if Σe is adaptively (resp. selective) message-hiding in GameEMH1

,

then Σbtr is adaptively (resp. selective) message-hiding in GameMH .

In the proof sketch below, we show that if Σe is adaptively (resp. selective) index-hiding secure against key-like decryption

black-box and adaptively (resp. selective) message-hiding secure in GameEMHN+1
, the probability of winning the traceability

game defined in Section Appendix A.3 is negligible. That is, NT * ND, or SD * Sui for ∀ui ∈ NT , or NT = ∅, where D is

the key-like decryption black-box generated by an adversary. Let pn = Pr[D(EncryptE(pp,AD, n,M,RL) = M ], where the

probability is over the random coins of D and the random choice of M . Following the fact that D is an ε-userful decryption

black-box and Σe is adaptively (resp. selective) message-hiding secure in GameEMHN+1
, we have that p1 > ε and pN+1

is negligible. Then there must exist some n ∈ [N ] such that pn − pn+1 > ε/(2N ). By the Chernoff bound it follows

that with overwhelming probability, fn − fn+1 > ε/(4N ). Hence, the set NT is non-empty. For any n ∈ NT such that

fn − fn+1 > ε/(4N ) we know, by Chernoff, that with overwhelming probability pn − pn+1 > ε/(8N ). Thus, u ⊆ ND and

SD ⊆ Su. Otherwise, D is able to distinguish EncryptE(pp,AD, n,M,RL) from EncryptE(pp,AD, n+1,M,RL). Therefore,

we have Sn satisfies AD for ∀n ∈ NT and NT ⊆ ND.

Appendix C.5 Message-hiding Security

Proof of message-hiding security in GameMH1 :

Since the structures of the CP-ABE part of the E-CPABE are similar to that of the CP-ABE in [4], the proof of message-

hiding security in GameMH1 is also similar to that of [4]. For simplicity, we will reduce the proof of message-hiding security

in GameMH1 of the E-CPABE to that of the CP-ABE in [4]. By Σcpabe, Σecpabe we denote the CP-ABE in [4] and the

E-CPABE respectively.

Lemma 1. [4] If Assumption 1, the general subgroup decision assumption, the 3-party Diffie-Hellman assumption in a

subgroup, and the source group q-parallel BDHE assumption in a subgroup hold, Σcpabe (in [4]) is fully secure.

Lemma 2. If Σcpabe is fully secure, then no polynomial time adversary can achieve a non-negligible advantage in winning

GameMH1 for our E-CPABE system Σecpabe.

Proof. Suppose there exists a PPT adversary A achieves a non-negligible advantage AdvAΣecpabe in adaptively breaking

Σecpabe. We construct a PPT algorithm B that achieves a non-negligible advantage AdvBΣcpabe in adaptively breaking

Σcpabe, which equals to AdvAΣecpabe.

• Setup : Σcpabe gives B the public parameter ppΣcpabe = (GD, g, ga, gb, e(g, g)α, {Hk = ghk}k∈U ) . B randomly

chooses {αi, ri, fi}i∈[m], {bj}j∈[m] ∈ ZN , and sends A the new public parameter pp as follows: (GD, g, u = ga, v = gb, {Ei =

e(g, g)αe(g, g)α
′
i , Gi = gri , Fi = gfi}i∈[m], {Bj = gbj }j∈[m], {Hk = ghk}k∈U ), where {αi}i∈m ∈ ZN are implicitly chosen

such that {α+ α′i ≡ αi mod p1}i∈m.

• Phase 1: A submits ((i, j), Si,j) to B to query a decryption key. B submits Si,j to Σcpabe and gets a decryption key

ŝkSi,j = 〈K̂ = gαgatgbs
′
R, K̂′ = gs

′
R′, K̂′′ = gtR′′, {K̂k = Ht

kRk}k∈Si,j 〉. B randomly chooses R′′′ ∈ Gp3 and sends A the

decryption key sk(i,j),Si,j
as follows: 〈Ki,j = K̂gα

′
igribj ,K′i,j = K̂′,K′′i,j = K̂′′,K′′′i,j = (K̂′′)fiR′′′, {Ki,j,k = K̂k}k∈Si,j 〉.

• Challenge: A submits two equal length messages M0,M1, an LSSS matrix (A∗, ρ∗) and a revocation list RL∗ to B,

let RL∗
i′ , RL

∗
j′ be the sets of revoked row index and column index. B submits (M0,M1, (A∗, ρ∗)) to Σcpabe and gets the

challenge ciphertext ĉt = 〈(A∗, ρ∗), Ĉ0 = Mbe(g, g)
αŝ, Ĉ = gŝ, Ĉ′ = gbŝ, {Ĉk = gaA

∗
k·~̂ϑH

−θ̂k
ρ∗(k)

, Ĉ′k = gθ̂k}k∈[l]〉. B chooses

random ~ϑ′ = (s′, ϑ′2, ..., ϑ
′
n), {σd}d∈[2], {γd}d∈[6],

{δ′i}i∈[m], {δ′′i }i∈[m], {ηi}i∈[m], {µj}j∈[y−1], {θ′k}k∈[l], {τi,d}i∈[x−1],d∈[4] ∈ ZN under constraints that γ2γ3 − γ1γ4 6= 0,

γ1γ6 − γ2γ5 = 0 and (γ1 + γ5)γ4 − (γ2 + γ6)γ3 = 0. Note that x = 1, y = 1 in GameMH1
.

For each row i ∈ [m], it creates row ciphertexts (Ci,1, Ci,2, Ci,3, Ci,4, Ci,5, Ci,6, Ci,7) as follows:

• if (i = x) ∧ (i ∈ RLi′ ): Ci,1 = G
(γ3+γ5)δi,1
i Ĉ

ri(γ3+γ5)
(γ3+γ5)σ1+(γ4+γ6)σ2 , Ci,2 = G

(γ4+γ6)δi,1
i Ĉ

ri(γ4+γ6)
(γ3+γ5)σ1+(γ4+γ6)σ2 ,

Ci,3 = g((γ3+γ5)σ1+(γ4+γ6)σ2)δi,1 Ĉ, Ci,4 = u((γ3+γ5)σ1+(γ4+γ6)σ2)δi,1F
ηi
i us

′
,

Ci,5 = v((γ3+γ5)σ1+(γ4+γ6)σ2)δi,1 Ĉ, Ci,6 = gηi , Ci,7 = M · E((γ3+γ5)σ1+(γ4+γ6)σ2)δi,1
i Ĉ0e(gα

′
i , Ĉ).

• if (i = x) ∧ (i /∈ RLi′ ): Ci,1 = G
γ1δi,2
i Ĉ

riγ1
σ1γ1+σ2γ2 , Ci,2 = G

γ2δi,2
i Ĉ

riγ2
σ1γ1+σ2γ2 , Ci,3 = g(σ1γ1+σ2γ2)δi,2 Ĉ,

Ci,4 = u(σ1γ1+σ2γ2)δi,2F
ηi
i us

′
, Ci,5 = v(σ1γ1+σ2γ2)δi,2 Ĉ′, Ci,6 = gηi , Ci,7 = M · E(σ1γ1+σ2γ2)δi,2

i Ĉ0e(gα
′
i , Ĉ).

• if (i > x) ∧ (i ∈ RLi′ ): Ci,1 = G
γ3δi,3
i Ĉ

riγ3
γ3σ1+γ4σ2 , Ci,2 = G

γ4δi,3
i Ĉ

riγ4
γ3σ1+γ4σ2 , Ci,3 = g(γ3σ1+γ4σ2)δi,3 Ĉ,

Ci,4 = u(γ3σ1+γ4σ2)δi,3F
ηi
i us

′
, Ci,5 = v(γ3σ1+γ4σ2)δi,3 Ĉ′, Ci,6 = gηi , Ci,7 = M · E(γ3σ1+γ4σ2)δi,3

i Ĉ0e(gα
′
i , Ĉ).

• if (i > x) ∧ (i /∈ RLi′ ): Ci,1 = G
(γ1+γ5)δi,4
i Ĉ

ri(γ1+γ5)
(γ1+γ5)σ1+(γ2+γ6)σ2 , Ci,2 = G

γ4δi,4
i Ĉ

riγ4
(γ1+γ5)σ1+(γ2+γ6)σ2 ,

Ci,3 = g((γ1+γ5)σ1+(γ2+γ6)σ2)δi,4 Ĉ, Ci,4 = u((γ1+γ5)σ1+(γ2+γ6)σ2)δi,4F
ηi
i us

′
,

Ci,5 = v((γ1+γ5)σ1+(γ2+γ6)σ2)δi,4 Ĉ′, Ci,6 = gηi , Ci,7 = M · E((γ1+γ5)σ1+(γ2+γ6)σ2)δi,4
i Ĉ0e(gα

′
i , Ĉ).

For each column j ∈ [m], it creates column ciphertexts (Cj,1, Cj,2) as follows: if (j > y) ∧ (j ∈ RLj′ ): Cj,1 =

Bσ1j gγ2µj , Cj,2 = Bσ2j g−γ1µj ; if (j > y) ∧ (j /∈ RLj′ ): Cj,1 = Bσ1j , Cj,2 = Bσ2j .

For each k ∈ [l], it sets policy ciphertexts (Dk, D
′
k) as follows: Dk = uAk·

~ϑ′H
−θ′k
ρ(k)

/Ĉk, D
′
k = gθ

′
k/Ĉ′k.
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Note that {δi}i∈[m], {θk}k∈[l] and ~ϑ = (s, ϑ2, ..., ϑn) are implicitly chosen such that {δi,1 + ŝ
(γ3+γ5)σ1+(γ4+γ6)σ2

≡
δi mod p1}i∈[m]\RLi′ , {δi,2+ ŝ

σ1γ1+σ2γ2
≡ δi mod p1}i∈[m]\RLi′ , {δi,3+ ŝ

σ1γ3+σ2γ4
≡ δi mod p1}i∈RLi′ , {δi,4+ ŝ

(γ1+γ5)σ1+(γ2+γ6)σ2
≡

δi mod p1}i∈RLi′ , {θ
′
k − θ̂k ≡ θk mod p1}k∈[l], s

′ − ŝ ≡ s mod p1, {ϑ′d − ϑ̂d ≡ ϑd mod p1}d∈{2,3,...,n}. B returns ct to A.

• Phase 2: This phase is the same with Phase 1.

• Guess: A outputs his guess β′, and gives it to B. B sends β′ to Σcpabe.

Since the distributions of the public parameter, decryption keys and challenge ciphertext in the above game are the same

as that in the real system, we have AdvBΣcpabe = AdvAΣecpabe.

Theorem 2. If Assumption 1, the general subgroup decision assumption, the 3-party Diffie-Hellman assumption in a

subgroup, and the source group q-parallel BDHE assumption in a subgroup hold, no polynomial time adversary can achieve

a non-negligible advantage in winning GameMH1
.

Proof. It follows directly from Lemma 1 and Lemma 2.

Proof of message-hiding security in GameMHN+1
:

Theorem 3. No PPT A can achieve a non-negligible advantage in winning GameMHN+1
for Σecpabe .

Proof. Since an encryption to index N + 1 contains no information about the message, the argument for message-hiding

in GameMHN+1
is straightforward. The simulator simply runs SetupE and KeyGenE and encrypts message Mβ under

(A∗, ρ∗), RL∗ and index (m + 1, 1). Obviously, Ci,7 = E
τi,4
i contains no information about the message. Thus, the bit β

is perfectly hidden and AdvAΣecpabe = 0 in GameMHN+1
.

Appendix C.6 Index-hiding Security

Theorem 4. If the 3-party Diffie-Hellman assumption and the XDH assumption in a subgroup hold, no PPT adversary

can achieve a non-negligible advantage in winning GameIH .

Proof. This theorem follows from the following Lemma 3 and Lemma 4 immediately.

Lemma 3. If the 3-party Diffie-Hellman assumption in a subgroup holds, no PPT adversary can achieve a non-negligible

advantage in distinguishing between an encryption to (x, y) and (x, y + 1) in GameIH .

Proof. In GameIH with index (x, y) and challenge (access policy, revocation list) tuple ((A∗, ρ∗), RL∗), the restric-

tion is that the adversary A does not query a secret key for (index, attribute set) tuple ((i, j), Si,j) such that (i, j) =

(x, y) ∧ (Si,j satisfies (A∗, ρ∗)) ∧ ((i, j) ∈ [m,m] \ RL∗). A eventually behaves in one of two different ways under the

above restriction: Case 1: In Phase 1 and Phase 2, A will not query a secret key with index (x, y) for attribute set S(x,y);

Case 2: In Phase 1 and Phase 2, A queries a secret key with index (x, y) for attribute set S(x,y) with the restriction that

S(x,y) does not satisfy the corresponding strictest access AS∗ , where AS∗ is submitted by A during Challenge phase.

Suppose there exists a PPT adversary A achieves a non-negligible advantage AdvA in winning GameIH . We construct

a PPT algorithm B that achieves a non-negligible advantage AdvB to solve a 3-Party Diffie-Hellman problem instance in a

subgroup. On input (GD = (N,G,GT , e), g, g2, g3, ga, gb, gc, T ), the goal of B is to determine T = gabc or T is a random

element in Gp1 , where a, b, c ∈ ZN , G is a bilinear group of order N = p1p2p3, g, g2, g3 are generators of Gp1 , Gp2 , Gp3
respectively.

• Setup : B first randomly chooses an attribute ĥ ∈ U to guess whether ĥ will be in the challenge attribute set

S∗. It then randomly chooses {αi}i∈[m], {ri, f ′i}i∈[m]\{x}, {bj}j∈[m]\{y}, {hk}k∈U\{ĥ} ∈ ZN , r′x, fx, b′y , h′ĥ, û, v̂ ∈ ZN . It

sets (GD, g, u = (gc)û, v = gv̂ , {Ei = e(g, g)αi}i∈[m], {Gi = gri , Fi = (gc)f
′
i}i∈[m]\{x}, Gx = (gb)r

′
x , Fx = gfx , {Bj =

gbj }j∈[m]\{y}, By = (gc)b
′
y , {Hk = ghk}k∈U\{ĥ}, Hĥ = (gc)

h′
ĥ ) as the public parameter pp and sends it to A. Note that

rx, by , hĥ and {fi}i∈[m,m]\{x} are implicitly chosen such that br′x ≡ rx mod p1, b′y/c ≡ by mod p1, h′
ĥ
/c ≡ hĥ mod p1, {cf ′i ≡

fi mod p1}i∈[m]\{x}.

• KeyQuery : To respond to the key query of A for ((i, j), S(i,j)),

• if (i, j) 6= (x, y): B randomly chooses ti,j , si,j ∈ ZN and R,R′, R′′, R′′′, {Rk}k∈Si,j ∈ Gp3 . The private key

sk(x,y),S(x,y)
is set as follows: 〈Ki,j ,K′i,j = gsi,jR′,K′′i,j = gti,jR′′,K′′′i,j = F

ti,j
i R′′′, {Ki,j,k = H

ti,j
k Rk}k∈Si,j 〉, where

Ki,j is given by Ki,j = gαigribjuti,j vsi,jR : if i 6= x, j 6= y; Ki,j = gαi (gb)r
′
ibjuti,j vsi,jR : if i = x, j 6= y; Ki,j =

gαi (gc)rib
′
juti,j vsi,jR : if i 6= x, j = y.

• if (i, j) = (x, y): it implies A behaves in Case 2. If ĥ ∈ Si,j , B aborts and outputs a random β′ ∈ {0, 1} to the

challenger. Otherwise, B randomly chooses t′x,y ∈ ZN and sets tx,y by implicitly setting t′x,y − br′xb′y/û ≡ tx,y mod p1.

It then randomly chooses sx,y ∈ ZN and R,R′, R′′, R′′′, {Rk}k∈Si,j ∈ Gp3 . The private key sk(x,y),S(x,y)
is set as

follows: 〈Kx,y = gαxut
′
x,yvsx,yR,K′x,y = gsx,yR′,K′′x,y = gt

′
x,y (gb)−r

′
xb
′
y/ûR′′,K′′′x,y = (gt

′
x,y (gb)−r

′
xb
′
y/û)fxR′′′, {Ki,j,k =

(gt
′
x,y (gb)−r

′
xb
′
y/û)hxRk}k∈Si,j 〉

• Challenge : A submits a message M , an attribute set S∗, and a revocation list RL∗. Let RL∗
i′ , RL

∗
j′ be the set-

s of revoked row index and column index, respectively. If ĥ /∈ S∗, B aborts and outputs a random β′ ∈ {0, 1} to the

challenger. Otherwise, B constructs the LSSS matrix (A∗, ρ∗) ( with size l × n) for AS∗ . Note that the attribute set

S∗ \ {ĥ} does not satisfy AS∗ . B chooses a vector ~̄ϑ ∈ ZnN that is orthogonal to all of the rows A∗k of A∗ such that

ρ(k) ∈ S∗ \ {ĥ} 2) and has first entry equal to 1. It then randomly chooses s′ ∈ ZN and ~ϑ′ with the first entry equal to

2) Such a vector must exist since S∗ \ {ĥ} fails to satisfy (A∗, ρ∗), and it is efficiently computable.
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zero, σ1, σ2, {γd}d∈[6], {δi}i∈[x−1], δ
′
x, {δi}i∈[x+1,m], {η′i}i∈[x−1],

ηx, {η′i}i∈[x+1,m], {µj}j∈[y−1], {θ′k}∀k∈[l] s.t. ρ(k)=ĥ, {θk}k∈[l] s.t. ρ(k)6=ĥ, {τi,d}i∈[x−1],d∈[4], {b′j}j∈[m]\{y} ∈ ZN under con-

straints that γ2γ3 − γ1γ4 6= 0, γ1γ6 − γ2γ5 = 0, (γ1 + γ5)γ4 − (γ2 + γ6)γ3 = 0 and σ1γ3 + σ2γ4 = 0.

For each row i ∈ [m], the algorithm creates row ciphertexts (Ci,1, Ci,2, Ci,3, Ci,4, Ci,5, Ci,6, Ci,7) as follows:

• if i < x: Ci,1 = gτi,1 , Ci,2 = gτi,2 , Ci,3 = gτi,3 , Ci,4 = uτi,3F
η′i
i us

′
, Ci,5 = vτi,3 ,

Ci,6 = gη
′
i (ga)

û(γ2γ3−γ1γ4)δ′x
byf
′
i , Ci,7 = E

τi,4
i .

• if (i = x) ∧ (i ∈ RLi′ ): Ci,1 = gr
′
x(γ3+γ5)δ′x , Ci,2 = gr

′
x(γ4+γ6)δ′x , Ci,3 = (gb)((γ3+γ5)σ1+(γ4+γ6)σ2)δ′x/by ,

Ci,4 = (gb)û((γ3+γ5)σ1+(γ4+γ6)σ2)δ′x/byF ηxx us
′
, Ci,5 = (Ci,3)v̂ , Ci,6 = gηx , Ci,7 = M ·e(gb, g)αx((γ3+γ5)σ1+(γ4+γ6)σ2)δ′x/by .

• if (i = x) ∧ (i /∈ RLi′ ): Ci,1 = gr
′
xγ1δ

′
x , Ci,2 = gr

′
xγ2δ

′
x , Ci,3 = (gb)(γ1σ1+γ2σ2)δ′x/by ,

Ci,4 = (gb)û(γ1σ1+γ2σ2)δ′x/byF ηxx us
′
, Ci,5 = (Ci,3)v̂ , Ci,6 = gηx , Ci,7 = M · e(gb, g)αx(γ1σ1+γ2σ2)δ′x/by .

• if (i > x) ∧ (i ∈ RLi′ ): Ci,1 = (gb)riγ3δi , Ci,2 = (gb)riγ4δi , Ci,3 = (gb)(γ3σ1+γ4σ2)δi , Ci,4 = F
ηi
i us,

Ci,5 = (Ci,3)v̂ , Ci,6 = gη
′
i (gb)

−û(γ3σ1+γ4σ2)δi
f′
i , Ci,7 = M · e(gb, g)αi(γ3σ1+γ4σ2)δi .

• if (i > x) ∧ (i /∈ RLi′ ): Ci,1 = (gb)ri(γ1+γ5)δi , Ci,2 = (gb)ri(γ2+γ6)δi , Ci,3 = (gb)((γ1+γ5)σ1+(γ2+γ6)σ2)δi ,

Ci,4 = F
η′i
i us

′
, Ci,5 = (Ci,3)v̂ , Ci,6 = gη

′
i (gb)

−û((γ1+γ5)σ1+(γ2+γ6)σ2)δi
f′
i , Ci,7 = M · e(gb, g)αi((γ1+γ5)σ1+(γ2+γ6)σ2)δi .

For each column j ∈ [m], the algorithm creates column ciphertexts (Cj,1, Cj,2) as follows:

• if (j < y) ∧ (j ∈ RLj′ ): Cj,1 = gb
′
j(γ2+γ4)/bygbjσ1gγ4µj gγ2µj , Cj,2 = g−b

′
j(γ1+γ3)/bygbjσ2g−γ3µj g−γ1µj .

• if (j < y) ∧ (j /∈ RLj′ ): Cj,1 = gb
′
jγ4/bygbjσ1gγ4µj , Cj,2 = g−b

′
jγ3/bygbjσ1g−γ3µj .

• if (j = y) ∧ (j ∈ RLj′ ): Cj,1 = (T )γ4 (gc)b
′
yσ1 (gc)γ2µj , Cj,2 = (T )−γ3 (gc)b

′
yσ2 (gc)−γ1µj .

• if (j = y) ∧ (j /∈ RLj′ ): Cj,1 = (T )γ4 (gc)b
′
yσ1 , Cj,2 = (T )−γ3 (gc)b

′
yσ2 .

• if (j > y) ∧ (j ∈ RLj′ ): Cj,1 = gb
′
jγ4/bygbjσ1 (gc)γ2µj , Cj,2 = g−b

′
jγ3/bygbjσ2 (gc)−γ1µj .

• if (j > y) ∧ (j /∈ RLj′ ): Cj,1 = gb
′
jγ4/bygbjσ1 , Cj,2 = g−b

′
jγ3/bygbjσ2 .

For each k ∈ [l], the algorithm sets policy ciphertexts (Dk, D
′
k) as follows: if ρ(k) 6= ĥ: Dk = uA

∗
k·~ϑ
′
H
−θk
ρ(k)

, D′k = gθk ; if

ρ(k) = ĥ: Dk = us
′A∗k·~̄ϑuA

∗
k·~ϑ
′
(gc)−hĥθ

′
k , D′k = gθ

′
k (ga)−û(γ2γ3−γ1γ4)δ′x(A∗k

~̄ϑ)/(byhĥ).

{bj}j∈[m]\{y}, s, {ηi}i∈[m]\{x}, ~ϑ, {θk}k∈[l] s.t. ρ(k)=ĥ are implicitly chosen such that {b′j ≡ abbj mod p1}j∈[m]\{y}, ∀i ∈

[x − 1] : η′i +
ûa(γ2γ3−γ1γ4)δ′x

byf
′
i

≡ ηi mod p1, ∀i ∈ [x + 1,m] ∧ (i ∈ RLi′ ) : η′i −
ûb(σ1γ3+σ2γ4)δi

f ′i
≡ ηi mod p1, ∀i ∈

[x+ 1,m] ∧ (i /∈ RLi′ ) : η′i −
ûb((γ1+γ5)σ1+(γ2+γ6)σ2)δi

f ′i
≡ ηi mod p1, ∀j ∈ [y + 1,m] : ~ϑ = s~̄ϑ+ ~ϑ′, ∀k ∈ [l] s.t. ρ(k) = ĥ :

θ′k − aû(γ2γ3 − γ1γ4)δ′x(A∗k
~̄ϑ)/(byhĥ) ≡ θk mod p1. If T = gabc, then ct is an encryption to the index (x, y); and if T is

random, then ct is an encryption to the index (x, y + 1).

• Guess : A sends a guess β′ ∈ {0, 1} to B. B sends this β′ to the challenger.

Note that the distributions of the public parameter, decryption keys and challenge ciphertext are same as the real system

when B does not abort. Also note that since S∗ 6= ∅ and if A behaves in Case 2 then S(x,y) must satisfy S∗\S(x,y) 6= ∅, B
does not abort happens with probability at least 1/|U|. Therefore, the advantage of B in breaking the 3-Party Diffie-Hellman

problem will be at least AdvA/|U|.
Lemma 4. If the 3-party Diffie-Hellman assumption and the XDH assumption in a subgroup hold, no PPT adversary

can achieve a non-negligible advantage in distinguishing between an encryption to (x,m) and (x+ 1, 1) in GameIH .

Proof. We refer to rows with ciphertexts generated with random exponents as “less-than” rows, rows with ciphertexts

involved with exponents γ3+γ5, γ4+γ6, γ1, γ2 as “target” rows, and rows with ciphertexts involved with γ3, γ4, γ1+γ5, γ2+γ6

as “greater-than” rows. And by “Encrypt to column y” we denote that column ciphertexts (Cj,1, Cj,2) for all j > y. To

prove this lemma, we define the following hybrid experiments: Λ1 : Encrypt to column m, row x is the target row, row i+ 1

is the greater-than row; Λ2 : Encrypt to column m + 1, row x is the target row, row x + 1 is the greater-than row; Λ3 :

Encrypt to column m+ 1, row x is the less-than row, row x+ 1 is the greater-than row; Λ4 : Encrypt to column 1, row x

is the less-than row, row x+ 1 is the greater-than row; Λ5 : Encrypt to column 1, row x is the less-than row, row x+ 1 is

the target row.

Claim 1. If the 3-party Diffie-Hellman assumption in a subgroup holds, no PPT adversary can achieve a non-negligible

advantage in distinguishing between experiments Λ1 and Λ2.

Proof. The proof is almost identical to that of Lemma 3.

Claim 2. If the 3-party Diffie-Hellman assumption in a subgroup holds, no PPT adversary can achieve a non-negligible

advantage in distinguishing between experiments Λ2 and Λ3.

Proof. Suppose there exists a PPT adversary A achieves a non-negligible advantage in distinguish between experiments

Λ2 and Λ3. We construct a PPT algorithm B that achieves a non-negligible advantage in solving the 3-party Diffie-Hellman

assumption in a subgroup. On input (GD = (N,G,GT , e), g, g2, g3, ga,

gb, gc, T ), the goal of B is to determine T = gabc or T is a random element in Gp1 .

• Setup: B randomly chooses {αi, ri}i∈[m]\{x}, αx = ac, rx = a, {fi}i∈[m], {bj}j∈[m], û, v̂ ∈ ZN , {hk}k∈U ∈ ZN .

It sets (GD, g, u = gû, v = gv̂ , {Ei = e(g, g)αi , Gi = gri}i∈[m]\{x}, Ei = e(ga, gc), Gi = ga, {Fi = gfi}i∈[m], {Bj =

gbj (gc)−1}j∈[m], {Hk = ghk}k∈U ) as pp and sends it to A.
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• Key Query: To respond toA’s query for ((i, j), Si,j), B randomly chooses ti,j , si,j ∈ ZN andR,R′, R′′, R′′′, {Rk}k∈S ∈
Gp3 . The private key sk(i,j),S is set as follows: 〈Ki,j ,K′i,j = gsi,jR′,K′′i,j = gti,jR′′,K′′′i,j = F

ti,j
i R′′′, {Ki,j,k =

H
ti,j
k Rk}k∈Si,j 〉, where Ki,j = gαigribj (gc)−riuti,j vsi,jR : if i 6= x; Ki,j = (ga)bjuti,j vsi,jR : if i = x.

• Challenge: A submits a message M , an attribute set S∗ and a revocation list RL∗. Let RL∗
i′ , RL

∗
j′ be the sets of re-

voked row index and column index, respectively. B constructs the LSSS matrix (A∗, ρ∗) for A∗. For A∗ an l×n matrix, B ran-

domly chooses ~ϑ = (s, ϑ2, ..., ϑn). B then randomly chooses {σd}d∈[2], {γd}d∈[6], {δi}i∈[m], {ηi}i∈[m], {µj}j∈[m], {θk}k∈[l],

{τi,d}i∈[x−1],d∈[4] ∈ ZN under constraints that γ2γ3 − γ1γ4 6= 0, γ1γ6 − γ2γ5 = 0, (γ1 + γ5)γ4 − (γ2 + γ6)γ3 = 0. The

ciphertext ct is set as follows:

For each row i ∈ [m], the algorithm creates row ciphertexts (Ci,1, Ci,2, Ci,3, Ci,4, Ci,5, Ci,6, Ci,7) as follows:

• if i < x: Ci,1 = gτi,1 , Ci,2 = gτi,2 , Ci,3 = gτi,3 , Ci,4 = uτi,3F
ηi
i us, Ci,5 = vτi,3 , Ci,6 = gηi , Ci,7 = E

τi,4
i .

• if (i = x) ∧ (i ∈ RLi′ ):
Ci,1 = (ga)(γ3+γ5)δi , Ci,2 = (ga)(γ4+γ6)δi , Ci,3 = (gb)((γ3+γ5)γ2−(γ4+γ6)γ1)δig((γ3+γ5)σ1+(γ4+γ6)σ2)δi ,

Ci,4 = (gb)û((γ3+γ5)γ2−(γ4+γ6)γ1)δiu((γ3+γ5)σ1+(γ4+γ6)σ2)δiF
ηi
i us,

Ci,5 = (gb)v̂((γ3+γ5)γ2−(γ4+γ6)γ1)δiv((γ3+γ5)σ1+(γ4+γ6)σ2)δi , Ci,6 = gηi ,

Ci,7 = M · e(g, T )((γ3+γ5)γ2−(γ4+γ6)γ1)δie(ga, gc)((γ3+γ5)σ1+(γ4+γ6)σ2)δi .

• if (i = x) ∧ (i /∈ RLi′ ): Ci,1 = (ga)γ1δi , Ci,2 = (ga)γ2δi , Ci,3 = (gb)(γ3γ2−γ4γ1)δig(γ1σ1+γ2σ2)δi ,

Ci,4 = (gb)û(γ3γ2−γ4γ1)δiu(γ1σ1+γ2σ2)δiF
ηi
i us, Ci,5 = (gb)v̂(γ3γ2−γ4γ1)δiv(γ1σ1+γ2σ2)δi ,

Ci,6 = gηi , Ci,7 = Me(g, T )(γ3γ2−γ4γ1)δie(ga, gc)(γ1σ1+γ2σ2)δi .

• if (i > x) ∧ (i ∈ RLi′ ): Ci,1 = G
γ3δi
i , Ci,2 = G

γ4δi
i , Ci,3 = g(γ3σ1+γ4σ2)δi , Ci,4 = u(γ3σ1+γ4σ2)δiF

ηi
i us,

Ci,5 = v(γ3σ1+γ4σ2)δi , Ci,6 = gηi , Ci,7 = M · E(γ3σ1+γ4σ2)δi
i .

• if (i > x) ∧ (i /∈ RLi′ ): Ci,1 = G
(γ1+γ5)δi
i , Ci,2 = G

(γ2+γ6)δi
i , Ci,3 = g((γ1+γ5)σ1+(γ2+γ6)σ2)δi , Ci,6 = gηi ,

Ci,4 = u((γ1+γ5)σ1+(γ2+γ6)σ2)δiF
ηi
i us, Ci,5 = v((γ1+γ5)σ1+(γ2+γ6)σ2)δi , Ci,7 = M · E((γ1+γ5)σ1+(γ2+γ6)σ2)δi

i .

For each column j ∈ [m], the algorithm creates column ciphertexts (Cj,1, Cj,2) as follows: if (j < y) ∧ (j ∈ RLj′ ): Cj,1 =

gbjσ1 (gc)−σ1gγ4µj gγ2µj , Cj,2 = gbjσ2 (gc)−σ2g−γ3µj g−γ1µj ; if (j < y) ∧ (j /∈ RLj′ ): Cj,1 = gbjσ1 (gc)−σ1gγ4µj , Cj,2 =

gbjσ2 (gc)−σ2g−γ3µj .

For each k ∈ [l], it sets policy ciphertexts (Dk, D
′
k) as follows: Dk = uAk·

~ϑH
−θk
ρ(k)

, D′k = gθk . B outputs ct.

• Guess: A sends a guess β′ ∈ {0, 1} to B. B sends this β′ to the challenger.

Note that ct corresponding to row x indicates the target low when T = gabc, and ct corresponding to row x indicates the

less-than row when T is random. Thus, the advantage of B in the reduction is straightforwardly taken from the advantage

of A.

Claim 3. If the 3-party Diffie-Hellman assumption in a subgroup holds, no PPT adversary can achieve a non-negligible

advantage in distinguishing between experiments Λ3 and Λ4.

Proof. We define hybrid experiments between experiments Λ3 and Λ4 to prove this claim. By Λ3,m+1(= Λ3),Λ3,m, ...,Λ3,1(=

Λ4) we denote the hybrid games. In experiment Λ3,ξ, it encrypts to column ξ. As in the proof of Lemma 3, it is sufficient

to prove the indistinguishability of experiments Λ3,ξ and Λ3,ξ+1 for 1 6 ξ 6 m. The proof of this indistinguishability is

almost identical to that of Lemma 3.

Claim 4. If the XDH assumption holds, no PPT adversary can achieve a non-negligible advantage in distinguishing

between experiments Λ4 and Λ5.

Proof. Suppose there exists a PPT adversary A achieves a non-negligible advantage in distinguish between experiments

Λ4 and Λ5. We construct a PPT algorithm B that achieves a non-negligible advantage in solving the XDH assumption. On

input (GD = (N,G,GT , e), g, g2, g3, ga, gb, T ), the goal of B is to determine T = gab or T is a random element in Gp1 .

• Setup: B chooses random {αi, ri, fi}i∈[m], {bj}j∈[m], û, v̂, {hk}k∈U ∈ ZN . It sets (GD, g, u = gû, v = gv̂ , {Ei =

e(g, g)αi , Gi = gri}i∈[m], {Fi = gfi}i∈[m], {Bj = gbj }j∈[m], {Hk = ghk}k∈U ) as pp, sends it to A.

• Key Query: To respond toA’s query for ((i, j), Si,j), B randomly chooses ti,j , si,j ∈ ZN andR,R′, R′′, R′′′, {Rk}k∈S ∈
Gp3 . The private key sk(i,j),S is set as follows: 〈Ki,j = gαigribjuti,j vsi,jR,K′i,j = gsi,jR′,K′′i,j = gti,jR′′,K′′′i,j =

F
ti,j
i R′′′, {Ki,j,k = H

ti,j
k Rk}k∈Si,j 〉.

• Challenge: A submits a message M , an attribute set S∗ and a revocation list RL∗. Let RL∗
i′ , RL

∗
j′ be the sets of re-

voked row index and column index, respectively. B constructs the LSSS matrix (A∗, ρ∗) for A∗. For A∗ an l×n matrix, B ran-

domly chooses ~ϑ = (s, ϑ2, ..., ϑn). B then randomly chooses {σd}d∈[2], {γd}d∈[4], {δi}i∈[m], {ηi}i∈[m], {µj}j∈[m], {θk}k∈[l],

{τi,d}i∈[x−1],d∈[4] ∈ ZN under constraints that γ2γ3 − γ1γ4 6= 0, γ1γ6 − γ2γ5 = 0, (γ1 + γ5)γ4 − (γ2 + γ6)γ3 = 0. The

ciphertext ct is set as follows:

For each row i ∈ [m], the algorithm creates row ciphertexts (Ci,1, Ci,2, Ci,3, Ci,4, Ci,5, Ci,6, Ci,7) as follows:

• if i 6 x: Ci,1 = gτi,1 , Ci,2 = gτi,2 , Ci,3 = gτi,3 , Ci,4 = uτi,3F
ηi
i us, Ci,5 = vτi,3 , Ci,6 = gηi , Ci,7 = E

τi,4
i .

• if (i = x+ 1) ∧ (i ∈ RLi′ ):
Ci,1 = T riγ1δi (gb)ri(γ3+γ5)δi , Ci,2 = T riγ2δi (gb)ri(γ4+γ6)δi , Ci,3 = T (γ1σ1+γ2σ2)δi (gb)((γ3+γ5)σ1+(γ4+γ6)σ2)δi ,

Ci,4 = (Ci,3)ûF
ηi
i us, Ci,5 = (Ci,3)v̂ , Ci,6 = gηi , Ci,7 = Me(g, T )αi(γ1σ1+γ2σ2)δi · e(gb, g)αi((γ3+γ5)σ1+(γ4+γ6)σ2)δi .

• if (i = x+ 1) ∧ (i /∈ RLi′ ):
Ci,1 = T riγ3δi (gb)riγ1δi , Ci,2 = T riγ4δi (gb)riγ2δi , Ci,3 = T (γ3σ1+γ4σ2)δi (gb)(γ1σ1+γ2σ2)δi ,

Ci,4 = (Ci,3)ûF
ηi
i us, Ci,5 = (Ci,3)v̂ , Ci,6 = gηi , Ci,7 = Me(g, T )αi(γ3σ1+γ4σ2)δie(gb, g)αi(γ1σ1+γ2σ2)δi .

• if (i > x+ 1) ∧ (i ∈ RLi′ ):
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Ci,1 = (ga)riγ1δigri(γ3+γ5)δi , Ci,2 = (ga)riγ2δigri(γ4+γ6)δi , Ci,3 = (ga)(γ1σ1+γ2σ2)δig((γ3+γ5)σ1+(γ4+γ6)σ2)δi ,

Ci,4 = (Ci,3)ûF
ηi
i us, Ci,5 = (Ci,3)v̂ , Ci,6 = gηi , Ci,7 = Me(g, ga)αi(γ1σ1+γ2σ2)δie(g, g)αi((γ3+γ5)σ1+(γ4+γ6)σ2)δi .

• if (i > x) ∧ (i /∈ RLi′ ): Ci,1 = (ga)riγ3δigriγ1δi , Ci,2 = (ga)riγ4δigriγ2δi , Ci,3 = (ga)(γ3σ1+γ4σ2)δig(γ1σ1+γ2σ2)δi ,

Ci,4 = (Ci,3)ûF
ηi
i us, Ci,5 = (Ci,3)v̂ , Ci,6 = gηi , Ci,7 = Me(g, ga)αi(γ3σ1+γ4σ2)δie(g, g)αi(γ1σ1+γ2σ2)δi .

For each column j ∈ [m], the algorithm creates column ciphertexts (Cj,1, Cj,2) as follows: if (j > y) ∧ (j ∈ RLj′ ):

Cj,1 = Bσ1j gγ2µj , Cj,2 = Bσ2j g−γ1µj ; if (j > y) ∧ (j /∈ RLj′ ): Cj,1 = Bσ1j , Cj,2 = Bσ2j .

B outputs ct = 〈{Ci,1, Ci,2, Ci,3, Ci,4, Ci,5, Ci,6, Ci,7}i∈[m], {Cj,1, Cj,2}j∈[m], {Dk, D′k}k∈[l], (A, ρ)〉.
• Guess: A outputs a guess β′ ∈ {0, 1}, and B outputs the same value to the XDH challenger.

Note that ct corresponds to Λ4 when T = gab, and ct corresponds to Λ5 when T is random. Thus, the advantage of B in

the reduction is straightforwardly taken from the advantage of A.
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