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Abstract In this paper, we investigate the physical-layer secrecy outage performance of underlay spectrum
sharing systems over Rayleigh and log-normal fading channels in the presence of one eavesdropper. In partic-
ular, the secondary transmitter sends data to the legitimate receiver under the constraints of the interference
temperature at the primary receiver, while suffering the wiretap from the eavesdropper. Closed-form and approx-
imated expressions are derived for the secrecy outage probability over Rayleigh and log-normal fading channels,
respectively. The accuracy of our performance analysis is verified by simulation results.
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1 Introduction

Nowadays, physical-layer (PHY) security has emerged as a key technique to provide trustworthiness and
reliability for future wireless transmissions due to the broadcast nature of wireless transmission. Differing
from traditional cryptographic approaches, the main idea of PHY security is to exploit the wireless
channel’s PHY characteristics, such as fading, noise or interference, to realize secure communications.
More specifically, it is to increase the channel capacity difference between the main and eavesdropping
links, as shown by Wyner’s wiretap model [1].

The study on Wyner’s wiretap model has been extended for various network scenarios, e.g., signal-
input signal-output (SISO) [2] and multi-input multi-output over independent Rayleigh fading channels
[3-5], SISO over correlated Rayleigh [6] and log-normal fading channels [7-9].

Recently, cognitive radio (CR) has been proposed and regarded as a promising technique to solve
the spectrum shortage problem or to improve the spectrum efficiency in future wireless communication
systems [10]. Secondary users are allowed to access to the licensed spectrum of the primary user in
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Figure 1 System model.

spectrum sharing systems, while the interference power generated by the secondary user does not interfere
with the primary user’s communications.

Some other researchers noticed the PHY security in CR system and have proposed some findings on
this issue [11-14]. In [11], the authors gave an overview on several existing security attacks to the PHY
in CR networks and investigated the secrecy capacity and the secrecy outage probability of a primary
user. The authors of [12] investigated the PHY security against eavesdropping attacks in CR, networks
with multiple eavesdroppers and proposed a user scheduling scheme to achieve multiuser diversity for
improving the security level of cognitive transmissions with a primary quality of service constraint. A
relay selection scheme was proposed for the security constrained CR networks with single eavesdropper,
multiple eavesdroppers and primary users in [13]. The authors of [14] presented the PHY approaches to
defense against security threats in CR networks, which can be valid not only for the attacks in the PHY
but also for those in the upper layer.

However, none of the work has studied the PHY secrecy outage performance of spectrum sharing sys-
tems. In [15], the secrecy outage performance of underlay CR systems has been studied over Nakagamin-m
fading channels. It is clear that the analytical results were derived using the interference temperature
limit without considering the maximum transmitting power constraint at the secondary user. By consid-
ering secondary receiver and the eavesdropper equipped with multiple antennas, closed-form expressions
for the exact and asymptotic secrecy outage probability were derived for underlay CR systems. However,
the method adopted in [16] is quite complicated in deriving the probability density function (PDF) of
the instantaneous Signal-to-Noise-Ratio (SNR) at primary user’s receiver and secondary user’s receiver
as shown by Eq. (12) in [16], which reduced the readability of that work.

Motivated by above observations, in this work, we consider the Wyner’s wiretap model under the
spectrum sharing scenarios, as shown in Figure 1. Then, the transmitting power at the secondary user is
limited not only due to the interference power requirement (namely, the interference temperature) at the
primary receiver but also due to its maximum available transmitting power. Other than the method that
derives the PDF of the instantaneous SNR at primary user’s receiver and secondary user’s receiver [16],
the secrecy outage performance is studied in the presence of an eavesdropper under two cases, which
is based on the power constraint at the secondary user’s receiver, and the approximated closed-form
expressions of secrecy outage probability (SOP) have been derived for Rayleigh and log-normal fading
scenarios, respectively.

The rest of this paper is organized as follows. In Section 2, we introduce the considered underlay
spectrum sharing system model. In Section 3, we study SOP and derive the closed-form and approximated
expressions for SOP. In Section 4, we present numerical and simulation results to validate the accuracy
of our proposed analytical models. Section 5 finally concludes the paper.

2 System and signal models

In this paper, we consider an underlay spectrum sharing system with one primary transmitter (PT)
sending confidential messages to one primary receiver (PR), as shown in Figure 1. The secondary system
consists of one source (S), one destination (D) and an eavesdropper (E) located around S attempting



Liu H Q, et al. Sci China Inf Sct  October 2016 Vol. 59 102308:3

to capture the confidential messages transmitted by S. We assume that D and F are far from PT, thus,
the received signals at D and F will not be interfered by the primary users. Under underlay spectrum
sharing mode, S and D can access to the licensed spectrum of the primary user, only when the interference
generated by the secondary user does not exceed the pre-defined threshold at PR.

The received signal at D and E can be given by

ys,p = \/ Pshs p-Xs+np, (1)
ys,e = \/ Pshs g+ Xs+ng, (2)

respectively, where Ps is the transmitting power at S; h; ; denotes the channel coefficient for the link
from nodes i and j (i,j € {S, D,PR, E}); Xg is the transmitted symbol at S, i.e., Xg € {+1,—1} while
binary phase shift keying modulation is adopted; np and ng are the complex additive white Gaussian
noise (AWGN) with zero mean and variance o2 at D and E, respectively.

3 Secrecy outage probability

In order not to degrade the QoS of PR, the transmitting power at S (Ps) should be limited at a given
threshold (Ip) that the PR can tolerate, thus Pg can be written as

(3)

P — Ip/gp, Pnv = Ip/gp = gp = Ip/Purs;
PM, PM<Ip/gp:>gp<Ip/PM,

where gp = |i137pR|2 is the channel power gain between S and PR, and P, is the maximal transmitting
power at S.
Let vs,; represent the SNR of the link S-to-i (i € {PR, D, E}). Then, we have

75 = Pslhsl*/o”. (4)
Thus, the instantaneous secrecy capacity for link S-D can be expressed as
Cs =logy (1 +vsp) —logy (14 vsE) - (5)

In this paper we define SOP as the probability that the instantaneous secrecy capacity C' is below a
target secrecy rate Cyy,. Differing from [16], we can calculate SOP under the two cases of Pg as suggested
by (3) as

SOP (Cth) =Pr {gp > IP/PM}SOPl (Cth)
+Pr{gp < Ip/Ppn}SOPy(Cyyp), (6)

where SOP; (Cy,) and SOP5 (Cyy,) refer to the SOP when Ps = Ip/gp and Ps = Py, respectively.
Let hq, ho and hg denote hg pr, hs,p and hg g for simplification. When gp > Ip/Pys, SOP; can be
given by

1
Pr{ngcth}:Pr{(O‘ )5;+0‘ng 21}
D
=Pr{(a—1)gpr+apge = pgp}
a—1
Pr{ P QPEQDQQE}7 (7)

where gp = |ha|?, g = |hsl*, p = Ip/0? and o = 260
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3.1 Rayleigh fading channels

It is assumed that all links experience independent and identically distributed (i.i.d.) Rayleigh fading,
hi ~CN (0,0;) (i € {1,2,3}), where o2 is the variance.

As h; follows Rayleigh distribution, we have |hi|2 follow exponential distribution, |h1|2 ~ exp (\;),
where i € {P,D,E} and \; = #

3.1.1 The derivation of SOP;
Let Z; = "‘legp, Zs =gp —agg, X = agg. The PDF of gp, X and Z; can be given by

flgplgp = Ip/Pn) = % =A-Apexp(—Apgp)=A-f(9p),9p = Ip/Pu, (8)
fx (@) = exp (f)\zx/a) )\E7 )

A Ap)\ A —1) o2
f2 (1) = =L fy (apill) = P2 o <a’%pzll) 0> % _B (10)

where A = 1/ exp(—ApIp/Pur), respectively.
Using Eq. (6-55) in [17], when Z5 > 0, we can derive the PDF of Z; as

[ee] (oo}
fz, (22) = / foox (z2+z,2)de = / fop (22 + ) fx (x) de. (11)
0 0
Substituting the PDFs of gp and X into (11), we can get
ADAE exp (—Ap22) /OO AE Qexp (—Apz2)
= — (A — dp = ————== 12
fz: (22) a o P D+ a ) Ap +Ag/a (12)

where ) = %

Then we can rewrite (7) as

SOP (Cth) :/B le (21)/ 1 f22 (ZQ)dZQle

0 0 oo z1
=/ fz, (21)/ fz, (22)d22d21+/ fz, (21)/ [z, (22) dzaday . (13)
B —00 B 0
I I
Considering the following integral equation:
o > Qexp (—Apz2) Q
2z9)dzo = 2o = , 14
o fZ2( 2) 2 \A )\D+)\E/Oé 2 )\2D+Q ( )
it is easy to observe that I; = 1 — )7%
D
I> can be written as
Q o0 zZ1
Lh=———— - dzodz;. 15
2= e L Pe ) [ e Canmdnds (15)
Substituting the PDF of Z; into (15), we can get
I L ApAp ) a1 ( APPB) exp |~ (Ao + 227) B (16)
9 = eXp — — .
Ap (Ap +Ag/a)a—1 ] App a—1 ()\D+%>
Finally, SOP; can be given by
Q Q Apip [a—1 )\ppB)
SOP; (Cyp) =1 — + —
1 (Cin) (A2, + 2z2p) )\D()\D+>\E/a)a1{ App . ( a—1
exp [— ()\D + E%) B}
- (17)

(o +525)
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3.1.2  The derivation of SOPs(Cyy)

When gp < Ip/Pyr, Ps = Py. It means that S only adopts its maximal transmitting power to deliver
information to D. Obviously, the target system model falls into non-CR model in this case.

Substituting yar = Papgp/o?, Y = Pu/(0%X2), yw = Pugre/o?, w = Pau/(0%)3) and Ly = Ly
=1 into Eq. (6) in [18], we can calculate SOP5 (Cyy) as

Y a—1
2(Cen) Y +aqw) Tm (18)

As gp = |hi|* ~ exp(\p), the items Pr{gp > Ip/Py} and Pr{gp < Ip/Py} in (6) can be easily
obtained as follows

Pr{gp > Ip/Pu} = exp ( )\PI;A{[P> ; (19)
Pr{gp <Ip/Py} =1—exp ( A;J{;) (20)

respectively.
Finally, SOP can be obtained by substituting (19), (20), (17) and (18) into (6).

3.2 Log-normal fading channels

In this part, we assume that all links experience i.i.d. log-normal fading, h; ~ log —N (ui,af) (i €
{1,2,3}), where u; and o; are the mean and variance for h;’s natural logarithm, respectively.
Utilizing the properties of log-normal distribution (Property 1 in 22.10 of [19]), we have

i |* ~log =N (2u, 407%) . (21)

As suggested by (7), SOP can be given as

~1
Pr{C’SgCth}Pr{(a )ZDJFO"’QE 21}. (22)

3.2.1 The derivation of SOP;

Let Z1 = (o — 1)gp, Zo = apggr, Z3 = pgp. The probability density function (PDF) of Z1, Zy and Z3
can be given by

I (algp > Ip/Pu) = T (’Z; fﬁ; 7B~ A (), (23)

Zy ~log—N (pz,,02,°%), (24)

Zy ~log —N (pz,,02,°) (25)

where fz,(21) = S exp(— <1nz21;;121>2) (2 = 2m +1In(a = 1), 03, = 403), Fz, (21) = B("22)

(® is the standard normal cumulative distribution function (CDF)) are the PDF and CDF of Z;, respec-
tiVGly, and A = 1,F21((a,11)]P/pM)a Kz, = 2#2 +In (ap)’ J%Q = 40%) Hzs = 2:”’3 + hlpa 0%3 - 40?2)
Let Y = Z1 + Z5, then, the PDF of Y can be written as

—A / " fa (@) f (y — @), (26)

where fz,(z2) = zQazi\/ﬁ exp(— 22 rz2) ) is the PDF of Z5.

20 2
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According to Fenton Wilkinson approximation [20], we can obtain that the distribution of the sum of
two independently log-normal distributed variables can be approximated as a log-normal distribution.
Thus, we have

~ 1 (Iny — py)*
o (@) fon (y —2)dr " ———exp | ——T——2 |, 27

; [ (%) [z (v — @) G p( 207 (27)

where
i exp(2p; + 0%) exp(o? — 1
oy? =log 2 SEARL) (2 ) ( 5 ) +1
0'7;2
{Zie{zl,zﬂ exp(pi + T)}

and

1 Z +0-i2 UY2

= X : _——

py =log |- exp ( i + = 5
i€{Z1,22}

Then, using (27) in (26), we have

fy (v) ~ —M> . (28)

A
———ex
yoy V21 P ( 20%

Further, utilizing the properties of log-normal distribution (Property 1 in 22.10 of [19]), the PDF of

_ Y i
X = 7; can be given as

(Iny — py)? (Ina — px)*

o [Tt Nawe At oo [ U0 —px)”
=4 meXp<‘T>f“(w>dx‘Ammep( 2% ) )

where pux = py — piz, and ag( = 0‘%/ +0‘%3.
Therefore, SOP(Cyp,) can be expressed as

7+ Zs } /1 1 (nz — px)? < ux)
SOP, (Cyp) =Prix =222 <1tn [ A—— 2 )40 (-E2) . (30
1 (Cin) 1"{ Zs A o exp 20?{ ox (30)

3.2.2  The derivation of SOPy(Cyp)

When gp < Ip/Py and Py = Py, it means that SU-TX only adopts its maximal transmitting power to
deliver information to SU-RX. Obviously, the target system model falls into non-CR model in this case.
Utilizing the properties of log-normal distribution (Property 3 in 22.10 of [19]), we can obtain

Ys.i = Pulhsil?/o? ~log—N (1s,i,0s:%), i€ {D,E}, (31)

where ns,p = 2u9 + IH(PM/U2), US,D2 = 40%, s g = 2us + IH(PM/O'Q) and US,EQ = 40’%.
Then, making use of Eq. (26) in [21], SOP2(C}y) can be obtained as

SOP; (Cin) = 1 — EQ (‘P (Hys.e) = uw{))

3 o

vs,D
1 12 (:u’Ys,E + \/ga-’YS,E) — Mvs,p 1 ® (M’)’S,E - \/ga-’YS,E) — Mys,p
--0Q - -0Q ;o (32)
6 U'YS,D 6 U’YS,D

where Q(z) = 1/v2m [ exp(—t*/2)dt and ¢ (z) = In (cvexp (z) + o — 1).
As gp = |h|* and using (21), the items Pr{gp < Ip/Py} and Pr{gp > Ip/Py} in (6) can be calcu-
lated as

Pr{gp < Ip/Pyu} = <1n(Ip/pM) 2#1) |

. (33)
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Figure 2 SOP versus w over Rayleigh fading channels. Figure 3 SOP versus Ip over Rayleigh fading channels.

(34)

Pr{gp > Ip/Pyt=1-0 <1n (Ip/Py) — 2u1> |

g1

respectively.

Finally, the approximated expression of SOP over log-normal fading channels can be obtained by
substituting (30), (32)—(34) into (6).

4 Numerical and simulation results

In this section, we present Monte Carlo simulation and analytical results corresponding to the secrecy
outage over independent Rayleigh and log-normal fading channels. Unless otherwise explicitly specified,
the parameters are set as Pyy = 1dB, 0?2 = 1, I[p =1dB, \; =1 (i € {P,D,E}), u; = 1 (i € {1,2,3}),
02 =1 (i € {1,2,3}) and Cy, = 0 dB. During each simulation, S sends 4 x 105 bits to D.

Figures 2 and 3 present the results for Rayleigh fading scenarios. It is seen that SOP has been improved
while w increases because a larger w means a better S — D link. Further, it can also be seen that the
simulation results match very well with analytical results.

In Figure 2, we compare simulation and analytical results of SOP while (Ag,Ip) = (2, —5 dB), (4,
5 dB) and (6, 10 dB). It could be observed that the SOP for a higher Ag outperforms that of a higher
Ag as a higher A\g represents a worse S — E link.

Figure 3 describes the SOP versus Ip while A\ = 4,6,8. We find that the SOP for a higher Ag
outperforms the one for a lower I'. Similar reason with Figure 2 can be used to explain it. We can also
find that SOP can be improved with the increasing of Ip. Because, when Py, >= Ip/gp, the transmitting
power at S will increase as Ip increases, as suggested by Eq. (3). However, there is a floor in high Ip
region. It is because the transmitting power at S cannot increase any more when Py < Ip/gp. Figures 4
and 5 present the results for log-normal fading scenarios. It is seen that the simulation results match very
well with analytical results in most cases. We also can find that there is a mismatch between simulation
and analytical results because of the adopted Fenton Wilkinson approximation [20] and the approximated
result of the SOP in non-CR scenarios as suggested by Eq. (26) in [21].

In Figure 4, we compare simulation and analytical results of SOP versus w (versus w = pus3/u2) while
us = 0.8,1,1.2. SOP can be improved while w is increasing, which means S — D link gets better than
S — FE link. Further, we can see that SOP for a higher u3 outperforms that of a lower us.

In Figure 5, SOP versus Ip is described while w = p3/uo is with the same value of Ip. It is clear that
the SOP with a lower 3 outperforms the one with a higher 3, as a higher 3 represents a worse S — FE
link condition, which results in a lower SOP. Moreover, we can also observe that SOP gets worse while
Ip and w are increasing. Because S — D link gets worse compared to S — F link when w increases.
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Figure 4 SOP versus w over log-normal fading channels. Figure 5 SOP versus Ip over log-normal fading channels.

5 Conclusion

In this paper, we have investigated the secrecy outage performance for the spectrum sharing system over
independent Rayleigh and log-normal fading channels. The closed-form and approximated expressions for
secrecy outage probability over Rayleigh and log-normal fading channels have been respectively derived.
The simulation results show good agreement with analytical results obtained in this work.
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