SCIENCE CHINA

Information Sciences

LETTER -

September 2016, Vol. 59 099103:1-099103:3
doi: 10.1007/s11432-016-5550-8

New algorithms for verifiable outsourcing
of bilinear pairings

Yanli REN'*, Ning DING?3, Tianyin WANG*, Haining LU® & Dawu GU?

1School of Communication and Information Engineering, Shanghai University, Shanghai 200444, China;
2School of Electronic Information and Electrical Engineering, Shanghai Jiao Tong University, Shanghai 200240, China;
3State Key Laboratory of Cryptology, P. O. Box 5159, Beijing 100878, China;
4School of Mathematical Science, Luoyang Normal University, Luoyang 471022, China;
5School of Information Security and Engineering, Shanghai Jiao Tong University, Shanghai 200240, China

Received June 5, 2015; accepted December 29, 2015; published online August 23, 2016

Citation

Ren Y L, Ding N, Wang T Y, et al. New algorithms for verifiable outsourcing of bilinear pairings. Sci

China Inf Sci, 2016, 59(9): 099103, doi: 10.1007/s11432-016-5550-8

Dear editor,

Outsourcing of computation has received wide-
spread attention with the development of cloud
computing and the proliferation of mobile de-
vices [1]. Despite the huge benefits that it pro-
vides, it also encounters some security concerns
and other challenges. First, the computational
tasks often involve private information that should
not be disclosed to the cloud servers since these
cannot be fully trusted. Second, the cloud servers
may return an invalid result, but the outsourcer
may fail to detect the error [1].

Chevallier-Mames et al. |2] presented the first al-
gorithm for secure outsourcing of bilinear pairings
based on an untrusted server, in which the out-
sourcer could detect any failure with probability 1
if the server returned an incorrect result. However,
with their algorithm, the outsourcer must execute
some other expensive operations, including scalar
multiplications and modular exponentiations, and
these computations can involve difficulties compa-
rable to those faced by bilinear pairings in some
scenarios [3,4]. Subsequently, other approaches to
the delegation of bilinear pairings [5, 6] have suf-
fered from similar problems. Chen et al. [7] pro-
posed the first efficient outsourcing algorithm for
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bilinear pairing in the one-malicious version of the
two-untrusted-program model, in which the out-
sourcer carries out only five point additions and
four multiplications without any expensive oper-
ations. This algorithm is suitable for the com-
putationally limited client, but its checkability is
only 1/2, and the outsourcer may accept a faulty
result returned by a malicious server with proba-
bility 1/2. Recently, Tian et al. [8] presented two
outsourcing algorithms for bilinear pairing based
on two servers. One of these is more efficient than
the algorithm in [7], with the outsourcer needing to
execute only four point additions and three multi-
plications with the same checkability. The other is
more flexible and is based on two untrusted servers
with an improved checkability [1 —1/(3s)]2, where
s is a small integer. As we know, it is also possi-
ble for the outsourcer to be cheated by the server
without the error being successfully detected.
Our Contributions. We first propose a secure
verifiable outsourcing algorithm of single bilinear
pairing based on two untrusted servers, which im-
proves checkability for the outsourcer compared
with the previous ones. We also present the first
outsourcing algorithm for multiple bilinear pair-
ings. In the proposed two algorithms, the out-
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sourcer could detect any failure with probability 1
if one of the servers returns the fault result.

The proposed VBP algorithm. As in [1], a sub-
routine named Rand is used to speed up the com-
putations. The inputs for Rand are a prime ¢, two
cyclic additive groups G and G of order q, and a
bilinear map e : G X G — Gr, where G is a cyclic
multiplicative group of order ¢, and the output is
a random vector of the form (a=!, b=1, aP, bP,
asP, by P, e(aP, 613), e(az P, bp)_l, e(aP, bgp)_l),
where a, b, a2,b2 € Z,.

We propose a new outsourcing algorithm VBP
for bilinear pairing, where T outsources its bilin-
ear pairing computations to U; and Us by invoking
the subroutine Rand. The input of VBP is A € G,
B € G, and the output is e(A,B). Both A and
B are computationally blinded to U; and Us. The
proposed VBP algorithm is described as follows.

(1) T runs Rand twice to create two vectors:

“L b7l aP, bP, ayP, byP, e(aP bP), e(aP,
bP)~ 1, (aP boP)~1) and (a7l, b7l alP b P
azP, b3P e(a1 P, blP) e(asP, blP) , (alP,
b3P)~1), where a,b,a1,b1,az,ba,az,bs € Z;.

(2) T queries U; in random order as follows
Ui(A—aP,B—bP) = ai; = e(A—aP,B —bP),
Ul(A —aP + a3P, blp) —

19 = e(A — aP + a3P, b P),
Ur(a1P, B — bP + bsP) —
o3 = e(ay P, B — bP + b3 P).
Similarly, T' queries Us in random order as follows:
Us(A —aP + a,P,B —bP + b P) —
21 = e(A—aP +a P,B —bP + b, P),
Us(A — aP 4 ayP,bP) —
a2y = e(A — aP + ayP,bP),
Us(aP, B — bP + by P) —
23 = e(aP, B — bP + by P).
3) T computes

19 - (agP b1 = B(A — aP, blp),
13 - (alP b3 (alP,B — bP)7
Qo9 - e(ag P, bP) =e(A—aP,bP),

a3 - e(aP, by P)~ = e(aP, B — bP).

Next, T randomly chooses t1,ts € Z; and queries
U7 in random order as follows:

Ul(e(A —aP, bp), tlb_l) — 14 = e(A —aP, tlp),
Uy (e(aP, B—bP),taa™") = ay5 = e(to P, B — bP).

Similarly, T" queries Us in random order as follows:
UQ(E(A—GP, blp), tlbl_l) — Qg4 = e(A — aP, tlp),
Ug(e(alP, B—bp), tgal_l) — Qa5 = e(tgP, B — bp)
(4) Finally, T verifies that both Uy and Us gen-

erate the correct outputs, that is, a1qg = o,
Q15 = Q25, Q21 = 041 ° e(A —aP, b1P) e(a1 P,
B — bP) e(a1 P, b1 P). 1If not, T outputs “er-
ror”; else, T can compute e(A,B) = a1 - e(A

—aP,bP)e(aP, B — bP)e(aP,bP).
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Comparison. We compare the outsourcing al-
gorithms for single bilinear pairing with input pri-
vacy in Table 1, where s is a small integer and PA,
SM, M, MInv, and MExp denote the computation
of point addition and scalar multiplication in G or
G‘, multiplication, modular inverse, and modular
exponentiation in G, respectively.

From Table 1, we conclude that the BJN algo-
rithm [2]| has no advantage for single bilinear pair-
ing since the outsourcer has to execute 10 modu-
lar exponentiations in G and 6 point multiplica-
tions in G or G', although it is based on a sin-
gle untrusted server. Compared with the algo-
rithms in 7] and [8], the proposed algorithm VBP
has improved checkability and can efficiently verify
the correctness of outsourcing results. Specifically,
the checkability of our algorithm is 1, compared
with 1/2 and [1 —1/(3s)]? for the algorithms of [7]
and [8], respectively, although at the penalty of a
small increase in computational cost.

The proposed VMBP algorithm.  We propose
another outsourcing algorithm to compute multi-
ple bilinear pairings []"", e(A;, B;) (n > 2), which
is called VMBP algorithm. The input of VMBP is
Ai,...,A, € G, By,...,B, € G, and the output
is H?:l B(A“BZ) All of Ai;Bi (1 < ) < n) are
computationally blinded to U; and Us. A subrou-
tine named Rand’ is used to speed up the compu-
tations. The input for Rand’ is the same as Rand,
and the output is a random vector of the form
(a7, aP, bP agP bgP e(aP, bP) e(azP,
bp)_l, (aP bo P ) 1), where a, b, ag,bg € Z,. The
proposed VMBP algorithm is described as follows

(1) T firstly runs Rand’ for two times to create
two blinding vectors as below: (a_l,b_l,aP7 613,
asP, by P, e(aP bP)", e(azP,bP)~, e(aP,byP) 1),
and (a7} ,b1 a1 P, blP azP, b3P e(a1 P, by P)",
e(azP,b, P ) ,e(a1 P,bsP ) D), where a,b,ay,bs,
as, ba,as, bs € Z;;

(2) T queries Uy in random order as follows:

Ul(Al — aP, By — bp) —

o111 = e(A1 - aP, B1 - bp),

U (A, —aP, B, — bP) —

a11n = e(A, —aP, B, — bf?),

Ul(Z?ZI(A - aP) + a3 P, by A)

arp =e(Xi (A — aP) + a3P b P),
Ul(alP Zz 1( —bP)—l—bg )
alg—e(alP Zz 1( —bP)+b3 )
Similarly, T queries U2 in random order as
Ug(Al —aP+a,P,B; — bp-‘rblfj) — .
Q211 = E(Al — aP + a1P, B1 — bP + blp),

Us(An — aP + arP, B, —bP + b1 P) —
agin, = e(A, —aP + a1 P, B, —bP + b1 P),
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Table 1 Comparison of outsourcing algorithms for single bilinear pairing

Algorithm BJN [2] Pair |7] TZR1 [8] TZR2 (8] VBP
PA(T) 4 5 4 O(log s) 8
M(T) 6 4 3 O(log s) 14
MExp(T) 10 0 0 0 0
SM(T) 6 0 0 0 0
Rand 0 8SM+2Pair 8SM+2MExp 8SM+2Exp 8SM+6Pair
+2MInv+5M +4MInv+8M +8MInv
Pair(U) 4 8 6 6 6
MExp(U) 0 0 0 0 4
Number of servers One Two Two Two Two
2
Checkability 1 1/2 1/2 (1 — é) 1
Communication
Rounds 4 2 2 2 4

Uz (30 (A — aP) + azP,bP) —
Qoo = 6(2?:1(141' — aP) + as P, bp),
Us(aP, Y0 (B; — bP) + by P) —
g3 = e(aP, " (B; — bP) + by P).

(3) After receiving aa11, ..., Q11n, @12, 013 and
211, ...,0215, Q22,a3 from U; and Us respec-
tively, T computes:

11 = H:Zl 04111‘7 Q21 = H:L_l 214,

Q12+ € (GJSP bl ) e(z ( P)ablp)a

a1 - e(ar P, b3P) =e(a P,y (B; — bP),
sz - e(as P, bP =e(X i (A — GP)7513)7
a3 - e(aP,byP)~" = e(aP, Y7 (B; — bP)).

Next, T randomly chooses 11,2 € Z; and
queries Uy in random order as

Ur(e(30, (Ai — aP),bP), t1671) —

ars = e(X1 (A — aP),t,1 P),

Ur(e(aP, 1, (B; — bP)). t2a™) —

15 = e(tQP, Zi:l(Bi — bP))

Similarly, T queries Us in random order as

UQ(@(ZT-LZI(Ai — aP) blp) tlbfl) —

az = e(X_, (A — aP),t, P),

Us(e(a1P, 321, (Bi = bP)), taay *) —

Qon = e(tgP, Zi:l( i bp))

(4) Finally, T verifies that both Uy and Uz gen-
erate the correct outputs, that is to say,

Q14 = 24, 15 = (25, )

91 = 04116(2?71(141' — aP), blp)

e(ar P, 3" (B; — bP))e(a1 P, by P)"

If not, T outputs “error”; otherwise, T' com-
putes:

[y e(Ai, Bi) = anre(i, (Ai —a

e(aP, Y1 (B; — bP))e(aP,bP)"

Conclusion. ~ We propose two verifiable out-
sourcing algorithms for single bilinear pairing and
multiple bilinear pairings. The security model is
based on two non-colluding servers, and the out-
sourcer can detect any failure with probability 1 if

P),bP)

one of the servers misbehaves. The proposed algo-
rithms improve the checkability without decreas-
ing efficiency for the outsourcer.
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