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Appendix A Introduction

Filiol and Fontaine introduced that idempotents are polynomials over finite field of characteristic 2 such that f(z) = f(22)
for each element z in this finite field [1,2,3], and rotation symmetric Boolean functions(RSBFs) were proposed by Pieprzyk
and Qu in [2]. In fact, as pointed out in [3], RSBFs can be obtained from idempotents through proper choices of the
normal basis in the corresponding finite field. Hereafter, RSBF's are extensively applied as they are very fast to implement
[2]. For examples, firstly, Pieprzyk and Qu studied RSBFs as components in the round of a hashing algorithm and in the
implementation of MD4, MD5 or HAVAL [2]. Secondly, RSBFs are used to design Substitution Boxes in block ciphers
as well [4,5]. Rotation symmetric bent and semibent Boolean functions are studied by a series of papers [3,5-8]. For the
detailed descriptions of the applications of RSBFs in coding theory and cryptography, please refer to the papers [1-4,9-12].

Recently, the RSBF's have received a lot of attention in terms of their cryptographic properties [3,9-16]. It has been
experimentally demonstrated that there are a lot of RSBFs with many good cryptographic properties, such as balancedness,
high nonlinearity, correlation immunity, high algebraic degree and maximum algebraic immunity [9-16]. Especially, 8-
variable, algebraic degree 6, nonlinearity 116, 1l-resilient rotation symmetric Boolean functions with maximum absolute
value in the autocorrelation spectra 32 was given for the first time in [3]. Based on the computer program, many 1-
resilient RSBFs with other good cryptographic properties had been found [10,11], and RSBFs had become the main objects
on searching for Boolean functions with good cryptographic properties [8-12]. These results inspire us to find Boolean
functions with good cryptographic properties from the class of 1-resilient RSBFs. Constructions and enumerations of
correlation immune and resilient rotation symmetric Boolean functions were proposed by a series of papers [3,10,11,17-22].

It is natural and interesting to extend different cryptographic notions and ideas from the binary finite field F2 to
or Fp [23], where p is an odd prime number. The results in finite fields with odd characteristic may also facilitate the
research in even characteristic. Bent functions , perfect nonlinear functions and almost perfect nonlinear functions are good
examples. In recent years, rotation symmetric functions over F;,(RSFs for simplicity) have received more attention [23-28].
Symmetric functions are a special class of RSFs. Li and Cusick studied the linear structures of symmetric functions over
Fp [25]. Additionally, several constructions and enumerations of balanced symmetric functions over Fj, were proposed in
Ref. [23,24,26]. The authors also presented a lower bound on the number of balanced symmetric functions over Fj, and
an equivalent characterization were proposed [26]. The enumeration of RSFs over Fj, was also investigated in Ref. [27,28].
New results on the resilient functions were also given in [29-31] recently. Throughout this paper, we assume that p and ¢
are different odd prime numbers. Motivated by Ref. [23,24,27], we devote to constructing a class of g-variable 1-resilient
RSFs over F, in this study.

The rest of this Supplementary file is organized as follows. In Appendix B, proof of the main results and some remarks
are presented. An illustrative example is demonstrated in Appendix C, and a class of 5-variable 1-resilient RSFs over F3
were presented. Appendix D concludes the letter.

* Corresponding author (email: lichao_nudt@sina.com(LI Chao))
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Appendix B Proof of the main results and some remarks

From now on, we study the constructions of a class of g-variable 1-resilient rotation symmetric functions over Fy.
Let gpn be the number of such rotation symmetric orbits. Then it follows from Burnside’s lemma that there are pn
n-variable RSFs, where g, = % S ¢(k) - p*, and ¢(-) is the Euler phi-function(see [12,24,27]). If n = g, then the total
kln

—1
number of rotation symmetric orbits is g4 = % > d)(t)p% =p- % + p. By Lemma 2, the total number of long rotation
tlq
tric orbits is hqp = p - B2=1
symmetric orbits is hq,p = p .

Since p?~! — 1 is not a multiple of p, similar as proved in [27], the vectors in the set {eq,1]0 <1 < p— 1} must take the

different value for different ! to keep f(z) to be balanced. In other words, each V;(0 < I < p — 1) contains a short rotation
piTt-1

symmetric orbit, and long rotation symmetric orbits.
Considering the action of the cyclic group {pé\O <1< p-—1} on the set I, we have m = % different orbits as follows:

m

Ap={Ly pp(@y), B )N 1<k<m  and I=|J A
k=1

If I, = (45,,0,%5,,1, - »%j,,p—1), then we have

(g—1)!
'7

_ 4 . =
ny = |RSO(Pp(IJk))‘ - ‘jk O!ijk 1! '!ijk p—1:

0<I<p—1,1<k<m.
Now, we demonstrate the properties of the rotation symmetric orbits whose forms are in Ay, where 1 < kK < m and
A ={T,0pI5), - ,pgfl(ljk)}, and we have Theorem 1.
Proof of Theorem 1. With the help of Lemmas 3 and 4, we only need to prove that the first column of Q, i.e., aj,
which is an OA(pg, 1,p,1). This implies that each symbol k € F,, occurs the same number of times in the first column a;.
Suppose that I, = (ig,%1, - ,%p—1). According to the definition of pé, we know that pé(ljk) = (41,4141, ip—1,10,%1,
- ,41—1), | € Fp. Notice that Q; can be written as

o T1 - Tg—2 Tg-—1
T1 T2 - Tgo1 X0

Q= S .. | =(b1,ba, - ,byg),
Tg—1 To ' Tg—3 Tq—2

we know that @ is symmetric, where b is the first column of @Q;. It is obvious that b; contribute 7; number of 0, ;4

number of 1, 4;4o number of 2, - - -, ig number of p—1[, 41 number of p—141, ---,4;_; number of p—1 for the first column of
p—1
Q. Let [ run over Fp,. Then it is easy to show that the number of times, which 0 occurs in column vector a1, is >, ¢ = g.

=0
Similarly, we know that the number of times of each I € F), occurs in the column vector a; is also g. This result implies that

the column vector a; is an OA(pg, 1,p, 1), that is to say, each symbol | € F}, occurs the same times in a;. This completes
the proof of Theorem 1.

By Theorem 1, we choose an rotation symmetric orbit from RSO(pé(I]’k)) for every I € F, respectively, and regard
these p different rotation symmetric orbits as My, ;. If we do this step repeatedly, until all the rotation symmetric orbits in
RSO(pﬁ,(Ijk)) are arranged, then we have nj, different OAs(pg, q,p, 1), which are denoted as My 1, My, 2, -+ , My pn, . If we

-1
perform the same steps for every 1 < k < m, then we altogether have Y ;" | ny(= p? 7 71) different OAs(pq, ¢,p, 1).

Notice that % is not a multiple of p, so we can not construct g-variable 1-resilient rotation symmetric functions if
we do not partition anyone of the above OAs(pg, q,p,1). In order to overcome the obstacle, our main idea is to divide some
OAs(pq, ¢,p, 1) obtained above into p different groups Vi(l € Fp) in average. We partition the rest of OAs(pq, g, p, 1) into
long rotation symmetric orbits, and combine each short rotation symmetric orbit with the same number of special rotation
symmetric orbits into an orthogonal array of strength 1, then p different orthogonal arrays of strength 1 with the same
number of rows are constructed. At last, we place these p different orthogonal arrays of strength 1 into p different groups
Vi(l € Fp).

Suppose that r, g are both nonnegative integers such that

qul _
q

=p-g+rl<r<p-1,9=>0.
ratl p?~2 — q - g. Now we firstly need to find r special OAs(pg, q,p, 1), and partition them into rp
different rotation symmetric orbits. In what follows, we assign the rp different rotation symmetric orbits again, and then
propose a method to reach the goal. The following theorem is important in our method.

Then we have w =

Proof of Theorem 2. Without loss of generality, suppose that 1 < k1 < k2 < --- < k¢t < m, we construct p different
OAs(rq+1,q¢,p,1), i.e., Bo,B1,--- ,Bp—1, such that e, ; € B;, B;[B;j = ¢ for i # j, and each B; contains r number of
long rotation symmetric orbits. Firstly, we construct By according to the following steps:

Step 1. We choose 1 number of OAs(pq, ¢,p, 1) from the set {My, 1, My, 2, -, Mklv"kl }, without loss of generality, we
denote them as My, 1, My, 2, -, My, ;,. We choose l2 number of OAs(pq, q,p, 1) from {My, 1, My, 2, - , Miy n,. }, and

Ny
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denote them as My, 1, My, 2, s Myy,15- -+ 5+ -+ . We choose Iy number of OAs(pg, ¢, p, 1) from the set {My, 1, My, 2, ,
Mkt’nkt }, and denote them as My, 1, My, 2, -+, My, 1,-

Step 2. Pick out eq,o.

Step 3. Based on the step 1, we pick out the x;-form rotation symmetric orbit from Mjy, 1, and pick out the x2-form
rotation symmetric orbit from My, o, ---, and pick out the x;, -form rotation symmetric orbit from My, ;, .

Step 4. We pick out the x;, y1-form rotation symmetric orbit from Mj, 1, and pick out the x;, 4o-form rotation
symmetric orbit from My, o, ---, and pick out the x;, {,-form rotation symmetric orbit from My, ;..

So on and so forth, -+ -« -

Step t+2. We pick out the x,._;, y1-form rotation symmetric orbit from My, 1, and pick out the x,_;, ; 2-form rotation
symmetric orbit from My, o, ---, and pick out the x,-form rotation symmetric orbit from My, j,.

All the rotation symmetric orbits picked out from Step 2 to Step ¢ + 2 are regarded as Bp. The equation system (1)
means that r number of rotation symmetric orbits picked out from Step 3 to Step ¢+ 2 contribute w — 1 number of Os and w
number of js for the first column of By for 1 < j < p— 1, adding the vector e4 9 to Bo, then By is now an OA(r¢+1,¢,p,1).

Notice that if X = (Xo, X1, -+ ,Xp—1) is a solution of the following equation system

(1) { er,lx =€pw — €1,
T _—al
XeP,I =Crg

then (Xp—it1, Xp—it2, -, Xp—1,X0, X1, -+ ,Xp—;) is a solution of the following equation system

(Z) { er1X =epw — e,
T _ T
Xe, 1 =€ g

and vice visa, where X; is the i-th colmn vector of X.

In what follows, we regard (Xp—it1,Xp—it2, -, Xp—1,X0,X1, - ,Xp—;) as X above, do the Step 3 to Step ¢t + 2
repeatedly, and pick out ey,;, and regard these rotation symmetric orbits as B;, where 1 < ¢ < p — 1. By the same way, we
know that B; is also an OA(rq + 1,q,p,1). That completes the proof of the theorem.

Remark 1. In fact, Theorem 2 motivates us to find r special OAs(pq,q,p,1) through the solutions of the above
equation system (i), and we partition them to rp different long rotation symmetric orbits. We choose r different long
rotation symmetric orbits from them and a short rotation symmetric orbit to make up an OA(rq¢+1,q,p,1). By Theorem 2,
we can construct the other p — 1 number of OAs(rq+ 1,¢,p, 1), each OA(rq+1,q,p, 1) contains a short rotation symmetric

orbit. As we know that the equation system (1) has u different solutions, i.e., X1, X2 ... XM where

S S S S

Ti0 P11 " Tip-1 X1

S S S S

s T30 T21 " T p_1 )

X" = e . =1 . [(1<ss<p
S S S S
a’,r,O w'r,l e ‘er,pfl Xy

If P is an r X r permutation matrix, then X® and PX?® are seen as same in this paper. The row vectors of X* actually are
the forms of the rotation symmetric orbits that we need to pick out, where xj, is the k-th row vector of X%, 1 <k < 7.

-1
Now, we assign the rest pqqifl — r different OAs(pq, ¢,p, 1) to p groups Ag, A1, -+, Ap_1, in the following, we propose
an efficient method to attain the purpose.
Suppose that 1 < s < A, y;,; are nonnegative integers for 1 <4 < m,0 < j < p — 1, and the symbols are defined before.
Let

Y10 Y2,0 * - Ym,0
Y11 Yy2,1 - Ym,1
Y =
Yi,p—1 Y2,p—1 "' Ym,p—1
If the equation system
ep1Y = (n1,n2, Mgy 1, Ny — 11, Mgy 41,77 5
O : S Mg 15 My = 12, Mg 157 5 My — 15 My — Uty My 157+, Mo ),
T _ T _piTto1-gr
Ye,, ; =e,,, where g=2 »a T 1<r<p—1,9>0.
has X different solutions as follows:
S S S
Yi0 Y20 " Ymo
S S S
s Yia Y21 " Yma
Y® = . )
S S S
Yip—1 Y2,p—1 """ Ymp—1

Y*1 is different from Y*2 means that there does not exist any p X p permutation matrix T such that Y®1 = TY®2, where
1<s,81,82 < A

—1
Remark 2. Actually, the solutions of the equation system ©,. are the schemes to arrange the rest it

OAs(pq,q,p,1). It is easily shown that different solutions deduce different g-variable 1-resilient RSFs. From Theorem 2

— r different
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and the analysis above, it is showed that (l1,l2, - ,l¢) is determined by the corresponding solution of equation system
(1). Then, we can get all the solutions of the corresponding equation system (1) and ©, respectively by using computer
program. We observed that it has many cases to count the g-variable 1-resilient RSFs by utilizing the solutions of equations
system ©, under the condition that some of l1,l2,--- ,l; are large, and it is hard to get the total number of the methods
to arrange the corresponding rotation symmetric orbits according to the forms of the rotation symmetric orbits and the
solutions of O,..

But if ¢ = r, which means that [y =l =--- =[; = 1, then we have Theorem 3.

Proof of Theorem 3. Suppose that X is a solution of the equation system (1). By Theorem 2, the row vectors of X
are sorted to the following ¢ different classes:

litlz l1+l2+l3 r
U{Xz} CAp, U xadCak, U & Chk., U {x}CAg.
=1 i=l1+1 1=l1+1l2+1 i=r—Ils++1
Without loss of generality, suppose that 1 < k1 < ke < --- < ki <m. Iflj =lg=--- =1 =1, then t = r. We know
that the following equation system
ep1Y = (n1,m2, -+ Ny —1, Nk — LNy 41,7,
O : S My 15 My — Ly Mg 1y 5 My —1, My — Ly Mgy 1,77+ 5 M)
q—1_1_
Ye 1 7e;g,where g==F o7 ar.

has A different solutions Y*(1 < s < X). Now we give a method to construct g-variable 1-resilient RSFs over Fj, by using
the solutions of equation systems (1) and O, according to the following method:

Case 1. If j € {1,2,--- ,m} \ J, then we firstly divide n; different matrices in the sets {M; 1, Mj,2, -, Mjn;} into p
groups Ag, A1, -+, Ap_1 such that A; contains y y number of matrices, where | € F,,1 < j < m,j ¢ J. Let j run over the
set {1,2,---,m} \ J, then we know that the total number of ways to do this step is

e n!

Ly 1
k= 1k¢Jyk0 Yial YR pa!

Case 2. If j € J = {k1,k2, -+, kr}, then we choose a matrix from {Mj,1, Mj2, -+, Mjn;} for each j € J. Without loss
of generality, we denote the r different chosen matrices as My, 1, My, 1, , My, 1, and these matrices contain rp different
rotation symmetric orbits. Since X is a solution of the equation system (1), we divide the rp different rotation symmetric
orbits into p groups By, B1,- -+ , Bp—1 such that rotation symmetric orbits in each group consist of an OA(rq+1,¢,p, 1) by
the following steps:

Step 1. Pick out the x;-form rotation symmetric orbit from M}, 1, and pick out the x2-form rotation symmetric orbit
from My, 1,---, and pick out the x,-form rotation symmetric orbit from M}, 1, along with the vector eq o, we regard the
vectors in these rotation symmetric orbits as the vectors of Bg. By Theorem 2, we know that Bg is an OA(rq + 1,¢,p, 1).

Step 2. Pick out the pj(x1)-form rotation symmetric orbit from My, 1, and pick out the pp(x2)-form rotation symmetric
orbit from My, 1,---, and pick out the pp(x,)-form rotation symmetric orbit from My, i, along with the vector eq 1,
regarding the vectors in these rotation symmetric orbits as the vectors of B,_1. By Theorem 2, we know that B,_1 is an
OA(rq+1,q,p,1).

So on and so forth, .-+ -+ .-

Step p. Pick out the pg_l(xl)-form rotation symmetric orbit from My, 1, and pick out the pg_l(xz)-form rotation
symmetric orbit from My, 1, -+, and pick out the ppfl(xr)—form rotation symmetric orbit from Mj, 1, along with the
vector eq,1, regarding the vectors in these rotation symmetric orbits as the vectors of B1. By Theorem 2, we know that B
is an OA(rq +1,q,p,1).

Step p + 1. We now divide the matrices in the set UjEJ UZZQ{Mgz} into p groups by the solution Y*. For each 5 € J,
we choose y? , matrices from U;ZQ{MN} and place them into A;, where 0 <! <p—1.

Step p + 2. Select an A; from {Ag, A1,---,Ap_1}, select a B; from {Bg, B1,---,Bp_1} and regard V; as A; U B; for
each [, where i,7,1 € Fp.

Now, we consider the total number of g-variable 1-resilient RSFs over F;, from Step 1 to Step p + 2. As we know, two
rotation symmetric orbits whose forms are same can be seen as identical in the constructions of g-variable 1-resilient RSF's
over . Notice that the implications of the solution Y*, and the p different rotation symmetric orbits in each Mj 1(j € J)
must be in different V;, we know that the total number of methods to arrange the rotation symmetric orbits whose forms
are in Aj(j € J) is

()P (n;h)?
|| iy ((y;l!)pfl(yj,l + 1)!) -, ((y;l!)p(y;l + 1))

On the other hand, under the conditions of Theorem 3, if Y*1 and Y*2 are two different solutions of the equation system
O, then the methods to partition the space ]Fg according to our method are different.

By the multiplication principle, we know that the total number of the methods to partition the space IF?, into the p
different disjoint sets satisfying ]Fg =VWuWViulWhu---UV,_1is

A m
Est _ Z H (nk_')p H nk'

s=1 \jeJ Hp (y )p l(yj,l + 1)! k=1,k¢J yk 0 yk 1 'yz,p—l!

P
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Define a function f(z) such that {z|f(z) =} =V}, where | € F,,. It is obvious that f(z) is a g-variable 1-resilient RSFs
over [y, and the total number of g-variable 1-resilient RSFs over ), constructed by our method is

A A (n ])p m | p
_ | _ | J
V=2 pere= 2 s i, Vil Vil Yy
s=1 s=1 jeJ Lli=o \Yj Yj.1 : k=1,kg¢J 7k 0 K, ! k,p—1°
Proof of Corollary 1. If »r = 1, then w = %fl = % is an integer. Without loss of generality, suppose that
(w — Lw,w, - ,w) = Ijkl € Ay, a matrix chosen from {My, 1, My, 2, ’Mklxnkl }, say My, 1. Now, we divide the
other 22—=1=9 pnumber of OAs(pq, ¢,p, 1) into p groups. According to the method proposed above, equation system O, is
simplified as
ep1Y = (n1,n2, -+, Ny —1,M%; — LNk 41, ;M)
©1: vel . — h pi=t—gr—1 _ pi7l_g-1
€n1 = ep g)Where g = od = o2 .

By the proof of Theorem 3, we know that the total number of g-variable 1-resilient RSF's over [, constructed by our method
is
B m |
?’Ll. P
=2 (I )"

I:I Wy . +1) =1 Yo Yy 1! CYip-1-
ok

Remark 3. In fact, we can construct a class of g-variable 1-resilient RSFs over Fp, by Corollary 1 for any ¢ and p such
that ¢ + 1 = 0(mod p). For example, we can construct a class of 19-variable 1-resilient RSFs over Fs by Corollary 1.

Appendix C An illustrative example

From the method proposed in Appendix B, we note that if the characteristic of the finite field Fj is very small, then the
number of rows of the matrix X in Theorem 2 is also small. In order to demonstrate the method proposed in Theorem 3,
we give a simple example as follows:

Example 1. Consider the constructions of 5-variable 1-resilient rotation symmetric functions over Fs.

Let p = 3,¢ = 5. Then the total number of the forms of the long rotation symmetric orbits is N = C(p+q—1,q)—p = 18,

o = 48. We obtain all these forms through

and that the number of the long rotation symmetric orbits is hq,p = pZ

the equation ig 4+ 71 4+ i2 = 5 as follows:
(0,1,4),(1,4,0),(4,0,1),(0,2,3),(2,3,0),(3,0,2),(0,4,1), (4,1,0), (1,0, 4),
(0,3,2),(3,2,0),(2,0,3),(1,1,3),(1,3,1),(3,1,1),(1,2,2),(2,2,1), (2,1, 2).

Note that (0,0,5),(0,5,0),(5,0,0) correspond to three short rotation symmetric orbits, we omit here. Let the permutation

p3 act on the above 18 solutions of the equation ig + ¢1 + i2 = 5. For convenience and simplicity, we assume that

Jjk € {1,2,3,4,5,6}. Then we can obtain the following equivalent classes:

A1 ={(0,1,4),(1,4,0),(4,0,1)}, A2 = {(0,2,3),(2,3,0),(3,0,2)}, Az = {(0,4,1),(4,1,0), (1,0,4) },

Ag=4(0,3,2),(3,2,0),(2,0,3)},As = {(1,1,3),(1,3,1),(3,1,1)}, As = {(1,2,2),(2,2,1),(2,1,2)},

1) _ (5—1)! (5-1)! _ =1 1) _ (5—1)! _
and compute n1 = e = 1,n2 = o) ot = L4 = Gppr = 2,15 = Gy = 416 = ppr = 6

Step 1. calculate r = 3711 39 =16 — 3g = 1, where g = 5. Where » = 1 means that we need to pick three rotation
symmetric orbits whose forms are in the same set Aj, .

Step 2. compute w = LTHL = pa—2 _ 4.4 =2,

Step 3. X = (x1,0,21,1,21,2), then we obtain a unique solution X = x; = (1,2,2). Firstly, we choose a (1,2,2)-form
rotation symmetric orbit and pick out e3 o, the vectors in which make of an OA(6,5,3,1). Secondly, we choose a (2,1,2)-form
rotation symmetric orbit and pick out e3, 1, the vectors in these two rotation symmetric orbits which make of an OA(6,5,3,1).
At last, we choose a (2,2,1)-form rotation symmetric orbit and pick out e3 2, which form an OA(6,5,3,1), then we have
ng —1=2>5.

Step 4. Let

=2,n3 =

Y1,0 Y2,0 ¥3,0 ¥4,0 Y5,0 Y6,0

e31Y = (1,2,1,2,4, 5),
where Y = | y11 y2.1 ¥3,1 ¥4,1 ¥5,1 ¥6,1 |-

Yeg, = (555",
’ Y1,2 Y2,2 Y3,2 Y4,2 Y52 Y6,2
if we solve the above equation system, then we have a solution as follows:
110021
Y=|001112
010112
In fact, this solution deduces a scheme to construct 5-variable 1-resilient RSFs over F3. By Theorem 3 and Corollary 1,
the number of 5-variable 1-resilient RSF's over F3 constructed according to Y is
1! 2! 1! 2! 41 \? 6! 6! 6!
3! ( . . . . ) . ( . . ) = 214990848000.
1loto! 1lo!1! o!1to! otatal o 211! 312110 213111 212121
Notice that the number of 5-variable 1-resilient RSFs over F3 is large, although we can obtain other g-variable 1-resilient
RSFs by the other solution Y”, we can not obtain all the 5-variable 1-resilient RSFs over F3 by this method, so we do not
give all the solutions of the above equation system here.
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Appendix D Conclusion

In this letter, a method to construct g-variable 1-resilient RSF's over Fy, is presented , and a sufficient condition to construct
g-variable 1l-resilient RSF's is given, where p and ¢ are different odd prime numbers. It is efficient to construct a class of
g-variable 1-resilient RSFs according to our method, but it is difficult for us to get all the solutions of the equation systems
if p and q are too large. It can be regarded as an instance of Knapsack Problem, which is a so-called NP-complete problem.
The construction of 1-resilient RSFs on given number of variables remains to be an open problem.
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