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Abstract The security issue is critically important for wireless communications, especially for multi-hop com-
munications. In this paper, we propose a cooperative secrecy beamforming scheme for a multi-hop MIMO
communication network, in which there is a single-antenna source, multiple multi-antenna relays and a single-
antenna destination. Moreover, two types of eavesdroppers exist in the network, one of which has known channel
state information (CSI), while the other not. To achieve security communications, in our work null-space beam-
forming and artificial noise beamforming are jointly optimized to improve the secrecy rate of the multi-hop
network. In nature, the joint optimization is nonconvex and challenging. Exploiting its structure, the con-
sidered optimization problem is decoupled into a series of subproblems that can be efficiently solved based on
convex optimization theory. Finally, some numerical experiment results are provided to assess the performance

of the proposed secrecy beamforming design.
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1 Introduction

Multi-hop relaying is an effective technique to realize reliable and efficient communications in a flexible
network topology such as military vehicle to vehicle communications and ad-hoc networks [1-3]. In
order to achieve high frequency efficiency and system capacity of wireless networks, the multiple-input
multiple-output (MIMO) technology is widely accepted as an effective way to exploit spatial freedom.
With this technology, multiple antennas are deployed at transmitters and receivers to transmit multiple
data streams simultaneously [4]. Furthermore, considering the openness of wireless links and the multiple
signals transmitted by multiple antennas, almost all receivers located in the communication range of a
transmitter are able to obtain quite an amount of information about the transmitted signals, which may
lead to the confidential or private information leakage. Overall, wireless communications are susceptible
to security threatening [5,6]. Hence, in order to realize the high information transmission rate as much
as possible without being wiretapped by any eavesdropper of current wireless networks, the design of
security transmission strategy for multi-hop MIMO communications is important and meaningful [7].
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There are also plenty of research publications about the optimal transmission strategy for the multi-
hop network [8-10]. For example, Ref. [8] proposed a low-complexity beamforming scheme for multi-hop
networks using aggregate information about the neighborhood of each node. In [9], a three-hop channel
model is constructed and then a collaborative beamforming design utilizing the subspace average concept
is conducted. Similar to [9], the [10] also designed a collaborative beamforming scheme for three-hop
multi-relay network. Nevertheless, it is different from [9] in the sense that this scheme optimizes the two
relay beamformings alternatively under different optimization objectives. However, it is obvious that all
these studies do not consider the information security issues in multi-hop network.

On the other hand, there also exists abundant literature work considering the security communica-
tion for wireless network. From signal processing perspective, it is well-known that physical layer security
technology has become a promising technology to realize the security communication in the future commu-
nication systems. The fundamental information theory for physical layer security was firstly introduced
by Shannon [11]. Then Wyner investigated the famous wiretap channel model in [12] from the point
of view of the information theory, in which the channel secrecy capacity is defined as the maximum
achievable rate between transmitter and receiver when the eavesdropper is completely unknown about
the transmitted signal. Following [11], a more general wiretap channel model is proposed in [13] and
it is demonstrated that the security communication can be realized by utilizing the physical security
techniques only instead of secret key encryption. Furthermore, Ref. [14] proposed a widely used Gaussian
degraded wiretap channel.

After these pioneering theoretical studies, a lot of related literature focusing on the design of security
transmission strategy has been published [15-22]. These studies mainly concentrate on the various
multiple-antenna systems because of the flexible spatial degrees of freedom provided by multiple antennas.
Generally, there are various types of multi-antenna networks, e.g., multiple-input single-output (MISO)
networks [15, 16], single-input multiple-output (SIMO) networks [17] and MIMO networks [18-22]. For
example, in [15] the optimal secrecy beamforming is designed for MISO system and the Pareto boundary is
obtained. In [17], a security transmission scheme utilizing the encryption technique at source is proposed
for SIMO network, which is based on the random message transmitted by destination. As for the more
complicated security communication issue, a collaborative physical-layer security transmission scheme
based on the game theory is proposed for MIMO network in [18]. This scheme can effectively balance the
security performance among different links. Besides, in [20], a distributed secrecy beamforming scheme
for two-way relay channel (TWRC) is proposed, which contains both the null-space beamforming and
the artificial noise beamforming. Further, considering introducing jammer to the TWRC to decrease
the wiretap information rate in MAC phase, a novel cooperative beamforming and jamming scheme is
proposed in [21].

To the best of the authors’ knowledge, most of the existing studies focus on physical layer security
of single-hop or dual-hop communications as above. It is worth noting that multi-hop communications
are more general and also important for practical communication systems such as device-to-device com-
munications and vehicle-to-vehicle communications. In this paper, we take a further step to investigate
beamforming designs for physical layer security of multi-hop MIMO communications. In particular, two
different types of eavesdroppers are considered, one of which has perfect CSI, while the other not. Then
both null-space beamforming and artificial noise are adopted to improve the system security. Specifically,
for a K-hop network with total K — 1 relays, it is observed that once any K — 2 relay beamformings are
determined, the original optimization problem can be transformed into a generalized Rayleigh quotient
problem or a quasi-convex problem, which both can be effectively solved by the existing methods. In a
word, by formulating the original optimization problem into K — 1 independent subproblems and solving
them iteratively, the security transmission can finally be achieved.

The rest of this paper is organized as follows. The system model and problem formulated are firstly
given in Section 2. In Section 3, to realize security communication, the proposed collaborative beam-
forming design is presented. The simulation results are shown in Section 4 and the conclusions are drawn
in Section 5.

Notation: The light-faced lowercase letters denote scalars, such as a. The bold-faced lowercase letters
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Figure 1 A K-hop cooperative communication network with two eavesdroppers.

denote vectors, such as a. Matrices are denoted by the bold-faced uppercase letters, e.g., A. For matri-
ces, the expression A=1, AT, A" A* denote the inverse, transpose, Hermitian (conjugate transpose),
conjugate of A, respectively. The symbol Tr(A) denotes the trace of A and rank(A) is the rank of A.
Besides, A[k, m| denotes the kth row and mth column element of matrix A and the symbol A is the
n-th row of matrix A. A » 0 means that A is a positive semidefinite matrix. |a| means the absolute
value of scalar a and ||a|| denotes the Euclidean norm of vector a. CA(0,1) represents the zero-mean
and unit variance Complex Gaussian random variable.

2 System model

In this paper, we focus our attention on a multi-hop cooperative network, in which as shown in
Figure 1, a single antenna source node S communicates with a single antenna destination node D via
multiple multi-antenna relay nodes Ry, k =1,..., K — 1. Without loss of generality, the kth relay Ry is
assumed to be equipped with Np, antennas. In addition, there are two potential single-antenna eaves-
droppers F; and Fs. To model a more practical and general scenario, in our considered system only
one eavesdropper E; has the perfect channel state information (CSI). In other words, E; is a legitimate
but not the intended receiver. Whereas, the CSI of the other eavesdropper Fs is completely unknown.
The channel matrices from S to Ry, Ry to Rg4+1,Vk = 1,..., K —2 and Rg_1 to D are denoted by
hsr, € CNrix1, Hg.Rr,,, € CNRr1 *Nry and hr,. D € ClXNRKfl, respectively. Moreover, the chan-
nels from source S to Iy and E» are denoted by hgg, and hsg,, respectively. Similarly, hg, g, and kg, g,
are channels from relay Ry to E; and FEs, respectively.

At each relay, the received signals is multiplied by a forwarding matrix Wg, and then forwarded to
the next hop, where Wg, = diag([wy, |, w} o, - - ,w,’;NRk]). As the CSI of eavesdropper Es is unavailable,
artificial noise n, is further transmitted to improve the security. As signals are forwarded hop by hop,
for simplicity we only need the first relay R; to transmit artificial noise n,. As a result, the received
signal at the kth relay Ry equals (In this paper, we mainly concentrate on the K > 3 hops system)

k-1 k=1 k-1
YR, = <H HRm,Rm+1WRm,> hsr, v/ Pis1 + Z <H HRmRmHWRm) ng, +ng,
i=1 \m=i

m=1

k—1
+ <H HRmRm+1WRm> HRlRQna) (1)

m=2
where s; and P; are the transmit signal and power of source S, respectively. n g, is the received noise at

relay R;. Generally, we often set E|s;|? = 1. It is emphasized that the artificial noise n, firstly appears
at the relay Ro. Further, the received signal at the destination D is

yg = hRK—lDWRK—lyRK—l +’I’Lg (2)
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The symbol n§ denotes the received noise at destination D. Then based on the quality aTdiag[b] =
bTdiag[a] and (1), the received signal at D in (2) can be rewritten as

k—1
yg = w}%K,lFRxle <H HRmRm+1 WRm) hSRl V Pysy + ﬁga (3)
m=1

where

WRik_1 = diag(Wkal)*a FRK—ID = diag(h’RKle)a

K-2 /K-2
~ K K H
iy =np+wp Fre o Y, | [[ HrwrwisWha,, | ng,

1=1 m=t
K—-2
H H
+ wRK,lFkalD H HR7nR7IL+1WR7nHR1R2na + wRKleRK—anRK—l' (4)
m=2

Further, the wiretapped signals at E; and Es in the kth phase from the relay Ry_1 are denoted by
yl(’ﬂlil) with u = 1,2, respectively.

ygj :th—lEuWRk—lyRk—l +Tl§§3, u = 1,2, k:2,...,K. (5)

Particularly, the first phase wiretapped signal ygj ( from source S ) has the following formula

yg) = hsp,V/ P1su + ngz, u=1,2. (6)

u

For above formulations, ng) denotes the received noise at eavesdropper F, in the kth phase. To make

L

the derivations more readable, the total wiretapped signal is further reformulated as a compact SIMO
signal model

yg, = Hp, \/Pis1 +ng,, u=12, (7)
where
'y(l) 7 hSE'u,
2321) hr, g, Wr, hsr,
s Ho — n—2
Y= ) | » BT hg, ,5,Wr, , [| Hr,R, WR,hsr, |’
yEu m=1
(K) K—2
—yE“' J hRK—lEleK—l H HRmRm+1WRthR1
L m=1 J
nE'U,
niy

u

th Ey WRl nr, + th E M + n(E23

n—2 n—2 n—2
hi, 6. Wg,_, 3. ( H_HRMRWHWRM)”Ri +he,_ .5, Wr,_, Il Hr,RoisWr, HRiryMa

=1 m=1 m=2

+hRn—1E1 WRn—lan,fl + n(Enu)

K-2 K-2 K—-2
hri  EsWhry_, ( I1 HRmRmHWRm)an, +hri  5E,Wry_, [l Hgr, R, s WR, Hr R,
=1 m=1 m=2

_+hRK—1E1 Wkalanfl + n(Elj)
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As that all elements of the actually received noise terms at each node of K-hop network are Gaussian
distributed, the elements of artificial noise n, are assumed to be distributed as CA/(0,02) and o2 is an
optimization variable. Further, the covariance matrices fp and 05, of the equivalent noise terms ﬁg and
np, are expressed respectively as

K—2 K-2
HD = ngleRKle <U2I + 0‘3( H HR"I'RW+1 WR"’) RH1H2 ( H WII:_‘:IKmHII‘:iIKmRKm+1>

m=2 m=2
K—-2/K-2 K—2
2 H H H 2
+o 2 : H HRvnert+1WR7n H WRK+ifmf2HRK+1'77,L72RK+1'77,L71 FkalDwRKflw ’ (9)

where Ry, g, = Hy, g, H 1}}1 m, and I is an identity matrix with proper dimensions. On the other hand,
the elements of the Hermitian matrix 6g, are equivalent to (for general situation where k > 4, | =
E+1,k+2,..,K)

k—2 k—2 k—2
aEu [k’ k] = wgk—lFkalE“ (02 Z < H HRWR""+1WRW> < H ng+im2Hgk+im2Rk+iml>

i=1 \m=i m=i

k—2 k=2
+o’I + 02< 11 HRmRm,+1WRm>RH1Hz< II ngmHgkakm+1>>ng1Euka1+‘727

m=2 m=2
(10)
k=2 [ k—2 1—2
O, k1] =wi,  Fr, 5, <02 > ( 11 HRmRmHWRm> ( 11 WEHW2HEHW2RHM1>
i=1 \'m=i m=i
k—2 -2
+ 02( 1T HR,HR,,L+1WR7H>RH1H2< II WII%MHEZMleH)
m=2 m=2
1—2
H H H
+0’ ( H WRk+LvnSHRk+lvn3Rk+ler2> ) FR171Eule—17 (11)
m=k—1
where Fg, ,p, = diag(hr,_,£,), uw=1,2. And particularly, for k = 1 we have
05, (1,11 =0% 0p,[1,]]=0, 1=2,..K, u=12. (12)

As for the other special cases, they all can be calculated easily, which only have the slight difference to
(10) and (11).

In order to realize security multi-hop communications, the performance metric namely achievable
secrecy rate [23] is adopted as the objective of the optimization of beamforming matrices and artificial
noise. It is worth noting that as there is more than one eavesdropper independently intercepting the
signal, the overall wiretap rate of the communication network should be the maximum individual rate
among the involved multiple eavesdroppers. Hence, the achievable secrecy rate region is finally defined
as

R <

+
Z I(ynas) _Trlré%‘é (I(yEw7s))‘| ’ (13)

nebD

where D and N, denote the collection of legitimate receivers and eavesdroppers, respectively, and [a]t =
max(0,a). Specifically, for the K-hop network in this paper, the achievable secrecy rate is derived as

Rgee < [I(yD; 3) — max (I(?JE1 s 3); I(yEza S))]+ ; (14)

where

PwH RSDwR _
I(yD75)=1og<1+ Sl — |,

Op
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I(yg,,s) =logdet (I + Hp, Hy 63'), u=1,2, (15)

. K—2
with Rsp = asqall}, asa = Fr, ,p([[,,_1 Hr,.r
formulated as follows

Wk, )hsr,. Finally, the optimization problem is

m+1

H
leRKflRSDwRKfl

. L+ 7
maximize  log L —
WRy s WRp det(I + HEquuaEu)
st. PR < PR k=1,.,K—1, n=12.,Ng, (16)

where Pp denotes the nth antenna transmit power of relay Ry, Pr, = Zivj’f Pr, is the total transmit
power of relay Ry. It is obvious that for the above optimization problem its objective is a product of two
interdependent generalized Rayleigh quotients [21], which makes the optimization problem nonconvex
and difficult to solve. In general, some advanced optimization tools will be used to solve complicated
mathematic problems [24,25]. In our work, to reveal the physical meaning of the considered optimization
problem, an iterative optimization algorithm is proposed.

3 Proposed secrecy relay beamforming designs

Because the CSI of eavesdropper E; is available, each relay beamforming wg, can be chosen in the null
space of Hy,

k—1
Hj, = [FR,CEI 11 HRMRMWRthRI] , Vk=1,2,.., K —1. (17)

m=1

Thus the information leakage to E; can be completely eliminated. However, for the CSI unavailable
eavesdropper F5, we utilize the artificial noise n, generated by relay R; to make the information leakage
as little as possible. In order to avoid the interference to destination D, the m, should be in the null
space of the following matrix

K-2
HY = lFRxlD 11 HRmRmHWRmHRlRQ] : (18)

m=2

Furthermore, for notational simplicity it is defined that n, = H f | i, where H f | is the projection
matrix onto the null space of HX and p is a random vector. Owing to the constraint for n,, u becomes
the actual Gaussian random artificial noise, whose elements should be distributed as CA(0,02). Hence,
we need to replace the term Hkil Hg, R, . ,Wr, HRr,r, by

m=2
k—1
Brr, = || Hrvrss Wr, Hryr, HE |, Yk =1, K — 1. (19)

m=2

It is also observed that the value of 02 should be as large as possible to reduce the information leakage to
FE5, which however may greatly decrease the transmit power of the effective signal s;. Hence, the trade
off between the transmit power of s; and that of n, should be researched to achieve the security commu-
nication. Overall, our optimization problem can be finally formulated into maximizing the received SNR
at destination D with above constraints and transmit power constraints of each relay. Mathematically,
that is

H
leRK,lRSDwRK—l

maximize
WRy s WRy 1,02 Op

st. (wr,wp, ) [n,n]Dp[n,n] < PR, Vk=1,.,K—1, Vn=1,.., Ng,,

H 2 K
wg, Dr,wr, < Pp, — o rank(H,', ),
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WR, = Hk,LVk; Vk = 17 ...,K - 17 (20)

where Dp,, k=1,..., K — 1 all are diagonal matrices, whose diagonal elements are

2
DRk[m,m] = P1

k—1
<H HRIRHlWthSRl) [m, 1]

=1
+0%(ak +1)+02F, Ym=1,.,N,,, Vk=1,.,K—1, (21)
E—1| /k—1 (m)||? L , 5
- Z (H HRlRL+1WRL) v k=2, K—1; b o— 121|BR1Rk[m7l]| ,k=2,...,. K —1;
m 1=1 =1 m — =
0 k=1 0, k=1

(22)
H;, | denotes the projection matrix onto the null space of Hy. L is the rank of matrix H;(J_. Gen-
erally speaking, the joint optimization for [wg,,wpr,,...,wr,_,] is difficult owing to the mutual depen-
dence between them. Fortunately, it is discovered that once the previous K — 2 relay beamformings
[WRy s WRys -y WRy_,] are determined, the corresponding relay power constraints of problem (20) can be
satisfied. Based on this, we substitute the constraint wg, , = Hg_1,1Vk_1 into the relay Rx_1 power
constraint and the objective function, thus the optimization problem is transformed into the following
optimization problem

H /
Vg 1 RgspVk -1

maximize P 3 q
VK1 o (1 + VKleuxflnyl)

s.t. VI}(I'—lD;%K,lyK_l < PRK—17 (23)
where Ry, D;%Kil and Q,, _, are defined as follows

' H ’ H
Rgp=Hyg_ RspHk-1,1, Dg, ,=Hyg ; Dgy Hg-11,

K-2 /K—2 K—2
Q —HI | F > (TIH 1% 11w HY
VK1 K—1,1TRKk—1,D Ry Rymt1 VY R Ritimm—2tTRrti—m—2RK+i—m—1

=1 m=t m=t

+ I) Fp.  pHg_ 1. (24)

In order to obtain the closed-form solution of wg, , to greatly simplify the optimization problem, we
relax the individual antenna power constraints of relay Rx 1 to the total power constraint of problem
(23). It is also noticed that D;%Kil is a positive definite matrix and has a Cholesky factorization, i.e.,

11 H r1

’ =
D —D2 D2
Rix_1 — Rk 17" Rk_1"

Based on this fact, it is obvious that the above problem is a generalized Rayleigh quotient problem [23],
which has the following closed-form optimal solution

/_1H

r_ 1 /_1H
V1= \/PRK—la(wR17"'7wRK—2)DRK2,1(I+PRK—1DRK271QVK—1D KQ,I)_ID K2,1HII§71,J_asda (25)

where the normalizing factor equals

_1
/_1H _ — 2

H /1 1 1 o /_1H H
a(lea ) wRK—2) = <a’sdHK—17lDRK21 (I + PRK—lDRK271QVK—1D K2,1) 2DRK21HK—1,Lan>
(26)
Furthermore, the wg, , satisfies wr, , = Hx_1,1Vk—1. Once the closed-form suboptimal wgr, , is
derived, it can be utilized to find the value of wg,, Vk=1,..., K —2 in a one by one way. In addition,
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considering the artificial noise n, transmitted with effective signal s; together, a natural problem is to
determine the power allocation between information transmission and artificial noise transmission, which
has great influence on the optimization of wg,, Vk=1,.., K — 2.

In view of the artificial noise only generated by R, the artificial noise is only a function of wg,. Similar
to formulate (23), w}gli = H; v ini is substituted into the objective function and all other constraints
and then the optimization problem is formulated as

’
minimize vil D, L V1,ini
U1,ini70§ ’
t H mivil HI D <P:, Vn=1,.,N
S.T. 1,LV1,iniV1 jnifd1, 1 [n,n] Ry [nvn] xRy n=1=1...NRr,

H ’ 2 K
Vi iniDp, V1ini < Pr, — o rank(H, ),

H n’ .
Pivgni D, 1 ini

>7Rza Vn: 1,...,NR2, (27)
VI G Vs + 02| GOV + o

where

’

Dy, =dg,d}, dr, =H "D},
o= BuBY, B, = HI diag(HY )y )hsr,,
T
711%2 = gngylja 9n = HEJ_H](%?)Rza G, = HRlR2HfJ_' (28)

It is clear that the initial Wg, and determined 2 can be obtained simultaneously by solving the above
problem. Besides, we find that the objective function of (27) is to minimize the allocated power for
information transmission, thus more remaining power can be used to transmit artificial noise n, to
confuse the eavesdropper F5. And the third constraint of (27) denotes the received SNR at each antenna
of Ry, which is set to be higher than the threshold vg,. With this constraint, the power allocation between
information transmission and artificial noise transmission can be determined. Then, the problem (27)
can be further transformed as

e . H 4
minimize vy, Dg V1ini

l/1,ini70?1
Pn
(n) 2 R _

s.t. |H17nll/171ni| g m, VTL = ]., ...,NRI,

|dR, V1l * < Pr, — ogrank(H,: ),

2
QEVLini
R
|Vﬁiniﬁn|2>h ’ Vn = 17"'7NR2' (29)

Py

It is observed that the objective function and the constraints of (29) both are not affected by multiplying
the obtained v ju; by an arbitrary phase constant ei®. Hence, without loss of generality it is assumed that
the term VEiniﬁn is a real number. Based on this simplification, the problem (29) is further rewritten as
follows

minimize t
D1 ini,02
s.t. HdI]_:Iglﬁl,iniH <,
) Pp
|hn1/1,ini|2 < m, Vn=1,..,Ng,,

i, 21,0l < /Pr, — orank(HE, ),

VH o~ P oy
G 01,imi[|< Tﬁfvl,ini, Vn =1,.., Ng,, (30)

R>
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where

Do | Vrini h 7[H(n) 0, B — Bn dil =[dl o], g= 9n 0 (31)
1,ini ) y Ny 1,15V Pn 0 |7 9m RVl In 0 02||G¢(1n)||2+0'2 '

It is obvious that the problem (30) is a second-order cone programming (SOCP) problem [19] and can
be solved efficiently by interior point methods. After solving (30), the initial value of w“” H,y vy i
can be obtained. Furthermore, the initial W”“, Vk = 2,..., K — 2 can also be obtained successively by
simply satisfying the power constraint of each relay

(kawgk) [n,n]Dg,[n,n] < Pg,, Yk=2,..,K -2, Vn=1,..,Ng,. (32)

With the computed initial Wlnl Vk =1,..., K — 2, we can calculate the suboptimal relay beamforming
WRk_, by (25). And in turn, we will utlhze it to optimize the wg,, k =1, ..., K —2 successively. Note that
only wg, Vk =1,..., K — 2 related optimization problem can be derived from the original optimization
problem (20), which is expressed as

K1
- lengkK 1%WR
maximize %
“h kaPkK 1wr +0%(ag ey + [|hRe . DWre_ |17 +1)
s.t. (kawgk) [m,m]Dpg,[m,m] < Pg,, Vm=1,..,Ng,,
l, l, k,
wi, Py wn, +oayy + 0|QE" F + 0w, [m]|* < PR,
Yn=Il=k+1,..K—-1, VYm=1,..,Ng,,
WR, = Hk-’J_l/k. (33)
In order to solve the above optimization problem, some necessary transformations are needed. First the
following auxiliary symbols are defined.

k—1
_ Sl(m) S]i(;’;)’ Sl(m) Ck pdiag < H Hg, R, WR,,LhSR1> ,

m=1
n—1
WRn H HRmRm+1 WRm HRkRk+17 n=Il=k+1,.,K—1,
1 m=k+1
Chn = K—2
hry .\ DWhry < H HRm,Rm+1WRm,> HRkRk+17 n=K-1, I =K.
m=k+1
(34)
In addition, the term of P,i;n in (33) is defined based on the following equations
k
PL — QU+ PG+ B Gl S Rl B
k—1 k—1
Rk,i = <mH HRmRm+1 WRm) <mH WIIZ_{IKJH,m2HII;iIK+7,m2RK+7,m1) )
i =i
R — Cl(m) C}i(zl)’
B;:’; =Ji OR)", Ju=Bp pBil,. (35)

The terms of QB and ai,n in (33) are defined as
S m) 2,
= , n i=k+1
o Wr By p, k=1 "

Y
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n—1
Nin = " K—2 (36)
hRK—lDWRK—l( H_HRmRm+1WRm)7 n=K-1,1=K.

A©® B denotes the Hadamard product between matrices A and B. Particularly, for relay R, an modified
constraint wng R, WR, < t,in which the value of ¢ can be derived from (30), should be satisfied. Further,
in order to solve the above problem effectively, we define an extra auxiliary matrix X = kawgk to
transform (33) into

maximize b Tr(QkK}i* 1 X1)
Xk Tr(PkI,(I’(l—IXk)+O—2(a§K—1 + Hh’RK—lDWRK—1||2+1)

H PR
4 Tr (I X 1™ ) € — e
i r< k hk DRk [mvm]

y Vm = 1;-~-;NR;C7

To(Py 7 X) < PR —o?(ay) + |wr, [m]*) — o2]|QE" 17,
Vn=Il=k+1,..K—-1, ¥Ym=1,..,Ng,,
Tr(Q% X)) =0, rank(Xy) =1, X >0, (37)

where Q% = H,H ,?, and Iy is an Ng, x Npg, identity matrix. Generally, the bisection method mentioned
in [26] is always used to solve this problem. With this method, the upper bound of the objective function
is defined as 7{3;: = Pl)\max((Pk{( I’(l,l)_léf’}i,l), where Apax(A) denotes the maximum eigenvalue of
matrix A, and the lower bound is zero. Because of the non-convexity of the above optimization prob-
lem, a relaxed semidefinite (SDR) technique is further performed by neglecting the rank-one constraint
temporarily. Then, the SDR problem is formula in (38), which can also be solved by the interior point
methods

ma}%rknize Ywr,
PiTr(Qp o Xk)
s.t. "1 ’ ZVYwr, s
Te(Py e Xx) +02(af ey + [hri . DWhrie 1|2 +1) §
Tr (X,J,;"') < TR o1 N
Dg, [m,m)| F
Te (P Xk) < PR =02 (@l + [wr,m)[*) — 02| Q" (17,
Vn=Il=k+1,..K—-1, Vm=1,..,Ng,,
Tr(Qf Xx) =0, Xi =0, (38)

where I = I,gm)HIlim), and Yy, is the objective function of (37). Then, a penalty function method [21]
considering the rank-one constraint again is applied to obtain the wg, , which satisfies all constraints in
(37). Specifically, by combining the SDR technique with the penalty function method simultaneously,
the ultimate optimization problem is given by

th+1 EN argrglcin Tl‘(Xk) — Amax(XItc)
k

—Tr (Ultc,maxvlt:max(Xk - Xltc))
st (38), (39)

where ¢t denotes the iteration index. )\Inax(X]tc) is the maximum eigenvalue of X}c and vi’max is the
corresponding eigenvector of Apmax(X}). By solving (39) iteratively with the initial point X} (which is
the optimal solution of the SDR problem (38)), we can get a sequence of X}, t = 1,2,..., whose rank
approaches 1. The convergence of this method is illustrated in [21]. Hence, the final optimal X, satisfies
X = XZH = X}i Further, the suboptimal wg, can be obtained by decomposing the optimal X
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In a nutshell, for a K-hop network, we can obtain the closed-form suboptimal Wx,._, solution through
(25) with the initial value ng‘li and Wliii, .k =2, K — 2, which are derived from (30) and (32),
respectively. Next, in order to update the value of Wg,, k=1,..., K —2 successively, we solve the SDP
problem (39) correspondingly. Owing to the convergence of the problem (39), we can obtain the final
suboptimal Wg, .k =1, ..., K —1, which achieves the security communication of the K-hop network. The
detailed process is summarized in Algorithm 1.

Algorithm 1 The proposed suboptimal collaborative algorithm for achieving security communication

Initialize: Set the received SNR threshold 72 and the initial iteration index t = 0. Solving problem (30) for initial wgi,

(®)

and then Whyo k =2,..., K — 2 can also be calculated successively through (32).
1: repeat
2 Substituting wgi, ., k=1,..,K — 2 into (25), thus the suboptimal wgi(il is obtained.
3: Set the initial relay index k =1
4 repeat
5 With the obtained [w%i,...,w%iil,...,w%iﬂ,...,w%i{il], we solve problem (38) to get the initial point X} for
(39).
6: Solving problem (39) iteratively with the initial point X until the optimal point X'k is obtained (the iteration
(t+1)

symbol of solving (39) is neglected). Further the suboptimal w R, can be derived by decomposing X
7 Set k=k+1
8: until k = K — 1
9: Sett=t+1
10: until o, =wi =0l V=1, K-1
11: Stop and output the obtained parameters wg,, Vk =1,...,K — 1 . Further, the achievable secrecy sum rate of the
K-hop network can be calculated.

4 Simulation results

In this section, simulation results are given to assess the performance of the proposed cooperative beam-
forming designs for security communication. In specific, a three-hop cooperative network is simulated,
in which all the channel coefficients are generated independently according to CA(0,1). Without loss of

2 is always set to be unit, and the maximum transmit

generality, in our simulation the variance of noise o
power of source S is fixed as P, = 15 dB. In addition, the transmit power at each antenna of the relay
Ry is denoted as Py, = Pj = Pi = Pr,/(Ng,), n=1,2,..,Ng,. In order to solve standard convex
optimization problems, e.g., SOCP (30) and SDP (39) efficiently, the famous software toolbox CVX [27]
is used. In the following figures, each point for the secrecy sum rate (SSR) of the three-hop network is
an average of 500 Monte Carlo tests.

In Figure 2, the SSR of this three-hop network is shown, with different total transmit powers Pr, of
relay R; ranging from 8 dB to 28 dB. The initial threshold vg, is 15 dB, which determines the power
allocation between the information transmission and the artificial noise transmission. In addition, the
number of antennas of relay Ro also varies to assess the security performance of the proposed designs.
From this figure, it can be obvious that our proposed algorithm can achieve higher SSR compared with the
existing method in [2]. The method in [2] can demonstrate the optimal diagonalization of relay structure
of multi-hop MIMO system without considering the secrecy constraints. Further, for maximizing the
system capacity, the optimal solution of relay matrix can be obtained by a water-filling algorithm [28].
Hence, utilizing [2] as a comparison, we can clearly observe the security performance improvement of
our proposed algorithm. From Figure 2, it can also be observed that the achievable SSR tends to be
saturated as Pp, increases, which is due to the arising of the artificial noise and the actually received
noise at relay Ro and destination D, respectively. Similarly, as is shown in Figure 3, we also research the
achievable SSR versus the total transmit power Pr, of relay Rs and the similar results can be achieved.
Hence, it can be concluded that our proposed algorithm outperforms the method in [2] in terms of SSR.

As discussed previously, the power allocation between information transmission and the artificial noise
transmission has great influence on the network security performance. Therefore, it is necessary to
evaluate the achievable SSR versus the initial SNR threshold g, under different total transmit powers
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Figure 2 The achievable SSR versus the total transmit Figure 3 The achievable SSR versus the total transmit
power Pgr, with different antenna numbers of relay R2 when power Pg, with different antenna numbers of relay R2 when
YR, = 15 dB and Pg, = 20 dB. YR, = 15 dB and Pg, = 20 dB.
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Figure 4 The achievable SSR versus the SNR threshold yg,, with different total transmit power of relay R; when N,1 =8
and Nyo = 4.

Pr, of relay R;. From Figure 4, it can be seen that for any given Pgr,, the SSR increases firstly as
threshold g, increases. This is because as the allocated power for information transmission arises, the
received SNR at the destination will be improved. However, as the g, increases further, the value of
achievable SSR goes down. This is because the AF relay strategy also amplifies the forward noise of relay
Ry, which further makes the received SNR at relay Ro not arbitrarily high. Under the circumstances,
problem (27) may be infeasible and the SSR is generally set to be 0. It can also be found that the larger
Pr, can support the higher SNR threshold «g,, and finally result in larger SSR of the three-hop network.

5 Conclusion

In this paper, we investigated cooperative beamforming design for physical layer security of multi-hop
communications. Both the eavesdroppers with available and unavailable CSI are taken into account. To
realize security multi-hop communications with such kinds of eavesdroppers, null-space beamforming and
artificial noise are adopted together. The joint optimization of beamforming and artificial noise is in
nature non-convex and difficult to solve. Hence, by means of the iterative optimization procedure, the
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original optimization problem can be decoupled into a series of subproblems. Furthermore, by exploiting

convex optimization theory the resulting subproblems can be solved efficiently. Finally, the simulation

results demonstrate that our proposed cooperative relay beamforming design achieves better security
performance compared with the pre-existing schemes.
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