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Abstract The security issue is critically important for wireless communications, especially for multi-hop com-

munications. In this paper, we propose a cooperative secrecy beamforming scheme for a multi-hop MIMO

communication network, in which there is a single-antenna source, multiple multi-antenna relays and a single-

antenna destination. Moreover, two types of eavesdroppers exist in the network, one of which has known channel

state information (CSI), while the other not. To achieve security communications, in our work null-space beam-

forming and artificial noise beamforming are jointly optimized to improve the secrecy rate of the multi-hop

network. In nature, the joint optimization is nonconvex and challenging. Exploiting its structure, the con-

sidered optimization problem is decoupled into a series of subproblems that can be efficiently solved based on

convex optimization theory. Finally, some numerical experiment results are provided to assess the performance

of the proposed secrecy beamforming design.

Keywords MIMO, physical layer security, multi-hop network, null-space beamforming, artificial noise

Citation Gong S Q, Xing C W, Fei Z S, et al. Cooperative beamforming design for physical-layer security of

multi-hop MIMO communications. Sci China Inf Sci, 2016, 59(6): 062304, doi: 10.1007/s11432-015-5401-z

1 Introduction

Multi-hop relaying is an effective technique to realize reliable and efficient communications in a flexible

network topology such as military vehicle to vehicle communications and ad-hoc networks [1–3]. In

order to achieve high frequency efficiency and system capacity of wireless networks, the multiple-input

multiple-output (MIMO) technology is widely accepted as an effective way to exploit spatial freedom.

With this technology, multiple antennas are deployed at transmitters and receivers to transmit multiple

data streams simultaneously [4]. Furthermore, considering the openness of wireless links and the multiple

signals transmitted by multiple antennas, almost all receivers located in the communication range of a

transmitter are able to obtain quite an amount of information about the transmitted signals, which may

lead to the confidential or private information leakage. Overall, wireless communications are susceptible

to security threatening [5, 6]. Hence, in order to realize the high information transmission rate as much

as possible without being wiretapped by any eavesdropper of current wireless networks, the design of

security transmission strategy for multi-hop MIMO communications is important and meaningful [7].

*Corresponding author (email: chengwenxing@ieee.org)



Gong S Q, et al. Sci China Inf Sci June 2016 Vol. 59 062304:2

There are also plenty of research publications about the optimal transmission strategy for the multi-

hop network [8–10]. For example, Ref. [8] proposed a low-complexity beamforming scheme for multi-hop

networks using aggregate information about the neighborhood of each node. In [9], a three-hop channel

model is constructed and then a collaborative beamforming design utilizing the subspace average concept

is conducted. Similar to [9], the [10] also designed a collaborative beamforming scheme for three-hop

multi-relay network. Nevertheless, it is different from [9] in the sense that this scheme optimizes the two

relay beamformings alternatively under different optimization objectives. However, it is obvious that all

these studies do not consider the information security issues in multi-hop network.

On the other hand, there also exists abundant literature work considering the security communica-

tion for wireless network. From signal processing perspective, it is well-known that physical layer security

technology has become a promising technology to realize the security communication in the future commu-

nication systems. The fundamental information theory for physical layer security was firstly introduced

by Shannon [11]. Then Wyner investigated the famous wiretap channel model in [12] from the point

of view of the information theory, in which the channel secrecy capacity is defined as the maximum

achievable rate between transmitter and receiver when the eavesdropper is completely unknown about

the transmitted signal. Following [11], a more general wiretap channel model is proposed in [13] and

it is demonstrated that the security communication can be realized by utilizing the physical security

techniques only instead of secret key encryption. Furthermore, Ref. [14] proposed a widely used Gaussian

degraded wiretap channel.

After these pioneering theoretical studies, a lot of related literature focusing on the design of security

transmission strategy has been published [15–22]. These studies mainly concentrate on the various

multiple-antenna systems because of the flexible spatial degrees of freedom provided by multiple antennas.

Generally, there are various types of multi-antenna networks, e.g., multiple-input single-output (MISO)

networks [15, 16], single-input multiple-output (SIMO) networks [17] and MIMO networks [18–22]. For

example, in [15] the optimal secrecy beamforming is designed for MISO system and the Pareto boundary is

obtained. In [17], a security transmission scheme utilizing the encryption technique at source is proposed

for SIMO network, which is based on the random message transmitted by destination. As for the more

complicated security communication issue, a collaborative physical-layer security transmission scheme

based on the game theory is proposed for MIMO network in [18]. This scheme can effectively balance the

security performance among different links. Besides, in [20], a distributed secrecy beamforming scheme

for two-way relay channel (TWRC) is proposed, which contains both the null-space beamforming and

the artificial noise beamforming. Further, considering introducing jammer to the TWRC to decrease

the wiretap information rate in MAC phase, a novel cooperative beamforming and jamming scheme is

proposed in [21].

To the best of the authors’ knowledge, most of the existing studies focus on physical layer security

of single-hop or dual-hop communications as above. It is worth noting that multi-hop communications

are more general and also important for practical communication systems such as device-to-device com-

munications and vehicle-to-vehicle communications. In this paper, we take a further step to investigate

beamforming designs for physical layer security of multi-hop MIMO communications. In particular, two

different types of eavesdroppers are considered, one of which has perfect CSI, while the other not. Then

both null-space beamforming and artificial noise are adopted to improve the system security. Specifically,

for a K-hop network with total K − 1 relays, it is observed that once any K − 2 relay beamformings are

determined, the original optimization problem can be transformed into a generalized Rayleigh quotient

problem or a quasi-convex problem, which both can be effectively solved by the existing methods. In a

word, by formulating the original optimization problem into K − 1 independent subproblems and solving

them iteratively, the security transmission can finally be achieved.

The rest of this paper is organized as follows. The system model and problem formulated are firstly

given in Section 2. In Section 3, to realize security communication, the proposed collaborative beam-

forming design is presented. The simulation results are shown in Section 4 and the conclusions are drawn

in Section 5.

Notation: The light-faced lowercase letters denote scalars, such as a. The bold-faced lowercase letters
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Figure 1 A K-hop cooperative communication network with two eavesdroppers.

denote vectors, such as a. Matrices are denoted by the bold-faced uppercase letters, e.g., A. For matri-

ces, the expression A−1, AT, AH, A∗ denote the inverse, transpose, Hermitian (conjugate transpose),

conjugate of A, respectively. The symbol Tr(A) denotes the trace of A and rank(A) is the rank of A.

Besides, A[k,m] denotes the kth row and mth column element of matrix A and the symbol A(n) is the

n-th row of matrix A. A � 0 means that A is a positive semidefinite matrix. |a| means the absolute

value of scalar a and ‖a‖ denotes the Euclidean norm of vector a. CN (0, 1) represents the zero-mean

and unit variance Complex Gaussian random variable.

2 System model

In this paper, we focus our attention on a multi-hop cooperative network, in which as shown in

Figure 1, a single antenna source node S communicates with a single antenna destination node D via

multiple multi-antenna relay nodes Rk, k = 1, . . . ,K − 1. Without loss of generality, the kth relay Rk is

assumed to be equipped with NRk
antennas. In addition, there are two potential single-antenna eaves-

droppers E1 and E2. To model a more practical and general scenario, in our considered system only

one eavesdropper E1 has the perfect channel state information (CSI). In other words, E1 is a legitimate

but not the intended receiver. Whereas, the CSI of the other eavesdropper E2 is completely unknown.

The channel matrices from S to R1, Rk to Rk+1, ∀k = 1, . . . ,K − 2 and RK−1 to D are denoted by

hSR1
∈ CNR1

×1, HRkRk+1
∈ C

NRk+1
×NRk and hRK−1D ∈ C

1×NRK−1 , respectively. Moreover, the chan-

nels from source S to E1 and E2 are denoted by hSE1
and hSE2

, respectively. Similarly, hRkE1
and hRkE2

are channels from relay Rk to E1 and E2, respectively.

At each relay, the received signals is multiplied by a forwarding matrix WRk
and then forwarded to

the next hop, where WRk
= diag([ω∗

k,1,ω
∗
k,2, . . . ,ω

∗
k,NRk

]). As the CSI of eavesdropper E2 is unavailable,

artificial noise na is further transmitted to improve the security. As signals are forwarded hop by hop,

for simplicity we only need the first relay R1 to transmit artificial noise na. As a result, the received

signal at the kth relay Rk equals (In this paper, we mainly concentrate on the K > 3 hops system)

yRk
=

(

k−1
∏

m=1

HRmRm+1
WRm

)

hSR1

√

P1s1 +

k−1
∑

i=1

(

k−1
∏

m=i

HRmRm+1
WRm

)

nRi
+ nRk

+

(

k−1
∏

m=2

HRmRm+1
WRm

)

HR1R2
na, (1)

where s1 and P1 are the transmit signal and power of source S, respectively. nRi
is the received noise at

relay Ri. Generally, we often set E|s1|2 = 1. It is emphasized that the artificial noise na firstly appears

at the relay R2. Further, the received signal at the destination D is

yKD = hRK−1DWRK−1
yRK−1

+ nK
D . (2)
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The symbol nK
D denotes the received noise at destination D. Then based on the quality aTdiag[b] =

bTdiag[a] and (1), the received signal at D in (2) can be rewritten as

yKD = ωH
RK−1

FRK−1D

(

k−1
∏

m=1

HRmRm+1
WRm

)

hSR1

√

P1s1 + ñK
D , (3)

where

ωRK−1
= diag(WRK−1

)∗, FRK−1D = diag(hRK−1D),

ñK
D = nK

D + ωH
RK−1

FRK−1D

K−2
∑

i=1

(

K−2
∏

m=i

HRmRm+1
WRm

)

nRi

+ ωH
RK−1

FRK−1D

K−2
∏

m=2

HRmRm+1
WRm

HR1R2
na + ωH

RK−1
FRK−1DnRK−1

. (4)

Further, the wiretapped signals at E1 and E2 in the kth phase from the relay Rk−1 are denoted by

y
(k)
Eu

with u = 1, 2, respectively.

y
(k)
Eu

= hRk−1Eu
WRk−1

yRk−1
+ n

(k)
Eu

, u = 1, 2, k = 2, . . . ,K. (5)

Particularly, the first phase wiretapped signal y
(1)
Eu

( from source S ) has the following formula

y
(1)
Eu

= hSEu

√

P1su + n
(1)
Eu

, u = 1, 2. (6)

For above formulations, n
(k)
Eu

denotes the received noise at eavesdropper Eu in the kth phase. To make

the derivations more readable, the total wiretapped signal is further reformulated as a compact SIMO

signal model

yEu
= HEu

√

P1s1 + nEu
, u = 1, 2, (7)

where

yE1
=

























y
(1)
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y
(2)
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y
(n)
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y
(K)
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














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



, HEu
=






























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hR1E1
WR1

hSR1

...

hRn−1E1
WRn−1

n−2
∏

m=1
HRmRm+1

WRm
hSR1

...

hRK−1E1
WRK−1

K−2
∏

m=1
HRmRm+1

WRm
hSR1































,

nEu

=













































n
(1)
Eu

hR1E1
WR1

nR1
+ hR1E1

na + n
(2)
Eu

...

hRn−1E1
WRn−1

n−2
∑

i=1

(

n−2
∏

m=i

HRmRm+1
WRm

)

nRi
+ hRn−1E1

WRn−1

n−2
∏

m=2
HRmRm+1

WRm
HR1R2

na

+hRn−1E1
WRn−1

nRn−1
+ n

(n)
Eu

...

hRK−1E1
WRK−1

K−2
∑

i=1

(

K−2
∏

m=i

HRmRm+1
WRm

)

nRi
+ hRK−1E1

WRK−1

K−2
∏

m=2
HRmRm+1

WRm
HR1R2

na

+hRK−1E1
WRK−1

nRK−1
+ n

(K)
Eu













































.

(8)
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As that all elements of the actually received noise terms at each node of K-hop network are Gaussian

distributed, the elements of artificial noise na are assumed to be distributed as CN (0, σ2
a) and σ2

a is an

optimization variable. Further, the covariance matrices θD and θEu
of the equivalent noise terms ñK

D and

nEu
are expressed respectively as

θD = ωH
RK−1

FRK−1D

(

σ2I + σ2
a

(

K−2
∏

m=2

HRmRm+1
WRm

)

RH1H2

(

K−2
∏

m=2

WH
RK−m

HH
RK−mRK−m+1

)

+ σ2
K−2
∑

i=1

(

K−2
∏

m=i

HRmRm+1
WRm

)(

K−2
∏

m=i

WH
RK+i−m−2

HH
RK+i−m−2RK+i−m−1

))

FH
RK−1D

ωRK−1
+σ2, (9)

where RH1H2
= HH1H2

HH
H1H2

and I is an identity matrix with proper dimensions. On the other hand,

the elements of the Hermitian matrix θEu
are equivalent to (for general situation where k > 4, l =

k + 1, k + 2, ...,K)

θEu
[k, k] = ωH

Rk−1
FRk−1Eu

(

σ2
k−2
∑

i=1

(

k−2
∏

m=i

HRmRm+1
WRm

)(

k−2
∏

m=i

WH
Rk+i−m−2

HH
Rk+i−m−2Rk+i−m−1

)

+ σ2I + σ2
a

(

k−2
∏

m=2

HRmRm+1
WRm

)

RH1H2

(

k−2
∏

m=2

WH
Rk−m

HH
Rk−mRk−m+1

))

FH
Rk−1Eu

ωRk−1
+σ2,

(10)

θEu
[k, l] = ωH

Rk−1
FRk−1Eu

(

σ2
k−2
∑

i=1

(

k−2
∏

m=i

HRmRm+1
WRm

)(

l−2
∏

m=i

WH
Rl+i−m−2

HH
Rl+i−m−2Rl+i−m−1

)

+ σ2
a

(

k−2
∏

m=2

HRmRm+1
WRm

)

RH1H2

(

l−2
∏

m=2

WH
Rl−m

HH
Rl−mRl−m+1

)

+ σ2

(

l−2
∏

m=k−1

WH
Rk+l−m−3

HH
Rk+l−m−3Rk+l−m−2

))

FH
Rl−1Eu

ωRl−1
, (11)

where FRk−1Eu
= diag(hRk−1Eu

), u = 1, 2. And particularly, for k = 1 we have

θEu
[1, 1] = σ2, θEu

[1, l] = 0, l = 2, ...,K, u = 1, 2. (12)

As for the other special cases, they all can be calculated easily, which only have the slight difference to

(10) and (11).

In order to realize security multi-hop communications, the performance metric namely achievable

secrecy rate [23] is adopted as the objective of the optimization of beamforming matrices and artificial

noise. It is worth noting that as there is more than one eavesdropper independently intercepting the

signal, the overall wiretap rate of the communication network should be the maximum individual rate

among the involved multiple eavesdroppers. Hence, the achievable secrecy rate region is finally defined

as

R 6

[

∑

n∈D

I(yn, s)− max
n∈Ne

(I(yEn
, s))

]+

, (13)

where D and Ne denote the collection of legitimate receivers and eavesdroppers, respectively, and [a]+ =

max(0, a). Specifically, for the K-hop network in this paper, the achievable secrecy rate is derived as

Rsec 6 [I(yD, s)−max (I(yE1
, s), I(yE2

, s))]
+
, (14)

where

I(yD, s) = log

(

1 +
P1ω

H
RK−1

RSDωRK−1

θD

)

,
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I(yEu
, s) = log det

(

I +HEu
HH

Eu
θ−1
Eu

)

, u = 1, 2, (15)

with RSD = asda
H
sd, asd = FRK−1D(

∏K−2
m=1 HRmRm+1

WRm
)hSR1

. Finally, the optimization problem is

formulated as follows

maximize
ωR1

,...,ωRK−1

log





1 +
P1ω

H
RK−1

RSDωRK−1

θD

det(I +HEu
HH

Eu
θ−1
Eu

)





s.t. Pn
Rk

6 Pn,max
Rk

, k = 1, ...,K − 1, n = 1, 2..., NRk
, (16)

where Pn
Rk

denotes the nth antenna transmit power of relay Rk, PRk
=
∑NRk

n=1 Pn
Rk

is the total transmit

power of relay Rk. It is obvious that for the above optimization problem its objective is a product of two

interdependent generalized Rayleigh quotients [21], which makes the optimization problem nonconvex

and difficult to solve. In general, some advanced optimization tools will be used to solve complicated

mathematic problems [24,25]. In our work, to reveal the physical meaning of the considered optimization

problem, an iterative optimization algorithm is proposed.

3 Proposed secrecy relay beamforming designs

Because the CSI of eavesdropper E1 is available, each relay beamforming ωRk
can be chosen in the null

space of Hk,

Hk =

[

FRkE1

k−1
∏

m=1

HRmRm+1
WRm

hSR1

]

, ∀k = 1, 2, ...,K − 1. (17)

Thus the information leakage to E1 can be completely eliminated. However, for the CSI unavailable

eavesdropper E2, we utilize the artificial noise na generated by relay R1 to make the information leakage

as little as possible. In order to avoid the interference to destination D, the na should be in the null

space of the following matrix

HK
a =

[

FRK−1D

K−2
∏

m=2

HRmRm+1
WRm

HR1R2

]

. (18)

Furthermore, for notational simplicity it is defined that na = HK
a,⊥µ, where HK

a,⊥ is the projection

matrix onto the null space of HK
a and µ is a random vector. Owing to the constraint for na, µ becomes

the actual Gaussian random artificial noise, whose elements should be distributed as CN (0, σ2
a). Hence,

we need to replace the term
∏k−1

m=2 HRmRm+1
WRm

HR1R2
by

B
′

R1Rk
=

k−1
∏

m=2

HRmRm+1
WRm

HR1R2
HK

a,⊥, ∀k = 1, ...,K − 1. (19)

It is also observed that the value of σ2
a should be as large as possible to reduce the information leakage to

E2, which however may greatly decrease the transmit power of the effective signal s1. Hence, the trade

off between the transmit power of s1 and that of na should be researched to achieve the security commu-

nication. Overall, our optimization problem can be finally formulated into maximizing the received SNR

at destination D with above constraints and transmit power constraints of each relay. Mathematically,

that is

maximize
ωR1

,...,ωRK−1
,σ2

a

P1ω
H
RK−1

RSDωRK−1

θD

s.t.
(

ωRk
ωH

Rk

)

[n, n]DRk
[n, n] 6 Pn

Rk
, ∀k = 1, ...,K − 1, ∀n = 1, ..., NRk

,

ωH
R1

DR1
ωR1

6 PR1
− σ2

arank(H
K
a,⊥),
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ωRk
= Hk,⊥νk, ∀k = 1, ...,K − 1, (20)

where DRk
, k = 1, ...,K − 1 all are diagonal matrices, whose diagonal elements are

DRk
[m,m] = P1

∣

∣

∣

∣

∣

(

k−1
∏

l=1

HRlRl+1
WRl

hSR1

)

[m, 1]

∣

∣

∣

∣

∣

2

+ σ2(akm + 1) + σ2
ab

k
m, ∀m = 1, ..., Nrk , ∀k = 1, ...,K − 1, (21)

akm =















k−1
∑

i=1

∥

∥

∥

∥

∥

(

k−1
∏

l=i

HRlRl+1
WRl

)(m)
∥

∥

∥

∥

∥

2

, k = 2, ...,K − 1;

0, k = 1,

bkm =











L
∑

l=1

|B
′

R1Rk
[m, l]|2, k = 2, ...,K − 1;

0, k = 1.

(22)

Hk,⊥ denotes the projection matrix onto the null space of Hk. L is the rank of matrix HK
a,⊥. Gen-

erally speaking, the joint optimization for [ωR1
,ωR2

, ...,ωRK−1
] is difficult owing to the mutual depen-

dence between them. Fortunately, it is discovered that once the previous K − 2 relay beamformings

[ωR1
,ωR2

, ...,ωRK−2
] are determined, the corresponding relay power constraints of problem (20) can be

satisfied. Based on this, we substitute the constraint ωRK−1
= HK−1,⊥νK−1 into the relay RK−1 power

constraint and the objective function, thus the optimization problem is transformed into the following

optimization problem

maximize
νK−1

P1

νH
K−1R

′

SDνK−1

σ2(1 + νH
K−1QνK−1

νK−1)

s.t. νH
K−1D

′

RK−1
νK−1 6 PRK−1

, (23)

where R
′

SD, D
′

RK−1
and QνK−1

are defined as follows

R
′

SD = HH
K−1,⊥RSDHK−1,⊥, D

′

RK−1
= HH

K−1,⊥DRK−1
HK−1,⊥,

QνK−1
= HH

K−1,⊥FRK−1,D

(

K−2
∑

i=1

(

K−2
∏

m=i

HRmRm+1
WRm

)(

K−2
∏

m=i

WH
RK+i−m−2

HH
RK+i−m−2RK+i−m−1

)

+ I

)

FH
RK−1,D

HK−1,⊥. (24)

In order to obtain the closed-form solution of ωRK−1
to greatly simplify the optimization problem, we

relax the individual antenna power constraints of relay RK−1 to the total power constraint of problem

(23). It is also noticed that D
′

RK−1
is a positive definite matrix and has a Cholesky factorization, i.e.,

D
′

RK−1
= D

′ 1
2

H

RK−1
D

′ 1
2

RK−1
.

Based on this fact, it is obvious that the above problem is a generalized Rayleigh quotient problem [23],

which has the following closed-form optimal solution

ν̃K−1 =
√

PRK−1
a(ωR1

, ...,ωRK−2
)D

′− 1
2

RK−1
(I + PRK−1

D
′− 1

2

H

RK−1
QνK−1

D
′− 1

2

RK−1
)−1D

′− 1
2

H

RK−1
HH

K−1,⊥asd, (25)

where the normalizing factor equals

a(ωR1
, ...,ωRK−2

) =

(

aH
sdHK−1,⊥D

′− 1
2

RK−1
(I + PRK−1

D
′− 1

2

H

RK−1
QνK−1

D
′− 1

2

RK−1
)−2D

′− 1
2

H

RK−1
HH

K−1,⊥asd

)− 1
2

.

(26)

Furthermore, the ω̃RK−1
satisfies ω̃RK−1

= HK−1,⊥ν̃K−1. Once the closed-form suboptimal ω̃RK−1
is

derived, it can be utilized to find the value of ωRk
, ∀k = 1, ...,K − 2 in a one by one way. In addition,
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considering the artificial noise na transmitted with effective signal s1 together, a natural problem is to

determine the power allocation between information transmission and artificial noise transmission, which

has great influence on the optimization of ωRk
, ∀k = 1, ...,K − 2.

In view of the artificial noise only generated by R1, the artificial noise is only a function of ωR1
. Similar

to formulate (23), ωini
R1

= H1,⊥ν1,ini is substituted into the objective function and all other constraints

and then the optimization problem is formulated as

minimize
ν1,ini,σ2

a

νH
1,iniD

′

R1
ν1,ini

s.t.
(

H1,⊥ν1,iniν
H
1,iniH

H
1,⊥

)

[n, n]DR1
[n, n] 6 Pn

R1
, ∀n = 1, ..., NR1

,

νH
1,iniD

′

R1
ν1,ini 6 PR1

− σ2
arank(H

K
a,⊥),

P1ν
H
1,iniD

n′

R2
ν1,ini

νH
1,iniG

n
R2

ν1,ini + σ2
a‖G

(n)
a ‖2 + σ2

> γR2
, ∀n = 1, ..., NR2

, (27)

where

D
′

R1
= dR1

dH
R1

, dR1
= H1,⊥

HD
1
2

R1
,

Dn′

R2
= βnβ

H
n , βn = HH

1,⊥diag(H
(n)
R1R2

)hSR1
,

Gn
R2

= gng
H
n , gn = HH

1,⊥H
(n)T

R1R2
, Ga = HR1R2

HK
a,⊥. (28)

It is clear that the initial WR1
and determined σ2

a can be obtained simultaneously by solving the above

problem. Besides, we find that the objective function of (27) is to minimize the allocated power for

information transmission, thus more remaining power can be used to transmit artificial noise na to

confuse the eavesdropper E2. And the third constraint of (27) denotes the received SNR at each antenna

of R2, which is set to be higher than the threshold γR2
. With this constraint, the power allocation between

information transmission and artificial noise transmission can be determined. Then, the problem (27)

can be further transformed as

minimize
ν1,ini,σ2

a

νH
1,iniD

′

R1
ν1,ini

s.t. |H
(n)
1,⊥ν1,ini|

2
6

Pn
R1

DR1
[n, n]

, ∀n = 1, ..., NR1
,

‖dH
R1

ν1,ini‖
2
6 PR1

− σ2
arank(H

K
a,⊥),

|νH
1,iniβn|

2
>

γR2

P1

∥

∥

∥

∥

∥

∥

∥

∥

gH
n ν1,ini

√

σ2
a‖G

(n)
a ‖2+σ2

∥

∥

∥

∥

∥

∥

∥

∥

2

, ∀n = 1, ..., NR2
. (29)

It is observed that the objective function and the constraints of (29) both are not affected by multiplying

the obtained ν̃1,ini by an arbitrary phase constant ejφ. Hence, without loss of generality it is assumed that

the term νH
1,iniβn is a real number. Based on this simplification, the problem (29) is further rewritten as

follows

minimize
ν̂1,ini,σ2

a

t

s.t. ‖d̂H
R1

ν̂1,ini‖ 6 t,

|hnν̂1,ini|
2
6

Pn
R1

DR1
[n, n]

, ∀n = 1, ..., NR1
,

‖d̂H
R1

ν̂1,ini‖ 6

√

PR1
− σ2

arank(H
K
a,⊥),

‖ĝH
n ν̂1,ini‖6

√

P1

γR2

β̂H
n ν̂1,ini, ∀n = 1, ..., NR2

, (30)
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where

ν̂1,ini =

[

ν1,ini

1

]

, hn = [H
(n)
1,⊥, 0], β̂n =

[

βn

0

]

, d̂H
R1

= [dH
R1

0], ĝH
n =





gH
n 0

0

√

σ2
a‖G

(n)
a ‖2+σ2



 . (31)

It is obvious that the problem (30) is a second-order cone programming (SOCP) problem [19] and can

be solved efficiently by interior point methods. After solving (30), the initial value of ωini
R1

= H1,⊥ν̃1,ini

can be obtained. Furthermore, the initial W ini
Rk

, ∀k = 2, ...,K − 2 can also be obtained successively by

simply satisfying the power constraint of each relay

(

ωRk
ωH

Rk

)

[n, n]DRk
[n, n] 6 Pn

Rk
, ∀k = 2, ...,K − 2, ∀n = 1, ..., NRk

. (32)

With the computed initial W ini
Rk

, ∀k = 1, ...,K − 2, we can calculate the suboptimal relay beamforming

ωRK−1
by (25). And in turn, we will utilize it to optimize the ωRk

, k = 1, ...,K−2 successively. Note that

only ωRk
∀k = 1, ...,K − 2 related optimization problem can be derived from the original optimization

problem (20), which is expressed as

maximize
ωRk

P1ω
H
Rk

Q
K,1
k,K−1ωRk

ωH
Rk

P
K,1
k,K−1ωRk

+ σ2(aKk,K−1 + ‖hRK−1DWRK−1
‖2 + 1)

s.t.
(

ωRk
ωH

Rk

)

[m,m]DRk
[m,m] 6 Pm

Rk
, ∀m = 1, ..., NRk

,

ωH
Rk

P
l,m
k,n ωRk

+ σ2al,mk,n + σ2
a‖Q

k,n
B ‖2F + σ2|ωRn

[m]|2 6 Pm
Rn

,

∀n = l = k + 1, ...,K − 1, ∀m = 1, ..., NRn
,

ωRk
= Hk,⊥νk. (33)

In order to solve the above optimization problem, some necessary transformations are needed. First the

following auxiliary symbols are defined.

Q
l,m
k,n = S

l(m)
k,n

H
S

l(m)
k,n , S

l(m)
k,n = Cl

k,ndiag

(

k−1
∏

m=1

HRmRm+1
WRm

hSR1

)

,

Cl
k,n =























WRn

(

n−1
∏

m=k+1

HRmRm+1
WRm

)

HRkRk+1
, n = l = k + 1, ...,K − 1,

hRK−1DWRK−1

(

K−2
∏

m=k+1

HRmRm+1
WRm

)

HRkRk+1
, n = K − 1, l = K.

(34)

In addition, the term of P l,m
k,n in (33) is defined based on the following equations

P
l,m
k,n = P1Q

l,m
k,n + σ2G

l,m
k,n + σ2

aB
l,m
k,n , G

l,m
k,n =

k
∑

i=1

Rk,i ⊙R
l,m
k,n ,

Rk,i =

(

k−1
∏

m=i

HRmRm+1
WRm

)(

k−1
∏

m=i

WH
RK+i−m−2

HH
RK+i−m−2RK+i−m−1

)

,

R
l,m
k,n = C

l(m)
k,n

H
C

l(m)
k,n ,

B
l,m
k,n = Jk ⊙R

l,m
k,n , Jk = B

′

R1Rk
B

′H
R1Rk

. (35)

The terms of Qk,n
B and alk,n in (33) are defined as

Q
k,n
B =

{

0, k 6= 1;

WRn
B

′

R1Rn
, k = 1,

al,mk,n =











n−1
∑

i=k+1

‖N
l(m)
i,n ‖2, n > k + 2;

0,
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N l
i,n =















WRn
(
n−1
∏

m=i

HRmRm+1
WRm

), n = l;

hRK−1DWRK−1
(
K−2
∏

m=i

HRmRm+1
WRm

), n = K − 1, l = K.

(36)

A⊙B denotes the Hadamard product between matrices A and B. Particularly, for relay R1, an modified

constraint ωH
R1

DR1
ωR1

6 t, in which the value of t can be derived from (30), should be satisfied. Further,

in order to solve the above problem effectively, we define an extra auxiliary matrix Xk = ωRk
ωH

Rk
to

transform (33) into

maximize
Xk

P1Tr(Q
K,1
k,K−1Xk)

Tr(PK,1
k,K−1Xk) + σ2(aKk,K−1 + ‖hRK−1DWRK−1

‖2 + 1)

s.t. Tr

(

I
(m)
k XkI

(m)
k

H
)

6
Pm
Rk

DRk
[m,m]

, ∀m = 1, ..., NRk
,

Tr(P l,m
k,n Xk)6Pm

Rn
−σ2(al,mk,n + |ωRn

[m]|2)− σ2
a‖Q

k,n
B ‖2F ,

∀n = l = k + 1, ...,K − 1, ∀m = 1, ..., NRn
,

Tr(Qk
HXk) = 0, rank(Xk) = 1, Xk � 0, (37)

whereQk
H = HkH

H
k , and Ik is an NRk

×NRk
identity matrix. Generally, the bisection method mentioned

in [26] is always used to solve this problem. With this method, the upper bound of the objective function

is defined as γmax
ωRk

= P1λmax((P
K,1
k,K−1)

−1Q̂
K,1
k,K−1), where λmax(A) denotes the maximum eigenvalue of

matrix A, and the lower bound is zero. Because of the non-convexity of the above optimization prob-

lem, a relaxed semidefinite (SDR) technique is further performed by neglecting the rank-one constraint

temporarily. Then, the SDR problem is formula in (38), which can also be solved by the interior point

methods

maximize
Xk

γωRk

s.t.
P1Tr(Q

K,1
k,K−1Xk)

Tr(PK,1
k,K−1Xk) + σ2(aKk,K−1 + ‖hRK−1DWRK−1

‖2 + 1)
>γωRk

,

Tr
(

XkI
m′

k

)

6
Pm
Rk

DRk
[m,m]

, ∀m = 1, ..., NRk
,

Tr(P l,m
k,n Xk)6Pm

Rn
−σ2(alk,n + |ωRn[m]|

2)− σ2
a‖Q

k,n
B ‖2,

∀n = l = k + 1, ...,K − 1, ∀m = 1, ..., NRn
,

Tr(Qk
HXk) = 0, Xk � 0, (38)

where Im′

k = I
(m)
k

H
I
(m)
k , and γωRk

is the objective function of (37). Then, a penalty function method [21]

considering the rank-one constraint again is applied to obtain the ωRk
, which satisfies all constraints in

(37). Specifically, by combining the SDR technique with the penalty function method simultaneously,

the ultimate optimization problem is given by

Xk
t+1 ∆

= argmin
Xk

Tr(Xk)− λmax(X
t
k)

− Tr
(

υt
k,maxυ

tH

k,max(Xk −Xt
k)
)

s.t. (38), (39)

where t denotes the iteration index. λmax(X
t
k) is the maximum eigenvalue of Xt

k and υt
k,max is the

corresponding eigenvector of λmax(X
t
k). By solving (39) iteratively with the initial point X0

k (which is

the optimal solution of the SDR problem (38)), we can get a sequence of Xt
k, t = 1, 2, . . ., whose rank

approaches 1. The convergence of this method is illustrated in [21]. Hence, the final optimal X̃k satisfies

X̃k = Xt+1
k = Xt

k. Further, the suboptimal ω̃Rk
can be obtained by decomposing the optimal X̃k.
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In a nutshell, for a K-hop network, we can obtain the closed-form suboptimal WRK−1
solution through

(25) with the initial value W ini
R1

and W ini
Rk

, ...k = 2, ...,K − 2, which are derived from (30) and (32),

respectively. Next, in order to update the value of WRk
, k = 1, ...,K − 2 successively, we solve the SDP

problem (39) correspondingly. Owing to the convergence of the problem (39), we can obtain the final

suboptimal WRk
, k = 1, ...,K−1, which achieves the security communication of the K-hop network. The

detailed process is summarized in Algorithm 1.

Algorithm 1 The proposed suboptimal collaborative algorithm for achieving security communication

Initialize: Set the received SNR threshold γ2 and the initial iteration index t = 0. Solving problem (30) for initial ω
(t)
R1

,

and then ω
(t)
Rk

, ..., k = 2, ...,K − 2 can also be calculated successively through (32).

1: repeat

2: Substituting ω
(t)
Rk

, ..., k = 1, ...,K − 2 into (25), thus the suboptimal ω
(t)
RK−1

is obtained.

3: Set the initial relay index k = 1

4: repeat

5: With the obtained [ω
(t)
R1

, ...,ω
(t)
Rk−1

, ...,ω
(t)
Rk+1

, ...,ω
(t)
RK−1

], we solve problem (38) to get the initial point Xk for

(39).

6: Solving problem (39) iteratively with the initial point Xk until the optimal point X̃k is obtained (the iteration

symbol of solving (39) is neglected). Further the suboptimal ω
(t+1)
Rk

can be derived by decomposing X̃k.

7: Set k = k + 1

8: until k = K − 1

9: Set t = t+ 1

10: until ω̃Rk
= ω

(t+1)
Rk

= ω
(t)
Rk

, ∀k = 1, ....,K − 1

11: Stop and output the obtained parameters ω̃Rk
, ∀k = 1, ...,K − 1 . Further, the achievable secrecy sum rate of the

K-hop network can be calculated.

4 Simulation results

In this section, simulation results are given to assess the performance of the proposed cooperative beam-

forming designs for security communication. In specific, a three-hop cooperative network is simulated,

in which all the channel coefficients are generated independently according to CN (0, 1). Without loss of

generality, in our simulation the variance of noise σ2 is always set to be unit, and the maximum transmit

power of source S is fixed as P1 = 15 dB. In addition, the transmit power at each antenna of the relay

Rk is denoted as P 1
Rk

= P 2
Rk

= Pn
Rk

= PRk
/(NRk

), n = 1, 2, ..., NRk
. In order to solve standard convex

optimization problems, e.g., SOCP (30) and SDP (39) efficiently, the famous software toolbox CVX [27]

is used. In the following figures, each point for the secrecy sum rate (SSR) of the three-hop network is

an average of 500 Monte Carlo tests.

In Figure 2, the SSR of this three-hop network is shown, with different total transmit powers PR1
of

relay R1 ranging from 8 dB to 28 dB. The initial threshold γR2
is 15 dB, which determines the power

allocation between the information transmission and the artificial noise transmission. In addition, the

number of antennas of relay R2 also varies to assess the security performance of the proposed designs.

From this figure, it can be obvious that our proposed algorithm can achieve higher SSR compared with the

existing method in [2]. The method in [2] can demonstrate the optimal diagonalization of relay structure

of multi-hop MIMO system without considering the secrecy constraints. Further, for maximizing the

system capacity, the optimal solution of relay matrix can be obtained by a water-filling algorithm [28].

Hence, utilizing [2] as a comparison, we can clearly observe the security performance improvement of

our proposed algorithm. From Figure 2, it can also be observed that the achievable SSR tends to be

saturated as PR1
increases, which is due to the arising of the artificial noise and the actually received

noise at relay R2 and destination D, respectively. Similarly, as is shown in Figure 3, we also research the

achievable SSR versus the total transmit power PR2
of relay R2 and the similar results can be achieved.

Hence, it can be concluded that our proposed algorithm outperforms the method in [2] in terms of SSR.

As discussed previously, the power allocation between information transmission and the artificial noise

transmission has great influence on the network security performance. Therefore, it is necessary to

evaluate the achievable SSR versus the initial SNR threshold γR2
under different total transmit powers
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Figure 2 The achievable SSR versus the total transmit

power PR1
with different antenna numbers of relay R2 when

γR2
= 15 dB and PR2

= 20 dB.

Figure 3 The achievable SSR versus the total transmit

power PR2
with different antenna numbers of relay R2 when

γR2
= 15 dB and PR1

= 20 dB.
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Figure 4 The achievable SSR versus the SNR threshold γR2
with different total transmit power of relay R1 when Nr1 = 8

and Nr2 = 4.

PR1
of relay R1. From Figure 4, it can be seen that for any given PR1

, the SSR increases firstly as

threshold γR2
increases. This is because as the allocated power for information transmission arises, the

received SNR at the destination will be improved. However, as the γR2
increases further, the value of

achievable SSR goes down. This is because the AF relay strategy also amplifies the forward noise of relay

R1, which further makes the received SNR at relay R2 not arbitrarily high. Under the circumstances,

problem (27) may be infeasible and the SSR is generally set to be 0. It can also be found that the larger

PR1
can support the higher SNR threshold γR2

, and finally result in larger SSR of the three-hop network.

5 Conclusion

In this paper, we investigated cooperative beamforming design for physical layer security of multi-hop

communications. Both the eavesdroppers with available and unavailable CSI are taken into account. To

realize security multi-hop communications with such kinds of eavesdroppers, null-space beamforming and

artificial noise are adopted together. The joint optimization of beamforming and artificial noise is in

nature non-convex and difficult to solve. Hence, by means of the iterative optimization procedure, the
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original optimization problem can be decoupled into a series of subproblems. Furthermore, by exploiting

convex optimization theory the resulting subproblems can be solved efficiently. Finally, the simulation

results demonstrate that our proposed cooperative relay beamforming design achieves better security

performance compared with the pre-existing schemes.
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