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Abstract Advances in quantum computation threaten to break public key cryptosystems such as RSA, ECC,
and ElGamal that are based on the difficulty of factorization or taking a discrete logarithm, although up to now,
no quantum algorithms have been found to be able to solve certain mathematical problems on non-commutative
algebraic structures. Against this background, Raulynaitis et al. have proposed a novel asymmetric cipher
protocol using a matrix decomposition problem. Their proposed scheme is vulnerable to a linear algebra attack
based on the probable occurrence of weak keys in the generation process. In this paper, we show that the
asymmetric cipher of the non-commutative cryptography scheme is vulnerable to a linear algebra attack and
that it only requires polynomial time to obtain the equivalent keys for some given public keys. We also propose
an improvement to enhance the scheme of Raulynaitis et al.
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1 Introduction

Most public key cryptosystems used today rely on the assumed difficulty of either factorization or com-
puting discrete logarithms. However, the trustworthiness of these assumptions has been eroded by im-
provements in factorization algorithms and by polynomial-time quantum algorithms that solve both
problems. These are among the reasons that have motivated research into the development of a new
family of cryptosystems that can resist quantum computer attacks and that are more efficient in terms
of computation. In recent years, cryptographers have been making efforts in the area of post-quantum
computational cryptography [1-6]. They have also begun to construct alternative post-quantum (i.e.,
quantum-resistant) public key cryptosystems from other mathematically intractable problems [7-13].
Before going into details, we would like to mention that nonabelian algebraic structures have already
been used in a cryptographic context. For a general introduction to non-commutative cryptography,
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we refer to [6]. In this paper, we study cryptanalysis of an asymmetric cipher protocol using a matrix
decomposition problem (MDP) proposed in [14,15]. The scheme proposed by Raulynaitis et al. is
vulnerable to linear algebra attack based on the probable occurrence of weak keys in the generation
process. We show that the scheme is insecure against a linear algebra attack. Using the linear algebra
attack, we attempt to analyze the scheme so that we can obtain the equivalent keys from an associated
public key with significant probability in a reasonable time. We then analyze the basic rationale for the
linear algebra attack. We also propose an improved scheme that remedies the weakness of Raulynaitis’s
scheme.

The rest of this paper is organized as follows. Section 2 reviews necessary background material. Sec-
tion 3 gives an overview of the asymmetric cipher scheme based on the MDP proposed in [14,15]. Sec-
tion 4 proposes an attack method, and describes the corresponding algorithmic description and efficiency
analysis. In Section 5, the modified scheme is proposed. The security analysis is proposed in Section 6.
Finally, Section 7 provides some concluding remarks and discusses possible lines of future work.

2 Preliminaries

Throughout this paper, we use the following notation.

Let ¢ be a power of a prime and Fy be a finite field. For an integer k > 1, GLy(F,) is the set of k x k
invertible matrices with entries in F,, My (F,) is a set of k x k matrices with entries in Fy, I, € GLi(F,)
is the identity matrix and 0y is the k x k matrix with all-zero elements.

For a matrix A, AT is the transpose of A. Let

ail - Glk,
A= € Mlﬂ (Fq)a B e Mk2 (Fq)v
A1 " Okyky
anB alle
. . . . Z . 1xk?
A®B= : " : ; =\{an - a1, ag - - ar,k, ) € Fq

ap 1B -+ a B
kil kik 1 ko X k1 ko

Proposition 1. The Kronecker product “®” has the following simple properties:
(AB)@C=A® (Be(C), A(B+C)=(A®B)+(A®(C),
(Ao B)T = AT BT, (A® B)(C® D)= AC @ BD,
(aA)® B=a(A® B) =A® (aB) for Va € Fy,
(A@B)"'=A"1® B! for A,B € GL,(F,).
Proposition 2. Stretching of the rows of a matrix into one long row vector “ has the following

simple properties:

aAt BB =ad 1B, (AX)T = (Ao )X)T,
(XB)T = (1@ BY)(X)T, (ACB)T = A®BT)(8) .

3 Description of the asymmetric cipher

In this section, we briefly review the asymmetric cipher protocol based on the MDP proposed by Rauly-
naitis et al.
First, the common setting of the public parameters of the proposed scheme is given by

<ML1;ML2;MR1;MR25M7P7N>5
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where the elements of M are n-dimensional square matrices with entries in the natural numbers N =
{0,1,2,...}, and the subsets M C M, Mp C M are generated by My, and Mg, respectively. To avoid
arithmetic with large integers, the elements of these matrices should be bounded, i.e., their values should
not exceed some number s € N. Let N' = {0,1,2,...,¢}, F; = {0,1,2,...,9 — 1} be two groups, and
since Fy = N /{q}, we can consider matrix operations over a finite field F,. We can also perform the
same analysis over the residue class ring Z,.

L1 0 lg[ 0 R1 0 7“2[ 0
ML1 — B ML2 - B MR1 = 5 MR2 = B (1)
0 lll 0 L2 0 7“1[ 0 R2

and My Mp, = Mp,Mp,,Mp Mp, = Mp,Mg,. All block matrices L1, Lo, Ri, R2 and I over F, are

chosen at random with dimension %, and the scalars lq,l2,71,72 in F, are also chosen randomly.
Let P = {pi()} be the set of all polynomials over F,. Using randomly generated matrices L1, Lo, R1, R

of the form (1), the following polynomial matrices can be calculated:

X =px,(Myp,) - px,(ML,),

2 2
Y = le( 1) Py, (MR2)a (2)
U= pUl( 1) pU2(ML2)a
V= le( 1) Pv, (MR2)a
where all the coefficients
a; = (a10;a117"'7a1n); Qo = (a20;a217"'7a2n); bl - (bIO;blla"'abln)a b2: (b207b21;"';b2n)7
1 = (0107 Cily - - - ;Cln)7 C2 = (020, C215 -+, C2n)7 dy = (d10, dig, ..., dln)7 dy = (dzo, day, ..., d2n)

of the polynomials px,, px,,PyisPys, PUs» PUss PVi» PV, in P are generated at random over F, and - repre-
sents a general multiplication operation.

The asymmetric cipher protocol based on the MDP can now be described as follows.

To encrypt and decrypt the message ¢, both Bob and Alice know how to form an n-dimensional encoded
matrix T' corresponding to t.

KeyGen: Bob chooses at random secret vectors X € M, Y € Mpr and a fully filled square n-
dimensional matrix @ € M, and calculates A = XQY. The output is (4, Q) as the public key pair and
(X,Y) as the private key pair.

Enc:

(1) The input is the public key pair (My,,, Mr,, Mg,, Mg,, A, Q, M,P,F,) and the message matrix 7.
(2
(3
(4

Alice chooses randomly four polynomials in P and calculates matrices U, V using (2).
Alice computes ¢ = UAV and 6 = UQV by using Bob’s PuK (4, Q).
Alice obtains the ciphertext C' computed from the formula

—_—  — ~—

C=ceaT=UAV ST,

where @ is the bitwise sum modulo 2. Then Alice sends D = (C,d) to Bob.
Dec: Bob calculates the encoded plaintext 7' using his private key (X,Y") from the equation

XoYyeC=T.

4 The key recovery attack

This section attempts to attack the asymmetric cipher scheme. The attack makes use of the elementary
tools mentioned above and is intended to show the structural vulnerabilities of the system. We know
that an attacker A is observing the asymmetric cipher protocol, and he is able to get the information
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(Mp,,Mp,, Mpr,, Mg,,A,Q, D,d). According to K = XY = XUQVY =UXQYV = UAV, he searches
for a pair of matrices (X,Y) such that

A= XQY,

XM, = M, X,

XM, = M, X, (3)
Y Mg, = Mg,Y,

Y Mp, = Mg,Y.

Then the proposed scheme always has a weakness. It remains to analyze the asymmetric cipher, which
can be done as follows.
Proposition 3. If an adversary can find matrices X , Y satisfying the equations (3), then the asymmetric
cipher protocol based on the MDP can be broken.
Proof. If an adversary can find matrices X , Y satisfying the equations (3), then the asymmetric cipher
protocol based on the MDP can be summarized as follows.

From MLlML2 = MLQMLleRlMRQ = MRQMR17 XML1 = MLlX )(.Z\f[‘2 = MLQX YMRl =
Mpg Y YMR2 MR2Y and

{UpUl(MLl) “pu, (ML, ), (4)

V= A% (MRI) " PV, (MRz)v

we have
U X_pUl(MLl) pU2(ML2) X
= Puy (MLI) X " PU, (MLz) (5)
:)Z' pUl(ML ) pU2(ML2)
=X U,
and

VY =py, (My,) - pvy(Mp,) - Y
=pv,(Mz,) Y - pyy (M)
=Y - pvi(My,) - pv,(Mp,)
—v. v,

where - represents a general multiplication operation.
Since A = X QY the attacker calculates the decryption algorithm:

XY o C=XUQVY & C
=UXQYV®C
—UAV & C (7)

=UAVOUAV ST
=T.

The attacker thereby obtains the message T'.

4.1 Algorithmic description and efficiency analysis

If either X = px, (My1,) - px,(Mp,) or Y = py,(MRg,) - py,(Mg,) is an invertible matrix (or if both are
invertible), the matrix equations (3) are equivalent to linear equations. Suppose that the matrix X is
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invertible; then solving the matrix equations (3) is equivalent to solving the following multivariate linear
equations:

X 1A =QyY,

XMy, =Mp, X1,

XMy, =Mp, X1, (8)
YMp, = MR,Y,

YMp, = Mg,Y.

Using Proposition 2, it is easy to obtain the following result:
WNT =0, (9)
where
I, ® AT -Q®I,
My, ® I, — I, ® M, 0
W=| My, el — I, oML 0 , Nz(X—T,?)

0 Mg, @ I, — I, ® M},
0 Mg, ® Iy — I, ® M,

1x2n2’

5n2x2n2

)?{, ? are the stretches of the matrices X ~1, Y, det(X 1) # 0,det(Y) # 0, @ represents the Kronecker
product, I,, is the n x n identity, and 0 is the matrix with all-zero elements.

The method for calculating a matrix pair X 1Y of (3) is shown in Algorithm 1. Formally, the key
recovery attack can be described by Algorithm 1. Tt takes as input matrices (M, ,My,,Mp,, Mg,, A, Q)
and outputs equivalent keys X —1, Y.

Algorithm 1: Recovering equivalent keys for a given public key
Input: Matrices (My,,,Mp,, Mg,, Mg,, A, Q).
Output: Equivalent keys X1,V

Step 1: Solve the homogeneous linear equations in the 2n2 entries of the unknown vector N: WNT = 0.
_— =
Step 2: Fix a basis for the solution space and transform the vectors X1, Y to matrices

X—1,Y, respectively. Pick a random solution matrix X —1 until X—1 is invertible.

—_— 1 ~

Step 3: Compute X—1 = X.
Step 4: Return )Z, Y.

Combining the above discussions, let us make a performance evaluation on Algorithm 1. The classical
techniques for matrix multiplication/inversion in F, take about O(n“ log? q) bit operations, since the
best known algorithm for the product of two n x n matrices requires O(n)(w =~ 2.3755) F, operations
and each F, operation needs O(log* q) bit operations [14,16,17]. Suppose that the rank of a 5n% x 2n?
coefficient matrix W is r. By employing the method of Gaussian elimination, we know that 0 < r < 2n2.
If r = 2n?, then the matrix W has full column rank, i.e., N = 0. We know that there is at least one
solution to the equations (3), namely, the private keys X and Y, and thus 0 < r < 2n?. Then, it remains
to analyze the complexity of Algorithm 1, which can be concluded from Table 1.

The number of free variables of the matrix equations (5) is 2n? — r; then the total expected running
time of step 2 is 5n2(2n2 — )~ < 5-(2n)%. To generate one pair of random elements X —1,Y, we take
a linear combination of a basis of the solution space. Thus, the probability of an invertible matrix X1

is
— n(n=1/2TT" (g —1
P(rank(X—1) =n) = q H12=1(q )
qn

(-2 -3 ()3
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Table 1 Computation complexity of Algorithm 1

Computational content Computational cost Explanation
WNT =0 O(5 - (2n)?* log? q) 5n2 equations in 2n? variables
Invertible solutions )/(x—/l, Y O(5n%(2n? — r)*~Llog? q) A linear combination of solution spaces
X-1 - O(n¥ log? q) 1 inversion

Table 2 Practical implementations of Algorithm 1

q n Design security Size of public key (KB) Computational complexity Attack time (s)

216 5 2160 0.195 219.03 0.094

218 5 2180 0.195 219.37 0.156

220 5 2200 0.195 219.68 0.167

225 5 2250 0.195 220.32 0.750

220 6 9240 0.281 220.93 0.344

220 10 2400 0.781 924.43 4.297

220 20 2800 3.125 229.18 213.672
220 40 21600 12.500 233.93 11742.500

Now, if we neglect small constant factors, the key recovery attack against an asymmetric cipher based
on the MDP can be completed with a complexity of O(n?* log? q).
So

X8Y = XUQVY =UXQYV = UAV,

and the message matrix T = X8Y @ C is obtained.

If the matrix Y is invertible, then the analysis of the matrix equations (3) is the same as above. If
neither X = px, (Mr,) - px,(Mr,) nor Y = py, (MR,) - by, (Mg,) is an invertible matrix, but Iy - Iy = 0,
ry-ry = 0, and Ly, Lo, Ry, Ry are invertible matrices, then the scheme of Raulynaitis et al. can also be
insecure when using block matrices. If neither X = px, (M1,) - px,(MpL,) nor Y = py, (Mg,) - pv, (MR,)
is an invertible matrix and Iy - lo # 0,71 - 72 # 0, the key recovery attack fails.

4.2 Practical implementations of Algorithm 1

We carry out our experiments on a 2.6 GHz Intel processor PC using the Magma implementation with
different parameters for Algorithm 1 and then collect the results of our analysis in Table 2.

4.3 A toy example

In order to illustrate the steps in our cryptanalysis over M, (F,), we give the following toy example.
Let ¢ = 2'6 and n = 4. The public keys and known information & are

24771 63557 0 0O 634 0 0 0
33158 24770 0 O 0 634 0 0
ML1 = ) MLz -
0 0 678 0 0 0 34624 5294
0 0 0 678 0 0 9152 33873
50781 2658 0 0 25206 O 0 0
42551 16669 0 0 0 25206 O 0
MRI = ) MR2 =
0 0 49513 O 0 0 28496 57820

0 0 0 49513 0 0 53610 2838



May 2016 Vol. 59 052109:7

Sci China Inf Sci

Liu J H, et al.

).

xn O
2238
e
7094
7654
< ™
c g3
I~ 00
<+ = 4 %
5853
— I~
T
o <t
5747
8624
© O —H AN
© 0 AN O
© 0 O O
L O M W0
AN O 0 M
N~
Il
o
—
~ © o
I~ o0 A O
© O O ©
~ o O A
<t —~ 1 M
AN © <t ©
o« A1 ™M 0
— N N O
© M A W0
™M MmN MM AN
o« — <f ©
I~ I~ 0 N
™M o <t
[P B T ]
[ar R T B o B S
[a\ I ]
Hh DB S
1762
I~ g ©
[a\ B ap] 0
N~

A=

The private keys are

).

N ™
~
S O N o
S N
[InEENe]
o O
0 O
o O 0 AN
[N
[ I~
o O

61720 4399
56552 1991

o O
(\
I
P
—

™
<t
o O b=
~ <
—
O ™M
(=2 IS Te]
o o o~ o
~ -
10 A
—
N5
= x @ ©
0
=
<t
N =
S
9]
21
(\

(ma wg),wnh

Using Algorithm 1, we calculate a basis of the solution space WﬁT =0, where W

=Yelol]
<+ o
SNDHR
OOOOOOOOOOOO&H%%OOOOOOOOOOOOOOOOOOOOOOOOOOO%OOwOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
IDHNM 0 S
2722 3 _ ez
o000 00000ORINOCCOO00000000000000000000000R000NRCOCC00000000CO000000000000000000D
NRID 0 i
o oY) 0000 < -
O-N 1900 s <
OO OCOOOOOLE R COC0OCO00000 I H o0 OCOCO000O 0003000000000 000000000000000000000000
MM — M 0 e}
oI~ o~ =
L= c0L- 010 3 <
B e e e R e e e e e e G T e e e e e e e e e R e e e e e el
DA F S 0 o
8RS Do N
OOOOOOOO%H%%OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOMHOOO%OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
IO F D = o
NP BR < N
OO0 RINCOO00000000000000000000000000000R00 0000000000000 0000000000000000000D
NRBB o o
oo 0000 © ~
O~ 1900 S Q
SR S N e e e e e e e e e T e e St R e e e e e e e e e e e e e S e R S Sl
IO — M ™ &
oo~ o~ © ~
D600 010 S Q
OO0 oo 000000 OC00C00 000 00CO0COC00H OO0 000000000000 00000000000000000000000
NP S ™ o
owo I~ 0 I~
RNOR 0 0 X+
OO ORI EE 000000000 OC OO O IO o000 00C00000 Eno00Co00000000000C00000000000000000000000
—
IDHAM © 5l O
<00 I~ ) ©
RoHA 0 o0 =0
SR e e e e e e e S e e e e e e S R e e e e R R e e S e S E
NN © a e
e el ~
O-ND PR
OO R OO0OCOCOCN o0 OO0 0000000 0000000000000 0C00000000000000000000000000000000
e © )
SR 3 3
S e e e S EG R R R e e e e e e e e L L L L E L L E EE L L Lt Ll
NP © ©
SN o 0 I~
SNOD 0 0 X+
N0 0000000 C000C000 000000000 o00 nc0C0000C000000000000000000000000000000000000
—
AN N e} 2l
<00 o ) ©
RoHA 0 0 =5
B = e e e e S e e e e e e e e e e e e e R e e S S R e e e S S E E R RS
NN a o) me
2r83 B
OO0 o0 o000 ~OC OO0 0000000000 0000000000000 00000000000000000000000000000000
e ltetanpt ) )
SRF s B
W%&mOOOOOOOOOOOOO%OOﬂOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
NP © e

|
=



May 2016 Vol. 59 052109:8

Sci China Inf Sci

Liu J H, et al.

— fan) 2] o
<

™ i o I
OOOMOOOﬂOOO%OOO%OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO%OO

0 © o © 0

— o 2\ o

) 0 3 = I
S e e e e e S e e S G R R e e e e e e e R e e e e e S ek e

0 © B © 0
o ©
Q =
COCOCO000C0ROCOROR

0 x

o ©

Q =
cococoooooRoooa0o0

0 [a]

0

25670 53610
57820

[elejelololelololelololelelelolelelelelelelelelelolelelelelelelelelolelelelolelelelelolelelw)

51431
51431
0
0
0
63253
0
0
0
3834
0
62992

o) I
<
0 o)
OOOOﬂOOO%OOO%OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
© o ©
N 0 <
< AN 0 —
B N e R e e e e e e e e e e e R S S R e S R e e SR e e S
N 0 o) o)
~ ) <t
pAm N [29) —
O OO OCOROOCIOCO00O000000000000000000000000000000000000000000000000000000
5
0 ) )

1844 42551
2658 32884

53610
0
0
0

53610

57820 25670

0
0
0
53610
0

Then the basis ¢ is (47351 44245 0 0 36549 61217000 0 14426 50125 0 0 28101 36412 59301 59889 0 0

10345 11128 0 0 0 0 53842 39711 0 0 15847 738). We transform the vector € to matrices

[=}
©Q —
000000000000000%000%00
™
10

[elejelololelololelelolelelolelelelelelolelelelelelelolelelelelelelolelelolololele]wo)

2546
2546
0
0
0
57522
0
0
0
32888
0
0
36514

N ) <
a 0 —
OO oI COOROOOIRCO000CO0000CO000000CO0000000000000000000000
0 B o
S 3 0 * )
0000000000000 o0000000000000000000000000000000000E000NOC000000000000
= 9% — N S
I 3 0 ® )
0000008000000V O0000000000000000000000C0000000000OI000NCOOOOOOOOOOOO0D
= e - N S
—

[}
©

—
el

10

1844 42551
2658 32884

[elelelelelelelo)

(elelelelelololw]

3366 53610
57820 26976

=)
I~ 0
D 0 0
0000O%OOOMOOOMOOOOOOOOOOOOOO00OOOOOOOOOOOOOOOOOOO%OO%OOOOOOOOOOOOOOOOOOOOOOOOOOO
= 2 N
I~ 3 o 0
Co00R000o00Bo000000000000000000000000000000000OE00O
= 2 — ]
— 5] w N 10
SIS I e e N ) I e e e e e e e e e e T I I e e e e S S S e R EE ST
0 <f e - g
— ) a < 3
cofocoooooocooBNo000o000000000000000000000000000000FoooKooooooo0000
0 <t e — g
— gl m
OMOOOOOOOHOOO%OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
0 < =]

34624 4

0
%00000000000000000000000000
[a]

—
[elolelelelelelelelelelo]

[elelelolelelelelolelele]

3366 53610
57820 26976

[elelelololelolelelelelelelolelelelolelololelololelo)

] —
— )

=) 10
MOOOOOOOmOOO%OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO%OO%OOOOOOOOOOOOOOOOOOOOOOOOOOO
0 <f 2 Q S

42551

8 34624
0

42551

I
=

].

—
— 00

S O - ™M
D b~
[ae]
ol b~
< <

S O 0 0
™M 10
[ TR |

S 0

o N

L — O O

(@20

00—

— 0

o <

N N O O

DS O

00—

N~

I
U~

—
T RN
[

o © d
o ©
0 M
©
o O

o o I o
<f o0
—

10 b~

<t -

AN N O O

<t

< ©

— D

0 <t

M 0 O O

~ O

<t ™

N~

<

Then

].

i
x q
c o o &
)
[ap]
0 D~
NoRp]
O o &
— 00
—
o0
o0
— O O O
D
[ap]
[S2 I )
o N
< N O O
D N
0 AN
N~

Thus, we obtain



Liu J H, et al. Sci China Inf Sci  May 2016 Vol. 59 052109:9

39880 52090 6171 18609
64382 10999 52603 60868
9239 55355 46685 23938
41207 19526 58081 59578

UAV = X§Y =

That is to say, we obtain the message matrix T = X§Y & C.

5 Improvement of the scheme of Raulynaitis et al.

When neither X nor Y is an invertible matrix and Iy - Iy # 0,71 - 7o # 0, the key recovery attack fails, as
mentioned in Section 4. We therefore propose an improved scheme that can protect against key recovery
attack.

The common setting of the public parameters of the improved scheme is given by (M, My, Mg, ,
Mpg,, M, (F,),P,Fq) and M C M, (F,), Mr C M, (F,) are generated by non-invertible matrices M,
Mg, respectively.

L1 0 lQI 0 R1 0 7”2[ 0
ML1 — B ML2 - B MR1 = 5 MR2 = B (10)
0 llf 0 L2 0 7”1[ 0 R2

all block matrices L1, Lo, Ry, Ry over F, are chosen to be non-invertible matrices with dimension f,

and ly,l2,71,72 € Fy/{0} are chosen randomly. We choose four (§ — 1) x § matrices Ly, Ly, Ry, Ry at
random, then compute a random linear combination of § —1 rows to generate the 4 rows of the matrices
L1, Lo, Ry, Ro, respectively.
Using the generated non-invertible matrices L1, Lo, Ry, Ro of the form (10), we calculate the following
polynomial matrices:
X =px,(Mp,) - px,(Mrz,),
Y = pvi (MR,) - pv, (MRr,), (11)
U = pv,(Mz,) - pv,(Mr,),
V = pvi(Mg,) - pvy(MR,),

where both X and Y are non-invertible matrices, P = {p;()} is the set of all polynomials over F, and

&

a1 = (aw,au,...,aln), as = (ago,agl,...,GQn), b1 = (blo,bll,...,bln), bg = (bgo,bgl,...,bgn),

c1 = (0107 Cil,--- ;Cln)7 Co = (0207 C21y -+, C2n)7 dy = (d107 dii,. .., dln)7 dy = (dzo, dat, ..., d2n)

are the coeflicients of the polynomials px,, px,, Py, Pys, PULs PUs» PV s PV € P
The improved asymmetric cipher protocol based on the MDP can be described as follows.
First, both Alice and Bob know how to form an n-dimensional encoded matrix 1" corresponding to ¢.
KeyGen: Bob chooses at random singular matrices X € M, Y € Mpr and an n x n matrix Q € M,
and calculates A = XQY. The output is (A, Q) as the public key pair and (X,Y") as the private key pair.
Enc:
(1) The input is the public key pair (My,,, My, Mgr,, Mg,, A, Q) and the message matrix 7.
(2) Alice chooses randomly four polynomials in P and calculates the matrices U, V using (11).
(3) Alice computes e = UAV and 6 = UQV by using Bob’s PuK (4, Q).
(4) Alice obtains the ciphertext C' computed from the formula

C=caT=UAVST,

where @ is the bitwise sum modulo 2. Then Alice sends D = (C,d) to Bob.
Dec: Bob calculates the encoded plaintext 7' using his private key (X,Y") from the equation

XoYoC=T.
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6 Cryptanalysis of our proposed scheme

Our improved scheme uses the asymmetric cipher protocol based on the MDP proposed by Raulynaitis
et al., which relies on the solution of a multivariate polynomial system of equations.

6.1 Direct attack

In the improved scheme, it is known that even the solution of a multivariate quadratic polynomial
system of equations over any field is an NP-complete problem. X = px, (M) - px,(Mr,) and Y =
py, (MR, ) - py,(MR,) can be rewritten in the following way:

X = Zaliangle£2, Y = ZblkaZM]%lM]lﬁ-
1,7 k,l

So

A= Z aliagjblkalM21M£2M§1Mll;b.
ikl
Hence, the security of the proposed improved scheme is based on the solution of a system of multivariate
equations of fourth order, which is a hard problem.

6.2 Linear algebra attack

Since ly,1la, 71,72 € Fg/{0}, both X = px,(My,) - px,(Mr,) and Y = py, (MRg,) - pv,(Mg,) are non-
invertible matrices, and therefore a linear algebra attack will fail.

7 Conclusion

We have presented a cryptanalysis of the scheme of Raulynaitis et al. by showing that their scheme is
vulnerable to a linear algebra attack. We have shown that an asymmetric cipher based on the MDP
is insecure in the sense that an attacker who is able to solve the linear equations with high efficiency
can break the asymmetric cipher scheme except in the case where X, Y are not invertible matrices and
ly -1y # 0,71 - 12 # 0. We have proposed an improved scheme and have discussed the enhanced security
features that provide good protection against the aforementioned attack. The question whether there
exist groups on which an asymmetric cipher scheme based on the MDP is secure remains open. When
designing an asymmetric cipher based on the MDP on other groups, the considerations of this paper must
be taken into account. Another open question concerns whether it is possible to use several nonabelian
algebraic structures to construct a public key cryptosystem with the potential to resist attacks from
known quantum algorithms.
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