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Ciphertext refers to encrypted data. During
the years of 2007 and 2008, we proposed and
solved two problems in information security, name-
ly ciphertext access control and biometric feature
matching without storing any biometric features.
In 2008, we completed the development of encrypt-
ed data sharing mobile devices and then in 2011,
we further studied the techniques to address these
two problems and embedded them into chips. We
believe that the wide adoption of the techniques
can essentially change people’s life style, since it
not only contributes to relieving the bottleneck
in cloud computing and big data, but avoids the
additional storage and communication overhead
brought up by traditional biometric feature match-
ing techniques, therefore adapts better to the sce-
nario of the realtime and efficiency requirements
in biometric feature authentication.

With the development in recent years, we sug-
gest three new trends of information security in
both theoretical and industrial aspects: “commu-
nication channel security plus” model, big data
processing in the ciphertext domain and the new
method of realizing multiple data security by ex-
ploiting the public key encryption only once.

(1) “Communication channel security plus”
model. From the publication of “Mathematical
Principles in Communication” and “Communica-
tion under Noise” respectively in 1948 and 1949 to

the emergence of Diffie-Hellman public key cryp-
tosystem and even the attribute-based encryption
(ABE) against chosen plaintext attack and adap-
tive chosen ciphertext attack, only communication
channel security model is considered. However,
can ABE in this security model well address the
issue of ciphertext access control? Definitely not.
Let us consider the example of encrypted TV pro-
grams. First of all, it is probable for the authorized
user to sell or rent the secret key to unauthorized
ones, without affecting his own deciphering abili-
ty. It results in that each user of the group can
successfully watch more TV programs by launch-
ing this kind of secret key sharing attack. To ef-
fectively resist the security threat, it is required
to adopt the security model of traceability to re-
veal the source of secret key leakage. Moreover,
it is also required to exploit the security model
of revocability to invalidate the illegally obtained
Set-Top boxes duplicating from the leaked secret
keys. To integrate the security model of traceabil-
ity and revocability to the traditional communi-
cation channel security model has become a new
trend of information security.

(2) Big data processing in the ciphertext do-
main. Undoubtedly, another trend of informa-
tion security is big data processing technique, the
characteristic of which is effectiveness in the ideal
model but ineffectiveness when adversaries exist.
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The reason is that the adversary can store or dis-
tribute the manipulated data to lead the errors
in computational or statistic results and seriously
affect people’s life. Therefore, we have suggest-
ed the following two solutions: the first one is the
UC technique to prove the proposed constructions
for big data are computationally indistinguishable
between ideal environment and real environment;
the other is the technique of big data processing
in ciphertext to realize fine-grained access control,
keyword searching, pattern matching and statis-
tics from multiple dimensions on encrypted data.
Though the results related to the UC technique
were not published, it has definitely become one
of the most important techniques in the direction
of big data processing in the ciphertext domain.

(3) The new method of realizing multiple data
security by exploiting the public key encryption
only once. It is believed that public key cryp-
tosytems have to be adopted to solve many securi-
ty issues. For instance, fully homomorphic encryp-
tion (FHE) is widely adopted to address the issues
of secure outsourced computation and big data in
ciphertext. However, can FHE essentially solve
these two problems? Absolutely not. The reason
is that despite great effort on designing lightweight
FHE, its high computational cost still makes it
unable to well adapt to the resource-constrained
mobile devices. More seriously, directly applying
public FHE on data deviates the principle of hy-
brid encryption that public key encryption is used
to encrypt symmetric keys which is further to en-
crypt the data. Therefore, we proposed the new
method for efficient outsourced computation and
big data processing in ciphertext domain by reduc-
ing the usage times of public key encryption (only
once in the optimal case).

With respect to the three trends presented
above, we have carried out abundant work of great
significance. In 2012, I was invited to publish
the first book in the field of multiparty cryptog-
raphy titled “New Directions of Modern Cryptog-
raphy” [1], which introduced a series of important
results [2–6] on the new trends outlined above.
It contributes greatly to a series of basic prob-
lems including “communication channel security
plus” model, cloud computing and privacy preser-
vation. Since 3 years ago, my team focused on out-
sourced signal processing security and outsourced
data processing security, explored an absolutely
new theory in cryptography, and tries to become
a theory practitioner from the requirements in re-
ality [7].

In the aspect of “communication channel secu-
rity plus” model, we have achieved a series of im-
portant results. The first is the “communication

channel security plus white-box traceability” mod-
el. White-box traceability refers to given a secret
key, to find its leakage source. The fact that in
ciphertext policy ABE (CP-ABE), the decipher-
ing ability of a secret key is shared by all users
possessing the same attributes, rather than the se-
cret key holder himself, has brought great difficul-
ties in studying white-box traceability. The exist-
ing work tried to solve the problem by scarifying
the expressiveness of ciphertext policy (support-
ing only AND relations). We gave the first white-
box traceable CP-ABE supporting any monotonic
policies [8], which has the same security and ef-
ficiency as the most optimized CP-ABE without
traceability. Recently, we further deleted the list
in the construction to achieve dynamic scalabili-
ty [9]. Black-box traceability refers to given a de-
ciphering device without accessing the encapsulat-
ed deciphering algorithm and secret key, the algo-
rithm of black-box traceability enables to trace at
least one malicious user participating in generating
the deciphering device by exploiting it as a deci-
phering oracle (i.e. providing ciphertext to the de-
vice and getting the corresponding plaintexts). We
proposed a black-box traceable CP-ABE in a regu-
lar paper [10] of ACM CCS 2013. It achieved both
the adaptive security (the highest level) and high
expressiveness (permitting any monotonic access
structure as the policy) with the optimized efficien-
cy to realize black-box traceability, namely adding
O(

√

K) elements in ciphertext and public key (K
is the number of users in the system) [11]. Revo-
cable ABE mainly comprises two scenarios, name-
ly the authorized case and the unauthorized case.
The authorized Scenario refers to the user autho-
rizes a proxy server to re-encrypt a ciphertext with
access policy π1 to another ciphertext with access
policy π2. We proposed the attribute-based proxy
re-encryption scheme [12] in ASIACCS 2009, and
proved its chosen plaintext/structure security and
master key security in the standard model. In the
unauthorized Scenario, Dong et al. [13] proposed
the first revocation scheme by restricting the set
of accessible users. Waters et al. [14] further stud-
ied this scenario in CRYPTO 2012 by deleting the
revocation list.

In the aspect of big data processing in the ci-
phertext domain, the existing work focused on
achieving efficient outsourced computation by de-
signing lightweight FHE. Following the idea of how
to reduce the usage times of public key encryption
when it cannot be avoided to achieve privacy p-
reservation, my team proposed the first efficient
privacy preserving data aggregation [15,16] by ex-
ploiting any one-way trapdoor function (OWTF)
without adopting FHE. It realized secure data ag-
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gregation on n data by performing the OWTF only
once.

In 2008, my team completed the first platform-
based encrypted data sharing mobile device with
independent intellectual property rights, together
with a series of anti-counterfeiting products. In
2011, the first encrypted data sharing chip was
successfully devised also with independent intel-
lectual property rights. It filled the gaps in the
world by simultaneously addressing the problems
of ciphertext access control and biometric feature
matching without storing any biometric features.

In the latest 5 years, my team has published
more than 180 papers including [17–23] in top
cryptography and security conferences and IEEE
journal/transaction series, among which there ex-
ist 20 papers of CCF A rank, 64 papers of CCF
B rank and 53 papers of CCF C rank. Two of
my Ph. D. students were awarded as outstanding
doctoral dissertation of Shanghai.
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