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Dear editor,

At Asiacrypt 2011, Bogdanov et al. [1] formally de-
fined the biclique cryptanalysis method and pro-
posed the first key recovery attack on full-round
AES faster than exhaustible search in single-key
model. The basic idea underlying the biclique
cryptanalysis is to determine two independent (or
interleaving) differential paths in the forward and
the backward direction to construct a biclique for a
meet-in-the-middle (MITM) attack to recover the
certain bits in subkeys. Many biclique cryptanal-
ysis results have been presented in recent years
using independent related-key differentials. In [2],
Wang et al. proposed a biclique cryptanalysis on
the reduced-round Piccolo [3] without postwhiten-
ing keys. In [4], the results were extended to the
full-round Piccolo-80 and Piccolo-128 with post-
whitening keys. At FSE 2013, Abed et al. [5]
proposed a framework for automated independent-
biclique cryptanalysis of AES-like ciphers. In [6],
non-isomorphic biclique was proposed for the key
recovery attack on the full-round mCrypton [7].
In [8], Ahmadi et al. proposed a low-data com-
plexity biclique cryptanalysis for Piccolo. Using
a strategy similar to the biclique cryptanalysis,
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Huang and Lai [9] proposed an optimized key re-
covery method based on the MITM attack, which
could be exploited on most block ciphers in prac-
tice. Although all these biclique cryptanalyses
only slightly reduce the computational complex-
ities, which is comparable with exhaustive key
searching attacks, they are still useful as new crite-
ria for checking whether the underlying algorithms
achieve strong differential propagation property in
both of the key schedule and round function [1].

In this paper, we propose a new search tech-
nique to construct independent related-key dif-
ferentials based on the balanced complete bipar-
tite subgraph (BCBS) problem [10]. After defin-
ing our algorithm for independent related-key dif-
ferentials, we apply the algorithm to determine
independent related-key differentials of mCryp-
ton and Piccolo, and then describe new biclique
cryptanalysis results on full-round mCrypton and
Piccolo-80. Compared to the related work, our re-
sults on Piccolo-80 have the best time complexity
(2789 see Appendix A). Particularly, our attack
on Piccolo-80 supports the proposal that it is pos-
sible to construct the maximum dimensional bi-
cliques if the ciphers satisfy BCBS. We note that
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the algorithms can be used to analyze other ciphers
that fit the definitions of our search technique.
The balanced complete bipartite subgraph problem.
Let G = (V,U,E) denote a bipartite graph G
where its vertices can be divided into two disjoint
sets V and U with edges in E (see Appendix B
for detail). In graph theory, a balanced complete
bipartite graph is a special kind of balanced bipar-
tite graph in which every vertex of V' is connected
to every vertex of U. Furthermore, the purpose of
the maximum BCBS problem is to find a BCBS in
a bipartite graph with maximum d. A formalized
definition of the BCBS problem [10] is provided in
Definition 1.

Definition 1 (The BCBS Problem [10]). Let
G = (V,U, E) be a bipartite graph and d is a posi-
tive integer. The balanced complete bipartite sub-
graph (BCBS) problem of G is to find a subgraph
G' = (V',U',E') C G such that V' CV U CU,
V'nU =0, V| =|U'| =dand for all v € V|
u e U’ (v,u) € E'. For simplicity, G’ can also be
called as a 2d-vertex BCBS of G.

Constructing bicliques using BCBS. Khovra-
tovich et al. [1] constructed bicliques from two in-
dependent related-key differentials (see Appendix
C). We describe how to construct a bipartite graph
G from a cipher £ = fogoh, and then reduce the
problem of constructing bicliques of £ to the BCBS
problem in G.

Let K = ky_1ky_o---k1ko, where k; is the ith
operating unit in key schedule. The set Z =
{i | i € [0,)} consists of all the indices of K.
Let AK; (or VK )-differentials denote a trun-
cated differential that maps a zero (or non-zero)
input difference to a non-zero (or zero) output
difference under key difference AK; (or VK )
where subsets I,.J C Z. To construct the biclique
from independent related-key differentials, it is ex-
pected that for any I,J C Z, AKj-differentials
and VK j-differentials are independent. We de-
fine the (strong) independent differential property
between AK-differentials and VK j-differentials.
Thus Vi € I and Vj € J, (AK;-differentials, VK-
differentials) are independent if the property holds.

Definition 2 (The (strong) independent differen-
tial property). Let cipher £ = fogo h.

e For any subset I,J C Z, if Vi € I and
Vj € J (AK;-differentials, VKj-differentials) of
h are independent, AK-differentials and VK ;-
differentials are independent. We say h satisfies
the independent differential property.

e For any subset I,J C Z, AKj-differentials
and VK j-differentials are independent if and only
if Vi € I and Vj € J (AK,-differentials, VK-
differentials) of h are independent. We say h sat-
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isfies the strong independent differential property.

If a subcipher h satisfies the (strong) indepen-
dent differential property, related-key differentials
(AK -differentials, VK j-differentials) of h can be
obtained by determining two subsets [,J € Z
such that Vi € I and Vj € J, (AK;-differentials,
V K j-differentials) are independent. We prove that
mCrypton and Piccolo satisfy the independent and
the strong independent differential properties in
Appendixes F.2 and G.2, respectively.

Based on Definition 2, we describe how to con-
struct two subsets I,J € Z such that AKj-
differentials and V K j-differentials of a subcipher
h are independent. First, we define how two in-
dependent related-key differentials can be repre-
sented by a balanced bipartite graph G = (V, U, E)
from f in the following three steps. Let K =
ke—1ke—o -+ - k1ko denote the master key of €.
Step 1. For each related-key difference AK;
(0 < i < ¥), it can be represented by the vertex
v; € V. Thus, V = {v;|0 <7 < ¢} and |V] = £.
Step 2. For each related-key difference VK;
(0 < j < £), it can be represented by the vertex
uj € U. Thus, U = {u;|0 < j < {} and |U| = ¢.
Step 3. For each v; and uj, if (AK;-differentials,
V K j-differentials) are independent, there exists an
edge (v, u;) € E which connects v; and u;,

If a graph G is constructed from a subcipher

h, this implies that the balanced bipartite graph
G = (V,U, E) is derived from h according to the
aforementioned three steps. Thus, the (strong) in-
dependent differential property can be reduced to
the BCBS problem as follows (the proof is pro-
vided in Appendix D).
Theorem 1. Let a subcipher h of £ = fogoh sat-
isfy the (strong) independent differential property,
and the balanced bipartite graph G = (V,U, E)
is constructed from h. If (and only if) there ex-
ists a balanced complete bipartite subgraph G’ =
(V',U',E") C G, such that I = {i | v; € V',0 <
i< VN J=A{jlu € U,0<j<|U|}and
£ = {(vi,uj) | v; € V’,Uj S Ul,i e l,j e J},
then AK-differential and V K j-differential are in-
dependent.

Let a balanced bipartite graph G = (V, U, E) be
constructed from a block cipher &€ = fogoh, where
there are at most 2¢ = |V|4|U| vertices in G. Con-
sidering the connected component of the bipartite
graph G = (V,U, E) and the degree of vertices,
finding all BCBS of G is feasible. We propose Al-
gorithm E1 to search the 2d-vertices BCBS in G.
Then Algorithm E1 is used by Algorithm E2 to
determine the independent related-key truncated
differentials in £. The details of E1 and E2 can be
found in Appendix E.

Description of Algorithm E1. For any block
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Figure 1 The process of calculating maximum dimensional bicliques of a subcipher.

cipher, the integer ¢ will not be greater than |K|.
Moreover, because each edge in F cannot share the
same vertices for independent related-key differen-
tials, the number of edges |E| will decrease when
the diffusion of £ increases by rounds. Therefore,
the complexity of the (maximum) BCBS problem
in G, which is constructed from &, will be feasi-
ble. The base method of Algorithm E1 is first to
construct a 2d-vertex BCBS, and then construct
a 2d + 1-vertex BCBS by adding an independent
edge in E. By choosing a (maximum) range value
D for the dimension of the biclique, Algorithm E1
will return a set of 2D-vertex BCBS of G.
Description of Algorithm E2. After a set of
2d-vertex BCBS of G is returned by Algorithm E1,
we propose Algorithm E2 to transform those 2D-
vertex BCBS into independent related-key trun-
cated differentials of subcipher h. For each BCBS
constructed from Algorithm E1, all edges denote
the independent relationship between the vertices
set U and V. Thus each BCBS can be transformed
into two independent related-key truncated differ-
entials (AK-differentials, VK j-differentials). By
choosing BCBS with the largest cardinality of ver-
tices, bicliques of h can be obtained from (AK;-
differentials, VK j-differentials) with respect to
Appendix C.

Based on the aforementioned algorithms, if a

subcipher h of £ = f o g o h satisfies the (strong)
independent differential property, (a maximum di-
mensional) biclique of f can be obtained from the
(maximum) BCBS by the process shown in Fig-
ure 1. The algorithms are used to construct new
biclique attacks on mCrypton and Piccolo-80 (Ap-
pendixes F and G).
Conclusion.  In this paper, we reduce the prob-
lem of finding independent related-key differentials
of a subcipher to the BCBS problem, where a max-
imum BCBS can be used to construct maximum
dimensional bicliques. In future work, we will at-
tempt to apply our proposed algorithms to other
biclique or cryptanalyses with respect to indepen-
dent related-key differentials.
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