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Appendix A Comparison of related cryptanalysis on mCrypton and Piccolo

Table A1 Summary of related cryptanalyses on mCrypton and Piccolo.

Cipher Rounds Time Memory Data Type Reference
mCrypton-64 full 262.67 24 2339 Biclique 11]
mCrypton-96 full 29393 220 22754 | Biclique 12|
mCrypton-96 full 29375 24 2634 Biclique 12]
mCrypton-128 full 2126.05 24 — Biclique 12]
mCrypton-64 full 2629 24 232 Biclique this paper
mCrypton-96 full 2946 24 264 Biclique this paper
mCrypton-128 full 2126.57 24 264 Biclique this paper

) Piccolo-80 full 278-95 28 2% | Biclique 13]
(without postwhitening keys)
full 279-13 28 2148 Biclique 14
full 279-34 28 248 Biclique 15)
Piccolo-80 full 2797 280 1 MITM l6]
full 279.07 28 24 Biclique 17l
full 2792 28 2 Biclique 17l
full 2789 28 264 Biclique this paper

Appendix B Notions and notation

e Let £ = fogoh denote a block cipher as a composition of subciphers f, g and h. For a n-round block cipher &, the
r-th round is denoted by Round, where r € {1,2,--- ,n}.

e For a binary string z, |z| denotes its bitwise length. For a set V/, |V| denotes the number of elements in the set.

e Let G = (V,U, E) denote a bipartite graph G where its vertices can be divided into two disjoint sets V' and U with
edges in E. ’d C V if a set V' is a subset of a set V. G’ C G if a graph G isa subgraph of a graph G.

e Let K denote the master key of €. sk, (r € {1,2,--- ,n+ 1}) represents the r-th round subkey of £ such that sk, 41
is the output whitening key of £.

e A key K can be represented by K = ky_1kg_o---k1ko, where k; is the i-th operating unit in the key schedule. The
set T ={i |1 € [0,£)} consists of all the indices of K. For example, if K = kzkak1ko, then T = {0,1,2,3}.

e AK; (or VK;) is a truncated related-key difference that is different at the i-th operating unit k; only. For example, if
K = kskak1ko, then AKo = 0200 (or VK2 = 0200) indicates that ks is active.

* Corresponding author (email: cis.gong@gmail.com)
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o AK; (or VKj)-differentials are a truncated differentials that map a zero (or non-zero) input difference to a non-zero
(or zero) output difference under the key difference AK; (or VKj). Let ANak, (or ANy, ) denote the indices set of
active units of £ under A;-differentials (or V;-differentials).

e AK; = @ AK; are truncated differentials of two master keys that are different at k; where ¢ € I and I C Z. For

iel
example, if K = kzkak1ko and I = {1,3}, then AK; = 2020 (or VK| = 20x0).

o AKj(or VK j)-differentials are truncated differentials that map zero (or non-zero) input differences to non-zero (or
zero) output differences under the key difference AKy (or VK ;) where I,J C Z. Let ANak,; (or ANy ;) denote the
indices set of active units of £ under AK-differentials (or VK j-differentials).

Appendix C Biclique cryptanalysis

Biclique cryptanalysis is derived from the splice-and-cut framework in the cryptanalysis of the hash function and then
applied to block cipher cryptanalysis |§| Following the work of El, the concept of the biclique cryptanalysis is described in
below.

Biclique. Let a block cipher &€ = f o go h. The subciphers f,g,h map a plaintext P to the ciphertext C' where
fx(P) = Vigr(V) = S,h(S) = C. For I = {i| 0 <4 < 2%} and J = {j| 0 < j < 27}, let {S;} be two sets of 2¢
internal states, {C;} be a set of 2¢ ciphertexts and {K[i, j]} be a set of 22¢ keys. If C; = hii,5(S;) for alli € 1,5 € J, the
tuple [{C;}, {S;}, {K[i, j]}] is called a d-dimensional biclique for the block cipher €.

Based on the definition of biclique, the biclique cryptanalysis compromises in the following steps.

1. Preparation The adversary finds two independent related-key differentials A K-differentials and VK j-differentials.
Because I = {i| 0 <4 < 2%} and J = {j| 0 < j < 27}, AK -differentials and VK j-differentials divide the key space
into 2" ~24 groups of keys with cardinality 22¢.

2. Constructing the biclique For 2772¢ groups of keys, let the key K0, 0] map the intermediate state So to ciphertext
Co such that Sp m) Cp. Selecting every AK; in AK-differentials maps the input difference zero to the output
difference A;, and e]ifery VK; in VK j-differentials maps the non-zero input difference V; to the output difference
zero. The adversary can construct a d-dimensional biclique [{C;}, S{j}, {K[¢,j]}] from S; % C; such that
i€ 1,j € J as follows.

S; = So®V;
Ci = Co® A
Kl[i,j] = KI[0,0] ® AK; & VK

3. Decryption step The adversary asks the oracle to decrypt ciphertexts C; with the master key K and obtains 2¢

plaintexts P;, C; M) P; where i € I.

4. Matching with precomputations Matching with precomputations, which was proposed by Bogdanov et al. Eﬂ, can
speed up biclique cryptanalysis for key recovery attacks. For each key candidate, the adversary checks whether the
following equation holds:

K[i,0 ? K[0,j
wez,weJ,Pi%?zﬁﬂ—j]sj
o
The adversary precomputes and stores in memory 2 x 2% full computations of f and g up to the matching variables

T and ¥. To reduce the time complexity, the adversary only recomputes the part of intermediate values that are
Y. y Yy
partially changed from the saved values for each (P;, S;).

decryption oracle

S g h_ K[, J]

K[0,0]

K
key schedule

Figure C1 Illustration of biclique cryptanalysis
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Appendix D Proof of Theorem 1

Theorem 1. Let a subcipher h of £ = f o g o h satisfy the (strong) independent differential property, and the balanced
bipartite graph G = (V, U, E) is constructed from h. If (and only if) there exists a balanced complete bipartite subgraph
G =W ,U,EYCG, suchthat I={i|v; eV ,0<i<|V'|},J={j|u; €U ,0<j<|U|}and E' = {(vs,u;) | v; €
V' uj €U’ ieI,je J}, then AK -differential and VK s-differential are independent.

Proof. According to the process of constructing G, a balanced complete bipartite subgraph G C G implies that for
any ¢ € I and j € J, (AK;-differential, V K -differential)e R. If h satisfies the independent differential property, AKj-
differentials and V K j-differentials are independent.

Moreover, if h has the strong independent property, G = (Vl7 U', E/) can be transformed into two independent AK7-
differential and V K j-differential. Consequently, A K-differential and V K j-differential can be transformed into the (|V/\ X
|k;|)-dimensional biclique. Assume there exists a ((|V'| + 1) x |k;|)-dimensional biclique of h, then we determine find

AK i -differential and VKJ//-dif‘ferential that are independent, in which AK . -differential and VK i -differential can be

transformed into the ((|V/\ + 1) X |k;|)-dimensional biclique. The size of 1’ (and JN) is (|V/\ +1) . According to Theorem
there exists a balanced complete bipartite subgraph G~ = (V”, v, E”) such that |V“| = |V'\ + 1. Thus G is not
a maximum balanced complete bipartite subgraph of G, which is conflicted with the precondition that G’ is a maximum
balanced complete bipartite subgraph of G. Therefore, one from this that the (\V/| X |ki|)-dimensional biclique, which is
transformed from G’, is the maximum dimensional biclique of h.

Appendix E Algorithms for searching independent related-key differentials
The main steps of Algorithm [ET] are explained as follows:

Step 1 G = (V,U, E) is divided into several connected components G¢ of the graph G.

Step 2 For each connected components G¢, we remove the vertices of GGf whose degree are less than D, and repeat this
step until no vertex is removed. After this step, we obtain the revised connected component G7¢ = {CV,CU,CE}
where the degree of vertices in the vertex sets CV and CU are no less than D.

Step 3 For each G7°, we determine all (2D)-vertex balanced complete bipartite subgraph of G7°.

Step 4 The set of 2D-vertex balanced complete bipartite subgraphs of the G consists of 2D-vertex balanced complete
bipartite subgraphs of G7°.

Complexity of Algorithm and Algorithm @. The complexity of Algorithmis approximately equal to Algorithm
Thus, we only need to accurately evaluate the complexity of Algorithm Let |Gp| be the number of 2D-vertex
balanced complete bipartite subgraph. Checking whether a subgraph is a balanced complete bipartite subgraph as the basic

operations of time complexity, where the time complexity Crime = . |E| X |G;| and memory complexity Crmemory <
0<i<D
2 x max |Gl
i<D

S

Appendix F Biclique cryptanalysis of full-round mCrypton

In this section, first we describe that mCrypton has the independent differential property. Next, we use Algorithm @ to
determine independent related-key differentials of 4-round mCrypton-96, which is transformed into 4-dimensional bicliques.
Furthermore, we use independent biclique approaches to perform matching with precomputations. Finally, we present the
complexities of our key recovery attack on full-round mCrypton-96. Note that similar results can also be provided for
mCrypton-64,/128.

Appendix F.1 Brief description of mCrypton

mCrypton is a lightweight block cipher with 64-bit block size and 64/96/128-bit key, which are named mCrypton-64,/96/128,
respectively [10]. The internal state and round key are represented by a 4 x 4 nibble matrix. The round function consists of
four steps: nibble-wise substitution -y, column-wise bit permutation 7, column-to-row transposition 7 and the key addition
0. More specifically, the round function for encryption is defined by psr, = ok, © T o ™oy, where oy, is key addition
with round key sk;. The encryption Ex of mCrypton under master key K consists of an initial key addition and 12 times
repetitions of the same round function and then a finale output function ¢.

Key schedule for mCrypton-96. Because we will present the biclique cryptanalysis on mCrypton-96 as the exam-
ple, in this paper we recall the key schedule for mCrypton-96 for a better understanding of the attack. Let K =
(K0], K[1], K[2], K[3], K[4], K[5]) be the secret key for mCrypton-96, where K[i] represents the i-th 16-bit word in K.
Let C[r] be the constant of round r. The key register U is first initialized with the secret key K and subkeys are computed
as follows: For round » =0,1,---,12,

T + SUI0)) @ CJr]
T« ToM;,j= {0, 1,2, 3}7 Mo = 0z f000, M1 = 02000, M2 = 0x00f0, M3 = 02000 f
sky +— (U[l] GBTO7 U[2} D T1, U[3] D TQ, U[3] D Tg)
U« (U[5], U[0] << 3,U1],U[2), U[3] << 8, U[4]).
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Algorithm E1 Searching 2D-vertex balanced complete bipartite subgraphs of graph G.

Require: G = (V,U, E): the balanced bipartite graph G is constructed from a subcipher h of the cipher

E=fogoh.
D: an integer chosen for D-dimensional biclique.;

Ensure: BCBS|[D]: the set of 2D-vertex balanced complete bipartite subgraphs of the graph G.;
1: G = (V,U, E) is divided into several connected components G¢ of the graph G.
2: for each connected components G do

3:  Remove the vertices of Gf whose degree are less than D, and repeat this step until no vertex
is removed. Obtain revised connected component Gi¢ = {CV,CU,CE} where the degree of the
vertices in the vertex sets C'V and CU is no less than D;

4: end for

5: for each GJ° = {CV,CU,CE} do

6: empty TBCBS; k + 0;

7. for each edge (vy,uy) in CE do

8: storage 2-vertex balanced complete bipartite subgraphs Gy = (V' = {v,},U = {u,},E' =

{(ve,uy)}) into TBCBS[1][k]; k + k+1;

9: end for

10 ford<+ 1;d<D;d<+ d+1do

11: k + 0;

12: for each 2d-vertex balanced complete bipartite subgraph G4 = (V,7 U/,E/) in TBCBS|d] do

13: for each edge (vz,u,) in CE do

14; V' =V U{u}; U =U U{u,}; E" = E'U{(vi,uy,) | Yo; € V'and (vi,u,) € CE} U
{(e,u;) | Yu; € U'and (vg,u;) € CE};

15: if Ggp1 = (V”7 v, E”) is a 2(d+ 1)-vertex balanced complete bipartite subgraph and G411
is not in TBCBS[d + 1] then

16: storage G441 into TBCBS[d + 1][k]; k < k + 1;

17: end if

18: end for

19: end for

20: end for

21:  BOBS|D] « BCBS|D|UTBCBS|D);

22: end for

Algorithm E2 Constructing independent related-key truncated differentials from BCBS

Require: a subcipher h of a cipher £ = fogoh.
Ensure: pairs of independent related-key truncated differentials of A .
1: By following the steps described in[Appendix E| construct the balanced bipartite graph G = (V,U, E)

from h; Calculate the set of maximum balanced complete bipartite subgraphs {G' = (V', U, E')} =

Algorithm[E1|G);

2: for each maximum balanced complete bipartite subgraph G' = (V/,U g E/) do

3:
4:

5:

transform G into two index sets I and J , which are calculated as follows.

I={ilveV and0<i<|V'|}
J={jlu €U and 0<j<|U'|}
E = {(vi,u;) |v;eV u;eU ieljeJ}

<
<

(AK-differentials, VK j-differentials) is a pair of independent related-key truncated differentials.

6: end for
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AK -differentials sk, ko sk sk,
Round, Round,, Round,, Round,,
ynt ynt ynz 5 yn1] X [4
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AK ,-differentials
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Figure F1 The independent AK-differential and V K j-differential of 4-round mCrypton-96.

Appendix F.2 The independent differential property of mCrypton-96

Because the key schedule of mCrypton-96 is bit-oriented, the operating unit of key schedule is bit. Let the key register
in the key schedule be denoted by K = kgs - -+ k1ko. The set T = {i|0 < ¢ < 96}. The round function of mCrypton-96 is
nibble-oriented and the size of the nonlinear component is 4-bit, therefore the active nonlinear component set consists of
active 4-bit s-boxes. We found that mCrypton-96 has the following properties.

e for any I C 7, the AK-differentials of mCrypton satisfies ANAg, € U ANak;
el
e for any J C Z, the VK j-differentials of mCrypton satisfies ANvx, € U ANVK
JjeJ
Therefore, if Vi€ I and j € J, ANaAg, N ANVKj =0, then ANAK,; N ANy, = 0. To summarize, if Vi € I and j € J,
AKj;-differentials and V Kj-differentials are independent, then AKj-differentials and VK j-differentials are independent.

Therefore mCrypton satisfies the independent differential property.

Appendix F.3 4-Round biclique of dimension 4 of mCrypton-96

Because mCrypton satisfies the independent differential property, we can use the Algorithm[E2|to determine the independent
related-key differentials (AKr-differentials, V K j-differentials) of subcipher h of mCrypton-96, where h is defined by h =
@ O Pskin O Pskiy © Pskig © Pskg- For simplicity, we define the key groups with respect to the key register of skg. We obtain
a 4-dimensional biclique from two related-key differentials (A K-differentials, VK j-differentials), which are obtained by
Algorithm and depicted in Figure The sets I = {64,65,66,67} and J = {16,17,30,31}. AK;-differentials and
V K j-differentials are based on the related-key differences AK; and VK ; respectively.

Key partitioning. According to the Ar-differential and V j-differential, the base keys K[0,0] are all possible values (288)
with the bits k; (¢ € {I U J}) fixed to 0 while the remaining 88 bits run over all values. The keys {K[¢, j]} in a group are
enumerated by all possible bit differences k; (i € {I U J}) with respect to the base K0,0]. This yields the partition of the

288

key space into the groups of 28 keys each.

Appendix F.4 Matching over 8 rounds: independent biclique approach

For performing matching with precomputations, mCrypton is decomposed as E : P 7) V — S ? C. Now we check
g
whether the master key K belongs to the key group {K[s, j|}.

Step 1 We make 24+ precomputation of v and store values, in addition to the intermediate states and subkeys in memory.
0
For 0 <i<2* P, —— ;]7andf0r0 j<24$<—]5

Step 2 We determine the right key by computing an intermediate variable v in both directions. We check equation for
every 1, j by recomputing only those variables that differ from those stored in memory.

pi%v:mﬂsj (F1)
g

Now we evaluate the quantity of recomputation in the backward and forward directions. Because s-boxes are the main
part of the time complexity of mCrypton, we regard the number of s-boxes as the complexity of recomputation in the key
recovery attack.

Backward recomputation. The difference between the computation & <—]] S; and the stored version % 19,51 S is
g

shown in the backward recomputation of Figure @ The black blocks in sk; are differences of subkeys, and the black blocks
in the round state are recomputed nibbles. The recomputation is determined by the influence of the difference between
keys K|, 7] and K0, 5], which can be seen as the key difference AK;. As the backward recomputation of Figureshown,
we choose the black nibble of Rounds as the matching variable v. Thus, to recompute v under the key difference AK;, we
need to recompute the black blocks of Round; (5 < ¢ < 8). Moreover, only two s-boxes in the key schedule are required for
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sk, sk, Forward recomputation
slaintext Round, Round, Round, Round, Round
YT YnTo. ynro ynTo.
Backward recomputation sk, sk
Round, Round, Round, Round Round,
nro nTo nT l YR T l
¥ ¥ ¥ 8 :

Figure F2 Recomputation in the backward and forward direction of mCrypton-96.

recomputation. Thus the backward recomputation includes 25+2 s-boxes.

Kli,j . K[i,0
Forward recomputation. The difference between the computation P; % T and the stored version P; % o
is shown in the forward recomputation of Figure @ Similarly, the recomputation is determined by the influence of the
difference between keys K|i, j] and K¢, 0], which can be seen as the difference VK ;. Only three s-boxes in the key schedule
are required for recomputation. As the forward recomputation of Figure shows, the forward recomputation includes
2543 s-boxes.

Appendix F.5 Complexities

Because s-boxes are the main part to of the time complexity of biclique attacks, it is widely-accepted that we can count the
number of recomputed s-boxes and compare the result to that in the full cipher to estimate the attack complexity. The full
complexity of the key recovery attack can be evaluated as follows.

— 2|K\72d[

Cfull Cbiclique + Cprecomp + Crecomp + Cfalsepos]

e Where Chiciique is the complexity of constructing a single biclique. Constructing 4-dimensional biclique of 4-round

mCrypton, we need to run f 24+1! times. Thus, The Chiclique 18 equivalent to 25 x % = % times of the full mCrypton-96.

o Where Cprecomyp is the complexity of the precomputation. Performing precomputation, we have to run 2% times of €1

and e2. Therefore, Cprecomp is equivalent to 24 x % = % runs of the full mCrypton-96.

o Where Crecomp is the complexity of the recomputation of the interval variable v 224 times. As shown in Figure
we have to recompute 25 s-boxes in each forward or backward recomputation. Taking the key schedule into account, 3 and
2 s-boxes are recomputed in each forward and backward recomputation, respectively. As a result, Crecomp is equivalent to
28 x (%) = %6 runs of the full mCrypton-96.

e Where Cyqisepos is the complexity generated by false positives, which have to be matched on other variables. If we
match on a single nibble, the number of false positives is approximately 22¢—4. Each one requires only a few operations to

recheck.

The full computational complexity is approximately
5 5
Cfull — 288(23 23 1';6 24) < 294.6

Because we have to store 2% precomputations of €1 and €2, the memory requirement is upper-bounded by the storage of
24 full computations of mCrypton-96. Because the Aj-differentials affects 16 nibbles of the ciphertext, the data complexity
does not exceed 264. Based on the aforementioned method, we also determine new biclique constructions for mCrypton-
64/128, which are depicted in Figures and The attack complexities can be easily calculated by using the similar
analysis of mCrypton-96 thus we omit the details here. Compare our biclique cryptanalyses of mCrypton to the related
works , although the time complexities of our attacks are slightly higher than the previous results, we note that the
dimension of the constructed bicliques are the same. Moreover, the independent related-key differentials that are used
to build the bicliques of mCrypton-64/96/128 are different from , which means Algorithm and Algorithm are
also practical for automatically searching independent related-key differentials, especially to construct high-dimensional
bicliques.

Appendix G Biclique cryptanalysis of full-round Piccolo-80

In this section, first we describe Piccolo-80 satisfy the strong independent differential property (Definition 3 in Section
3.1). Then we apply Algorithm for biclique cryptanalysis of Piccolo-80 and propose an attack on full round Piccolo-80,
including all whitening keys, which takes advantage of 7-round bicliques of dimension 8.
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Figure F3 Recomputation in the backward and forward direction of mCrypton-64.
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Figure F4 Recomputation in the backward and forward direction of mCrypton-128.

Appendix G.1 Brief description of Piccolo-80

Piccolo is a lightweight block cipher with 80/128-bit key length, which was proposed at CHES 2011 . Piccolo-80 has
a 64-bit block size and 80-bit key length. The number of iterative rounds is 25. The iterative structure and components
of Piccolo-80 can be found in . The round structure consists of two functions F' and one round permutation RP. Fur-
thermore, the function F' consists of two s-box layers separated by a diffusion matrix M. The s-box layer consists of the
four same 4-bit bijective s-boxes S. The round permutation RP divides a 64-bit input into 8 bytes, and then permutes the
positions of the 8 bytes.

Key schedule for Piccolo-80. The key scheduling function divides an 80-bit key K into 5 x 16-bit k; (0
K = kakskokiko. It provides 4 x 16-bit whitening keys wk; (0 < ¢ < 4) and 50 X 16-bit round key sk; (0 <
follows:

<i<5b):
i < 50) as
wko + kE kT, wky « KE|KE, whe « kE|kE, wks « kL ||k
for i <— 0 to 24 do

if i mod 5 = 0 or 2, then (rkg;, rkait1) < (congg,cong?_H) D (ka2,k3)

if i mod 5 = 1 or 4, then (rkg;, rkait1) < (cong?,congg+1) D (ko, k1)

if ¢ mod 5 = 3, then (rko;, rkaiy1) < (congg, con§?+1) D (ka, ka)

where kZL and le are left and right half 8 bits of k;.

Appendix G.2 The strong independent differential property of Piccolo-80

The size of the nonlinear component of Piccolo-80 is 4-bit, and the round structure of Piccolo-80 is nibble-oriented and
the key schedule of Piccolo-80 has no nonlinear component. Thus, the operating unit of the key schedule is 4-bit. Let the
master key K = kig---kiko, in which k; is the i-th nibble of master key. The set Z is {¢ | 0 < ¢ < 20}. We find that
Piccolo-80 has the following two properties.
e For any I C Z, the AK -differentials of Piccolo satisfies ANAx, = |J ANak,
i€l
e For any J C Z, the VK j-differentials of Piccolo satisfies ANv i, = U ANVK].
jeJ
Therefore, if ANAk; NANv K, = 0,thenVie Iandje€ J, ANag, OANVKJ. = (), and vice versa. To summarize, Vi €
and j € J, AK;-differentials and V K ;-differentials are independent, if and only if AK-differentials and V K ;-differentials
are independent. Now we can conclude that Piccolo-80 satisfies the strong independent differential property.

Appendix G.3 T7-Round biclique of dimension 8 of Piccolo-80

Because Piccolo-80 satisfies the strong independent differential property, we can use the Algorithm to determine inde-
pendent related-key differentials, which can be transformed into a maximum dimensional biclique.
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Figure G1 The independent AKj-differential and VK j-differential of last 7-round Piccolo-80.

Let f be the last 7 rounds of Piccolo-80. We obtain a 8-dimension biclique from two related-key differentials (AK;-
differentials, V K j-differentials), which are obtained by Algorithm and depicted in Figure The set I = {12,13} and
J ={10,11}. AK -differentials and V j-differentials are based on the related-key key differences AK; and V K 5 respectively.

Key partitioning. According to the AKj-differential and VK j-differential, the base keys K[0,0] are all possible 264
values with the 4-nibble {k10, k11, k12, k13} fixed to 0 whereas the remaining 64 bits run over all values. The keys {K]|s, j|}
in a group are enumerated by all possible differences at {k10, k11, k12, k13} with respect to the base K|[0,0]. This yields the
partition of the K space into the 264 groups of 216 keys each.

Appendix G.4 Matching over 18 rounds: independent biclique approach

Performing matching with precomputations, Piccolo-80 is decomposed as E : P 7> V —- 8 7 C. Now we evaluate the
g

complexity of recomputation in backward and forward direction. Because s-boxes are the main part of the time complexity
of Piccolo-80, we regard the number of s-boxes as the complexity of recomputation in the key recovery attack. Taking the
computational complexity into account, we choose the 0-th and 1-th nibble of Roundg as the matching variable v.

Kli,j . KI0,j .
Backward recomputation.The difference between the computation o M S; and the stored version o (M S; is
g
shown in the backward recomputation of Figure @ The black blocks in Round; are recomputed nibbles. The recomputa-
tion is determined by the influence of the difference between keys K[i, j] and K0, j], which can be seen as the key difference
AKj. Thus, to recompute v under the key difference AK, we need to recompute the black blocks of Round; (9 < i < 18).
The backward recomputation includes 83 s-boxes.

. . . K[i,j] . K{[i,0]

Forward recomputation. The difference between the computation P; T) T and the stored version P; T) °
is shown in the forward recomputation of Figure Similarly, the recomputation is determined by the influence of the
difference between keys K|[i, j] and K[i, 0], which can be seen as the difference VK ;. As shown in the forward recomputation
of Figure shows, the forward recomputation includes 99 s-boxes.

Appendix G.5 Complexities

As shown in Figure we have to recompute (83 + 99) s-boxes each time. As a result, Crecomp is equivalent to 216 x
83+99) = 214864 times of the full-round Piccolo-80. Constructing 8-dimensional biclique of 7-round Piccolo-80, we need

25X16
to run 28%! times f. Thus, The Chpiclique is equivalent to 29 x 2—75 = 27164

runs of the full Piccolo-80. Performing
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Forward recomputation
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Figure G2

Recomputation in the backward and forward direction of Piccolo-80.
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precomputation, we have to run 28 times of f and g. Therefore, The Cprecomp is equivalent to 28 x ;— runs of

the full Piccolo-80. The full computational complexity is approximately

8 _ 97.256
s =2

Cf'u.ll — 264(27,164 + 214864 + 27256 + 28) < 27&9.

Because we have to store 28 precomputations of the subciphers f and g, the memory requirement is upper-bounded
by the storage of 28 full computations of Piccolo-80. Because the Aj-differentials affect 16 nibbles of the ciphertext, the
data complexity does not exceed 264. Similar to our biclique cryptanalyses on mCrypton, our new biclique attack on
Piccolo-80 uses a different independent related-key differential to construct the 8-dimensional biclique. The construction of
the new biclique supports the proposal that our definition of the strong independent differential property and the searching
algorithms are useful for determining maximal dimension bicliques (i.e., independent related-key differentials with maximal
active units). We also attempt execute the similar analysis on Piccolo-128, but our experiment to determine the maximum
BCBS is failed because Piccolo-128 has more rounds and computing units in its key schedule. Thus whether the proposed
biclique cryptanalyses on Piccolo-128 |7] remains an open problem.
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