
. RESEARCH PAPER .

SCIENCE CHINA
Information Sciences

January 2016, Vol. 59 012204:1–012204:12

doi: 10.1007/s11432-015-5311-0

c© Science China Press and Springer-Verlag Berlin Heidelberg 2015 info.scichina.com link.springer.com

Stability of nonlinear feedback shift registers

Jianghua ZHONG1,2* & Dongdai LIN1

1State Key Laboratory of Information Security, Institute of Information Engineering,

Chinese Academy of Sciences, Beijing 100093, China;
2Institute of Complexity Science, Qingdao University, Qingdao 266071, China

Received November 27, 2014; accepted January 5, 2015; published online December 21, 2015

Abstract Convolutional codes have been widely used in many applications such as digital video, radio, and

mobile communication. Nonlinear feedback shift registers (NFSRs) are the main building blocks in convolutional

decoders. A decoding error may result in a succession of further decoding errors. However, a stable NFSR can

limit such an error-propagation. This paper studies the stability of NFSRs using a Boolean network approach. A

Boolean network is an autonomous system that evolves as an automaton through Boolean functions. An NFSR

can be viewed as a Boolean network. Based on its Boolean network representation, some sufficient and necessary

conditions are provided for globally (locally) stable NFSRs. To determine the global stability of an NFSR with

its stage greater than 1, the Boolean network approach requires lower time complexity of computations than

the exhaustive search and the Lyapunov’s direct method.
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1 Introduction

Convolutional codes have been widely used in many applications such as digital video, radio, mobile com-

munication, and satellite communication. Nonlinear feedback shift registers (NFSRs) are the main build-

ing blocks in convolutional decoders. However, in the process of decoding, a decoding error tends to induce

a succession of further decoding errors. Although some strategies such as periodic re-synchronization have

been proposed to control this error-propagation effect, it is at the expense of introducing encoding queues.

A stable NFSR is an alternative to limit this error propagation.

Although numerous efforts have been made on NFSRs over the past decades, the theory of NFSRs

has not been well-understood due to its complexity and lack of efficient analysis tools. It is still an open

problem to find an efficient way to analyze the cycle structure of any given NFSR. It is also an open

problem to give some efficient way to design an NFSR satisfying some properties such as large period

and stability. Some studies have focused on the stability of NFSRs. Massey and Liu viewed an NFSR

as an automaton and used the Lyapunov’s direct method to investigate the stability of the NFSR [1].

Lyapunov’s direct method [2] is an important and useful technique in system theory for analysis of the

stability of systems, whose variables are real numbers. Via a Lyapunov function, it can determine the
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stability of a given system without the knowledge of the system’s solution. However, for a nonlinear

system, the Lyapunov function is difficult to construct in general, and the construction of Lyapunov

functions is a challenging problem in the system theory all the time. Thanks to the finite states of an

NFSR, a Lyapunov function was constructed to determine the global stability of the NFSR, by searching

all stable states [1]. Such a method is called the iterated Lyapunov technique. However, it still has

relatively high time-complexity of computations if the NFSR’s stage is large. In addition, Mowle proved

that the number of n-stage globally stable NFSRs is 22
n−n−1, and also pointed out that all these NFSR

are binomially distributed [3]. He further gave an algorithm to generate all of them in [4]. However, to

the best knowledge of the authors, from then on the stability of NFSRs has not been further studied, due

to lack of efficient tools.

An NFSR was viewed as a finite-state automaton in [5] and as a finite-state machine in [6]. In particular,

it was viewed as a Boolean network in [7–9]. A Boolean network is an autonomous system that evolves

as an automaton through Boolean functions. It is different to any autonomous systems studied in the

conventional system theory, where the system variables take infinite number of reals. Boolean network

was first introduced by Kauffman in 1969 to model a genetic network whose describing variables take

only two values, “on” and “off” (or equivalently, 1 and 0, respectively) [10]. Over the last decades

Boolean networks have attracted much attention in many communities, ranging from biology [11–13] and

physics [14–16] to system science ( [17–20], and their resulting monography [21] and [22,23]).

In the community of system science, Cheng and his co-workers developed an algebraic framework for

Boolean networks, using a semi-tensor product approach [21]. In their work, a Boolean function can be

expressed as a multi-linear mapping with respect to its variables, and a Boolean network is therefore

converted into a conventional discrete-time linear system. Thanks to their algebraic set-up, problems

related to Boolean functions can be converted into algebraic problems. In particular, based on the linear

system description of a Boolean network, its global stability was investigated in [24] via a Lyapunov

function, and in [25] via an incident matrix. It was also studied in [26] via a state transition matrix.

Some sufficient and necessary conditions were given in the references therein. Local stability of Boolean

networks was addressed in the latter reference. In addition, via a state transition matrix, global stability

of Boolean network with impulsive effects was studied in [27], and the time-delay effects on Boolean

networks were also investigated in some work, for example, [28,29].

This paper addresses the stability problem of NFSRs using a Boolean network approach. The NFSR

is viewed as a Boolean network. Based on its Boolean network representation developed by the authors

in [8], some sufficient and necessary conditions are presented for both globally stable NFSRs and locally

stable NFSRs via a state transition matrix. Compared to the previous work on the stability of NFSRs,

we consider globally stable NFSRs as well as locally stable NFSRs, while the previous work only focused

on the globally stable NFSRs. Moreover, the Boolean network approach requires lower time complexity

of computations to determine the global stability of an NFSR. On the other hand, compared to the work

on stability of general Boolean networks in system theory, we focus on the stability of a particular type

of Boolean networks, namely, NFSRs, which will lead to some deeper and more concise results.

The contribution of this paper is: a novel approach, called Boolean network approach, is used to facil-

itate the study of the stability of NFSRs. The Boolean network approach requires lower time complexity

of computations than the Lyapunov direct method and the exhaustive search to determine the global

stability of an NFSR with its stage greater than 1. It is also helpful to analyze the state diagram of a

given NFSR and to design stable NFSRs.

We now introduce some notations used in this paper. F2 denotes the binary Galois field, and F
n
2 denotes

the set of all n-dimensional vectors over F2. N is the set of nonnegative integers. For a real number r,

⌈r⌉ denotes the smallest integer no less than r. δin represents the ith column of the identity matrix In of

dimension n. The set of all δin, i = 1, 2, . . . , n, is denoted by ∆n, that is, ∆n = {δin|i = 1, 2, . . . , n}. The set

of allm-dimensional vectors over ∆n is denoted as ∆m
n . Ln×m stands for the set of all n×mmatrices whose

columns belong to ∆n. For any matrix A ∈ Ln×m, A =
[

δi1n δi2n · · · δimn
]

, i1, i2, . . . , im ∈ {1, 2, . . . , n}.

For the sake of simplicity, we write A in a compact form, as A = δn[i1 i2 · · · im]. The operators +, −

and ×, respectively, denote the ordinary addition, subtraction, and multiplication in the complex field,
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while the operations ⊕ and ⊙, respectively, denote the addition and multiplication modulo 2 in the

binary Galois field F2. Again, for the sake of simplicity, we denote the multiplication of any two complex

numbers a and b as ab, namely, ab = a× b.

The remainder of this paper is organized as follows. Section 2 briefly reviews some related work on

Boolean networks. Section 3 is our main results. Some sufficient and necessary conditions are given for

globally (locally) stable NFSRs. The paper is concluded in Section 4.

2 Boolean network

In this section, we first briefly review the semi-tensor product of matrices. We then recall the multi-linear

form of nonlinear Boolean function that is obtained by the semi-tensor product. Finally, we revisit the

Boolean network representation of an NFSR, which is very useful to investigate the stability of NFSRs.

2.1 Semi-tensor product

Semi-tensor product of matrices was introduced by Cheng [21]. It is a generalization of the conventional

matrix product. For two matrices A and B, the conventional matrix product of A and B, denoted by AB,

requires that the column number of the former matrix A is equal to the row number of the latter matrix

B. However, the semi-tensor product relaxes this constraint. It works for any two matrices regardless of

their sizes, while it retains all major properties of the conventional matrix product, such as the associative

law and the distributive law [21]1). Before reviewing the semi-tensor product, we first recall what the

Kronecker product is.

Definition 1 ([30]). Let A = (aij) and B be matrices of dimensions n × m and p × q, respectively.

The Kronecker product of A and B, is defined as an np×mq matrix, given by

A⊗B =















a11B a12B · · · a1mB

a21B a22B · · · a2mB

...
...

...

an1B an2B · · · anmB















. (1)

Definition 2 ([21]). Let A and B be matrices of dimensions n ×m and p× q, respectively, and let α

be the least common multiple of m and p. The (left) semi-tensor product of A and B is defined as an
nα
m

× qα
p

matrix, given by

A⋉B =
(

A⊗ I α

m

)

(

B ⊗ Iα

p

)

. (2)

Remark 1. The semi-tensor product is originally defined for any two matrices with entries in the real

field. However, it still works for any two matrices with entries in the binary Galois field F2 under its

binary operations, the addition ⊕ and the multiplication ⊙.

2.2 Multi-linear form of Boolean function

A Boolean function f with n variables is a mapping from F
n
2 to F2, that is, f : Fn

2 → F2. A Boolean

function f : Fn
2 → F2 is linear (resp. nonlinear) if f is a linear (resp. nonlinear) mapping with respect

to its variables in F2. Let i be the decimal number corresponding to the binary (i1, i2, . . . , in) via the

mapping i = i12
n−1 + i22

n−2 + · · ·+ in. Then i ranges from 0 to 2n − 1. For the sake of simplicity, we

denote f(i) = f(i1, i2, . . . , in). Then the truth table of f can be written as [f(0), f(1), . . . , f(2n−1)] that

is arranged in the alphabet order, or be written as [f(2n − 1), f(2n − 2), . . . , f(0)] that is arranged in the

reverse alphabet order.

Identify 1 and 0, respectively, as [1 0]T and [0 1]T. Accordingly, identify a variable X ∈ F2 as

[X X ⊕ 1]T. In the sequel, we say 1, 0 and X are, respectively, the scalar forms of their vector forms,

1) A toolbox written in Matlab for the related computations of semi-tensor product of matrices are available at the

website of http://lsc.amss.ac.cn/∼dcheng/stp/STP.zip.
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[1 0]T, [0 1]T and [X X ⊕ 1]T. To distinguish the scalar form and the vector form of a variable, in the

sequel we use the notation X for a variable in F2, while we use the notation x for its vector variable in

∆2, that is, X ∈ F2, but x ∈ ∆2. Using the above vector forms, a Boolean function f is changed to

f : ∆n
2 → ∆2, and for any x1, x2 ∈ ∆2, the two operations, addition ⊞ and multiplication ⊡, can be

expressed as

x1 ⊞ x2 =

[

0 1 1 0

1 0 0 1

]

⋉ x1 ⋉ x2, x1 ⊡ x2 =

[

1 0 0 0

0 1 1 1

]

⋉ x1 ⋉ x2.

Let x1 = [X1 X1 ⊕ 1]T and x2 = [X2 X2 ⊕ 1]T. Then straightforward computations show that

x1 ⊞ x2 = [X1 ⊕X2 X1 ⊕X2 ⊕ 1]T, x1 ⊡ x2 = [X1 ⊗X2 (X1 ⊗X2)⊕ 1]T.

The above two equations imply that for any two vectors over ∆2, their addition (multiplication) is formed

as follows: the first entry results from the addition (multiplication) over F2 operating on the first entries

of both vectors, while the second entry is the complement of the first one. For example, let x1 = [1 0]T

and x2 = [0 1]T, then

x1 ⊞ x2 = [1 0]T, x1 ⊡ x2 = [0 1]T.

Lemma 1 ([21,31]). Any Boolean function f(x1, x2, . . . , xn) with x1, x2, . . . , xn ∈ ∆2 can be expressed

as a multi-linear form:

f(x1, x2, . . . , xn) = F ⋉ x1 ⋉ x2 ⋉ · · ·⋉ xn, (3)

where F is called the structure matrix of f , and is uniquely expressed as

F =

[

s1 s2 · · · s2n

1− s1 1− s2 · · · 1− s2n

]

(4)

with [s1, s2, . . . , s2n ] being the truth table of f , arranged in the reverse alphabet order.

Note that the number of ones in the truth table [s1, s2, . . . , s2n ] of a Boolean function f is called the

weight of f . In addition, it is notable to point out that Lemma 1 shows that for any Boolean function,

after its variables in F2 are identified as the vector variables in ∆2, it is multi-linear with respect to its

variables in ∆2 in the sense of semi-tensor product, but not with respect to its variables in F2.

Lemma 2 ([21,32]). Suppose

x = x1 ⋉ x2 ⋉ · · ·⋉ xn (5)

with xi ∈ ∆2, i = 1, 2, . . . , n. Then x ∈ ∆2n . Moreover, the vector x = δ
j
2n ∈ ∆2n with j ∈ {1, 2, . . . , 2n}

and the vector X = [X1 X2 · · · Xn]
T ∈ F

n
2 satisfying 2n−1X1 + 2n−2X2 + · · · + Xn = 2n − j are a

one-to-one correspondence.

2.3 Boolean network representation of nonlinear feedback shift register

Consider an n-stage nonlinear feedback shift register with a Boolean function f : Fn
2 → F2, usually called

feedback function, see Figure 1, where each small square in the upper row is a binary storage device. The

contents of the n storage devices are denoted by the variables X1, X2, . . . , Xn, which form a state of the

NFSR, [X1 X2 · · · Xn]
T. At each periodic interval determined by a master clock, the NFSR’s state

[X1 · · · Xn−1 Xn]
T is shifted to the state [X2 · · · Xn f(X1, X2, . . . , Xn)]

T. Let S0, S1, S2, . . . be an

output sequence of the NFSR. Then it satisfies the nonlinear recurrence relation:

St+n = f(St, St+1, . . . , St+n−1), t ∈ N, (6)

where f is a nonlinear Boolean function with respect to the variables St, St+1, . . . , St+n−1 in F2. In

particular, if f is linear with respect to these variables, say,

f(St, St+1, . . . , St+n−1) = a0St ⊕ a1St+1 ⊕ · · · ⊕ an−1St+n−1,
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X1 X2
Xn

f (X1,X1,…,Xn)

Figure 1 An n-stage nonlinear feedback shift register.

where ai ∈ F2, i = 0, 1, . . . , n− 1, then the NFSR is reduced to a linear feedback shift register (LFSR).

View the NSFR as a Boolean network. Then the Boolean network representation in a nonlinear system

of the NFSR is [8]

X(t+ 1) = g(X(t)), (7)

where X = [X1 X2 · · · Xn]
T ∈ F

n
2 is the state, and the vectorial function g = [g1 g2 · · · gn]

T is the

state transition function, expressed as



































g1(X(t)) = X2(t),

g2(X(t)) = X3(t),

· · ·

gn−1(X(t)) = Xn(t),

gn(X(t)) = f(X(t)).

(8)

For any positive integer N , let gN+1(X) = g
(

gN (X)
)

, which indicates that the state gN (X) is shifted

N times from X.

Lemma 3 ([8]). Let the structure matrix of the feedback function f be

Gn = δ2[ω1 ω2 · · · ω2n ], (9)

where ωi ∈ {1, 2}, i = 1, 2, . . . , 2n. Then the Boolean network (7) can be equivalently expressed as a

linear system:

x(t+ 1) = Lx(t), t ∈ N, (10)

where x ∈ ∆2n is the state, and L ∈ L2n×2n is the state transition matrix, expressed as

L = δ2n [η1 · · · η2n−1 η2n−1+1 · · · η2n ], (11)

with
{

ηi = ωi + 2(i− 1), i = 1, 2, . . . , 2n−1,

η2n−1+i = ω2n−1+i + 2(i− 1).
(12)

To distinguish the Boolean network representation (7) in a nonlinear system of the NFSR, we call its

equivalent expression (10) the Boolean network representation in a linear system of the NFSR.

Remark 2 ([8]). The state transition matrix L in (11) and the NFSR are a one-to-one correspondence.

3 Stability of nonlinear feedback shift registers

In this section, we first briefly review some existing basic concepts and properties about the stability of

nonlinear feedback shift registers. We then present our main results. It includes twofold work. One is the

properties of feedback functions and state diagrams, and the other is the properties of state transition

matrices.
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3.1 Basic concepts and properties

The state diagram of an n-stage NFSR is a directed graph consisting of 2n nodes and 2n directed edges.

Each node corresponds to a state of the NFSR, and an edge from state X to state Y means that X

is shifted to the state Y . X is called a predecessor of Y , and Y is called the successor of X. Every

state of an NFSR has a unique successor, but may have no predecessors or have only one predecessor or

have two predecessors. The state with two predecessors is called a branch state, while the state without

predecessors is called a starting state. A sequence of p distinct states, X1,X2, . . . ,Xp, is called a cycle

of length p if X1 is the successor of Xp, and Xi+1 is a successor of Xi for any i ∈ {1, 2, . . . , p − 1}.

Similarly, a sequence of p distinct states, X1,X2, . . . ,Xp, is called a transient of length p, if the following

conditions are satisfied: (1) none of them lies on a cycle; (2) X1 is a starting state; (3) Xi+1 is a successor

of Xi for any i ∈ {1, 2, . . . , p− 1}; (4) the successor of Xp lies on a cycle.

Definition 3. A state X is called an equilibrium state of the Boolean network (7) if g (X) = X. If

the Boolean network (7) is a representation of an NFSR, then its equilibrium state is also called an

equilibrium state of the NFSR.

Clearly, an equilibrium state of an NFSR is a cycle of length 1 in its state diagram. On the other hand,

it is easy to see that the Boolean network (7) has two possible equilibrium states, 0 = [0 0 · · · 0]T and

1 = [1 1 · · · 1]T. For the equilibrium state 1, through a coordinate transformation

X̄ = X ⊕ 1, (13)

the Boolean network (7) becomes

X̄(t+ 1) = g
(

X̄(t)⊕ 1
)

⊕ 1. (14)

Obviously, 0 is the equilibrium state of the Boolean network (14). It means that the equilibrium state 1

can be transferred to the equilibrium state 0 after a coordinate transformation (13). Without loss of

generality, throughout this paper, we assume that 0 is an equilibrium state of the Boolean network

representation (7) of an NFSR, or equivalently, the feedback function f of the NFSR satisfies f(0) = 0.

Definition 4. An n-stage NFSR is globally stable to the equilibrium state 0, if for any state X ∈

F
n
2 , there exists a positive integer N such that the state transition function of its Boolean network

representation (7) satisfies gN (X) = 0, that is, 0 is the unique equilibrium state and there are no other

cycles in the state diagram of the NFSR.

Definition 5. An n-stage NFSR is locally stable to the equilibrium state 0, if there exists some state

X0 ∈ F
n
2 \ {0} such that for some positive integer N the state transition function of its Boolean network

representation (7) satisfies gN (X0) = 0.

Since an n-stage NFSR has an equivalent Boolean network representation in a linear system, accord-

ingly, an equivalent definition of globally (locally) stable NFSR can be given as follows.

Definition 6. An n-stage NFSR is globally stable to the equilibrium state 0, if for any state x ∈

∆2n , there exists a positive integer N such that the state transition matrix L of its Boolean network

representation (10) satisfies LNx = δ2
n

2n .

Definition 7. An n-stage NFSR is locally stable to the equilibrium state 0, if there exists some state

x0 ∈ ∆2n \ {δ2
n

2n} such that for some positive integer N the state transition matrix L of its Boolean

network representation (10) satisfies LNx0 = δ2
n

2n .

If there is no ambiguity with respect to the equilibrium state, we just simply say an NFSR is globally

(or locally) stable. In the sequel, that an NFSR is globally (resp. locally) stable means an NFSR is

globally (resp. locally) stable to the equilibrium state 0. From their definitions, it is easy to see that a

globally stable NFSR must be locally stable, but not the vice versa.

Definition 8. An NFSR is called a globally stable maximum transient NFSR if it is globally stable and

has only one starting state.

Lemma 4 ([3]). The starting state of a globally stable maximum transient NFSR is [0 0 · · · 0 1]T.
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Lemma 5 ([3]). The feedback function f of a globally stable NFSR satisfies f(1, 1, . . . , 1) = 0 and

f(1, 0, . . . , 0) = 0.

Lemma 6 ([26]). A Boolean network x(t+1) = Lx(t) with x ∈ ∆2n and L ∈ L2n×2n , is globally stable

to δi2n for some i ∈ {1, 2, . . . , 2n}, if and only if there exists a positive integer N such that each column

of LN is equal to δi2n .

Lemma 7 ([4]). The number of branch states of an NFSR is equal to the number of starting states.

Lemma 8 ([3]). Given a stage n, the number of globally stable maximum transient NFSRs is 22
n−1−n.

3.2 Properties of feedback function and state diagram

Proposition 1. Suppose the Boolean network (10) with a state transition matrix L = δ2n [η1 η1 · · · η2n ]

is a representation of an n-stage NFSR with a feedback function f . Then the truth table of the feedback

function, [s1 s2 · · · s2n ], arranged in the reverse alphabet order, satisfies: (1) si = 1 if ηi is odd for

i ∈ {1, 2, . . . , 2n}; (2) si = 0 if ηi is even for i ∈ {1, 2, . . . , 2n}.

Proof. Note that ωi = 1 (resp. ωi = 2) in (9) uniquely corresponds to si = 1 (resp. si = 0) for any

i ∈ {1, 2, . . . , 2n}. Then the result directly follows from (9) and (12).

Theorem 1. An NFSR is locally stable if and only if the feedback function f satisfies f(0, 0, . . . , 0) =

f(1, 0, . . . , 0) = 0.

Proof. Necessity: Clearly, according to Definition 5, f(0, 0, . . . , 0) = 0 is a necessary condition for a

locally stable NFSR. For any NFSR whose feedback function f satisfies f(0, 0, . . . , 0) = 0, the state 0 has

only two possible predecessors: itself and [1 0 · · · 0]T. If the NFSR is locally stable, then there exists

some state X0 ∈ F
n
2 \ {0} such that for some integer N , gN (X0) = 0. Thus, 0 has a predecessor different

to itself. Hence, [1 0 · · · 0]T must be a predecessor of 0, which means f(1, 0, · · · , 0) = 0.

Sufficiency: f(0, 0, . . . , 0) = 0 implies that 0 is an equilibrium state of the NFSR. If f(1, 0, . . . , 0) = 0,

then [1 0 · · · 0]T is a predecessor of 0. In other words, there exists a state X0 = [1 0 · · · 0]T such that

g(X0) = 0, which implies that the NFSR is locally stable.

Ref. [3] showed that the starting state of a globally stable maximum transient NFSR is [0 0 · · · 0 1]T.

In fact, it is also a starting state of a locally stable NFSR.

Proposition 2. [0 0 · · · 0 1]T is a starting state of an n-stage locally stable NFSR.

Proof. Since the NFSR is locally stable, according to Theorem 1, we have f(0, 0, . . . , 0) = f(1, 0, . . . , 0) =

0, and thereby [1 0 · · · 0]T is a predecessor of [0 0 · · · 0]T. The two possible predecessors of the state

[0 0 · · · 0 1]T are [0 0 · · · 0]T and [1 0 · · · 0]T. If [0 0 · · · 0]T is a predecessor of [0 0 · · · 0 1]T,

then f(0, 0, . . . , 0) = 1, which is a contradiction. If [1 0 · · · 0]T is a predecessor of [0 0 · · · 0 1]T, then

[1 0 · · · 0]T has two successors, [0 0 · · · 1]T and [0 0 · · · 0]T, which is contrary to the uniqueness of

the successor of any state of an NFSR.

From [4], it can be seen that the weight of the feedback function of an n-stage globally stable NFSR

is no greater than 2n − n − 1 and all these n-stage globally stable NFSR are binomially distributed.

We will further show that the weight of the feedback function of an n-stage globally stable maximum

transient NFSR is 2n−1 − 1. Moreover, except that the 2n−1th and 2nth components of the truth table

of the feedback function are 0, the first half truth table of the feedback function is complement of the

second half.

Theorem 2. If an n-stage NFSR with a feedback function f is globally stable maximum transient, then

(1) the weight of f is 2n−1 − 1;

(2) moreover, the truth table [s1 s2 · · · s2n ] of f , arranged in the reverse alphabet order, satisfies

(i) s1 = s2n−1 = s2n = 0; (ii) si = s2n−1+i ⊕ 1 for any i ∈ {1, 2, 3, . . . , 2n−1 − 1} and any n > 2.

Proof. Let L = δ2n [η1 η2 · · · η2n ] be the state transition matrix of Boolean network representation in

a linear system of the NFSR. Then from Lemma 3, ηi, η2n−1+i ∈ {2i− 1, 2i} for any i ∈ {1, 2, . . . , 2n−1}.

According to Proposition 5 in the next subsection, for the globally stable maximum transient NFSR, we

have η1 = 2, and η2n−1 = η2n = 2n. Moreover, if n > 2, then all ηis are distinct for i = 1, 2, 3, . . . , 2n−1 −

1, 2n−1 + 1, . . . , 2n − 1. Then the result follows from Proposition 1.
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3.3 Properties of state transition matrix

Proposition 3. Let L = δ2n [η1 η2 · · · η2n ] be the state transition matrix of the Boolean network

representation in a linear system of an n-stage NFSR. Then the NFSR is locally stable if and only if

η2n−1 = η2n = 2n.

Proof. The result follows from Theorem 1 and Lemma 3.

Theorem 3. An n-stage NFSR is globally stable if and only if there exists a positive integer N 6 2n−1

such that each column of the matrix LN is equal to δ2
n

2n , where L is the state transition matrix of the

Boolean network representation (10) in a linear system of the NFSR. In particular, an n-stage NFSR is

globally stable maximum transient if and only if N = 2n − 1 is the least power such that each column of

the matrix LN is equal to δ2
n

2n .

Proof. As the equilibrium state 0 ∈ F
n
2 is uniquely corresponding to the state δ2

n

2n ∈ ∆2n , that an

n-stage NFSR is globally stable to the equilibrium state 0 is equivalent to that the n-stage NFSR is

globally stable to the state δ2
n

2n . Clearly, any state of an n-stage globally stable NFSR with one more

starting states must be shifted fewer times to reach the equilibrium state 0 than the n-stage globally

stable maximum transient NFSR. For an n-stage globally stable maximum transient NFSR, the starting

state δ2
n−1

2n (or equivalently, the state [0 · · · 0 1]T) must shift 2n− 1 times to go through all other states

and finally reaches the state δ2
n

2n (or equivalently, the state 0) and keeps staying at this state. Therefore,

N = 2n − 1 is the smallest power such that each column of LN is equal to δ2
n

2n . Then the results follow

from Lemma 6.

Assume the truth table of the feedback function f of an n-stage NFSR to be [s1, s2, . . . , s2n ], arranged

in the reverse alphabet order. Denote the structure matrix of f as Gn = δ2[ω1 ω2 · · · ω2n ]. Then

ωi = 2 − si for all i = 1, 2, . . . , 2n. Thus, according to Lemma 3, the columns of the state transition

matrix L = δ2n [η1 · · · η2n−1 η2n−1+1 · · · η2n ] satisfies

{

ηi = 2i− si, i = 1, 2, . . . , 2n−1,

η2n1+i = 2i− s2n1+i.
(15)

Define a mapping

ρ(i) = ηi, i = 1, 2, . . . , 2n. (16)

Then the state transition matrix L and the mapping ρ are a one-to-one correspondence. Moreover, for

any positive integer k, the computations of Lk from a known L are reduced to the computations of ρk

from a known ρ.

Remark 3. Theorem 3 implies that the Boolean network approach requires lower time complexity of

computations than the exhaustive search and Lyapunov direct method in [1] to determine the global

stability of an NFSR with its stage greater than 1. The reason is as follows. Assume the algebraic

normal form of the feedback function is known, denoted by f(X1, X2, . . . , Xn) =
∑2n−1

i=0 aiX
i1
1 X i2

2 · · ·X in
n ,

where ai ∈ F2 and i is the decimal number corresponding to the binary (i1, i2, . . . , in). Then the time

complexity of computing the truth table of the feedback function from its algebraic normal form is

2n[1 +
∑d

i=1 (i+ 1)( n
i
)] operations with the degree d of the feedback function. Eq. (15) shows that the

time complexity of computing the state transition matrix L from the known truth table of the feedback

function is 2n+1 operations. For any positive integer k, Lk is just a permutation of Lk−1, which is reduced

to the computation of ρk from ρk−1, where ρ is in (16). Clearly, such a computation only requires some

substitutions, but does not require any operations such as addition and multiplication. Moreover, at

most 2n − 1 iterations are required to do on ρ. Therefore, totally the time complexity of computations

for the Boolean network approach to determine the global stability of an n-stage NFSR is

Cbn = 2n+1 + 2n

[

1 +

d
∑

i=1

(i+ 1)

(

n

i

)]

(17)
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operations. However, the time complexity of computations for the exhaustive search is

Ces =
n

2
22n + n2n−1 + 2n

[

1 +

d
∑

i=1

(i+ 1)

(

n

i

)]

(18)

operations and the time complexity of computations for the Lyapunov direct method in [1] is

Cld = 22n + n22n−1 +

M
∑

j=1

2n|Sj |+M

[

n+

d
∑

i=1

(i+ 1)

(

n

i

)]

(19)

operations, where the positive integer M satisfies 1 6 M 6 2n, and |Sj | denotes the cardinality of the set

Sj that is determined by the Lyapunov function constructed therein. It is seen that Cbn is smaller than

Ces in the case of n > 1, and it is smaller than Cld for any positive integer n.

Proposition 4. Let L = δ2n [η1 η2 · · · η2n ] be the state transition matrix of the Boolean network

representation in a linear system of an n-stage NFSR. Then δ
j
2n , j ∈ {1, 2, . . . , 2n}, is a branch state if

and only if ηi = η2n−1+i = j with i = ⌈ j

2⌉.

Proof. Sufficiency: If ηi = η2n−1+i = j with i = ⌈ j
2⌉, then Lδi2n = Lδ2

n−1+i
2n = δ

j
2n , which indicates that

δ
j
2n has two predecessors, δi2n and δ2

n−1+i
2n . Hence, δj2n is a branch state.

Necessity: Assume δj2n is a branch state. According to Lemma 2, the state δj2n is uniquely corresponding

to the stateX = [X1 X2 · · · Xn]
T ∈ F

n
2 satisfying 2n−1X1+2n−2X2+· · ·+Xn = 2n−j. The state X has

two possible predecessors, [1 X1 X2 · · · Xn−1]
T and [0 X1 X2 · · · Xn−1]

T. Suppose δi2n corresponds to

the state [1 X1 X2 · · · Xn−1]
T. Then δ2

n−1+i
2n corresponds to the state [0 X1 X2 · · · Xn−1]

T. In other

words, δi2n and δ2
n−1+i

2n are the two predecessors of δj2n , which means Lδi2n = δ
j
2n and Lδ2

n−1+i
2n = δ

j
2n .

Hence, we deduce that the ith column and the (2n−1 + i)th column of L are equal to δ
j
2n , which yields

ηi = η2n−1+i = j. On the other hand, according to Lemma 2, we have

2n − j = 2n−1X1 + 2n−2X2 + · · ·+ 2Xn−1 +Xn = 2
(

2n−2X1 + 2n−3X2 + · · ·+Xn−1

)

+Xn

= 2
(

2n − 2n−1 − i
)

+Xn.

It yields 2i = j +Xn. Since Xn ∈ F2, we conclude that i = ⌈ j

2⌉.

Example 1. Consider two 3-stage NFSRs. The feedback functions are respectively as follows.

(a) f(X1, X2, X3) = X1X2 ⊕X2X3 ⊕X2 ⊕X3;

(b) f(X1, X2, X3) = X1X2X3 ⊕X1X2 ⊕X1X3 ⊕X3.

Computations show that the state transition matrices of the Boolean network representations of both

NFSRs, respectively, are:

(a) L = δ8[2 4 5 8 1 3 5 8];

(b) L = δ8[2 4 5 8 1 3 6 8].

From Proposition 4, the first NFSR has two branch states, δ58 and δ88 , while the second NFSR only has

one branch state, δ88 . Thus, according to Lemma 7, the first has two starting states, but the second has

only one starting state. It is easy to check that for the first case N = 6 is the least power such that each

column of LN is δ88 , while for the second case N = 7. According to Theorem 3, both NFSRs are globally

stale and the second is globally stable maximum transient. All those features are consistent with their

state diagrams, shown in Figure 2.

Proposition 5. Let L = δ2n [η1 η2 · · · η2n ] be the state transition matrix of Boolean network rep-

resentation in a linear system of an n-stage NFSR. If the NFSR is globally stable maximum transient,

then

(1) η1 = 2 and η2n−1 = η2n = 2n;

(2) moreover, if n > 2, then ηi and η2n−1+i are distinct and belong to the set {2i − 1, 2i} for all

i = 1, 2, 3, . . . , 2n−1 − 1.

Proof. According to Lemma 3, ηi, η2n−1+i ∈ {2i− 1, 2i} for any i = 1, 2, . . . , 2n−1. As a globally stable

NFSR must be a locally stable NFSR, according to Theorem 1 and Lemma 3, we have η2n−1 = η2n = 2n.
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Figure 2 State diagrams of two 3-stage NFSRs in Example 1. (a) The NFSR with a feedback function in case (a); (b) the

NFSR with a feedback function in case (b).
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Figure 3 State diagram of a 3-stage NFSR in Example 2.

Lemmas 3 and 5 yield η1 = 2. Then we can claim that the other ηis, i = 1, 2, . . . , 2n−1 − 1, 2n−1 +

1, . . . , 2n − 1, are distinct in the case of n > 2. Otherwise, if there exist some ηis, i ∈ {1, 2, . . . , 2n−1 −

1, 2n−1 + 1, . . . , 2n − 1}, are equal in the case of n > 2, then without loss of generality, we can assume

ηi = η2n−1+i = 2i for some i ∈ {1, 2, . . . , 2n−1 − 1, 2n−1+1, . . . , 2n − 1}. Thus, for the two states δi2n and

δ2
n−1+i

2n , we have Lδi2n = Lδ2
n−1+i

2n = δ2i2n , which implies that the state δ2i2n has two predecessors, δi2n and

δ2
n−1+i

2n . Therefore, the NFSR has a branch state δ2i2n that is different to δ2
n

2n , and it is not globally stable

maximum transient, which is in contradiction with the assumption.

The inverse of Proposition 5 is not true. It can be shown by the following example.

Example 2. Consider a 3-stage NFSR with a feedback function f = X1X2X3⊕X1X2⊕X1X3⊕X2X3.

Direct computations show that the truth table of f is [0 1 1 0 1 0 0 0]. According to Lemma 3, the state

transition matrix of its Boolean network representation in a linear system is L = δ8[2 3 5 8 1 4 6 8]. It

is easy to compute that L7 = δ8[5 1 2 8 3 8 8 8]. From Theorem 3, the NFSR is not globally stable

maximum transient. In fact, the state diagram of the NFSR is as in Figure 3, which consists of a cycle

of length 4 and a transient of length 3.

In general, we have the following result.

Proposition 6. Let L = δ2n [η1 η2 · · · η2n ] be the transition matrix of the Boolean network represen-

tation in a linear system of an n-stage NFSR. Assume

(1) η1 = 2 and η2n−1 = η2n = 2n;

(2) moreover, if n > 2, then ηi and η2n−1+i are distinct and belong to the set of {2i − 1, 2i} for all

i = 1, 2, 3, . . . , 2n−1 − 1.

Then the state diagram of the NFSR must be either of the types: (1) a transient of length 2n − 1; (2) a

transient and cycles without branch states. Moreover, the number of the possible NFSRs whose state

diagrams belong to the second type is 22
n−1−2 − 22

n−1−n in the case of n > 2.

Proof. Clearly, if n = 1, then η1 = η2 = 2, and the state diagram of the NFSR is a transient of length 1.

As η1 = 2 and η2n−1 = η2n = 2n, we conclude that δ2
n

2n (or equivalently, the state 0) is the only equilibrium

state. Since except η2n−1 = η2n = 2n, the other ηis are distinct in the case of n > 2, we deduce that

the NFSR is locally stable and η2
n−1

2n is the predecessor of δ2
n

2n . Moreover, according to Proposition 4
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and Lemma 2, δ2
n

2n is the only branch state. From Proposition 2 and Lemma 2, δ2
n−1

2n is a starting state.

Together considering Lemma 7, we deduce that δ2
n−1

2n is the only starting state. In addition, it is easy

to see that such an L satisfying above conditions totally has 22
n−1−2 possible forms in the case of n > 2.

It implies that the number of possible NFSRs is 22
n−1−2 for any n > 2, which is greater than 22

n−1−n,

the number of the globally stable maximum transient NFSRs in Lemma 8. Thus, in the case of n > 2,

besides the 22
n−1−n globally maximum transient NFSRs, there must be 22

n−1−2− 22
n−1−n NFSRs whose

state diagrams include both transient and cycles without branch states. Hence, the result follows.

Remark 4. Proposition 6 provides a method to construct all globally stable maximum transient NFSRs.

We can first design all possible state transition matrices satisfying the assumptions in Proposition 6, and

then use Theorem 3 to select the desired ones.

4 Conclusion

This paper considered the stability of nonlinear feedback shift registers, by viewing them as Boolean

networks. Globally stable nonlinear feedback shift registers as well as locally stable nonlinear feedback

shift registers were investigated. Some sufficient and necessary conditions were given for both types of

nonlinear feedback shift registers. They provide a method to construct globally (locally) stable nonlinear

feedback shift registers. They are also helpful to analyze the state diagram of a nonlinear feedback shift

register. As Boolean networks, nonlinear feedback shift registers are subject to impulsive effects and

time-delay effects, which might be interesting to be considered in the future work.
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