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Section 3

[ Model Stealing Attacks ] [ Jailbreak Attacks ]

Section 2
[ Poisoning Attacks ] [ Poisoning Attacks ]
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[ Backdoor Attacks ] [ Privacy Attacks ]

[ Adversarial Attacks ] [ Prompt Injection Attacks ]

Training Stage

[ Poisoning Attacks ]

([ Hijacking Attacks |

Section 4

[ Federated Backdoor Attacks ] [Privacy—preserving Techniques] [ Jailbreak Attacks ]
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[Privacy-preserving Techniques] [ Adversarial Attacks ] [ Fine-tuning Attacks ]
Section 5

1 (MBIRFEE) AR ST SE#4922E. ML: machine learning.

Figure 1
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(Color online) Taxonomy of attacks and defenses in AI models. ML stands for machine learning.
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