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BE FomENGAT BEFLEREARRIEAAE, X TRABROZELEN R RERELEN
IRAME, NTIHIF T &7 ReGEF . TER, ARKARZENFENZAHRENRBRP TR, —FH0
B R E AREHE W ENFERE, CRETHTNAERTEL EREET CEIRBALHEARE
BB Y, BRIET SO RIBRAAE, P AT & ol o B B B AL B 2R B Sy b L R L AT R AN
O EEEAREH BN EE XA S EEEBREAL LM, R FERERFEARE THLL
P, B %A M BUR T 5CF 898 F R 3, B8 AR 5 % Bk ok, A SR HE P ORI KL R
TR AR, B A I K B N R DUF B AR R KRNI B AT R B A RE AR 4T B
R, AXETEZENBHABAZLEBREIRET 2P U BEENRBLE I EIF, £ THRRAR LM
Diffie-Hellman F B ZIEA T €2, FHA#E T FH AR BRI T ROBLELZENE, EERATE
PEEAREE A FAR G EER T 2. W, AXTREN A RERBLZLMNAN, TELEXRANEREMLE
B EFOUARRE R RRETFRAEE 2T EH, SAFTHARBE I ENFAE L, AXHE LR
ERETHEUE, EmE AR EFRELRIRETHHE BEEY THRIEAZLWELRE aTLHERF
FWAGEE. RENFMERS, RERAEEALHREF T BEAA BB Lo, A5 AB-IPFE AL& 6 L F £,
AR T Ut W &+ 0 AB-IPFE AL, 327 REAGUM ER T RBRAMERIAAT T FH 4T
XHIR AMBHENE, BEEARBEME, 2904, BAKAMEE, BEAZK

1 5|§

FEG N T A5 T 3R LG5 B, i i i 25 454 7 R 3RAS AR B SCdis, IX 7RV S URME B
AN 3 5 rl B 51 R B AE B AL 2 XU, A, BRSO (function encryption, FE) $&H T —F Q1R 4 0 iR
P —— HALOAE T IE TR SO AT 58 A i B o s B b BE . s AL B B AL R AP AL, PR BR 250
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1360/SS1-2025-0271
Zhou Y W, Liu X X, Zhang G J, et al. Decentralized attribute-based inner product function encryption scheme under static
assumption. Sci Sin Inform, 2026, 56: 1652-1664, doi: 10.1360/SSI-2025-0271

© 2026 <<‘:F‘ ﬂ—'_?—")) ,zj—‘;’/_?'_,:\?i www.scichina.com infocn.scichina.com



BAEHEE TEMNZF:EERF 20264%F F£s56% £L7H 1653

% (inner product function encryption, IPFE) HLfil#/EN FE Ry RE=0R T T KA T, 452 724
IPFE 75 %, BUA TR 2 RET S 2N R Eomz AL 2 f15 2 5 0 5 AR S0 & ML) B4

1.1 Wk

(1) RFREMEZ. FE HH Waters 55 ) B IRSEH, HAZ R SOVFEA IR IS A6 500 (O HT 92 13RI 2
THHZR. AEA FE —M EAARSZIUE L, IPFE B m & WIS B A RS 45 8. Zhu 55 9 Wit 73T 500
JELHE) IPFE J7 %, 1277 SRAEAESH S WAEEAR B N iE ez A PEE i, Sl S0 5 B K Rt e AR E, JF3C
FREET T S0 B — % — 5 SO, SR, AR B — OO B SR A7 A B e XU, #4112 17 Sz 2 FH 47 35
(3G RIPE. R B — AR s A TR B0 () B 48 ) @, Abdalla 55 () £ Lewko 5 Waters 18 $& Hi 4% )5 & 1
BORMEZE, #y 7 Lol IPFE AL, A SR BTISCSEAUBU i 470, H 98 T RG22 MR, ),
Tseng 5 1 JF— 04t BA [ 8 % SC S B KR v Ak TPFE WLHI, FEAAE S v BT88 7 T ¥ Se il 144k,
[ s 3 - AR 2 R PR BB 58 i T T4 1) e & PEIRAE. Han 25 DO 3 7R 38 HE — AN B () 25 ik TPFE ML,
FBATIR FH ) 5E [ W26 % Diffie-Hellman (decisional bilinear Diffie-Hellman, DBDH) 1 i & A A% 48 Ak i 25 FR AR
W, MY TEE VIR 2 R IA R, T AR5 R0 2 et 5O R0 R BOE %, 8 TIPFE AL 224 9 L i
FETHRME 7oRrEgAe. S8, B IPFE LI RESE LR T S i) — X — 15 SRk, TovE SR —x 25 5 T I
HHRLIE V7 R P D Re, £ — B R BEISS T U7 RR S I, W RIS BALFR K SRR B 3 B R R
gx LRk, RAEIA 1) IPFE FLEIERFATHE . 2O 40 Kbt G TGS 07 TR I H B3 35, (B HAE4mhL
JEE7 T2 ) ) B R SR 2 T A7) 47 B O ) PR A2

XTI IPFE ML LS I3 SCARRLEE 5 o) 224 (9 B, Chen 45 1) F1 Belel 45 12 JET Lewko 4511)J&
PEFENNZE (attribute-based encryption, ABE) AL 13, 7E- & B L dit 7 @ M3 WA B EUIN % (attribute-based
inner product function encryption, AB-IPFE) ML B AR S, R IR T EN IPFE $&4E 7 4R U5 [l 4261 1)
Dhae, TR IO S BOLAE L bR B R & R 22 . ik — PR T B B, Yang 46 1] T Bethencourt
S50 ABE Bl 190 FER BN B PR H T AB-IPFE MU 10— ANBiiais, (0 22 4t R A AR 25 IR PR AR AL T 4
WEBRY. A el A, BiR AB-IPFE ML EEAG 40k 2 15 i) 42 AR 35 (AR (e R AR A 5 32 IR ) 1) R, {453 52 B
BB I T I S B AT RBNIRACIRAE RS & V23 (B A R 0N; [ B A7 AE A B o0 B ROl B S s T WG
BEJIGIHIAN R, L3 1) SO LA S AE T SRR L 2 4 A B BN S5 T THI Y 32 3] 1 .

(2) EH RN E eI, A RE S ABE WL B MERUE RO R G2 A VI B
Lewko 5 Waters 8] Z5EHE H iG] ABE HLHIEEREHESS, Wit T 2B B 228 s T, IR R
TG 77 FR AU B, 1277 Sl S 2 R B 0y bR 1R 5 U7 [ R SR, AN 98 1S e B
ERE Sy, [F R F T T SEpREE A AT, FERCRRAL T T, Ye 55 16 JET- 08N B 2 TR B I £ e
ABE HLil, ff Gt [R I 2 18 22 eV 5 ERAEA AT DR IE Ve XU 22 2 75 oK. EARE R IR, %07 B Z 245 1)
ZAMUEB IS . Zhang 55 07 JET 3B BE I THI 2 7h0 01 ABE HLI G ATELR /S 2RI G N B HoR, B3
Al 7 InEE B B iia SR RE. 1277 S 25 T ARG W HMEMEABBEUE W] 17 AH L AR 22 4 P, 88 A R4 v RO PR 1) B il
JESEBRILH 22 4 53K, Cheng 55 18] N SRARIX S 5 07 ), 4 H X HUREIG IC ¥ 25 00 ) ABE L, 1
I3 A IR A AR SR AL 2 th O R, £E IXCHRBEIAEG T R I HH B I RGeS 1 SRR, il id JEs A A X
PERE B S T 2 R LR IS, BlA 2erh O L) ABE WL B S SLELgik B U5 a3 1], (A7 7R % 505 Btk
JRIG:, Bt mI M) AR v IR 25 10 [ 9 3 TR 40 WSO8, 5 B0 KoL PR B L AR AEAR A PRI 4k, A
77 RFET AR S W M EVER GO 22 e VEIE ], XM 55 22 4 R R TT BE- 5 B0 GEAE TN 5 T80T ) R 2
i, FFEVEAE B 22 A . AR, X IPFE AL 5, 24 A0 5% 1 32t A 4I0RERE 17 v 42 i) Th BE BOBIE FL 820>,
AR/ ILE. B, 3G5E IPFE AL & M, ik 20008 58 IPFE L 25 oA A0RLEE U ] 4% 50K

(3) IPFE HlHIROH ERZME. EL WA ZIHIOHELE T B0 SR 15 ) 22 4 PR IE W 5 56 T 3 AR AL ) o A
B, Hgz Ve o I AR AR R BB A Rl o R S 07 205 1) B RS R0, T ek 3R R G A7 ik A2 v = AR AR AT 3 411
5. SR, ILSE R R G ) SE AN W] G A R A SRR AR S R T E I 5 T B e A E B A L
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P, 1915 G0 8 T 7 SEAE S B B8 v T e 7™ IR P . M 2 ) 2 O O B R AE TR 2 RE M TR UM R B 0 B
B A IR A Tl R R i 5 5, T U LR R i B A TR R e e R T e A BN L UM ER B 4 T A
Aot 8 Ja 11 BN A S A% 0 B RS S5 AL 19 25T Goldreich-Levin 5 3 200 X ABE AL 784 B A A5
N R A B AEREAT T TT. RVE N, I ST R ML BT T I R AR A AE A A R ) R A, R R
BRI X — BTV UE, JCHE TPFE il R 7 B AE AT SO R GG, HOCHIE T AR AT HGE. N TPFE AL
IR SE P, TRt FLPTH R A TPFE HL.

(4) AMRBFRME. WRIE_ L&D, B IPFE HLH WA LA SCRE R, (1) Sk & O e gk
FEVT R P, DA B2 0l IPFE HLI 79100 J8F B 3 SLBUE BARA I — X — 3 HI Dh R, B2 3 Ei 1L fm
AL E V5 )42 11, 2 2 S 50l T W R 28 L ) TSR LS A . ERARAL SR ABE AL LA in & K i ik
FEARHIRE 7, AR5 A2 F 3 1 TAEAS 5 SO TE 2 S B B SOOI AR 5 T S DhRE. (i) = s TR e M Al %
FRIZAEMRIE. AR T RN TG R AB-IPFE AL (679 10. 141 P T i 25 RUE P (B R AIE W A A4
ER el RS S BRI DA I, (B ) RERE 52 0% T R B 2k, AT g S 1) 24 4
PERI BB R B (i) =0 it 2 DR RO THE . BUA B UEE T AR A IS SO e, 2L 7R (5 B Rt
P ARGy AR R . i BT AT RN, T A RIS & 0K AB-IPFE Hlifil C 2 IPFE 45
2 AR O S L AN, AB-TPFE ML 1 Ttk 85 YRR 70 1 R SRR S K 5G0E, AR TARIRIE R D,
NFE I3 Ui BT [T A0 B, BRATTIE S it i TR P A SBE ).

BEil 1: R T RS R A £ btk ABE LB IS VA B AR P A5 B T S BB & ol
& AB-IPFE HUH? 1% ) BB S 2 1. BARSCHR [21] 32 & T S EBtiE &t ABE HL #7592,
BN TE ERES B i AB-IPFE HURIAME, 2 0m I R 84T (1) AB-IPFE LA - FA 80 i
[ A& PERUR) LR HLLK, 0 L3R ABE AL (0 Ri& I ik b A KA A SeIs 5 (2) £t AB-IPFE
WL R0 8 SR0925 75 2% R (e 4 P SR> BE LB SE B 8 170 B AR, T B3k ABE AL 75 A5 FH B ATLAE % A
TS HEAT BOR, AN 2 B R K.

B 2: BET R HAL ST SN AL X itk 2 0o B3R 12 B ARG BIPTHE R (1) AB-IPFE HLAR|? 2 ) L 2
RFIFER AR, A PN T A7 % — R WS FE M R Gt (SR AR B R ST ERAE) AR
A R/MNERZEL, AERBENLIE SRR IE R T, 2 TS 8 s B SRy 1L 9. T AB-IPFE
WL R Sk AN K SRS A5 AE B R GE RIS SR, TE i ORAT L BE AL 2501 198 RE % T 2 5 BEATL Ik RIS A 2K
SCHR [19] BEET Goldreich-Levin € B, $#2H 1 i Bh AR R ittt ABE HLHI A4 IE ik, EHIEERMN
HI%] AB-IPFE #L#i|, I8 Goldreich-Levin & B S HLAT it i S0y 10 A 42 I 502 75 A 1 B kAT A BORAE
THE, 0L AB-IPFE AU RN Sk — B K A A 1A

LR bPIR, AT ABE ML o T AR 0 2 O SRR A i D7 ik P R it R ek R BTEOAR 191 AR A
EAEN T, HEATE R NI T TS 2 et e ig 20 AB-IPFE LI & i g 2 AR At T HoR
RS AER A, A2 B AR 0021 )R e, AR B BOR BT IHI I FRH 5% 170 L, AT S0 3 T i A IR Be i & o
& AB-IPFE MU K Hth 2 22 B4k, JF28 H BRI 7 SR,

1.2 AXHEASREETE

2R, BT R RAIER) TPFE AL O S2h B A T Bl B AL PRI UK, FRAE S RE(S « BT Sl L =S5
&I R SEEANE,; SR, DA U7 RAE R GUE M S e R T T A7 AR 2 SEOCRR I AR A . 1k,
FEDIREY LR, L% At IPFE J5 G SR 4E L A S AL THE (RD—x—R3X), Sz —xth 2 p
P37 55 v AR EE D7 1) 47 41 e SR AR ML LR, A PR R0 PR05 T, 420t AB-IPFE J5 #2 IR T R4 A HIAC
WA R, RV M 4e T AFAE B8 RIR, SECLPREE N Rl R EHAT RGN R R PR, X
v AR IR AR 51 R 2 B B TSR SRR, S AR RS, BUA S W (O A BUB LA 34T
ZJR ATV R, BUE RGeS RO, HL 2 SR 7 SR T AR A W M PEAR LA Dy 22 4k S,
AR NE SR IS 22 P 5 PS8 F R 0T ) ) I O, ol AR R 2% 2 0T B BE 70 ) B 3 R 3 R il
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R FIREAIIN, A SCE T T H S WA £ 0 AB-IPFE HUEI, EETTERan T,
(1) BhAS AL Vs A 42 1) 22 4. JEd 5] NZR MRS 3L 52 (linear secret sharing scheme, LSSS) oM 85 1) %5 3
fir B SR BRAR R, SEISCRE 22 J& 1t W 1) R U 1) 45 ) WG, SRBHA% 42 77 S AR AIVRL P AL 7 T8 14 = PR
(2) AB-IPFE HLHIH) 2 oA iis i X, 78 R BN AR R N B 8 % btk AB-IPFE 0, AHECT B
i R EANEMNS: —J7 s A & 15 P I A B 7 sUSER R & & AR I SO, W BRE B R G ah Lt
RIRFIRE; T3— 77 R A 2 AL R B AR SRR T T R Gox) B iR S & B B Re /1. (3) & T
FAS R AEPE R 22 4 PEIE A R 25T DBDH WNAMEPEARBR BT AL 1 22 I T A, e id ek A At 2 44
WITESEIL RIF R 22 4PV Z. (4) 5B B T [ 2 W BT, 25T Goldreich-Levin 7€ 2, & Bl [ & Y 1
B H S5 R ST BE NI 0T B SCAE B AT R, SC3InT g M FASH 1) it B R L.

2 EahEmR

2.1 ipoEHR&MRHELE

WP FonEMES, VG A B P A TR EES, A C2P. % Be A, ®InTH B £
B, A A2 sl 5 % SCHIRUR. 75 B ¢ A, WIFRIR T4 B Z2IERAUE, TiESASHEE R, W, Ui
gEWEA I, B Be A H BC O, 4 CcA.

EX (BMAEILETTR) LSSS A HRIES P h 2 2T s € Z; BT5E. BE s (E RN
B oo £z RS ERITILE, Hb v = (5,70, 1) T WIEILERE s B0 — 1 ABENUE 1o, -+ 1y € Z5
FREILZAERE M A 1 ATA n B, 17 M; 58 p(i) MHKREE, Kb p: {1,2,--- )1} — P 2 — A m B
PRAL. BN BRI N HEON N = Moo, Hoh MG 2 MORIES AT, 55 0 M BTGB YE p(i). FRALE
W {ci ez i€ L}, Horb Iy 5] M KT AEMHRBUEE ACP FHSE5ETEMATLED s =3, ¢\
HIFE s, [ERARBAE U ¢ P HINS5E TEMTIEFRBRTHE s FEMHRER.

2.2 [FEMEMRIE

W G Gy RPN NEE ¢ MIREIEIREE, g & G P DNERTT, e : G x G — Gp &N L.

EX2 (WKL Diffie-Hellman 1% 22) @t (g,9% 6% ¢, T), HH a,b,c € Z; RN
[, FlE T REET e(g,9)%c. ERMRL AR HEE A BIGZH E M RS SCh AdvEPPH =
|Pr [A(g,9% 9", 9% e(g,9)*°) = 1] — Pr[A(g,9% ¢*, g%, R) = 1]| < e, et R 2N Gr PEISBEHUEIFI TR,
J& AT 2N .

2.3 Goldreich-Levin EIE

1 (Goldreich-Levin EEE 201) & ¢ R&—NKEH, H RHMRL GF (q) M—ATFH. 8 LR U 2
[ HY = 0,1} fFEIEI 2 « H s« GF(q)", W y = f(2). WRAFAERERZ TR ¢ WX 52 D
#73 Pr[D (y, s, (z,8) = 1] — Pr[D (y, s,u) = 1]| = ¢ KL (Hr uepGF (q) Fl £ = (3logq)"/®), WIAELE R 28
U {EIIE] ¢ =t - poly (¢, |H|,1/e) WHTF Pr[z « H' .,y + f(2): U(y) =z] > ﬁ AT

3 EHMERIEMEE AR R BN LS

KA FE Rt AB-IPFE HUEIEIE AL E X, IERTE M 22 a8y Bt itk J7 ik, A
RN BUBA A% H] — AN B 1.
3.1 FERUENX

FME ) AB-IPFE HUHIH Rk 5 ANEEA R, BARBGR IR,
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(1) £/ (GlobalSetup). N LZEZE k MISCREMI BRI M HETE L wnae, RBUSITHIEM T E
X @6 AU FE RS GID, RS G = (¢,G,Gr,g.e) VARMEARE H : GID X [wina) — G. &
& RV SR AT & RBH GP = (G, H,GID). Z5iEFER RN GP « GSetup(1%, Winay). SHIETE
T REES R wIiaA, JEAE e R A FhH.

(2) BEMIIEL (AuthoritySetup). HIANZJHSE GP FEMWRUB v € AU, WG EERHBAUB A Y PK,
58 MSK,. ZHEFEHERRAN (PK,, MSK,) < ASetup(GP,u).

(3) BEHREM (KeyGen). FHERBEEDAERZH GP. HFAMER S GID € GID MUEFAH MSK,
FgE A& £ ORI, B P RAVH SKarp... ZEIENERINA SKaip.. + KeyGen(GP, GID, MSK,, f).

(4) 1NZZ (Encryption). M#EH LA RS GP BUBAH {PKM}\ HEME de M (HAP M FBRHBELER
S AT SN o = (M, p) MEIN, HHUNE S OT. SSIEREAN CT « Enc (GP{PK.},d0).

(5) #B28 (Decryption). S HILELIESL OT & /Z4 GP FH PR {SKGIDW} NN, B s gk R
(f,d). FEESFERTA (f,d) + Dec (GP, cr, {SKGID’U}).

3.2 IE#tE
Edu0fb AB-IPFE #lill II = (GSetup, ASetup, KeyGen, Enc, Dec) ¥ TN ZESH v € N AIVEE R E
d € M, fFAE—A1] Z0E R L negl(r), 175 NiA K R AL
GP « GSetup(1%, wmas):
(PK,, MSK,) < ASetup(GP,u);
Pr|(f,d) =1 SKarp.u < KeyGen(GP,GID, MSKy, f); | > 1 — negl(x),
o1 « Enc (GP,{PK,}.d.v);

t ¢ Dec (GP,CT,{SKarpu}); |

oAt H P S HA R B 1 BUBEE S Attr, B (Attr) = 1 0L, KR P IIAHT RS EEES Attr
W2 B SCHR LR UG I SREE o = (M, p).

3.3 TEEH

WA N AR L U (RIS, NIE £ Rl AB-IPFE #LHITEIE SR B SCIE (chosen-plaintext attacks,
CPA) NG ek, A T HEkE ¢ 5T A 251058 5 Uik

EREMEK. HERESE v FISCRRI LSSS 1 v SEWS 1R 55 KFEBE 58 B winae, PR C @23 H] AU,
HPAT 2R VILEWE L GSetup(1%, wina,) MR ZH GP, IHHLIRFISHTF A &5, WF A B Py
] SEME o* = (M*, p*) Pkl C.

BRMSE. fEERVIENE, BT A PHEFBCEE THUR v, FRBERE ¢ AT XL v HAH
PK,. ZH L 1 I SEIR I b BT R i i SRS B AR o IFAHAE B BIAE A ST ) 22 A B2 v
T T T A RIS 8 MRS FA B N e

MYEZ—. TEULI B, BT A &M PR AT Tl ), (HETE A ) in) i FAEH 10 & P AR SR AR/ S 1 v 2.
JSC PR J 1 B A AN BRI A2 PRk 17 ) SR o~

(1) BB ASRREGANG). T A $E0 TR u I AHSEIOA ], PR ¢ PATBUBIIE R ASetup(G P,
u) EHAUR A PK, MBI A PK, REIZGETF A

(2) FASAIRBIAE]. T A I —0TF (GID,w) MAHIREOE R, PR ¢ PATHE A B LA R
A SKerp .. FAHRINRE SKarp . IRFIGHTF A
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PRERNER. BUT A 1A C BRI SR B E {do, d1}. BhilE C BEHLESE v « {0,1} Ja, PATINEH
R BB A {PKu}‘ TR dy APk SRR o Ak S o B JE, C R ST oT R R4
WP A

BrEg—. ZM BeS B —28M, BF A SE RV BT AUB A AR BUR 1], (HET A WS R R
PEANA S S BB 1 2L RS Jes PR A A AN BE i A Pl 17 S o~

B E. 8T A S BENUEL v BSEI . 5 =, Wk ¢ M <1, FRoRECT A R
RAE.

FE_ LR, BT A SRIERIILH 2 LY Adva(k) = |Pr[A wins] — §
(e PR A AN BE T A PR TT 1) 3R % = (M, p*).

EX3 (FH04b AB-IPFE HLHI1 CPA Z4tE) X TAER MR 2 T [AIECT A, 35 HAE Bk
SRMERIIL AR AT ZIEH), BIFT Adva (k) < negl(k), IBAAHRNI 2510046 AB-IPFE Bl BA CPA %41k

, e ECF R RV JE R T K

4 AKXHE

AAHE TR HA SR I & At AB-IPFE ML AR ARHIE, JF A0 M0y S 10 IR sk & 22 4 PEE
ibury

4.1 EBiFHE

(1) £B#IR1L (GlobalSetup). 45 5%E %4Z % k A1 AB-IPFE HLHIFTAESZH7 1 LSSS HFE M K 5 wimae =
Winas (). 2 JRRIIEL B2 B MEAS 0] AU, FBAT R VEREAE RS G(k) LR N E S ¢ MR G =
(¢,G,Gr,g,e), FoHh g JE Bt G WARUT. HAh, BIEWE AR S 250 GID MWEFRE H : GID X [Wimes) — G
WFFFH (GID, i) € GID X [wyas] MR G HIIICE. BJ5, ZRVIGHEEAT /RS GP = (@, H, gzp).

Kb, GlobalSetup XA/ | AB-IPFE ALl & Sk L AR SE M) . WA i 85 A T2 40

(2) BEHE (AuthoritySetup). 445 )RS H GP FI— MRUBGE B 8 w € AU, BUBHITH B35 B
WU v, Yu2s 3 Yuswman < Lo FEE HFEAH R A PHAIRL B

PEy = (e(gag)auvgyu’Qv t ,gyu,,wmam)7 MSK, = (au7 Yu,2, " 7yu,wmam>'

R, 25 H O A R A T AR LAE S8 AU BT 5E S AR AR R, AT T O JE MU
ARG AR R E AR ERH.

(3) BMZRER (KeyGen). HHAERFLEUARSH GP. WA R H. AR S% GID € GID.
BUBFVH MSK, FUBEFE £ = (fi, f2, . fa) TERFIN. BUR v HHFP GID £RHFH SKaip,u =

g wE ™ e H(GID || §)"™ Bs, itk PR SKarp,u Fb, i Mn SMRURIIR £ 095 RAKE.
JRERUBN SR GID BIFL P AT IR o R PEALS.

(4) MNZ (Encryption). MMEHEHELELUARZEH GP. WMARE H. HEWE d = (di,do, -+ ,dp) € M\ Vi
FIE o = (M, p) FRURAS] { PR, | 1ENSOEIHIN, St Mo, = (M1, MZ)T e Ztxumes |
Pl — ue AU WAL p HHIFE M T SHUBRE, BB R LB S SR MR —AT K. Sk
EHEBEHLEL 71, - 1 = L5 0 = (2,00, 0u,,,,) = ZYmes, R @ = (22, 200,,,,)  ZYmee™! (AHAER v
FOAE PRI BERLEE = MEAT RRAESE 5L, ARG AR S 12 7 1] S0 0 P/ B s AR T o PR TR
ik, (UM P GID BRI, 4 Bl a6 0 <07 R e T (LI T %, o (A v
fERIIERIE), 5

Vi € [n] : CO,i - e(gag)ze(gvg)di?
Vie[l]: Cr; = elg,9)™ (g, g)* ", Coy=g",
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Vi € [é],] c {2’ . wmax} 032] = gyp(z)ﬂ” gM RET

w&Ja, St CT = ((M £);{Co.i}iein) {C1i il {CQi}i€[€]7{C3yi7j}i€[€],j6{2,~-~,Uhnam})'

(5) #R%% (Decryption). fif% ﬁ%uéﬁ%ﬁGPwmﬂl%¢=umm\%ﬁﬁ%{w@m#}u&%i
CT VENEERRAN, Hrp Ui 5 © = (M, p) T M € Zmes B p 2 [0) — w S IaMGE, PLEO BT f:
Al%ﬁ%?%%%%{waM@kIS%%Igw}m%(uyu(DKEE%%%%&?W¢&M%%
U, it L A, AR AR {0 6 (10,0 ,0) = o, M & pli) A i € T IKNTRUR, R
Hoe(g, 9)(H) W

0;

fr Wmaz ] i\j
e(g,9)F = H cx H [eep) Cili - 11257 e(H(GID | ), Cs.i.5)
0,k e(SKarp,p(iy; C2,i)

ken] i€l
4.2 IF
PSR IE B RS Attr 39 A N LV ) SEIE o, WA 300 R 20 IR IE A AR 25 H AR S

Wmax . 0;
H er[n O{kz ’ H‘:z e(H(GID H J),C3,i,j)
e(SKarp,p(iys C2,4)

iel L

1] e(g, g)-<" € i [1;75" e(H(GL g7 )e(H(GID || 5), gMii®r)
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L e § [1;25" e(H
) 0
> oM Umes _
=11 |e(g, 9y I eH@ID | j), gy
el | j=2
) fk 0, M, | Wrmaz REF—A H(GID||j) #HEER 4 #8
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=[1Ie(g. 9" [T T e(H(GID || j),g)0 5575 | = i F ikt e, AR S BUARHL A& W
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=e(g, g)'<" re [ etH(@ID | j).9)% =e(g,g) *<M
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IT cii=11 (6(9,9) e(9,9) ) =e(g.9) " I ] elg,0)
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0
[1 Cf% TV e(H(GID|5),Csi5)
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4.3 REMIERR

EE2 WRAERT A B LA ZES LS e 782 WU ] Y SOk 2046 AB-IPFE ALY
CPA &k, M AFAERIRE C RELAATT ZIEHIILH e Tk DBDH W HEE ] L

T R A R, EACAS P12 o s B BRI FR, 3 0L 58 B R D

1) https://github.com/Honeyme291 /static, #5 M EEFEL T AN AT P48 1 5 K S BRI ), 1§BE &R zyw@snnu.edu.cn.
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* 1 SHWAEXSREOMREILL.

Table 1 Performance comparison with existing related schemes.

Scheme Large universe Collusion resistance Fine-grained access control Decentralization Security assumption
Tseng et al. [ - v X v Non-static assumption
Han et al. [10] - v X v Static assumption
Yang et al. [14] X X v X Non-static assumption

Our construction v v v v Static assumption

*® 2 SHNAXEREITERERILL.

Table 2 Computational efficiency comparison with existing related schemes.

Scheme GlobalSetup AuthoritySetup KeyGen Encryption Decryption
Tseng et al. [ o(1) One)|G| One)|G| O(n)|Gr| + O(n20)|G| O(ne)|Gr|
Han et al. [1°] o(1) O(nt)|Gr| O(n)|G| O(nf)|Gr| O(nt)|Gr|
Yang et al. ['4] - 0(n?)|G] O(3n + 20)|G| O(nl)|Gr| + O(2n)|G] O(n + 60)|Gr|

Our construction o(1) O0)|G| O(n+0)|G| O(n)|Gr| + O(nf)|G| O(nb)|Gr|

4.4 MEEELRRHEEN

AR BT K 2 0k AB-IPFE AL S HARAR DG T 28 1010140 dh47 D e A0 TH SRR PRGNS B, DAIER
AL T5 S e B T B SE R g 5 N FH AR K

(1) MERESHT. AR TT RS IA M IE 01014 BT 2R 1022 @ Y SRS RUBAT LU, R A sk 1 B
N, Hor, o FORMRMIE RS ML IVERE; “x FORAH R IEA R AHRIPERE; " FoRMHRIIE R EET &
Py FEBRG ARSI, NAFAE B RIS, 3R 1 A, Tseng %5 ) 55 Han 45 101 (107 RESZIL & 0L 484, 0
e Z A0 P U7 1 4 ML, A7 7E SRR 1] KUK Je 22 4= Ba . Yang 45 D41 [ 77 22 B3I NAHDRLBE U5 il 2 1, (H R
HARBIEES Z AR, R A RN & R BT RE BV, 3R EH THEITH. LA, Tseng
500 5 Yang & M 107 IR TS 2 Y, M DAHRIECT 32 H 0 50 10 O8O G Bt MREGRT &, A
SR A AB-IPFE ALHIAE SCRE R & S e 5 70 An U8 B R, 2 T3 e MR SR Bl 1 522
i/

(2) THEMENBIR . AT H 77 % 5 A7 AT THRE R B /el B, 45 Rk 2
iR, Kb n 2580 EKE, ¢ RRURKNEE, |G £2FEHEEER ¢ LN, T |Gr| 82 ER
Gr LIS, BARYE, 7 AB-IPFE AL ¢ 2 U5 7] SEng by il FE B 14T 4, 72 2 OB B 4 % TPFE Bl
0 oA AR R s S A B D U < SRR SRR S T O BB R A R A IR A SR AL
BRAIAEACRT B, B ANEL & 2 B ARt . T R R R A RS RS M G Mma A e H AR, To
KRG EITHY, SN RS AR E N O(1). HE& 2 WH, A7 RAEBUBATAA AN 1A sl Bty i 1) 52 2% 0 )
N OW0)|G| B O(n+ £)|G| T Tseng % ¥ Al Han % 10 Frg 7 R O(n?)|G], O(nd)|G| LLK O(nl)|Gr.
P AE I 7] 52 % BRI AT BRI [ R GEAESNASY TSm0 S 7 S 45 ' o 2, DAy Ay 2 P AF 46 1)K
PRI A BUBAR RARME T BIR SCHE. fEINE S5 ROR 4L, A0T7 R 534 IPFE HLi R4 — 3. FREHTE
tH, Yang Z5177 % 14 BN R AR 50 R BAT BRI TSR0, (B i O BRI BE S BB B R SR U R
Kr, FLAEJE MEERYEE Y TR T I B HAT RGN, SBOTEITH BV K. BN, A0 BAEYE
FRAR T I 2o d 0ok 77 58 10100 S B0 34 ) [RI I, e s B3 s 4 bar P8 U7 il s R WL, SR8 T 2 e 5 m 9 e
P FR AT, A AR R RIS 73 A 20N FH 7 55 o B HL S B 8 A1

(3) I EREAMEILLE. NIUEA ST RAEZ MR THEIRS T FISEFR2RE, 24T PBC (pairing-based cryptog-
raphy) Z A0 AT HSLI-F &, TEWREIRIT R AR bSR3 R 1Y 77 R BRIl 7 R ) 4 AR e
N 10, RIGHRRPEA A AEIN 10 ZhSP R H] 100, 73 I PFASG S22 W B 52088 BE @ M B K AR A L.
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SUCCESS - Decryption matches expected result!
=== Number of attributes: 60, Vector size: 10 ===

Global Setup Time: 0.00 ms beMSemp
5001 —=— Authority Setup

—=— KeyGen

Authority Setup Time (for 60 authorities): 32.00 ms
Key Generation Time (for 60 keys): 111.00 ms
Encryption Time: 81.00 ms

Decryption Time: 113.00 ms

Total Time: 337.00 ms

4001 —— Encryption
—+— Decryption
300 —— Total Time

SUCCESS - Decryption matches expected result!

=== Number of attributes: 70, Vector size: 10 ===
Global Setup Time: 0.00 ms

Authority Setup Time (for 70 authorities): 47.00 ms

The Computational Time(ms)

Key Generation Time (for 70 keys): 131.00 ms 0

Encryption Time: 81.00 ms 20 40 60 80 100
Decryption Time: 128.00 ms The Number of Attributes in the Transmitted Data

Total Time: 387.00 ms

1 HEFRIFESR PBC ERBHMITER. 2 (MEMEE) BRZRAETEEBESHFRITEH

Figure 1 Execution results on PBC library in resource- $HIB) X A,

constrained environments. Figure 2 (Color online) Time cost of the scheme with increasing

attributes in resource-constrained environments.

G AE R (W 1 FR), 2RI BOR WA ST (<0.005 ms), PR K RAA FEE R M0 4 208
EFE R, MEME Y RE 70 458, AL AB-IPFE HL 8k iz SRR D AT 4EFE7E 400 ms RN, J&
L RAFRTATy etk 9l AR SIERIE HACR %, ASCR &M B7R 7 ik s R Ve 5kt 55
RERIIREW. il 2 forR, SR TEREEE FE A 100 4R, 255 A I (BT822 ™ K8 BRAE T 200 ms . (EARIER
e, S TR B A DT A R K R B R VR 2k 3 K IR KR A AP AR RS . X — B S RAVURE [
T BT, SR AR (I (] 5 2% R AL IR, O R G IS A v B AT AT PR A T SRR
g5, TSR EE R I, AT A AR AT,

5 PuittErEG0t AB-IPFE #ll

b DR SEA S P S et o ¥ 8 Bl 35 AR 5 B U5 U2 AF (e, AL Grdt T B R A R
i 2 R O R DU B R IR YE. R BRI 7T SR R 8 AN — 2ok, HEZh 1l S w22 AT e v X
RIS, HAZ O HARAE TR RERS HRAEN R 70 2 D1ME Rt Bk B S Ph sk & Lk & rhavfb AB-IPFE Bl AR %
R 5 Bk (e 7, I8 A AEAFAE M 58 IO PR BT vh R R UCTCVER s & H I AR 22 4. Jyidt— B 1455 AB-IPFE
WU S A, AR AE IR IE I HE A _E 32 HTillt & i) 2% thv i AB-IPFE HL H BAR K.

5.1 EBiktiE

H 305 Rl A1, Goldreich-Levin g 8 B SRONE5 S09% 75 0 S P A 1) 2 1 P9 AR SRABLE B4 Re 32 AL 4l B A\ A58
BRI R 2 2, AT AE ESCE Ok AB-IPFE LI R b, B SUm e Sk g5, 00 2 FIRER. #L
AT (AuthoritySetup) FlE 2 EHE A (KeyGen) Bk 528 4 471 AB-IPFE HLUEIA ), ILALARFHEER.

(1) £F#ME (GlobalSetup). %A %44 k, AB-IPFE ML T g LRI LSSS HiFE M B K TESE winae =
Winas (k) PLEIRKATHL € = (3logq)™/® (¢ WBUE M EH 1 #58). SRWIUGEEE SUBTER A AU, IFEITI
LRPEREAE LAY G(k) I NS ¢ IR IERE G = (¢, G, Gr, g,e), Hi g 28 G BEMTT. Ak, HkE
2R3 8] GID MG REL H : GID X [Winaa) = G ¥FH75 (GID, i) € GID X [wyas) M E] G HTTE.
HUR, & RYIASEE AT AR B4 GP = (G, H,9ID).

(2) BUBAHTUGAY. (AuthoritySetup). 25 7€ & RS G P M—MEUBUE € 8 e € AU, BUBHTIE %% HUBEAL
B, Yu,2, Yu2  Yujwpmas Lo FEET ARG HIBUE A PIAAL P

PK, = (gau’gyu,Q’ .. 7gyu,wmaz)’ MSK, = (Oém Yu2, - 7yu’w"m).

2) https://github.com/Honeyme291/DE-AB-IPFE.
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(2) A% (Encryption). IN# AU ARSH GP e R H M E M E d € M. LSSS Vi1 5Kl o = (M, p)

T
RRAY] { Py | ENSEERTN, A Mo, = (My, My) € Zg<ome Hopi[0] » u e A B
TR p A RE MOIAT S RURCEE, B —ABUR SRS SR MO AT SR SRR - « 22,

4 4 maz—1 — maz—1 & —
Ty 3 Tp 4= Ly S1,000 380 & Lgy V2,0 Ve, & Ly Mz = (mg,---,xu,mm> — Zy , W v =

(271}27 e 7Uw’maz>’ #‘L"‘ﬁ

4
Vi € [n] : Coi = e(g,9)" H (g, 9) 3%,

Viell]:Ci;=elg,9)” p“)s"’M""ve(gvg)%“)“, Coi=9g",
Vi e M]a] S {27 e awmaw} : C3,i,j = gypu)’jmgMi’jxj'

)5, FiEHH %L OT = ((M70)7 {Co,itiem) {Crities 1C2,i bicles {0371‘7]‘}726[@],]‘6{2,“_7wmam}>_
(3) #&% (Decryption). fRRFHELELNERISE GP. ViM NS ¢ = (M, p)~ 7 FAEH {SKGID7U} DL 3 S
CT TENEZRIEN, R Ui RS = (M, p) ' M < ngwmw H op: 0] — w M, DL R T4 R
M Eg?fﬁ'(J%%Engulfﬂ {SKGIDJ’@')}AGI 5%%[ IC [E] ﬁﬂ% (1707.. ) If Jbb1TE’JEH€E‘Z IETJE'j’ W\Uﬁﬁ%%
e, ity L0, AEE— A {0} B (L0, 0) = Xe, 0iMi % p(i) B € T IIXERTBUR, BT ik
TR e(g,g)( @)
e(g,9) " = ] Cgkk/H lnke  Of - T1s™ e(H(GID || ), Cagi )

0;

e(SKarp,p(iys C2,)

k€e[n] el
5.2 1EFfME
A F P B BT 6T G () MR BR T RS A D% ST U ) SR, U e 4 1 0 SR A%t TE A ) N ARV :

[ Wmaz . 0;
11 e CF% - TImew e(H(GID || 5), Csi 5)
ier | e(SKaip,piy, C2,i)

- 9
QAp(i)Si fr-M;-v X frosmT w ' __ ' - i
I7 | B ™ g T e o H(GLD g T H(GID | ), 6

i P Wmaz S
L W“/H] 1 o 3
_ .
apiysi 2 fr-Miw Wmaz ;
:H e(g,9) PR & H e(H(GID || 7), )M,]zj}
iel | P
Fp(i)Si > fr-0iM;-v Wmaz -
:He(g7g) N ke[n] H ]‘_[6 GID ” ] 0 M; jx;
el s ieT
2 X frapiysifiM;v Ymaw ) 3 0iM; jaj z 3 ap(i)si Z fr
:6(97 g)leI ke(n] H 6(H(GID || J)7g)zej _ €(g,g) = Py
Jj=2
d n (d, f) f
IIcs=1I (He(g g)*“r%e(g, g)* ) —e(9,9)@ 7 TT TJ elg. g)7rrif
ke[n] ke[n] Ni=1 al L
z 3 apysi 2 Sk
:6(g7 g)<d7 f>e(g7 g) i€[e] ke

Hrp SO Mv==z A > 0:M; jr; = 0.
i€l '
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5.3 &M

T3 HAAEMTF A BB LA T 2SR e 75 2 T (] Py Bt F R Pt #& i1 - H 04k AB-TPFE #1
Hil1 CPA 224, IAAFTERRERE C RELMHFIRILHS vk DBDH R 34 1] 3.

R, IR T R AR R e 2 (U7 VER AR — L 0T HuM R R B, VE WLSCHER [19] IR
IR, 5T P IE B SRR AR ABA T, AR SORT AN PR

5.4 utEMES

FERH B AR, B 5 T U ) o 5 e BRI RE ), IX SRR B E T FAEH sk Jia 22 B o Kt S
f(sk) AT HT-07 AR E AR BR st (EASE R 2, RIME LSS R B0t 55 11045 B 218 2IME B0 J2 1 10 i it s )
{8, Beti A TCEM f(sk) WHERHA 0 m BV sk, AN 101G E SRR 1% AB-IPFE HLE 755 B4
AHEZE T B AR I 2 22, e B 1 WIS TR BRI GF(g) ERIWRANKEE N ¢ B 2 Ml s, AL
— AN Z IR AN X 328 D BeAIAST] ZHE IR X 3 LR AN TTd: (y, 8, (2,8) 5 (y,s,u), K y= f(z) H
u € GF(q) N¥AMNIAE &, B AAEE— D iES, Gee LLAN AT 288 LA SO R 2L f Rl B AR (2, 8)
FFEHE « °T AIEECVART f(z) B s BITTHE NHEX 20, WIEIREREL £ ISR Le 3 v SR UM S, AT A& S B
. #E—BUF, Xopds D fECMBE = KltEE S y FMABaE s BRI T, APUE (2, s) X T HAKR LS
SIBENLIY. 7E_ g i EEa b, JRATATE 2 — A RRSHEBINE s = (s1,802, -, 80) DATFES, WEME
(z,s) [FIFES GF (q) ERIBISIBEHUE —ANAT X 73 1.

T Bk AB-IPFE L, BF A vl 2 2 AR it 85 W 10 3R 45 7 0 T B IS S XM NAE sk =
{SKucrptues FIERE R f (sk), T sk B0 BRAHRUR VRV EFA o = (0,10, apa)s 5 p(0)),
PR A IR RS TR TN R AR EAY o FEER f(a). —BIER T, EEE f(o) 1
RAFLIEINET A AE FIREAR IR MERIIL S, BRI E515 BANRZ M s B vb Bt B SO A (5 76 2= 1 Bl
U, LS ERPAMMEE R F (o) XA TR SR Hle e(g, )% FIRANLIE R A 720 1.
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ASCHE T PritF % 0t AB-TIPFE AU, JE PR M 1 1% 07 SR oty i R A SR 2
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giig R, B LR FURRAFEAE TR AN Z. (1) DUAR] T CPA 224l BTGl R BEIREUE SCE &, ik



BAEHEE TEMNF:EERF 20264 F£s565 £L7H 1663
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B R A K £ H0 4k AB-IPFE HL).

SEH

1

10

11

12

13

14

15

16

17

18

19

20

21
22

Wang J, Zhou Y, Zhu Y, et al. Bidirectional identity-based inner-product functional re-encryption in vaccine data sharing. IEEE
Trans Cloud Comput, 2025, 13: 617-628

Zhang M, He C, Shen G. Identity-based key verifiable inner product functional encryption scheme. In: Proceedings of Blockchain
Technology and Emerging Applications, 2024. 3-22

Song G, Deng Y, Huang Q, et al. Hierarchical identity-based inner product functional encryption. Inf Sci, 2021, 573: 332-344
Belel A, Dutta R, Mukhopadhyay S. Hierarchical identity-based inner product functional encryption for unbounded hierarchical
depth. In: Proceedings of Stabilization, Safety, and Security of Distributed Systems, 2023. 274288

Rouselakis Y, Waters B. Efficient statically-secure large-universe multi-authority attribute-based encryption. In: Proceedings of
Financial Cryptography and Data Security, 2015. 315-332

Zhu Y, Zhou Y, Wang J, et al. Revocable-hierarchical-identity-based inner product function encryption in smart healthcare.
IEEE Internet Things J, 2025, 12: 15319-15332

Abdalla M, Benhamouda F, Kohlweiss M, et al. Decentralizing inner-product functional encryption. In: Proceedings of Public-
Key Cryptography, 2019. 128-157

Lewko A, Waters B. Decentralizing attribute-based encryption. In: Proceedings of Advances in Cryptology—EUROCRYPT 2011,
2011. 568-588

Tseng Y F, Gao S J. Decentralized inner-product encryption with constant-size ciphertext. Appl Sci, 2022, 12: 636

Han J, Chen L, Hu A, et al. Privacy-preserving decentralized functional encryption for inner product. IEEE Trans Dependable
Secure Comput, 2024, 21: 1680-1694

Chen Y, Zhang L, Yiu S M. Practical attribute based inner product functional encryption from simple assumptions. Cryptology
ePrint Archive, 2019. https://eprint.iacr.org/2019/846

Belel A, Dutta R. Attribute-based inner product functional encryption in key-policy setting from pairing. In: Proceedings of
Advances in Information and Computer Security, 2024. 101-121

Lewko A, Okamoto T, Sahai A, et al. Fully secure functional encryption: attribute-based encryption and (hierarchical) inner
product encryption. In: Proceedings of Advances in Cryptology—EUROCRYPT 2010, 2010. 62-91

Yang H, Peng C. CP-IPFE: ciphertext-policy based inner product functional encryption. IEEE Trans Inform Forensic Secur,
2024, 19: 5419-5433

Bethencourt J, Sahai A, Waters B. Ciphertext-policy attribute-based encryption. In: Proceedings of 2007 IEEE Symposium on
Security and Privacy, 2007. 321-334

Ye Y, Zhang L, You W, et al. Secure decentralized access control policy for data sharing in smart grid. In: Proceedings of IEEE
Conference on Computer Communications Workshops (INFOCOM WKSHPS), 2021. 1-6

Zhang L, Zhang T, Wu Q, et al. Secure decentralized attribute-based sharing of personal health records with blockchain. IEEE
Internet Things J, 2022, 9: 12482-12496

Cheng H, Lo S L, Lu J. A blockchain-enabled decentralized access control scheme using multi-authority attribute-based encryption
for edge-assisted Internet of Things. Internet Things, 2024, 26: 101220

Zhou Y W, Xu R, Qiao Z R, et al. Leakage-resilient attribute-based encryption scheme with large universe. Sci Sin Inform,
2024, 54: 2761-2777 [AEZH, R, FrTw, & KFEREMES WP S BRG], hERE FREREE, 2024, 54:
2761-2777]

Dodis Y, Goldwasser S, Kalai Y T, et al. Public-key encryption schemes with auxiliary inputs. In: Proceedings of Theory of
Cryptography, 2010. 361-381

Datta P, Komargodski I, Waters B. Decentralized multi-authority ABE for NC' from BDH. J Cryptol, 2023, 36: 6

Qiao Z, Zhu Y, Zhou Y, et al. A continuous leakage-resilient CCA secure identity-based key encapsulation mechanism in the
standard model. J Syst Architecture, 2025, 162: 103388



BAEHEE TEMNF:EERF 20264%F F£s565 £L7H 1664

Decentralized attribute-based inner product function encryption
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Abstract In traditional cryptographic systems, data must undergo decryption to access its original form. This
methodology fails to ensure sufficient privacy preservation for raw information in sensitive scenarios, consequently
compromising the practical applicability of conventional encryption mechanisms. Recent advancements in cryptographic
primitives have introduced inner product functional encryption (IPFE) to enable simultaneous computation of inner
products and preservation of data confidentiality through direct ciphertext operations, eliminating decryption requirements.
However, identity-based IPFE implementations exhibit limitations in achieving fine-grained access control for ciphertext.
Meanwhile, attribute-based IPFE constructions over prime-order groups predominantly depend on non-static assumptions
for security proofs. Although such assumptions theoretically maintain resistance against standard adversarial attacks, their
dependence on quantifying adversarial queries introduces vulnerabilities to specialized attack vectors, and existing frameworks
predominantly employ centralized authority structures for generating global cryptographic keys, creating single points of
failure in attribute management systems and inherent scalability constraints. Therefore, this paper proposes a decentralized
attribute-based IPFE (AB-IPFE) scheme constructed over prime-order groups under static assumptions to address the above
limitations. The security is proved based on the Decisional Bilinear Diffie-Hellman assumption, eliminating dependency
on non-static assumptions and substantially strengthening the security foundation of AB-IPFE systems. Comparative
performance evaluations demonstrate superior operational efficiency compared to existing IPFE implementations and are
advantageous for resource-constrained IoT deployments. Notably, cryptographic schemes proven secure in idealized models
frequently succumb to practical vulnerabilities through implementation attacks. To further address this discrepancy, we
develop a leakage-resilient variant of our decentralized AB-IPFE scheme.

Keywords inner product function encryption, attributed-based inner product encryption, decentralization, static hardness
assumption, leakage resilience



