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REWARRATRFERBEFOEERNET R T TR IR, AARENT Rtz ek, B7EAR
HERNBRENHEEDHET 27%. Flt, AXRENFRTRABUE T EE~E LR L+ 0N
R JE.
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/Ciphertext O\ ( Private key @ 1 ( Private key @ W ( Private key @ W

{Doctor | | Math | Part-timﬂ beacheﬂComputer}{Lecturer}

Master| | CS_ [Full-time|

/OR\ o I [ — — ‘;

Teacher AND —>I Decrypt :
Doctor CS . . : . .
Decryption failure Decryption failure Decryption success
-

B 1 (MERFE) BRI B EMERSE.
Figure 1 (Color online) System diagram of CP-ABE.

el St a, (H DN 3 I R 7 EEAATUE SRR B A 14 & 58 OB s, AR e IS T DLAR %5 O 1E
VRS B SCEH . SR, AT o0 A Tt S, 0 8 AT i DATE R 46 A B BORS 1 T 35 AR 4R 7 K
WS RR, FEOXTT ALK BT HAAEA L. JBYEEEME (attribute-based encryption, ABE) & —FfiJk
TIRVER AP R RGRE, FT LASEI 22 F P H5ahs RS 1 R0 22 4 Uy I P2 ). 0 800 Vg ) SR MR N R BAA AN F], J
PRI N8 53 S SO IS @ M IN%E (ciphertext-policy ABE, CP-ABE) Fl1% 81 50 J& 1 3£ %% (key-policy ABE
KP-ABE) P, #£ KP-ABE 1, % & KHdE 5SR-S (B1an: Bammmhs. A mmtfa) . HIHEE) ARG, L
JEATLR AR A FET P B e ASL B 50 8 L 0f 7 P A s B, AR I, = HL AN R 2 U e AL PR e 25090 0 J PR 4R 5
RN, BRT CLIERAfR S /£ CP-ABE H, 0% 38 3R & LU R 568E (B4 “Teacher” 8% (“Doctor” 4 “CS”)),
FReU 1) s RN S b, U R 1% V5 R S O] 7 R PESE S (40 {Teacher, Computer, Lecturer}) 7 BELL)
i S 10 A AN R U i) SRS TR P B I SRS (W1 {Master, CS, Full-time} 8% {Doctor, Math, Part-time})
MTEVEME (1 FroR). 4388 T H R E B U7 il P2 58 70 A0 B0t Bl S =Rk, CP-ABE %) 2 M T =
THEL L WDIER L X S S5 — AXUE B EOR SU, R5 ) E T Hial e = DURR R v o 45 5 2 A R AR A B 1 3 53¢
B BENH. HAT, KZH CP-ABE J7 EZ#E 4 T H AM D FE BT, X LU 2 e E (S BEOR 2 4 mT 4%
IR, SM9 2R B H EHFR AR IR S E I, BRI . Br2Ea . S Wb SO 2 B B 25 L] SM9
BT AR AR B AL T 2P, I 2021 SRS RN B A E brbaidE . B B, &+ SM9 Ax
WL DR N 77 R OIS — E e, EEAIRFRRRE . [ RINE . rHEZRINE | LRSI« BORIbR IR
T DA K S B A Jai 1 N85 5. ORI, AE [ Y AMZ LS AR S B B R S, T SM9 /) CP-ABE #F 5T
PHCRBEZ. FEIA TR, SCR (2] 1977 SR Re SE I 4T B 1) AND [ 0Hs Uy [l #2811, SCHR [3] 177 S22
BT U5 R B ARG ). 25T LSSS MiE ) CP-ABE J7 2 REWE e SE AR FE 1K) 22 F) P 08 22 4 v el 45kl ELAE
FEME R ARG S KRG R R T B A — @ . Bk, SCESTHR [2,3] HEEA b, BFFEET LSSS 1Y
SM9 %5 TSI Jag P 5 0 2% HAT B O E AN SERR L

1.1 AICTER

KRIAEEESME S CP-ABE BERGIE R, 7 SMO brifinas Bk 2EA b, 38 758 — DN EET LM f %
FEITZ (linear secret sharing scheme, 1L.SSS) ) CP-ABE 5%, H#KN SM9-CP-ABE. HARTT#R 41 F:

(1) AR ITTRETE R T SM9 ARIRINE AR TE, BeWs SIA ST SM9 KI5 B ARGyl JosE
e

(2) 5 FE A St (0 SC SRS S i 7 AR EL, AR SR 77 S A AR 4 1 T SO AR A E A AT

(3) SBUAET SMO R SCHME J& P In % 7 S b A AT A7 AR AT AND TR L, ASCIR B J7 SRR T
AR R G (2R MR 3L 07 ROV M S5, BT RAFIVRTY etk BbAh 5 U5 I 4544 (1 CP-ABE J5 &A1
b, ARSI 5 PR AR U AL IR 2D A 27%.
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1.2 FREgZ

EARILT 1LSSS 1) CP-ABE J7 A LI TV A B AND [ 107 ZHA — e, EILH ARSI IE XL
HPRAER. B, B Mg, BT LSSS 1 CP-ABE 7 & 206 R %E s 18I LSSS 4514 # il H Ja 1 AH 5%
IR A, FERR N SMO 258 35 S b, A7 S8 R AG E I0 75 e I 7 58 (1) 22 A A0, IR e IR FLIR
TEJ R A MUE A, BT LSSS 45M11 CP-ABE 7 R+ kIR % SO R 5 — MR KU I 4589 M HHOREX,
H—AUi Mg MnTge 2 R E S R — @M. R, i Er X SMO 25 A R A% 398 638 1 B R X ) s Bk ik 1 )
SRFEE RGBS ER, HAEZAME B BENL IR 5 A R E B 5 R AR BOE N e 4, R Bk . Bk
PO RE) 3 S R 22 A MR A 0

ACESEE SM9 FRIRINE FIER) Setup HIELKMEEL M CP-ABE J5 RIMHER T, £ SM9 Arif
I dent B, SINE MRS, A RIE T SM9 ) CP-ABE 7 R IA LS H, Hak, dESHA RN, 5INETE
LA S, RAE SMO bR h AR B0 P L skip = Frpptayra Py AECR IO S I T B i
K = gronmsanyra P2 + 1P VS RIERISCHIIR Ol 35 Vo € S, K, = t(Hy(N||hid) + o) h,; FEINEH B, 5]
N AR 2T RAROR VT M SR . 1, PRAE NS I IR R I BEALEL s B FTA R MR AT N (i € [1,1)),
Forp 1 R MR AR R FEIAT L IR, 56 SMO AR 1% SCEE M Qo = Hq(ID||hid, N) Py + Poup, 7
HTTRNFEL C' = s(Hi(ID||hid, N)Py 4 Pyup), VARG EZU5 B S RER BB %50 C; = NiPa — by,
D; =r Py L5 FFTIR, ARSI I 77 R A KA AR B T SMO AR RN R 1) B B RN EE SC A . (ETT RIN 2 A R
BIH, ARSC4E 6 SMO RO 20451 DL L LSSS 45, 4% (g, k + 1)-DBDHI [ M [l @, H-75 12 M R % N E
BT R Ak

1.3 #fHxXI{E

BMEMZ. Jy 7 REIE B HE A 73H, Shamir W T 1984 448 FIFRIRME A A, 3=2H T AR
% (identity-based encryption, IBE) #y%. 7E IBE [J3&4li I, Sahai Al Waters 1°! - 2005 SR T BRI IN %
(fuzzy IBE, FIBE) #liil, FFE RGN T BN (attribute-based encryption, ABE) [4%0JE AR, B P 7200
MR ] LAR B A A ERE D NS B, BE)S, Goyal &8 6 Xfix — EARBHT Tt L Hd RS, 2l T
A~ KP-ABE £%4i. 2007 4, Bethencourt 55 [ J&F— BB L, $2H T T Ui A ¥ CP-ABE £4t. [
4E, Cheung %5 (B TERRUERS TS N4 H T BHAG PUE R LB %45 CP-ABE J7%. 2010 4F, Lewko % Pl T4
B e L f K R ) R, B T B IE R 2 A ) CP-ABE R4E. A4, Waters 10 fEARHERAR FHEH T
AIE 2241 . E R A 95 /3R CP-ABE & 4. 2012 4F, Liu 25 1 #2141 7 S0 A &8 81 CP-ABE 7 &.
2013 4F, Rouselakis 5 121 $2H T SCRF KB MR G (1 & 1 5 I 2 443 7 JE B ANIE A 777k, 2015 4R, Liu %5 181 X
P T R R SIBERN) CP-ABE 7. 2016 4, Ning %5 M $2 7 3 RF B &8 8 H B A 1% L CP-ABE J5
2. 2018 4, Jiang 5 15] $H T AT HRPUS AU FH Ui (1) CP-ABE 5%, [A4F, Ning % 16 32 H 7 BA5 H - s
ff) CP-ABE. 2019 4, Liu %5 07 $2 H T 2 Fr (A SUE BRI H PRS0 CP-ABE. 2020 4, Xu % 8] $2 1 7 S kF 22
EIBEEY CP-ABE. 2022 4F, Ning %5 19 $2 4 7 AW SR A& A 2 & T IB B CP-ABE. 2023 4F, Guo %5 20 $2
H T AT 1 X BB SR B ) CP-ABE. 2024 4E, Chen %5 U 32 H 7 HA vl 6 F B0s 5 B M (O AT 4y CP-ABE.

SM9 FRIRMER. HBUE BH A %A 0%, IET 2008 FHEHR T SM9 RYIEHEMLE R FET
2021 fEHESN I N E BrbrdE (ISO/TEC18033-5:2015/ADM1:2021), A FE % i e AR AE [ Prbr o AL ATk B 75
TERRM. MG, SCHR [23,24] 2506 SM9 RAVEEEAT T 2 &MU, 2021 4, Lai 55 25 78 SM9 FriFn=s
fEmti b #aE T — M ST HE NS 77 4. 2022 4F, Qin 4% (26] Ky T AT SMO AT #E Rk FIAR RN AL 2023 4E,
Lai &5 27 JEH 73T SMO 2000 JEFRIR T 2. 2024 4E, Chen 45 28] $2H T =% H. RCCA %41 SM9-IBE
AL [FAE, Li 55 29 $2 0 T 5T SMO 10 EFR R IR AR BRI S . D T ERER SMO TE & M 35 i 2 4k iy B2
2019 4, Shi 25 2§27 5F SM9 [1) CP-ABE 7%, %7 K8 Jol i 2 %0 o 1) J& MR 40 b iR, In s ks vy
IF SR e ¥ AR A T R, SRR T SMO (K43 E bR BN 2 77 S5t FLdk AT na . Rk, %07 AN RE S e i
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(1) AND Vs VG ). Ji %5 BT 2021 4E38H T AT SM9 [ CP-ABE 5%, 1%77 A2 T U5 il b 25 /1)
). Zhou %5 B0 F 2023 FEHEH T T SMO 1 & 1 J a5 1 X B vy = L)L Liv 25 BYU F 2024 32 H
THT SM9 MBS IINE RS, FI4E, Lin 55 B2 3 H 73T SM9 ) KP-ABE R4 ¢ LATER, Harghxt
SMO Z RS 2 1) J& M I 2k FUAE 4R T 1 AR T Jl e B I oA 2R, FL A 42 1 ) 7 5 S BB 0 R PRI AR R AT A
ERA AL, M LLFE 20 2 A5 B R G B PRI I Bk H a8 K i 2R 7K.

1.4 AL
%2 TEAWRE S TAEM KRS SEAR I, 2 3 FHEIET SM9 X% SR & P I s

(SM9-CP-ABE) J5 %, JRIEHIH 224 4; 26 4 1 NFR 70 Hr 5 SEIGIAE PN RE, X i $ 75 S AT PR REVE il 5 52
BUSRAIE; 55 5 R4S éiﬁﬁnﬁiﬁﬁ%ﬁéﬂiﬂ%ﬁ%nﬁﬁ.

2 FiEEhR

2.1 WekRREt

WAE S ZAZH N KPR EE N; Gy, Gy ZRUNNENEHIEAEE, A N; Gr & LSRiEREH
TEIRTE, HBT A N; e Gi x Gy — G & XZMEMU, R0 2 L5

(1) W[5 (computability): XHEE P € G1,Q € G, e(P, Q) 1 LALE 2 T (8] Py 1H 515 21

(2) ML (bilinearity): XHMEEM P € G1,Q € Go M a,b € Zk, W2 e(aP,bQ) = e(P,Q)™;

(3) JEIBHLME (non-degeneracy): fF7E P € G1,Q € Ga, Wi/ e(P,Q) # 1.

MFRFICH BP = (G1, Go, G, e, N) F&XULE ML E.

2.2 [A¥Eo)RR

/E)(l ((g, k)-decisional bilinear Diffie-Hellman inverse ((q, k)-DBDHI) 2% 1) @ [331) 54775 XL 14 Wi
= (G1,G2,Gr.e,N), IEF P € G1,Q € Go. TA

/ e, P, bP aP, a®P, ..., a*t'P
Q. bQ, aQ, a*Q, a*Q, ..., a’iQ |

SEBEHNLINEETR T € Gr, AWEEH T = e(P, Q)7
EIE1 %ﬁﬁﬁﬁﬁiB%BKH&UTT@H%E’JﬁE%T%IﬁfCH‘TI‘EﬂWﬁﬁ?ﬁ% (¢, k)-DBDHI [a;&, WFX (¢, k)-DBDHI
B, HeP % B vz i B AR5 SO

b

Adv(B) = |Pr[B(I,e(P,Q)#%) = 1] — Pr[B(I,T) = 1]|.

2.3 HMMEEXZFE (LSSS)

LRVERL LT € (LSSS) & —REA M RUF R AT i 450, S5 M g5 /A L, T LSSS M4t i)
CP-ABE 77 S48 3CHF SEMRG T 1) 22 L 50408 2 4y 1a) 1) () B 5 5L RV 1t AR e ik

TEN2 LHEMEILZTTR (LSSS) B Z5 (N R AKFEH) b f®s Itz & 0 285 U/

(1) BB s € Zy HYECEIBHEES U FHIEA B FIOFRE N FIE R — A&,

(2) U PAEE VTS A, #XHR T1 _E R —ANF S AR AR FE My, RS p(i). S, Bt p(i) ¥ M
MIEE 0 (i =1,2,...,0) TS RENE p(i) k. 2 A& v = (s, rg,rg,.. rn), H s € Zn RS ZEHIREE,
o131 € Zn P TR s MIBEHLEL W M -v € Z i s @i 1 FTr=24E /0 1 ANFREE 0 5T T BRI 1)
=, ﬁﬂlﬂﬁj\i Ni= (M -v),i € [1,1) SRR p(i) BIRRZEHL
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Security parameter 1 Attribute set ¥ a &

Attacker Challenger
Public parameter

1.Setup 3.KeyGen
Master private key

Initialization Access policy A

Setup

Public parameter

Attribute set 7, (7, € A")

. uery phase 1
Private key sk, Query p Private key sk ,

Public parameter

Message m, and m,

Challenge :
Ciphertext ct* of message 714
Attribute set 7, (7; € A
iphertex ery phase 2 =
2.Encrypt . (Cohetext | 4.Decrypt Query phas Private key sk,
Access policy 4 | Message M Message M Gl Guess 5
& 2 (MEMFE) CP-ABE B TIERIZE. & 3 (MEMFE) CP-ABE HZR£ER.
Figure 2 (Color online) Workflow of CP-ABE. Figure 3 (Color online) Security model of CP-ABE.

LR S R AR T (R SHERIRBULS S C U, B S B2 FRE A, X
TC{L2,... .} HT={el]np()es) WE (= (M-v)ies £ s i TG R GA, MAETE 4%
HUEA {w € Znbier, CATATME LT 1 ALK, Bl S, wih = s. SHERREIES 5 C U,
B S AR S 7 I SR A, DS A5 2 U 1) P9 T R {ws e

2.4 CP-ABE IR EN L EER

CP-ABE RGHIIZ O AN 4 A2 WU (8] S0k il (Wi 2).

e Setup (\) — (mpk, msk). REHEVITE, MALZESE N, ERRAFERH msk MAILSE mpk.

e Encrypt(mpk, m, A) — ct. TR EL, i\ mpk, B30 m FIVG A5G A, £ A FHISIEEC ct.

o KeyGen (mpk, msk,y) — sk,. A R B, SN mpk, msk FEMHES ~, ENEZ v IR % %
sk .

e Decrypt(mpk, sk, ct) — m Bi#F L. MREE, M mpk, SEIHEES v HCHIEEEH sk, 15750 5K
& A AHSRIVE ST ot GIERME PP RYEES ~ W2 % ST RN UG 0] S0 A, By € A, W2 BRI W)
SCHE m, BT L.

FAMERE L ESE N\, ATER (mpk, msk)« Setup(\), (L= FJEVELE ~ FIUF IR0 A, LR m, 4
HAYY v € A B, R )5 Uz

Decrypt (mpk, KeyGen(mpk, msk, v), Encrypt(mpk, m, A)) — m

WFRiZ% CP-ABE 522 IER 1.

CP-ABE Wi #5022 2B e T WAHRE ¢ METF A, 3T N A2 Bl (W 3).

s EL. ST A B I Bk H AR 1) kg A

RGENME. C iB81TH Setup (\), ARG AILZSH mpk MEHH msk, ¥ mpk Kikss A

WIEIMEE 1. A AJLUE MR ¢ KM%, BN ERNNEEES v(y ¢ 4%, C J‘é'?
KeyGen(mpk, msk, ;) 5%, KAz 0 i 2 2% 5 sk, KIEZ A

PREBER. AEIMET 1 405, A TE’“%/I\%{W% B mo 5FD my, C FENLGEE— R B € {0,1}, 1817
Encrypt(mpk, mg, A*) 8%, A RBERE S ct*, A ot KIEL A

eI ER 2. ERIGEME 1.
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B EL. A M — LR g7 ORISR, 35 87 = B, WA A 72 Bkl b 3R, & SRR S
Adv g = |[Pr[p’ = B] — 3|

EX3 X TAEREZ WU A T A, 78 IR b 3R A 35 2 ] 200 e £, WIFRi% CP-ABE 77
AR FEVT 0] SEBE A B Lt R 52 IND-SAP-CPA (indistinguishability against selective access policy, chosen
plaintext attack) ZZ4=[1].

2.5 SM9 FRIRMBEE

SMO AR RN S R e ] ] 5 R R R AT [ 7 FH 25 AR (GM/T00 44-2016 SM9), HiAZ O AR 218
T P ME—FRi (WHEAE . SUHIE55%) BEEERARATEAH, HREG AHAER G (public key infrastructure,
PKI) R HNEBE TR, @ T R BB MES s 22 40 E 5 EAR IR, SM9 FRikin e /& 5 11 3
MRS, P 4 A2 T 8] S92 A 1220,

Setup (\). ZHIEMNZESE N\, LR BP=(G1, Gy, Gr,e, N), MAERE H, : {0,1}* — Z§, —F
R BRI B BR BPR IR AT hid, IBFEFENLERIT Py € G, P2 € G MIBENLEL o € Zy, 5 Pow, = a1 #
g = e(Poup, Po). FIHAFEZEL mpk={BP, Py, P, Pyup, g, H1, hid} FEZH msk=a.

KeyGen (mpk, msk, ID). iZFEMAPRIR ID, A3LS4 mpk M EEH msk, 1HHE ¢, = Hi(ID|fhid, N) +
a(modN). # t; = 0, BUBHII KGC M EHH o € Zy, THAERH I ALSH Pow, M g, TFHHATF, R5
B TP BT SRS sk B, T by = ot W skip = 2P = grpita T P2

Encrypt (mpk, m, ID). ZEIERAFRIR 1D, BSCGHE m FMAIESE mpk, EFHHLEL s € Zn, HITHE
Qo = H1(ID||hid, N) Py + Pyup. FiR, 1ML ct=(Cy = mg*, Cy = sQp).

Decrypt (mpk, ct, skip). ZHIEHNE L ct FREEZH skip, 1HH w = e(Cy, skip), AJE K E IHCIH B
m = Cy/w.

3 EF SM9 ¥y CP-ABE

3.1 HEREA

% BP=(G1,Ga2,Gr, e, N) R WEMRE, Hy - {0,1}* — Z3 PR WA 7 4L, hid 2 —F R RINRA A
PR ERRIRAF. RIR T, TR Hy(N) %78 Hy(N]|hid).

Setup (\). ZERIN 7S H A, HAoEFEA R P, € G, P, € Gy, BENLEL o € A MBENLEE TR
hisha, ... ) € Go, HXTN RS (U] M@ KX Py, = Py, g = e(Poun, P2).

e, L RGAILSEN mpk={Py, P, Pyub, g, b1, ho, . ... hyp |}, EEHIN msk=a.

Encrypt (mpk, m,A). ZHEZEHAAILSE mpk, HISCHE m € Gr LGV RIS A KRV i)
PR PR (M, p). BIEHCIEFMENE s € Zy, WIERE v = (s,92,¥3,---,yn) € Z%. HX, 1HH
N =v- M;(i € [1,1]), HH M, 2R M R TR E. 5, ZEIEMIUER r,re, ... € 2y,
TR S ct=(A, C, C", (Ci, Dy)iep ), e

C = mgS,C’/ = S(Hl(N)Pl —+ Ppub)7
(Cr=XPy—rihyqy, Dy =riPy) ..., (Ci = NPy — rihyq), Dy = 1 Py)

KeyGen (mpk, msk, 5). EEIERNAILSE mpk, E%H msk AEHESE S, MHLIESE ¢ € Zy, &g
Eéu::!éﬂ Sk:(K,La (KJ;)JJES)7 ;H\:EP

Q
K=— %  po4tP), L =t(H(N P, Vo €S, K, = t(H,(N ha.
N T a > + 1Py, (Hi(N) +a)Py,VYz € 5, (Hi(N) + )
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Decrypt (mpk, sk, ct). ZHEEMARNBIEE S MEHEH sk = (K, L, (K.)ees) FEE T H SR A
3L et = (A,C,C",(Ci, Dy)icpy). FEELFIW S REWH VIR g A, AR H L &0, 2 L
Ic{l,2,....0}, B I={i:p(i)e S} % {w; € Zyli € I} RWE ¥, wW; = (1,0,0,...,0) FIFEES. 1ZH
Pt

e(C',K)
[1(e(L,Ci) - e(Ds, Ky )™

el
- B(S(Hl(N)Pl—i—Ppub),mPQ—f—tpg)
o Hl(e(t(Hl(N) + a)Pl, NPy — T,hp(l)) . 6(7‘,‘P17t(H1(N) + a)hw))wl
_ (P1 Pg)as G(S(Hl(N) + O[)Pl,tpg)
Eﬂle( (Hi(N) + )Py, A Py)w:
o e(Pl, P2)o¢s . e(s(Hl(N) + Oé)Pl,tPQ)

w;A;

6((H1(N) +O[)P1,tp2)i§1
- G(Pl,PQ)aS . 6(S(H1(N) + a)Pl,tPZ)
6((H1(N) —|— Oz)Pl,tP2>s

=e(P, )" =g°.
a, BEEE C/gs IBHE m.
3.2 REMIER
EIE2 ¥ (¢, k +1)-DBDHI R BRAL, W iR )5 %2 IND-SAP-CPA %41
MERR A AR 2 TIAIN [R A ECT A, LA 2SR €, £ IND-SAP-CPA 224l #k 3k I, ] Lo

PR B, FIFETF A KR If#R (¢, k + 1)-DBDHI [1] 8.
Y55 (g, k + 1)-DBDHI | 1S

/ (c, P, bP aP, a*P, ...,ak+2P)

Q. Q. aQ, a*Q, *Q, ..., a’Q

RIBEHLIOEE TR T € Gr, B AW T = e(P, Q)7 &AL
RGUENMER. BT A B A IR EIPR AR 0 508 A*, DA 26 SRR AT (M=, p*), FE
M A AT n A BAE B ARYE B ARUT I SRES A*, SRR O A R RS
o STAME N 28 PEHREBBIE 0w, wg ERETR f@) = [[1, @+ wp) = S’
mod N. HHt, w; = Hi(N) =¢, H fi(z) = [[y(z 4+ w;) = E;:é d;x* mod N.
o ZHURE. WA E ) LBITHERE Gy MAERIT P = P, BE Gy WAERIT P = f(a)Q, VAR Py, =
aPy =aP Ml g = e(Poup, P), ¥ a RKHN. B LB LU 7 ik hi,ha,... hy € Ga.
EERHEANREE o, T RIBEHIA 20 € 7y, SHRARI VTR A® PAELE § ¢ [1,1), B4 p*(5) — o, W%
X RS p*(i) = « WS @ S, B X = {i|p*() =2}, BE

s (o S ) -5 (5 )

i€X e X

PRV R SRS A PANAEAE i € [1,1), {15 pr(i) ==, Bl X = & I, BE hy = 2,(aQ + Q).

HIT 2, € Z3 BIBENLIE, 115 A, E’Juﬁﬁjmhmﬁ’] A L0 = f1(a)Q = Y07y dia’Q T LA i F 5451
e EE

RJEENE B il RAM A IS mpk={P1, P, Poub, 9, h1, ha, ..., iy}, EAHT msk=a 1R



XERIE FENZFEREFE 20265F FsetE FeHl 1414

WEIMEL 1. A RPN 5EMEES S MM ESH, Jd S A2 PR 7] 5mg A*
B FENLES ¢ € Z%,, iHH

K = qz_i dia ' Q +t qi d;a'Q
= =
=afi(a)Q +t f1(a)Q
— @@+ (@)
= i Pyt P,
o

L=tP

a+c(a+c) (a+c)Py,

Hop, B ¢ = 4

a+tc”

Vo €S, 2 A TAFLE i € [1,1), 43 p*(i) = = I, i5E

A, 5
Ky, =t2,(aQ + cQ) =

. sz(a +0)2Q =t(a+c)zz(a+c)Q = t(a + c)hy.

PR ER. BT A SN SEREITEE mo M omy, IR HKIES B. B BEHLIESRE v € {01}, HRUTH

Hp fl(2) & ¢ RETA, E #£0 Bk, HK, HH
C= mve(bpa f/((l)Q)TE7

C' =bP.

TR, HEFEBENLEL va, v, ., v € 75, BAIBERIR v = (200 + 2 vg +
SEEEBENLE ) € Zn, BRI vy = 1)+ 2, 15

b b
a+c,...,vn+a+c).

N b b b b . . N
)\Z:’U.Z\I7 <a+c,’02+a+c,vg+ ,...,’Un+ >'(M1',17Mi,27"'3Mi,n*)

a+c a+c
b n* n*
_ * . *
= e MY v M,
Jj=1 Jj=2

C;= ZUjM;:jf(a)Q — 7ihg,
=2

1
D; = 7P+ —bP,
z.

BEREHLEL s = oo, WA RTHE m, B

a+c’



XERIE FENZFEEREFE 20265F Fs6tE FeHl 1415

b
C; = Zv] rhfovj (riz) hy
. b
= Zvai,jf(a)Q —Tihpe) + e
=2 !
n* b n*
= Zva{tjf(a)Q —rihy) + P ZM:]f(a)Q
j=2 Jj=1

b > * > *
= S M F(@)Q+ Y viM; i f(a)Q — rihyg)
a—+c = =

= AP —1ihye,

C'=bP =

. C(a +c¢)P = s(aPy + cPy).

WR T = e(P, Q) <, FE

C = mye(bP, f(a)Q)T? = m,e(bP, f'(a)Q)e(P, Q)+

=m, |e(P,Q)! @7t ] = my [e(P,Q)%ffi‘é)r

b

v [e(Pr, f(a)Q)] 7+ = mye(Pr, Pp)*

S

vg -

WOZ B SCORAEPRAR VT 1) g A FXHHEE M, INsE A% 5.
M T £ e(P,Q)ete B, BRKEF L C = mye(bP, /(a)Q)TE HALME m, AR, i’ Gr HIIHENLEL,
WOECTF A ABERRE S SCHEWT W B m,,, AT 2% SO W ER m, HOAEATE B
L N = “ﬁﬂlﬂﬂf‘ﬁx 17
FEMMER. A R3% o BRI o, 24 o = v I, B AW T = e(P,Q) 7%, 24 v/ # v I, B HW; T +# e(P, Q)7+
Bk (g, k: + 1)-DBDHI [ # L.
o« T = e(P Q)wte, M A E’I\TUHTT”J%E’J%%‘ e W LR TR B A Kik o = o B, B HWr
=e(P, Q)+ e Eﬁﬁ%i@&"m €+ 5.
o T, A RHIE m, BUEMIEE. B A KI% o # o I, B AN T = e(P, Q)= IR L.
Zi L, B R (¢, k + 1)-DBDHI [FEIRHEDR S(3+e)+5 -5 — 5 = 3¢

[
g 3

4 THEEDHT
4.1 BRSO

A/NFIRE XS PR U7 S AT B L ROVEREVEAY, E X LA R RS |Gy] (0 = 1,2,T) Rkt Gi (i = 1,2,7)
ORI, [U] Ros BR8N, (S| R S s PIRBR N R IR EE & KV, 1 ROR iAo A i [
M HATHL, (1) AR I ] RO 2 MR A SRR M TP IATH. 3R 1 NIEE AN AR M T = 5
SCHR [10] A CP-ABE J7 E BLKCCHR (3] HEE T SMO 1) CP-ABE 7 AT HLEL 45 B7R, 53Tk [10]
FHEE, ASCTT RV RS HORAN . R EEANE ST EE 709 5 300K [10] HH I AIESHON . AP S0
JER. 530k (3] AHEL, AT 1 5 BRI ) B Al B L = 07 AR VI M S50, T H A ST R 3 SRS
HALESCHR [3] s SO RE. AR, APIRERE K. STk (2] 007 RIS I AR T8 R
JE RN T % L, A SCAME L AL



XERIE FEMNZFEREFE 20265F Fs6E FeHl 1416

x 1 BEFHEE.

Table 1 Comparison of communication cost.

Scheme Size of params Size of private key Size of ciphertext Access policy
SM9-CP-ABE 2|G1| + (JU] + 1)|G2| + |G| |G1] + (|S] + 1)|G2| |Gr|+ (1+D|G1| + |G2| LSSS
[10] (U1 +2)IGl + |G| (IS1+2)G| |Grl+ (1+2)|G| LSSS

[3] 3|G1| + |G2| + |G| |G1] + (|S] + 1)|G2| |G|+ |G1| + 21 G2| Access tress

*2 HHEFHEE.

Table 2 Comparison of computational cost.

Scheme Cost of extract Cost of encrypt Cost of decrypt
SM9-CP-ABE Tsm1 + (|S] + 2)Tsme2 Te 4+ (1 + 1)Tsm1 + 20Tsm2 QU+ 1)Tp + |I|Te + T
(10] (IS] + 3)Tsm1 Te + (31 + 1)Tom1 Q|+ 1)Tp + T + T;
(3] [S|Tsm1 + (2]S| + 1) Tsme Te + 2Tsm1 + 20Tsm2 @+ 1Ty + [T + T;

R 2 WTHEACHY M EEX A SCIR 75 R 5 0CHR [10] TR ) CP-ABE 77 A SOCHR (3] HH3ET SM9
CP-ABE Jy S&#ATILEL. Ht, T (i = 1,2) Fonit G; (i = 1,2) PHEIREIESE, T, FonBixtia &, T;, T, 735
Rt Gr TS EAIREUS H. RUR R, 50 [10] AHEL, A SCHE H J7 22 (085 BH AR st 8] o in 25 B [ i
I RS Z A0 2. 5 3CHR (3] AR L, ASSCT7 G0 E B AL s Ta) SE L, I i (8] BE A, s it [ A 2. TR, A SC
53CHR [2) M

4.2 KO

A/NTIAE 256 LURF e A BE T XT3 7 S5 30k (3] HR T RIT R XS LU 7. SEESR A R-ate MUZR
PERCXHE A BN 235 SMO iUl M, Hor, |Gy| = 256 LR, |Ga| = 512 LR4F, IRANIREL k = 12. #
&2 — 8 ILAHMN (Intel® Core™ i5, Windows 10 £:/F 24, 16.0 GB Wﬁ), 55 FH R G R A 2 O+,
S () % RS 52 e 2 Miracl. DB S BRI 3 5 h IR IS O, SRBe KA “/S7 AND /S5 AND --- AND 'S/ fF
9 hnEE S F U o) g, b s, RoRJEME. B DR IS AR 1 AE A 1, SEER X n = 10, 20, 30, 40,
50 55 5 N6 & It MU IR U7 el s 25 4. BN UF IR S5 A ORI 10 HREHIALEYERCE, A 3RAT 50 7R Vj in) 3R
WEREA S [H]. 0 TR RGO, SEER3 AT 30 RE MK, HrHEIX 30 KRS RI-TIME. Bl 4 @i S0 58
XPEE VARSI R 530 (3] & T EIERSATIN ). 45 R EOR, 530K (3] AHEL, BT AR RE RGN L
T EE I |U| M G THITCER, MRS LY B (8] 5 U7 v S ng 450 R @ MR e L. 53 /ARSI RAE N
EWERZ T LA Gy FRIFREIZE, MUNE T EOR. SRS SRR, MU AR Y. T AR SO RAE
AR B> TORZY S| AR G ERIIRVEIZEAN |S| AN Gy FRIRIEIS L, WO AR R (A BT, T DURE
BHAE ST R) 2R R 27%, T HLE A T 1 AR S I, A R AR R AN AT AR T B R A
LR B I T RR RV M 450, AR EY b, nr DLd i SR A SE L R R S M R IR T A Dh e YRR
SRR SRV E.

5 BESRE

EEXTIUE BT SMO (125 SC M Ja M L N 2 7 S AN Re i 2 [ =5 B R g0 2 ) P B 1) 2 4 RS
K, ASCRI 2R PERL 3 S 2 B4R T — PP T SM9 /) CP-ABE 7%, JEIE T R1E (¢, k + 1)-DBDHI % 4%
W R B IND-SAP-CPA 4Pt R M RISLat o5 AR 0, 5 E 42 (1 & 1 3 0 2% 7 R LA R 56T SM9
(1 Ja8 P R N 5 FRAR B, AR H I R A AR A EE R AT R IR, S A6, ARSOR FAEUCE M R AF 2k 1%
Fib B I 2 5 RAFR R UG M A g, F R R RGN R, FTOREEE T SMO 12 ThRk R PR R N g B A
fill. BRI, ASHIF 95 R SR 0 TAEK 225 T SMO 1) CP-ABE J7 R REIAL S ThASIR IR R TT. 14N, 781% 77 R 11
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4 (MEHRZE) 2178HEEER. (a) Setup; (b) Encrypt; (c) KeyGen; (d) Decrypt.
Figure 4 (Color online) Comparison of running time. (a) Setup; (b) Encrypt; (¢) KeyGen; (d) Decrypt.
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Abstract Ciphertext-policy attribute-based encryption (CP-ABE), as a critical branch of attribute-based encryption,
achieves fine-grained access control over data by designing access policies during encryption. Compared with traditional
identity-based encryption, CP-ABE supports a dynamic “one-to-many” encryption paradigm, making it particularly suitable
for precise secure access control in multi-user collaborative scenarios. Currently, this technology has been widely adopted
in next-generation information technology domains such as cloud computing, IoT, and blockchain. SM9 identity-based
encryption, a commercial identity-based cryptographic algorithm independently designed in China, has become both a
national and international standard. However, existing SM9-derived attribute-based encryption schemes remain limited and
insufficient to meet the demand for flexible and secure multi-user data sharing in domestic information systems. On the
basis of SM9, this paper proposes a ciphertext-policy attribute-based encryption scheme based on SM9, combined with the
construction idea of classical ciphertext-policy attribute-based encryption. It is proved that the scheme has chosen-plaintext
attack security under the assumption of (g, k+1)-decisional bilinear Diffie-Hellman inversion (DBDHI) and can achieve
chosen-ciphertext attack security through FO conversion technology. Theoretical analysis and experimental results indicate
that the proposed scheme achieves comparable communication overhead and computational costs to classical international
CP-ABE schemes. Compared with the access tree used in existing CP-ABE schemes based on SM9, the scheme proposed
in this paper adopts a mathematically sound linear secret sharing scheme (LSSS) to represent the access policy, which has
good scalability and security. Moreover, the scheme can reduce the time required in the key generation stage by at least
27%. Therefore, this scheme can facilitate the application of attribute-based encryption in domestic information systems.

Keywords ciphertext policy, attribute-based encryption, linear secret sharing scheme, SM9



