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WehE H HH: 2025-01-10; &I HIH: 2025-05-17; 5% HiH: 2025-06-23; M4tz H #H: 2026-01-08

E R E ftR R (HEHES: 2022YFB3104300) AT H AR S (HEHES: BK20240292) % Bh1i H

WE AXgrEBAERNERA (cyber-physical system, CPS) ZE# % EBRHEEEN GG E R ERNL
AEHEK. AN AAARECANEL LN AR TR EEN LS EGHEASEW AR E 2 E . FFHEN
FEAELTHAFERERTFEA, AXRET M EENERGNERAE G HEN. ZEEUS SR
#4704 (dynamic heterogeneous redundancy, DHR) 7 % &, f & HLE5 28 A WX 5 R BIRE E BB ENE 5
TR E R E. RITHWETHE ¢ & FER N ERERELH L2 FERHL CPS LREF K, # i
WETHEAEESRHMEN DHR MEH L FEH T RNTEE . RUERANARARE .. A DHR £
) AE SE TR R ] o T W B A R IR R R R R KU A AT R A RS, E B R T T SOE R R R A
EAANT. WRT T EHEE SN EERE &, THHHETEF BN SRE S R LT T, #oh
77 480 UK 5 B aE A R O 8 R BHR B X R A . B TR, BIEE IRk m k&, HF R R RFRE
. S8 CPS N F R b, frie s nEs rz R T RAaREERKEEANEGTIHEREHEE
W T 1% 77 i B S

LA BEWERG, HARNTE, A RN E, BRI K, FHAE

1 5§

B EMPLRYGE (cyber-physical system, CPS) s BUARIEAN it A o] siEk i) — &7y, B i S Y B AT
JegERh G M, IF T2 N T AGE L BRIT S REIRAIIIE SRR AT B e CPS (KA BE S5 MUK, #13) CPS
(2 B S B HLE] BN 1 AR TP A SGER fE . BOhi B BEXT CPS BBy o] BE 1% AR il Bt 1 58 | %k
itk e, LA e S AL R A YOENE IR IR R R B N AN g W Moy, BOY T CPS T 4 3
FE AR E N T 3 BB 2R G e B, BT RE T BRI R FR AN AL, TTSEM R S A e VEA 22 4tk Bl
Wik B E R R G PR, R RGURESH RS SEIEE R UL

SIAME: BB, B0, )1, 55 BT a3 R ITC R KIS B HE R GRS CRAP S . b B (5 8 FRE, 2026, 56: 164-184, doi: 10.
1360/SS1-2025-0010
Niu Y K, He L, He C, et al. Privacy-preserving resilience control for cyber-physical systems based on the dynamic heterogeneous
redundancy architecture. Sci Sin Inform, 2026, 56: 164184, doi: 10.1360/SSI-2025-0010
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ARSCRE N EREET CPS 2] PAIPA v i 2% B8 s ) B30 J 10 58 A BEORBE T v N R B 0408 1 9 53¢ BB, ik R Bt AR
JEE ) A B 22 4 I i i P ) [ B S A R ARE MR e, AR, RAREHEEN (false
data injection, FDI) Bl o] DAARHE H XS R G050 iR PIHFE BE 70 NS — 352 75 B3R M R G e 2= 404 re sl it
it FDI Biikr, 55— REA T LR R Z S HAN KM FDI Blidi. Reda 55 N\ M X2 e v ) o 1) R AF 254
TEANBGE AT 40 A, Fig AN R SR A I B s 75 U AR E R R GG B, e BEAE B2IE 06
MEEALE. XX R, Han A B E— P0G 5 T3 BRI BE 1) FDI Bulidi o N2 Fpe il A/
firy (zero dynamic attack) i B SE ) R G T R, A BN 45 1) 2 A T IR 2R R B v N T ; Bkt
(covert attack) [FJAF X 42 il 25 M B, 75224 T AOAR AL AN R DAV d i U [ 2, IRV i N i 00 2 )
sZ; TBEHLE W B 3 AN Bt (random or bias injection attack) FIE A7 (replay attack) M7 E24E /1) RS
W, Xin ZEA O [ AEAESE, RIS FDI Bk bt R A AR i A0 A7 83 22 5, X B i s
PRSI ot X 52 RS i 12

TR ERGANRM FDI Moy, 950 B AR ARy FHT B A6, Mo B Bt BE. Cash 258 A 7 ZEEEXT
A A N RGBT I, RS FDT B T2 s i i SRR G VR AR (S TR S 5UE
B Wang 55 A B 3E—B48 ) il Bodi & Kl 20 & Bt A, = 0 8GtEdid i i il s (5 0 b AE RN OGRS
B BERS BT T S S B AT X VE AR 2y Bt XA GIWT 5 FDI BUas i P [F) 5% SR AL 7545 4 1Y) 51— B EATL 1
DA RSN 82 2 Mot g . DRIk, 7 0 5 Wi B8t i o BELT 50 2% FDT Gt ) B 220 e 20 TR 38 2 ZRANHK g
R R G0 AR ) FDI Boaty, A A T8 30 i 254k 3k ) sl 5 01 R e ], (032 T BRI 040 B ml ok e ety
IXRI T BARAN TR E e BB R AR, (A A DUSE I AR B B8R BTt 2R My, REME L1 FDI
R & B AL ).

MRS CPS HEIGINr B, BEE QIR 2 MBIETTE, EEA AT Bl N £
AR O~ EN T R M Z R RRARLAEOR BT DL R AR R S Al 18190 & 3K G B 1 7 VR AE S B 8L H
oh & HAp G E T i AN [ PR A 35 05 2 i 07 72 e SR (L BRI BRI 22 4 R, H L B35 BT SROT RS A A
FURSZBRI CPS PR rb B 52 BR ;R 7 v N AN 22 23 B RA WL HR1 72 S T 8 1 D7 T B AR 3%, (R4 Jin 55\ 90
T, X ZRTTIEAN T G 1 B IS G 152, D A2 v RS 42 1) 3R G0 ) A% R A A SR B i B FE R AL R
I 5 R Al THRS 2 TR BRSP4, B3R e 7o i o DR Ve S5 42 Ve RE 1) IOAR A T JE . EAE R 2, il ke
AR T RRZ R e A Ve SRR FA G, IR 4% B RS THEAHERRE T it 177 =
XA T7 2T B AL PR AP WL 55 R s F2 ) W SO e RS &, P B BRI TR REEAE . ER R AN
S BRI, o i B R B AR AR I 5 2% 1R T WS S B 2l e S = sz R 201 a4
K, ANEIIVENE A — Rl MM S SRR . AR BGTE iEE i W X 7 KRG EIRS 5 AR IR,
TFZRGHA B, Yin A1 Li P 4R, SCBAIE B (0 R AEAN [F) R GEER A% A3t AR [ m 0 e 5
75, A Tt 3 A DAHE T R G ECSIORAS. AR, X KT VAR ER Wt RGP Py s i, Sel &
m HAE R A LR G Rt 2 IR

THxT H &5 2 2% 1 B B N BGE:, PR R CEME T 2 2R 2B EA & 2223 Lian %A 24
FR G X G 7 S 23 P DRSS s U ATL i A me SEATL A A INATL AR AR SR P FE R B AT A, T REATL
M) T m RGEBNE, TR RBAELE AN I RELERF A DI RE. ERTIIALHT7 T, 32 2 3% AR R3] 77 %
ANHAE kB 7k B4 SRERE) T (BURRISE RS SRR I ) A T X 2R SE AL IR N 43 A, SR I BB S 2
H5 RG o W IR AE R 22, AR 255 TO0BE B A8 LU A8 AR I P AE B ik (25261 H Bk 7 vk e o g sk 8 iR
SINE S BAE SIS TE B, GG & BHLAR 5 ST BR L NS At BR &5 1627281 B SR Sl 7 VA ZE VU3 B0t 7 T
AT T R ik e, (R IHDN iy RS et i, B Al AR SEA AT AT 3 LA

FE M BB T T, TCARFARAE AR R R NG ) S 5E0E, 72 CPS 4B h )1 2 ¢ B
fe Bl PR CPS I RIS « BRI J2 T Sk A R TC AR ML, B4R T R P Gtiae /1. B, £
Tok#EHI RS H, Al mFEZ S48 (programmable logic controller, PLC) JZ /] ControlLogix TUsR R 404 5 2%
JZHIEHIE T K R4 (controller development system, CODESYS) TU4% T E AL 2R A& L B 55 fl i e T & 129,301,
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XLETORFME A% O A S — AT RGUE B Bk 8O A w by, a] Bl ad AR IE S TAER IR T R G IHE
A, DT AT 6 R U 5 i e B e fIC. H: R S 7 AU 48 S 28 OIRiE BRI, AR E & R4,
TREMEAR S RG22 iy, Bk R VhRe PR Iefa e mT 4g.

Rt D HERGTERE 1y, WA RGN T #83h) HARB4H (moving target defense, MTD) FH 4 TUARZE = 245
MEAR BL32 XL G sl A W R RS BETMCRIE S, KON T X3 i B M. Rl 2
A FHITCAR (dynamic heterogeneous redundancy, DHR) 2244, it PR e i AIBEHL I B, e AEA R R 5
RGBS 2 S22 REAL . R T TR0 R 575 80 SRS 133~35) . DHR 2844 (4% O JEAB A 38 5 28 H AT ThRE S (E s 3 5 X
AN () S AL A ) 8 e 25 T URTIRUR S 1) P B0k P 46 D s ) 2 i+ 65 SR I 28 A B A [ L. P 2245 ) L, i e )
325 1] 25 THTOE A [ BUs B bl T SR B22 SR 1 7 AR AN R4 s T HASE 1) L, 48 P A 4 1) 28 7 BE (RIS 52 3 520 7 AR AR
[F iR JE e e s o) 2 4t 285 SR — B IR AT #i vk, DHR ZE44) BE08 o 42 1] 2% 5 0 7 401 AR Jn B (1) 52
LG EA DA L, DHR AMUAE R 42 & R M AEREEE AN SCE kT ), 38 Reid i shaS )3l i i &,
A BRI & T A% 2R 4 0] etk

25 L, BB IT 280 e g BUds 2R S BT D A 5. RTINS CPS T B 2k 2RI P [F) e ek AT IS, XAl
THEA A BN 2 EYEE AR NN, FECRGE AL B AL A AH B PR 5 R R

Bt Bk Bk, ASCIH S BB RS, 5 th 2T 30 A A TUARZE M I AE B B2 St KEoRL DR 33 I 42 81 O
%, VAR R B T NG T i (R B, AR SO DTk

o IR TRAGHLE A HYMLM DHR 424, 7215 B4R I HOAR R B e N 5 53 W b [R] B i, Sdad 4% 25 30 2
DI SR BB, 425 R GA T B, A5 2008 hn X 2 i Boek A

o Vil [T R Hh 2 AL A2 BN, ECRBEEE AL S e 4 1 RIS 2 CPS SEI PR RR K 4@ 13T
PSS E S R FER) DHR R, shas-Pamiill vl 52k . M i R R Gea e 1t

o £1X) DHR ZEMIFE CPS S v i il i S A BRI 52 B o G2 R XURS AN #3913 20 RS BR AR, it 728
35§ AT o e 0 R s FH T B RS AEIS h BRV2s, A RS S  ERIE A T v JE EEE A ER R UE B 5N )
CPS &5t N BT B S IAIE | BT s 45 i) 77 iR A 24k

KRR FWT: 25 2 54 i @A S DHR 22 5R0S; 5 3 WE et T HLE S BN, SR Em e 1
ARG, JFIE B A g & i DHR i EESRNE; 55 4 iR 1 3 5HEh 4 & B e 5%, 58 5
s BT B REPE AL 45 IR SRS AESE 6 e A

2 EFRILEREEEE

2.1 ff5

5 R Ror n JERKLEAR (Euclidean) Z5[A]. X FHFE A € R A >0, A > 0 /3 9FRR A NIEEMERE
FEEHRE. £559 | - | R =IO LESEEL, SHRENER IR Frobenius Y3 55 X (1) R FEIRHIE
. Ehs ()7 A ()7 D RIFROREME B 5. /S diag(l) B AR, AL, card(K) #anES K K
. &J5, Supp() FonMERSCHEE, REHIER0RE N
2.2 CPS RIEHE#E

e, ¥ CPS #F A LL N2k M AR R4 [36~38].

i(t) = Az(t) + Bu(t), t > to,
y(t) = Cu(t),

(1)

Hrh z(t) € R RRRERE, u(t) € R™ RaBEHIFIN, y(t) € RN RRMERH, A € R, B € R™ Al
C € R>*™ RN KRG SEHEE . N FERE DL R A ERE. Hodr (A, B) WT#%, (4, 0) AT
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TE S ui(t) AEE @ NPT N ERES. R4 (1) TEESA
i(t) = Az(t) + Y Bui(t), 2)
=1

Hb g, NEERE B (5 i A&

WY NFASIAE B MRS, i € {1,2,...,m}. FFEEX R —AMNERE B, Hd 1 BUE T
{1,2,...,2m}. B SUEIEPATEES By NERS (1) BETENIIERITSRA S, YRGHTEX (A, B) #*
SEIS, AR e U e A, =

BT = {Bl ceT: rank(Bl,ABl, .. .,AnilBl) = n} (3)
B &g (1) WTESN
z(t) = Az(t) + Biw(t), 1 € {1,2,... ,card(BT)}. (4)

HIF 2% 2 5 18 52 % AT, B il R SURIE BIBAT A OZ M5 5. BEAh, AT RA ST REDIAF AR
RIS IR B 11 4 By 5 ). AR SRR, 2 R AT & B R B E AN By, 20 R BRI T AR
TWEHFEMRG (1) ES5H

z(t) = Az(t) + By (t) + Biuy,q(t), (5)

Her1e{1,2,.. .,card(ér)}, up,o AR FREH R ETE S
ghG 3k [39,40], ¢ H a0 A EMER K.
Rig1 YoebhE kR Ba A T8, B LS E SR E 2 A R

2.3 MHEIHILERMET R

W1 i 26 SE N % 77 %€ (elliptic curve integrated encryption scheme, ECIES) & —MIR &N 71k, B46&
T NEET A AR SRR S R G RAERCE WY AR, B AT T O K A Fe B R e iR ok
AR 151 pHh 2 2 HIONT B0 e 8, XA AR 5] fhh 2% A 2 R RESAE B B KT T 2 4isdT, WMt 5L A%
ARG (W1 RSA Fk) MAECE @2 2400, ECIES 1615 ith 22 2% % 7 J5 3, IF48A v] 36 [ [H Fhr it 5 22
(American National Standards Institute, ANSI) X9.63 brifE[)—#5%r 42, RE B 5 ElGamal 5 #h £ i %45+
Az 4k, 1B ECIES J8id 51 A S AAGENLHITT A BT XA, X — FEIBLEI A Or 7 A& S 16 52 80k, i 1
FCRLSENE, T B FA 77 58 SE A7 A g 5 T R BURRAS L R PR 1431,

Y E — MR Ep(a,b) KA G, AP AR — DN d « Z,, XNFAHZ pub=d-G. &
WRIETT AT IALVER 52 N ds F1 d,, XTI 4308 pub, = ds - G Ml pub, = d, - G. ECIES f.& U1 R A
ThRE.

o BEANE KA(). KiET ST ZHAUICI A, BEJG, KIETHE (ke krne) = KDF(d, - pub, ||para).
I ke FTINE X7 2 185 T BT EAERD (message authentication code, MAC), kyye FITINE X7
Z IAEAE BV S, B KDF(-) 2 — DNE YRR, ' WNE YIRS 0T 18 28 para (WIAIETT A8 pub,
19— B R AL SR DRI TS S (ko ki) — KDE(d, - pub, [para). HhF
ds-pub, =d, -d, - G =d, - ds - G = d, - pub,, KIEJTHERIT W EBARFEN (k3hc, ko)

o MM Enc(). N T MEHEE m HRELIWOT, KIETT 75 0THE L e = Enc(kgye, m) F1 tag = Enc(kyjac
H(m)), W5 RIZTTRE R (pub,||tag||e) KIZLHHENS .

o fRE Dec(). EHLENHE (pub,|[tag|lc) J5, #UTTTHE m/ = Dec(kp\q, ¢) HHHIE H(m') = Dec(kyfsq, tag)
R AL, AR EAL, M m! = m.
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DHR-based actuator

Strategic scheduling

______ 1
I I DHeterogeneous
| executor 1 Plant Sensor
| ——
I
Heterogeneous l A
e\ Y, "
X I ° I \— —
Inputldistribution l ° | Mulnmodal ruling|
II Helerogeneous xt
executor m
————— l | I
=

b\'

5 __C
i q A => ;
Attacker

Enc( kg u, ) | Enc(kigace , H(u Enc (k" x, ) || Enc (ke H (x
f’\ 4 [ J u, # . Xy J
Y [i'l N N @

-l»

Console
Attacker

1 (M%EMR%E) £F DHR MR%5EH.

Figure 1 (Color online) System architecture with DHR.

2.4 DHR R&HFZE

TEA/NTTH, A THEET DHR JFEHGTH—FAELS, DU FRBGH & X R GRS

454 CPS A4~ E 5 DHR ML, ZIKIQAEHTEEEWJ#LE%&?HJ&E’J DHR #4unEE, WWE 1. BN
BEHAZISCR B SRS R BRI R 2, IR BN T 5 0 L B 24 AT 38 B BAR SR NAT 3R B At e )
RGP ], @ TURPAT SR IME, REM TGS 2SR 2R G, XEPITHEEE T HR
(4) FIR AT B S, 2R PSR I X AT 250t 13) SR T A A I, 0 6 2 SR LR (1% Hh 4
Wiis R G0 & IR R, 2R AR S SRS R AR . SRS R AR R — ER S, S AT 2R
NI KBTS, SR G AR s S HOM AT 88 AT S AH B B Be. (RIS, 2478 — B [ [a] B N A A I 21
I, AT LRI U3 AT 28, CABRAG 2 AN AT 2% [RII 52 B B0 10 UK. TEAN U AR S5 ThRE AT HE T, @it 24
Bk 5 IS E AL, AT DASE AT B AT IR B (1 S AT AR AT R, R 1) B I NN E T, [
IR RS IREN S R A

T R B AE [F] — I Z) [ ARG Bt B 2 A R AT I AR R M SRR S, R M AR R
B3 H 3 ANRMATERT DHR 2 OB & 2% S mT etk BRI 55 oA 2 AR, N T 7RI

ﬁi%m?uﬁ DHR 5%, FA1HEMES By HRIFHERAKEL 3 MATH, Ml — e 240 Bt &
HE IS Bl e {1,2,...,card(By)} FISEIE4LE, mal (4) #5AH DHR ZEMmtBETE R SR E T SN
SEENUL S A PAT 2%, T R 3G 0 2o 2 i 2 s
3 PRFARIPEVIRMITHI RIS LT AR E M 24
3.1 HEXEWMYL

BAVH e 0] BEET X RGUIRES B 3% 8 A TR S FE v 19 53 Wr Moy, B2 RE R GUIRAS Bt AL Ik a4
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R G R, DLEAE SRS AT 6423 B PAT SRR, RS & B E U R, 1R R G
Rz O, LA BEANE AR 22 Ao k0 5 LU A% RS AN AT 4% BE OV EAL, Bl P ai AE e, HLA% 1) 65 1) 22 4 n ] T
PESASCTARIESE, PRI SO AN R 1% 1) 5 1 SO O 7T Re .

AP PRALE AL L T ECIES I HESE, JAMRBAL RS . 61 6 . AT 82 B g Th g, sebn
A DL R A B R s b e B RSB Wl 1 pR, U S B R AT

(1) fE A S H 6 Z RIPAT B PR, I3RS P LRI (kRS ke ). KM, EHI 6 5
FET DHR U IRHRAT 25 Z [RIAT 25 B B i DR SR A 3L 2 B0 (g, kypace )

(2) 758 ¢ 2, AR E RGURSEE o, IIEIME R (ol tag,) ARG, HH ¢ = Enc(bpne™
), tag, = Enc(kyye, H(zy)).

(3) FEMH G AT I BRAE Dec(ci||tag,) FHFIRAT xy, SRJG MR B FVEE AR B S w,, FERAIIEHIG 52T
DHR ZEHJ AT 8% Z (Bl FIL B PUINE R 2, BURINE S R (¢l |tag)) M43 T DHR ZUH AT 45,
Hr o) = Enc(kpaa, ug), tag, = Enc(kigaa, H(ug)).

(4) 2T DHR ZEMIIPAT B PAT IR HRAE Dec(c|[tag)) FE3RMG uy, SRTERIEIEHIIE S w, 3RS R 4G

i SE R, AR AZ B SR AT I8 PRI BCIAR R, S0V R GEAR 4 S B 75 SR R0 B 4 HoAt
SEER A RS EAL, [RII CRIE O 1) 5o R A

3.2 mMITHIE I
ST By, L e {1,2,..., card(By)}, KA EACEEHIT7 2% B4, 225700~ MR FR Ax:

Ji = rrlltm /OO (2T () Quz(t) + u) () Rywy(t)) dt, (6)

R Q2 0,R > 0, I X TAERBHIIG R = (to) LA BIE.
FERTEEAS AT B iR P il 4 TTRom A

w(t) = —Kiz (t) = —R; "B Pz (t) (7)
Foroa ARHEE R Py 3 2 LA N ARE B R AR T R
ATP + PA+Q,— PBR; "B P = 0.

NTAET A prig i DHR AEZL AR08 M, AR RS (4) M (7) R N BAARFE TAER MY R
Sr. HISCHER [45) AT, X TREAVIE S, WR DI BRE R, A ReT UifRE. Bk, B X UHRES
O(t) = | RFIRFA AR HISAEA F N 2108 SO, 39 1 e 1,2, card(By). #:38, A4 IR R BT
T B, FRATTBI T4 55 51 i ] 1 52 X

FEX1 ([45]) WTFUHASS 0t) FUERRFIAIXIE] [ty t0), HorP 0 < ¢y < tg, 78 X Ny (t1,to) NIZXIE [t1,ts)
WD . VI IREL Ny (4, t2) I EFN

Ny (t1,t2) < No + @7
D

Hrf No BROABIBHIL, 7p FRoRT 5 B A [

B2 ROk, FRAS H DL e B, E B 2T 2 0 R I R AR A K, AR RS R AR .

EIB1 XN TRIGEANR RS (4) M (7), HUHemE X 1 #0E, S FRIERERE o > 5y BAEZEESR
No > 0 B, ZHAW R4 —8dascia e . FRIEREEM TR 5 A

In max _ - Amax(B1)
l,0€{1,2,...,card(BY)} Amin(Po)
:  Amin(QAPBR'BIR)
mlnle{l,Q ..... card(Br)} Nomex (P1)

(®)

ThH =
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WERR XTSI RTEER 1€ {1,2,.. . card(By)}, B EMEFHEE K (Lyapunov) BRECH
Vi (z(t)) = 2 (t)Pz(t), Vx € R™, (9)
Hoh B BoRmAR IR (7) HERERIR (Riccati) FREMIME, SRR Vi (2(t) = 0 A Vi (z(t) = 0 4 HALY 2 =0,
AR R R AL v, 2 B [ HAR IR TG S ).
Xt V() SKIA 5045 2
Vi(z) =" (A - BlRl_lBlTPl)TPlx +2Th (A — BlRl_lBlTPl) T
=z" (A"P,+ BA-2PBR;'B'P) z (10)
=2 (—Qi — PBR;'B'P) z = —2" Qz,
He Q= Qi+ PBR'BIP.

MR TR I SR RAZ R B T8 Q> 0, Ry > 0, IKEWRE Vi(z) < —«"Quz < 0. BhAN, HUX FRA FEER A
BRAE, A V@) < —Anin(Q)2T 2, Vi) < Amax (P) 272, L, AL E]

Vi () < ~Aain Q) 1o s a
1 A (P) 270 < Vi(2) < Aax (P) 2T 77
Vi @(8) < A (P27 < s () o (12)
BEAh, X BRI, A58 (1) A (12) AT BLETS
Vi(r) < - min Am(Ql)Vl(m) (13)
1e{1,2,.card(Br)}  Amax (P)
Vi) < max Amax (P) (14)

l,oE{l,Q,A..,card(ﬁﬂf)} >\min (Po)
RITEZ R, TAITE LUTF 755
0= min )\min (Ql)/)\max (Pl)» (15)

B le{1,2 ..... card(BT)}

@ = max Amax(a)/xmm(po). (16)
l,oE{l,? ..... card(B-r)}

ARk, R TRIXTE [to,t1), to = 0. MRIEE X 1, VIAFS 9(t) T HATER MRS 1 BOESE —Ik
DIl R AETE to + A, RIE (13), BATA

Vittorai (to + At7) < e ot A=)y, o (1) (17)
X (14) 1 (17) A1,

Vig(tot+ar) (to + At) <@V (o rai-) (fo + A7)

(18)
<we "2V (to) -
FEREANFA] X [A] [to, ¢1) ORI, RIEAFENX (17) 1 (18) W1H
Vi) () <oV (¢7) < wNotoiHe=01y ) (0)
SwNmL%He*GtVﬂ(O) (0) (19)

<wNo+1e(l’T’T?”‘9)tvﬁ(o) (0).
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PRI, SEHEIE 1 7, FIAG 2= — 9 <0, Bf

In max 5 Amax (P1)
VI,06{1,2,....card(Br)} Xuin (Po)
. _ )\min(Ql)
MMye 1.2, card(Br)} Dmax (F1)

D >ThH = (20)

2 (20) EEER T RGN RS RS E TEZ IR R, WIS T i R R SR E A e/ 220 35 B e 1),
il (19) WIS, WERDHREEE N E mp &/, 3 (19) FHRFEEIR oMot a3 RGN, RS R
BRI BN RS, WA R E . BRIk, AR R BE RN ) 7 > 7).

HIE X1 AR, 2t — oo B, M TREMIES 0 € Ny (0,1), BIERGRZIBHREN.

TR, BB AT S VIR (VIR W R GURRE TERIRE. AR — Bk, BORAERTZ ¢, RSt
MR 1Y) 2 T o, LI AT 7S

V(tj) = xT(ti)Pom(ti) < Amax (PO> ||$(tz)||2 ) (21)
V(t:) = 2" (t:) P(t;) = Ain (B) [J2(t:)]>. (22)
Yk, Yk B A AR Ok pR B B K Be g AT i 2k e O
V(t?_) Amax (PO) A
V) S dam(B)
FEREANBIRIX A [to,t1) N, H V(x(t)) < pNoOe 20tV (2(0)).
R = maxxips, W o = maxg o y2{f =co, X V(¢) BATHHECE BT

InV(t) < Nolnp — 0 (t —to) +1InV (o).

NHRRGHREFRE, TEY ¢ — oo B, IV (t) — —oco, FILTHE Nolnjg < 0(t —to), BE—BAHEH
s < e Loy, BTN ] P ) DR B BUN T B, 45 AHEN o R BB R AR B T %, R GERaE

PETCVERIE. EW] 76 B
3.3 ERBIEEANERUHEH

A /NFURG AR A Bk A PR s R R AR B N 0 T B R A B R S
(5), #yid T HraAs MERE &%, HBARRAB AT

{ 5(8) = ALi(6) + Buu(t) + 9 (5(t) — (1), -

fua(t) = If(t) - l‘(t),

Hor Ip(t) RRBEERTMER S RPRE, fuo RARIKRIEEIRZE, g A BTH I HOHE .

2 X TEIER CPS R4 (5), FRERE fuo 5MREEIREANLGEE KA Z RIS R AT fR LT 4
CPS RARZENBET, fua(t) = 0,, VE = 0; 24 CPS RGZFN BT, fua(t) # On, VE > 0.

ERR H BTG IR I % (24) A1 CPS R4 (5), MM M E N 2% 5.5 A

fua(t) = (A= BIR7* B Pi + g) fua(t) — Biuo(t), (25)

Hrt fuo BWWIEERIRES R 0, B Ip(t) = 2(t).

B, IATRE LLR 7067, £ CPS RZFNBE G T, B wyo(t) = O HI T BEEAIIDER 25 AT RS
BEN I(t) = o), IRIEBEHGMIEB A (25) W fua(t) = 0,. WAL, BHBE] fuu(t) =0,. 24 CPS ZF|
Wi, B g o () # O, ARIEI (25) W1 fua(t) # 0n, X5 FEIR 2R 2 BHL Ik, FATH fua(t) # 0,
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IEAh, R CPS MIMIHEIRAS =(0) ARH0, MBI PESE 2 (24) MIVILERAS 1,(0) FTLMERBE. MU (25)
ATDAE Y, B — AN A& I BOE R g, AT MR B RE A — BIR ' B P + g BUNBR/RYER (Hurwitz) F25E
FERE, X R ZIRE RS (25) EWHL R E . Bk, B CPS BIRTAEIRAS AR A1, AT R TT LU i 3 i ik 22 420
% fua RN 0 KA CPS B ZENBE. Rl ge, REK 1,0) ®ETE CPS MIEHIRESTEHE N, DX
o WU E I 2 e 0 R R SRR

BATAT LR S5 18 2 fua(t) = 0,, ¥t > 0 B, CPS R4 (5) £%ZEIHE; B, CPS R4 (5) 2| M. i
B 58 ke

FESZPRIG CPS H, HTME s FIZE R R R I REI, AR fua TRESNUERG. I A i H T ah A I g v
AL B R G IERE, 25 o b AR B 5 R 2 5085 /A B LB IR 25 1F T I R I

FE s B RGN R A A S L e, WE S KRG HE N

(26)

{ #(t) = Ax(t) + Bruy(t) + Byugo(?),
yt—7)=zt-7)+wit—7), |[w@)| <@, 0<7 < Tmax,

Horp, 7 AHE, w(t) AH TR, L [|w®)]| <@, 0 <7 < Tinax, WEBEFEA T, I EAE—E KV A 2 RIE
RGREMZ AT, S0, 2 SBARGRE, RESIRKRGEARE. ZAEH N EAR Y52 AH, T it
Vi3 L AR PR O AN VT $2 52 4. DRI, FE SRR Y v, I S 55 e 75 5 B R E, AR 1R SR GOIR SR R 831 F 2 Rl
IR FAN AT H 32 B 14647,

PRIt 584 FRMe s . I SERR AL T, B IR 2 (24) 5N

{G@%=AU@+JMM0+QUA0—w&—7»+gw@—7% o

fuu(t) = If(t) - .Tf(t)

B RGORA FHOE I, B0 [|a()]| < 0, AT i) <0 = [lo(t) — o (t —7)|| < or. ABBR AT,
TSR R A9 135 AL R R 0 0 2 5 25500 2 S 46 B, 9, P LSO L IR L TR SR A AR S R
PRI R T RRA K B 1L, FORAS S4B 5 AL g (45, 29),
AR R R O
Vi = fua ()P fua(t), P> 0. (28)

XF Vi(t) RT3
Vi =fea(t) [(A~ BB P+ 9) P+ P (A= BR ' BY Pit-g)| fual)
+2fua(O)Pg (2(t) — x (t = 7)) + 2fua () Pguw (t — 7). (29)
EPREIE M BUERE g 51956/ A — BiR; ' B P, + g /MR 4E R e e /b, M
Q=-[(A=BR'BIP.+g) P+ P (A= BR ‘Bl P +g)| > 0. (30)
H |z(t) — 2 (t — 1)l < o7, o (t —7)|| < o, TSN AN
V(t) < ~Awin (Q) WfuaD® + 21 fua (D] 1Pl (57 +0). (31)

HASEN (31) AR, AN T, IRZRZE fua(t) AIE, RSN — RS TR, 3 —PH

Tim sup |0 (0)] < ZEACTED) (32)
* )\min (Q)
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BV A e A 0 30 98 e A T 1R 22 W] R A AN DB (R I EL AT S B 5 i s B2, |k, JREIR . fua(t) MIRME AR Z%
TREFA T, LR TR W, FEAFAE DN B A5 0l S AR A AR T, SrdA MR S A THR 2 R G RA RIFH)
BFRE, AT ORI R GEAE e A 5 B3R R A i I A,

MR L3RI HT, AESCPRIN) CPS 1, i B — AN Tl AU AN I R B i P RIS S 3 B Al H iR 22,

{ fuaOll > Foar BTk,

33
ol < Foar B80T, (33)

Hrp fuo FORBEEBIME, £ MEWHE. 2 CPS RGRZBNMAN, fuo EHEEE— DR BON I BE
RE.

3.4 DHR HEHEF

AR SR I — R DHR AR IR R G, /E DHR UM, 7R 2 AT 4% 2 8] 0 4 BE UK,
FELGIAT 48 (R e S BUals (R AURRAIR. U4, ELRPUT RIS R CPS ISR e ok . DRI, JA I
P73 SE AT A BEAR N BB AR R AEAT 2 O AT SEE. OF 184 DHR MEZEH AT 6, 3R 1 — Rl A2k 4 AN
P SR AE FEREAT LA I DI i XA 7K 0 S A AT 3 A QT R ST 5 (AN T 00 1 A 22

P SEAAE R — AR IR A5 ., S T AT B AE 52 BT I 1 D S2AT O R RAT S vy (¢), H DTS AE
AARR N

(i)
hi(t) = W (34)

Horp ¢(t) RoRUIIREL, xo (i) —EPATA | HIRKPIRAFERS R 2

(35)
0, PATEE uw FEL&.

B b, NEBRITRALIES, © ¢ b, BRESEROPITRAS. WA, & WG5S R5R N
H(t) = Y eq oty Xt (0)/C(1).

FEERME, WX (A, B), 1 € {1,2,...,card(By)} &M (2) PHlFE B, MFTA A P IfiES 2.
XEREPATAAS @ nTRE S MR M M EMEHIE T u(t), N FE—ERERABIYE. X L(B) N
NIEFE B, AR B MBS, BT B A M SIS Go(t) 1T AHIER Ny
_ Nico L (By)

Uiea L (By)

2 8 ST A BRI EEXS DHR ZR40 22 A M52, R 1B BEAE A HET (technique for order preference
by similarity to ideal solution, TOPSIS) 532 B0 {1 LZEEME o. HE @ BIEFHIRE Se B F G H:

‘ {1, PUTEE w125,
Xi\t) =

G@(t):G(Bl,ZGCD):l (36)

Se = aH(t) + (1 — a) Ga(t). (37)

DHR 8 FE T a0 X AR AU 1) R, 25 SR AT 38 D7 58 BB s b, nIfE R (RR H(t) K), BEEHIH
TBIE 2 AnE, MY SR R FR0E AT 28, Wiy st BAE R KR R gt et & AT
HEPATELS M Z T KN (B) Go(t) R), Bub#H EAEEH O EREN RGBT NS L, AT & Bk i pe
71, (AT Re N R G A . BRI TR IEBEAIE M R AL o, 15 RGAELRUE 22 LM R 4ERF R e .

FFE SRE R o FIERE, K EHFEEL (expected robustness index, ERI) fEAZHfebR, WA
TR EPAT BT B 1 RIIEEE N pa, P15 B & AT SR G MG BN ply, HRIEE Ge SHilGh
REJJAHOC, 4 AT 25 I S AT 0N BRI = (1 — ply) Go. ZAREGOKR, Ui W48 F $AT 2Bk & 4 v]
&, G SR
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BoE 1 BT S AU R A BE ) DHR BT 2R B

Require: Z455€ ¢(0), o TR [AHME to, FEAPITE (B EFERF) MHAFIAE S, HHEFHTEN (4, B) MWFE, 124 Br.

Ensure: FHAPATERMIEEN card(By), [FIN LIRSS AT 350Gy 2 5L 3.

1: ¢(0) < 1, o, P, 6;

2: PATIIPBENLERE DI RES ©. M @ FREINLIEEFE DXt (A, B) 1ENERATES, MHAWATIEX (4, Biy) € @ WEA%H
PAT

3: while ¢t > 0 do

if fua(®)]l < fua then

5: aliENt (A4, B) HT##HliZ CPS &%;

6: B | fua @)l < Fua PIFFEEN TEES 25 7€ KN T BIME to I B ARTHATSRA FEIFEE, MR ATIEX By T FEHLIEFER
liz AW

else {|[fua(®)]| > fua }
Y EB R RS IPAT SRR 3 B, FHASHPATEN (4, Bn),.(A,Br) BFHEKER cps #4, R
(Biiugr + Baug2)/2. o, 1F 2 AT 8T (A, By) ki CcPS R4

9 H(t) = Yieq imy 1 (D/C0);

b

® 3

10: Go(t) =G (B, led)=1~— g;;;ggg;;;

11: Se =aH(t)+ (1 — a)Gs(t);

12: B U2 BOE AT T IR R LTS, VI R S NPT HRA A,
13: end if

14: end while

P BEE H(t) 5 (1-ply) RIEH, AR A ERLy, B/ METCH XS, 7T 38
« o 8ERL1> 8ERL1> o Gq;.
- o)/ (e ) &
Bt o= e

) DHR 540 (0 8 IR PR /) A LUt 53R R A, 3 5T 3 P SR e T K55 1 R4
7 TR REAE. L S G R 15 2 5 PR BT M AT 2800 ST R, IR ARSI B
E, B o BUATEEELE (0,0.4) v, FRGCHEREE T o T £ 85 12 AR T, RT3 DT
B A A 5152,

% HEE] DHR 4UHI7E 5267 0 R AR, 0% SRR BT 3 AMBUT BRI (R 4B 4T 939, AT et
(A B 1€ {1,2,... card(Br)} th, BIEH O o 4 C2 o METRERIAL . 3 T ST {3 R ASAGE OB
(TR UM L5 1 P,

4 REEFIEERSH

AN E e dR PP A S, AR A W B R B f AT A DL R R GRS E T

LT PTR I DHR %477 %, Fr% BE I R GEAE AT I PAT S 4L & 2 [ BEAT U, DA O 22 A VE AR K AN /T
PE, W5k 1 priR. BARIN S, REVIEIEA fom R A So MIATSRALE, RN 4 52 Boadi 1 AT 25 A BA S
TR bR, DAMe Rt e SEIE i S R S5 2 o 1 s A sh B s i Sk

SEX By N By BI— T4, FoR CBGE & BURRIPT S84 . DHR 22477 50T LRI T BEAR UG 5 4
K AT 8%, € L AT APATEHIVEENE. B8, /£ AT I8 NI BT A St AT 882 — MR 3
. DI, 52 Tl i) DAE 5 DHR 7 S IPERE. 32 TOK, Regs i — e, DI RS (5) B T
FasEE.

EH3  RRBGEEEN (8] AT ATCIEBERTA W RIPAT S, BT By\By # 0. fE LS MghBrfis] (i
2) KAERT, M RGAERE TR IR FFHR R E.
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BE 2 B REEE TG 10 3230 5 sh B i 5.
Require: CAIVIEEITE ¢ = 0 FIWIGIRES =(0); KRITEAIEXS (4, By), WHNES Br.
: for | =1: card(Bvr) do
TR RMAEHIES (7) PRIRRIRTTRERRE P s K
TSRS Vi (0) = 2T (0)Pz(0);

1
2
3
4: end for

5: I Y 8] 7 1) {t1,t2,.. . tk,.-.};

6: R EVE 1 MOB RIS (A, By) A (A, By), RS S @ I MBI —MEA 3T 8
7: while ¥(t) =l and t — t;, < 7}, do

8 TR (4) FIEEHIE (7) BATZ RS

9: AR (24) HRRZERZRINE T,

10: end while

11: if || fua(®)]] < fua then

12: IR [B] B0 I 6;

13: else

14: KES @ T

15 JA RSB &, BITE 1

16:  IBATRS (4) AEEHIEE (7) B o BIEKE, SNERERZIE 6

17: end if

ERR BB AN S B IR ARGV (B I TR X T8] [ty ¢). UHSRAELR TPAT 45 R 52 B Beedy, Bl By
5 b RO T8 I 1] X TR0 2 ¢ — ty > 75, WA DU 2R 2 S8 M. W R 5 _E— R U 2 18] ) IS
[ AL ¢ — ty < 7, WRERPRE D NPIASP R (1) HPA& PAT 8RZ BB, RGAPREPIL (2| T
(2) B FHIPAT AR Z BB, IR R G R A 5

B 1. Rk 2= Ok s By

Vi(z(t) = %ﬂfT (P + Pi2)z, (39)
Hrr Py, Py 535 3Ron 4 AT SR I ZR-REETTRE M. X vi(t) R F153)

: ATPy + Py A
¥ita) =o%(o) (0

ATPy + P A _
+ 27 (t) (”2” - BQBIQRI;BITQPB) x(t)

— BlBllRllleT113H> x(t)

=5 (1) (~Qu — PuBuRy B Pu) (1) (40)

+ =27 (—Qi2 — PaBiR}y By Po) (2(1))

T(t) (Qu + Qm) z(t)
2
Qu = Qu + PuBnuR; "Bl Pu, Q2 = Qia + PiaBio Ry, B Pro. MRAEX R FERGHA — B I (Rayleigh-Ritz) /A
X, H |z < #ﬁw, XRARG RSN ||| &I
B 2. FEREHE AR KL (39), X V() HEAT R 152

. 1 _
Vi) =527 (1) (~Qu = PuBu Ry By Pa) 2(?)

1 —
+ §$T(t) (=Qi2 — PeBinRpy' BjyPo) x(t)

1 1
+ 52" ()P B + 5(Blul,a)TPza:(t)

zT(t) <Q11 + le) z(t)
2

1
2
T

<_ <0;

48 o

< —

X

1 Bull lueal T2 ]
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MRAEB T 1 AT, Vi(e) A FH. Ak, TERTIRIIXTA] [t 69 + 75) A, Vi(t) B [|zf| HREE . Mt -ty > 75
I, HATHAT AR T 2, JFIRIESRNE 1 UIT 2%
FEFORAGEM SR 1 FENTERERML, BhAL 0. TE 5 .

5 HESHE

5.1 BB CPS ZE=WEIE

NEGEFTHE 5 007G ke, AR SCE B B TUAR AT 81 CPS, tin Py 728 /K 48 /45 P91, KA ECIES Hikiktr
R, R AES-256 XV BT INE, InEEAERA CBC B, 1 SHA-256 ST A #:4E, ECIES R
i secp256k1 Wil 1 2%, SZE6IAEEREL B A Intel(R) Core(TM) i7-4790 @ 3.60 GHz 4bFE#%, 20 GB DDR3 WAF, #
YER SN Windows 10. 7ESEESH, LI ABAT I MBI CPU Wi B E N 1.2 GHz, IR G 1 CPU
WAREE AN 3.6 GHz, WE 2(0) = {21, 22, ¥3, 24, 5} = [—0.31,0.51,0.11,0.52, —0.37] - 1ENHIEEIRZS. 17 B E]
ARG BN [0,40]. TESAERIMBEI&MT, R4 (1) MAREHEE A, B A C W7 HEFTR:

[-1.0649 0.0034 —0.0000 0.9728 0.0000 |
0.0000 —0.2492 0.0656 —0.0000 —0.9879
A=10.0000 —22.5462 —2.0457 —0.0000 0.5432 |,
8.1633 —0.0057 —0.0000 —1.0478 0.0000
| 0.0000 1.7970 —0.1096 0.0000 —0.4357]

[ —0.0062 —0.0062 —0.0709 —0.1172 —0.1172 —0.0709 0.0003 |
—0.0072 0.0072 0.0039 0.0188 —0.0188 —0.0039 0.0627

B =1 12456 —1.2456 —10.6058 —9.2345 9.2345 10.6058 5.3223 |,

27172 27172 —2.4724 —4.0101 —4.0101 —2.4724 0.0108

| —0.7497 0.7497 —0.4923 —1.1415 1.1415 0.4923 —3.7367 |

C =11,0,0,0,0].

FERGUATIIRE T, A I I 3 TN 3t I K AR i 4201 655 4] 1 A o T 0 PO B R i, a2 1)
B LLROIE EHAT 88, AT SAERR RIS &5 BEAT MR # FARIE 15 S M b2 REUIRES. A SCRAEIAIZAT 1000
WRIITECATHSEEE R, S8R 2 Fos, W LUE AR . $hAT 8 ANIE 0] 6 19T 2 THSE T 85 20 3152 2.506, 1.867
A1 1.896 ms. IS B A ERE RIS EL 4T, 7T DOV SE BRI RO THSOT B i T BT S Al &, IXRMIERL
EA T, AR AR B N R P VR e R R SRR AR IR ) S B A R AR, B RS ROT A AT
SRORFFAE AT AV A, AT DR 145 JE W B 2R e 2 ) 10 SIS 1

A B R AL PUASE th P RGTEE R, DAIGE T 5 8k 428 1) 7 02 A R R Bt S 2B R e 1] 1)
BEIE AN t € [20,25), BUEAG I BB E N fua = 0.002. B 3 J&or T AUE TS IIALHIN, RGURSAERMBGEE
5 NHEEAR. ATDAE L, R BRAIBGE N RGURAS VIR I T IR S, 1 BRI SRR H R A
A, (E 3 R 2 3, R GUIRSRIR 32 BIBGR 520, R Be fRIFFARE.

B 4 g% 1A AT A8 B 1) S A S B T R VIS 5. ATELE B, P15 S AR M R 4
FEAWIE NI A, WS AV PAT RS, RGREEAT R B 2 B AT &%, Wi ORI R ST IR TAE. X
FOIHLH A IE = 7RG 2t IR 7 H AR R Bt IR P AE
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Figure 2 (Color online) Performance of the confidential interaction protocol.

0.6 T T T T

)

0.4

0.3

0.2 [f T

0.1 T

CPS state trajectories

-0.1 n

-0.2 n

-0.31 b

0.4 1 | ! ! I 1 !
0 5 10 15 20 25 30 35 40

t(s)

3 (MBMFE) ERHEST, RERMLHE R SOR ST

Figure 3 (Color online) Convergence state trajectory with only the detection mechanism under an attack signal.

B 5 45 T 7E G E R R B BB S0t 5 F ISR, S5, REPRS R AN B R T
R LD, ST 095 AU R B T TGt x RSN, R T RS HRE MR e

FEE 6 o, BT LIOLB B R B SR A FIGR 22 52 O3S, fE 6 . K B KU
NHE B A ST 24 AR T A SO I A
5.2 BEEMEHBIE

S AT B 7 50 B 5 AT B RO DS L, A SO — 55 BT B B U 0 R 1 %
GOIAT T FEGTUSR. (R s, Il s S 7 PR AR AU (L0 5% I (0 220611 V), 453038
R B BT I AME A 5 R TP P R R, Tt 3 T A MR AT B AT B 0
RS HL PSR, JEETI G RFEI 5 B TT 56 5 TN, SEOBIEIIN (BRI IE), AT 31 R W 5 BR A 4



$ExHE FENZF EERFE 20265F Fset F1H 178

| L Q
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Figure 4 (Color online) Switching signal for the proactive-reactive defense control scheme.
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Figure 5 (Color online) Convergence state under an attack signal when utilizing the proactive-reactive defense mechanism.

R TR VEE

PiF B 5, SEHET Python 3.12.8 MMEMIE, BT NN 100 s, KAFAMY 1s. REEAER 15, 40,
60 A1 75 s X 4 NI [8] 5 73 5938 52 ABCEHE T N ey, Bl 2 il I ) AT A0 N B DR i S AR G s
i 85 22 i B A SCAR A BT 3R U5 925 A U AR ZRA AN RS Bl H AR D15 40 4 A S 2R 15 400 SR 30 AT 1 % L, RISt 54X
AN 3 ) 7 AN AR A B A AL A 0 5 VA AT 1 PERE LA

7 REOR T TR ITE SRS TUAR RS B H R B EAE B 1 5N AR ST SRATIN R B #E A TUAR TR
3ASFRIPAT &%, T 2 BOR AL E i AR AT a5 45 538 A2 3h BAREI 8 U CLTSUBE R BT RE AL S edh AT 4% S8
BB i AR GEAE B BR J5 2 ik PR L I BE S 30T N TR, [ I M s R B v N\ T8l 75 e 8 it — S I
(] ) B DR 4 RE 3 B0 R . SEIR SRR, X TS ITCARTIE, MR M skt AT, Modi i Re g3 Uik
PAT A, FECRGUE 5 B2 [R) YIS DL B R PRR DL T A2 30 H A By 18 SR B A BT D)4 S AT 4%, (B i
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Figure 6 (Color online) Attack detection filter state and the residual error with attacks.
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Figure 7 (Color online) Comparison of task execution time among different defense strategies in the voltage regulation system.

FEIEPAT 284 T AT IR HIC RrEe (8] 2 WK, REuUTnT e 8L i B ER 15 DL, AL 2R, AR B
A5 REAE AR B R AT A A IOR iy ) B R B I, R DR R GRS E P SRV I VI BBV B Y, Ak R SR AT 25 DT ik
A AL, A7 28 FEL T Mo 3 10 R B A v A\ Bk 42

8 RIL T P UiiE SR TUARAR ) B ARBEE Bt b 5 R 3T a8 4 R L. SR af SRR, =
Wik IS HIAT S840 TAELORZSIS, 3 HARB 7 VR mT BEPRAT F 12 1 i IR TR A, S TUR T IRAE L
B DB PN AT 45 ), RS A IR 10 HL T 2 18 &, AR 5 vA RES AEJAAT &4t S W 45 R, 18
B DR R GERE T SR VI DI R Y L P9, JR ST &% T 2R S TRVEERAE, RIS b2 i & 3T &%, (X i mi gy
Lot by, Hgeid s LR e ) 28 Gtk 45 R AR 28 R IR A IV VL IR 42 4L, A0 9 Foms.
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Figure 8 (Color online) Comparison of voltage regulation outputs among different defense strategies in attack scenarios.
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Figure 9 (Color online) Outputs of individual actuators and final system outputs using the proposed method in attack scenarios.
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Figure 10 (Color online) Performance comparison between the proposed method and single defense mechanisms in attack scenarios.
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Abstract This paper addresses the security control challenges of cyber-physical system (CPS) under coordinated false
data injection and eavesdropping attacks. Existing research often relies on stacking multiple defense techniques to counter
complex and diverse coordinated attacks, resulting in increased system complexity, interference among defense mechanisms,
and reduced resource efficiency. To overcome these limitations, we propose a cyber-physical fusion proactive-reactive
defense architecture. This architecture is built upon dynamic heterogeneous redundancy (DHR) and integrates confidential
interaction protocols to defend against coordinated false data injection and eavesdropping attacks in the cyber domain. We
design a lightweight confidential interaction protocol based on elliptic curve cryptography that ensures data transmission
security while meeting CPS real-time requirements. Additionally, we propose a DHR scheduling algorithm based on historical
trustworthiness and heterogeneity that balances detection reliability, heterogeneity maximization, and system stability. To
address challenges faced by DHR architecture in practical applications—including limited heterogeneous resources, underlying
homogeneity risks, and switching frequency constraints—we design an attack detection filter in the physical domain as
a complementary measure. The developed proactive-reactive defense control algorithm enhances system unpredictability
through dynamic controller switching (proactive defense) while timely identifying compromised controllers using attack
detection filters (reactive defense). Theoretical analysis demonstrates that the closed-loop system maintains stability even
under unknown attacks. Simulation experiments across various CPS scenarios confirm that our proposed resilient control
method enhances the system’s ability to resist coordinated false data injection and eavesdropping attacks, validating the
effectiveness of our approach.

Keywords cyber-physical systems, dynamic heterogeneous redundancy, proactive-reactive defense, false data injection
attack, eavesdropping attack



