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Figure 1 (Color online) Collaboration relationship among heterogeneous clients. In the resource heterogeneity scenario, when the
high-resource client c4 collaborates with the low-resource client c1, uncertain knowledge from c; is introduced, which leads to a decrease

in its own convergence rate. In the data heterogeneity scenario, when c4 collaborates with cs, it learns irrelevant knowledge from cs,
resulting in a decrease in the accuracy.
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Figure 2 (Color online) Framework diagram of heterogeneous federated learning with client collaboration graphs.
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Figure 3 (Color online) Flowchart of model synchronous aggregation.
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Algorithm 1 Heterogeneous federated learning with client collaboration graphs (HFLCG).

Input: Datasets of clients 51, AN 51\;, learning rate 7, global iteration rounds 7'
Output: Personalized client model {51, ey gN}
1: Client estimates the computational latency for a round of local training and reports it to the cloud server;
2: Cloud server divides clients into M clusters {C1,C2,C3,...,Cp}, assigns each cluster to an edge server, determines the local

training time 7, and initializes the resource collaboration graph between clusters ¢ ;

3: for each cluster C,, € M in parallel do

4: Gm < Edge server E,, initializes the data collaboration relationship graph;

5: end for

6: for cloud iteration number t =0 : T do

7 for each cluster C;, € M in parallel do

8: for each client ¢; € Cy, in parallel do

9: 0~j < Client c; replaces local model using Eq. (6), performs local updates with Gy, using Eq. (8) until time threshold T
and then uploads model 9~J to edge server E,;

10: end for

11: Gm < Edge server E,, updates the data collaboration relationship graph using Eq. (7);

12: Om < Edge server E,, aggregates cluster model using Eq. (2) and uploads cluster model to cloud server;

13: end for

14: G <+ Cloud server updates the resource collaboration relationship graph using Eq. (3);

15: Om <+ Cloud server generates a personalized cloud model for each cluster with G using Eq. (5) and passes it back to the client
through the edge server;

16: end for

17: return {51, ey §N}
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4 WSS
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Hre, g >0.
FRig2 (FRME) SRR L(9) & p BRI, X TR 6, 0,
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SIFE1  AERERK L(0) MARHIL LO) & B I p 3B p-Lipschitz [,
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X1 (MR 125 ¢ e e)mis i, 2P imfEi g s SR G R T, X T8 C,,, Sl
RUNLHE o BERIIRAL N 00 (t, 0) = O, FFFEZJGHEATAMBIZE. TERSIEIIRIRG [0,5] N, fEOVC RS EERFA Y
om (t, 7) RIGEERE Cp, A EFEER D, FATHEE T 7 58, FEPERAREA 0, FI2D 50, AR IR A

ot 7) = {vm(t,T —1) = nVL(vp(t, 7= 1)), 0<7 <k, 12)
em(th)v T = K.

B4 (BEEEREL) MW TERE i ¢ € Cp, &7 00 ¢ KIREHURRECSER Cn FISERHUL R ECL (H]
(RIBA FEBARE () -5 6, AT DARAR

IVL(6:) = VL(0m)II* < 5. (13)

B, 5 0, = e DU gene o pam PR - SRR OBAREIE, BB O RSP B NS
(O}, ORI (B 6 RSERERUR A4 B R OB SR - 58, SR BRI B E 5T L

IVL(EOm) = VL(Om)|* < 6. (14)
R SCHE A% P 3 ;b RIBE AL E O JTE Ty S 8O i SO — B S0, Fm
E|IVLE@)|® < V. (15)
SIER2 % SRR A IR AR h, A AR DR [0, ], ASHBIEARER K 7 € [0, k] Wi
10m (¢, 7) = v (&, 7)]1* < g(7), (16)

Hr g(z) = max (B +1)* — 1) —ndmaxz, v = 0,1,2,... BRI 4N, KA L() /& p-Lipschitz 1], B L(0,, (¢, 7)) —
L(vm(t, 7)) <Pg( ). FEEMBRARG R, 7= &, BIAT L(0m(t, %)) — L(om(t, 5)) < pg(k).
EE1 Bk < /13 XFFEERE O, BRI MR 0 7555 ¢ B2 mis Mo i, dFEEm

AHAINGEIR 7 € [0, k], 55 GER IS A)
(L (0 (7)) — L@2)] < (1 — mpt) [L(om (b7 — 1)) — L@ + L. (17)

R P Se K ke A IS AL GRS A AT R R &), 1951

E[L(vm(t, 5)) = L(07,)] < (1= na)*[L(Om (£, 0)) = LO})] + = (18)
A1, YRR SRR AR )/ L SR 452 KB ST LRy

il

L(On(t. %)) = L(0;,) < pg(r) + (1 = )" [L(Oin () — L(6},)] + 5

Wil RER (5), SREAMLETUEEN but) = 2% 05056 x), Kt Y a; = 1 BR
Lo (O (8, 1)) RFTH BB L0, (1, )M, OEAA, BtEAT

(Zaj > < Linax(Om (t, K)). (20)

M EERRERER te1,2,...,T, B

BILGn (0) = L] < (1= ) Lt~ 0) = DO+ (5, + "+ pat) ).
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Bk, HaReR ¢ =T I, 715

A(R)B(R)(1 = (1 —np)™")

E[L(0n(T)) = L(0,)] < (1= 01)™" [Limax (0 (0)) — L(6;,)] + ”

(21)
Hr, A(R) = (2 4 520 4 pSan (DL ), Bls) = (1 — ).
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TSR . (A5 2% S Bk O L S 2 By O( L) 581, s G S B0 =) Bk 2 Ve IR SR L R 227k
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e, FURT 2 AL G, S T SR UG RE. 25 AL G 2 31 Bk SR A SO R ISR IR U (1),
S PRV ) B A S A7 0% () — BT RIS, K7 R K Sk FE H A 5 A 2 ST 7 o b,

5 SCIGHT

AT P2 A A IS R 0 RBUIE SR IR T A SCHR B T % 7 M O AR B e A IR D AR
S GRS S 9 AR R DU T BT BT

5.1 SCIEE

STEETik. L 8 MNEL TV FedAve Bl (— R & MRS IR 2 5%, Mo B8 F A (17778 Fed-
Async 161 (—FhZ ity Fob BEFR 22 ST BH%) K HierFAVG 28] (BENLRI > % 7 R AE 4y EHEZE bt 47 R B TR ),
FedAT 1290 I HiFlash %) 7 5il% FEI8 . B0 SHIR 45 A 1007 X % P 347 7 AR A FP b g A MR A 7
iR LB T 0 TV 48 [R5 A 73, 45 CFL MY (—Fh 3k T R MAMEAL J7325)  pFedGraph 14 (—Ff
BT RAELL 1% A RIPFL 26 (—Fhdt T r 5256 R R RAMEL T 7%).

WIRE . BRI KBS, CIFARI0 Ml CTFARI00 A4 72 F TR 2 o) B R 52 il o FAT 45 T
77. CIFAR10 ##84E% A4 3 ANERZERIfEI S CNN BALIZ, CIFAR100 %484 K ResNet18 1A 2.
AR Adam HRAGES, %2124 0.0003.

SHMIRE. ACKRH 50 MR 10 NMAGRS AL 1A B IREA AT, @it CPU
P H R R, AT ARADL A 7 i [A] P S5 9 S A . e B AR I Sk [39) w8 Xl 23 ikl A&
i P e KA AT L o SR 2 i 18] I B8 AL 1, o BR8P I IR AR SRR Stk 2, At i)l 25T 55
PRI, ] ) [ 6 A ) 2% 7 i [B) PR S 0 B S 38, 95 7% P ity DM B 2 AR AR S N2 55

5.2 XfEESCIE

FRIMETHOERZERI. TIHEFHE P e R AR E AT T 3 MEUE AP sese.
# 1 Fion, HFLCG Fifa S8 R OVENELAT, BB T VR A [F S /K A S, fEAS RIS 4 R
DL C, R SRR R i, 2 7 o (AT 25 28 A B & /)N, HFLCG AT LR FH B 3¢ R B3 Bh & 7 ok 2
AT R v A L2 20, 38 S ) AN AH Q1 28 7 ity 2 SIOHE A FHL AT, 76 CTFAR100 B 4E I, 4 0 = 70
i, HFLCG HIHERf S L AR L 28 1 1.24%, RIAK P L5 2 440, HFLCG nf LLd s U 5¢ & B A
& AN IR S A 0% 22 AT A o PR B R, B2 7 il 78 4 5 ST AH SR .

FRIFE TR RI. A LI A B [F— B bR #ERf 2 1 TR R IGIE Tk R i3k 2 FoR, A58
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#F 1 FEEIBFEIFGAEE CIFARLO #1 CIFAR100 HIEEMARHEN H THNEERE (%). HAERREREMR.
Table 1 Test accuracy (%) of different federated learning methods under different data distributions of CIFAR10 and CIFAR100
datasets. The best results are in bold.

Method data CIFARI10 CIFAR100
oc=3 o=5 o="T o =30 o =50 oc="70
FedAvg 63.38 75.87 78.32 66.86 67.45 70.12
FedAsync 18.97 37.65 40.18 27.96 29.87 32.05
HierFAVG 61.97 75.54 77.96 66.52 67.05 69.26
FedAT 57.85 69.98 71.43 63.76 64.87 66.65
HiFlash 58.87 68.63 70.92 65.12 64.61 67.09
CFL 42.75 55.08 63.62 50.59 54.76 55.28
pFedGraph 55.09 63.88 65.07 60.12 60.98 63.89
RIPFL 64.76 74.97 78.43 67.05 67.01 69.43
HFLCG 65.84 78.03 80.12 68.93 69.12 70.99

& 2 NEBRKIEIFHEE CIFARI0 1 CIFAR100 RSN ARHIE D T IAZ BHERRIIAE (s). co KERFEILE
BirERmENEENT K. BiRRRERER.
Table 2 Time (s) to reach the target accuracy for different federated learning methods with different data distributions for CIFAR10

and CIFAR100 datasets. oo represents the excessive time for the methods to reach the target accuracy rate. The best results are in
bold.

Method data CIFAR10 (60%) CIFAR100 (65%)
oc=3 oc=5 o=17 o=30 o =50 o=170
FedAvg 3859 3587 3096 7643 9276 7689
FedAsync 00 00 0o 0 00 9
HierFAVG 4998 3112 2277 8876 9276 8765
FedAT 00 4465 5431 12076 0o 14652
HiFlash 00 4165 5641 12816 00 12865
CFL 00 ] oo 00 00 o)
pFedGraph 00 4976 4876 8743 10652 8530
RIPFL 3965 3676 3976 7543 9889 9659
HFLCG 1772 1659 1590 3542 4879 4084

MRS T 54.08%, Ui HFLCG {EE0HE & FE i oL T, i 50 2 B 78 4 42 98 40 A AN [F) 0 S5 5 U A0 2 7 g 1)
TERZR, NIk vh 5 RE 71 22 (W5 o /5 [F) 20 5 Hh 2 2] AT SRR 5 i 7 7 g (1) AE D@ A, 3 s e S50

WS RN, 4 BT BF0 TSGR . HFLCG MR, & HierFAVG. HierFAVG T
FedAvg fl RIPFL, iX /& R A4 22808 /0 73845 714, HiFlash Al Fed AT B SRMIIE T 40 )2 284, (208 7 s
SR R R, % P LA TS AN ], S8 — 2 R AL AR AR 22, pFed Graph B2 f v (1 i AR AL I A
IR, R EK. CFL SNSRI RIS FEFER K, o SIGH . FedAsyne RIMA 2, IR0 R E HIZ
AR A 0L T TR R TR S i A R A B R, T vH B RE T 58 A v B ARG 2 FEUHR RS
A, HFLCG BINCSis B fe b, BRoA el i U O¢ R LR 5 2 B 35 Bh it SR 70 99 I AR AU Wi s, Rt
FIFHOME ¢ R EREREAN 2 P it 2 204 F RO, DR, P R 22 FO 2 P AT DL 22 M BB B A O 25 7 ity A5 1R,
AN R R S

EIXRARIERRI. AT S50 80 HAN R 7 ¥E3E AR 500 F6 i FH I 1] A R 28 56 11E 25 T Wi O¢ & I 1 4]
WERAHUR AR WE 5 B, HELCG Bt I 8] 540 Hax 2 7 s FHERi 2. FedAvg, pFedGraph, RIPFL
KRS RE T, Il &P AR IEREC RN kg, HE BRI P EARMIN GG SRR NE P, iE
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< 301 /7 *- FedAT 8
" —v— HiFlash 400 0
2047 CFL
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101 ~e- RIPFL 20 o
—4— HFLCG
0 0 10‘00 20’00 30‘00 40'00 5000 0 FedAvg FedAsync HierFAVG FedAT  HiFlash CFL  pFedGraph RIPFL  HFLCG °
Time/s
4 (MEMFEE) TEBKBFEIFEEHMETE 5 (MEIRFEE) A EBLFRSE =) 73 M B B 8] K il 22 2o
(CIFARI10 RS, 0 = 5). tt (CIFAR10 #IBE, o = 5).
Figure 4 (Color online) Comparison of the convergence for Figure 5 (Color online) Comparison of the response time
different federated learning methods (CIFARI10 dataset, o = 5). and accuracy for different federated learning methods (CIFAR10
dataset, o = 5).
* 3 FRMMEXRERNFM.
Table 3 Impact of the resource collaboration graph.
Resource collaboration graph Directed Edge weights oc=3 o=5 o="17
X X X 61.07 75.14 77.05
v X v 64.02 77.25 78.87
v v X 62.89 77.08 79.54
v v v 65.84 78.03 80.12

JRI TRIRIR 9% HierFAVG 1 CFL £ [Fl20 R & 36k 2y 738 1 7y 2 A7 21 10 75 3Qsb 1 I ) K7 4. HiFlash
i AP i 1) SR VR R 0 R o A SR R AT 43 4H, Fed AT AURRHE SRR RE JJEAT 20 4, B SRR b g &
7 AR AEBAILR . FedAsyne SRR D IEG 7730, IS = 55 4B E AR KERH. [, 70K
AR RGN Z T 230G AR R A B AR, RSO 1R B S MU L2 42 ) A 3 S5 I 8], A 4 B2 U
12 P R A R A ZREe ok, i VBB, SR 75 St e P @ AR 10 5 3K, SO T AR S RIB IR 5 5
AR BE 705 di SO S0 L 1 F 1) .

5.3 HEASEIR

SR FFEMMEXREINBIE. AIRIEEREYMER R KA RNE, LL CIFAR10 B, & 3 RUIEREDME
KA EAF DT, Semse  imprERE. BART &, IWHIBUESE— o 1 S50 T 059 RAE % 7 %
FH, HERE R BER, H o = 3 MEZMEOR. X2 RS 7 PRl 27 s e 55 EL 80BN, ARSI 2 7 S A I
P PEUERE R, R R PP IL AN A & AR RE, ROVE P im i SR Tk S A, THELRE
N EREREBA HAN AR T ARG S ARG ), B ] fe R R AT 73 I 2R AR KRR R 3L
b SERE.

SRNEERMMEXRREINARME. A8 IR UL i PSSR KA Rk, Horb, I RBUE A A 2
TR RHE SRR R K. L CIFAR10 N, 38 4 3RO %07 S A O 2% Pl RAKSCH A B DA ads RS 128 i e
e, BERARALLRE Hok, BB AR B 72, X0 R Dy e 7 i 504l S A P i, A FRJ W 2 A BB AE AN [R) 28 7 i L )
SBT3 TRDERAN TR, A IR P 2R B 2 3 o 2 i 32 I AN AR SGRIR IR R8O i a5 A P 0T 73 R85 R 52 i e
R, RFFHESRIUAS 2L/ A, UK 73 A AR B 3 OB L AR R B A (DU RE i B 1k RE L
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® 4 BEMEXRERM.

Table 4 Impact of the data collaboration graph.

Equal weights Model-similarity weights c=3 c=5 c=17
v X 63.17 75.85 77.58
X v 64.21 77.21 79.56
X X 65.84 78.03 80.12

85
80 -
*x __--- F*
o~ \
751 7 N
-
°\\° ”’ \\\
4 -
o0 - AN
S * v A
s - SR p— ccyirac
S 651 .—— —0\. y
< \.
60 - N
N
—e- 0=3 % General Rule
55 o=5 % General Rule
-e- 0=7 % General Rule —
50 | ! T i —— Validation set’accuracy
0.2 0.4 0.6 0.8 —— Training set uncertainty
9 Training loss
Computationa — ient norm
6 (MERFE) MREEXERERZZNE. 7 (MEFEFRE) NEIFRBETEAZEX.
Figure 6 (Color online) Effect of the knowledge threshold on Figure 7 (Color online) Comparison of different knowledge
accuracy. threshold calculation methods.
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EEREIIR T R AR, PR At B I R A BRI U R 1) 1 S5 R BRI B0 2OR L, s M ERCR. s, B S5 45id
TAEAFEAR 3 A0 R 2 T 25075 S5 VR o¢ R Pk B AERA 3. 45 AR B, BT 0015 ) 1) 58 37 5 i R 1%
SRR 2 F S T e RE AT RS R BE, I T iZE50yR N A & S s, jeve A a3k 54
I AL P E R

HE—2B i, M3 AT EE T AE F 3R SRR R . IR e VE . DGR e S B Ja e e J148 PR 0
ROR. Horh ) PR R A T AR A B S0 IEEEHER R Pearson A R %, AT S —Ei:; o S A A
TP SERR N A R T EITES. Wl 7 B, ISR e AR N RE J1Fa br e 3R 15 a s e %, H 5 30E4E
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AT S IR B TR ) RAS B AR WM IS R A R, 18] 8(a) EET 2507040 KL HUE AR HME
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* 5 HEMEXRBEETRSME THEM. AFRREREM].

Table 5 Influence of the data collaboration graph under different heterogeneity. The best results are in bold.

Heterogeneity Construction method Accuracy (%) Time (s) (65%)
KL 65.02 4593
o=5
Cosine 66.67 4086
KL 71.58 4865
o = 100
Cosine 71.05 5483

Group 1 Group 2 Group 1 Group 2

o
W

5 26 30 44 49

5 26 30 a4 a9

Group 3 Group 3

)
o
Collaboration strength

Collaboration strength

B8 (MEMEE) MERERNE. (a) BT 5ER[BNE; (b) ETHIESHHENE.

Figure 8 (Color online) Collaboration strength heat maps (a) based on classifier similarity and (b) based on data distribution similarity.
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ARSI T — A% 7 UM 0 AR B A BN 2 1 U ik, & A T2 i 00 e ) B U e ) T B 1R 7326
1E55. 20 5 7 18] A G 55 A 1A AE SR S A B VMR, MIEXUZ IMESR R I, RIS % iR A 1R
SIFSRE ) S5 P am AR TE, 1RRE 0 58 AR RO WA S, SBR[ A0 B . RS AR ST R R 1
BMESETT AT DR
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* C1 FRIMLZEMT HFLCG 5 FedAvg BN/ EMRESTLL. iR REREHL.

Table C1 Test accuracy comparison between HFLCG and FedAvg under different network architectures. The best results are in bold.

Model architecture Methods oc=3 o=5 c="T7
FedAvg 63.38 75.87 78.32
CNN
HFLCG 65.84 78.03 80.12
FedAvg 79.60 85.46 88.67
ResNet18
HFLCG 81.50 87.10 90.49
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Heterogeneous federated learning with client collaboration graphs
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Abstract Federated learning is a distributed machine learning paradigm for protecting data privacy. Clients participating
in federated learning usually have different hardware resources and training data, but traditional federated learning methods
often ignore the multi-level collaborative relationships among heterogeneous clients in terms of data and resources, which
leads to insufficient collaboration and limited convergence performance. To address this problem, this paper proposes a
heterogeneous federated learning method based on client collaboration graph (HFLCG), which aims to mine the multi-
level collaboration relationships among heterogeneous clients and realize efficient and fine-grained client collaboration. In
the HFLCG method, clients are categorized into multiple clusters by introducing quantitative metrics of client computing
power. According to the resource differences between clusters, a directed asymmetric topology is constructed for the resource
collaboration relationship graph, so that the high-capacity clusters accelerate the convergence of low-capacity clusters. At the
same time, the data knowledge of the low-capacity clusters complements that of the high-capacity clusters, which effectively
alleviates the problems of slow convergence of the low-capacity clients and the misalignment of the knowledge exchanges in
the traditional federated learning. In addition, by constructing a weight-adaptive data collaboration graph within the client
clusters, it can better cope with different levels of data heterogeneity. The two-level collaboration graphs are interlinked so
that clients can fully absorb the data knowledge while being assisted by high-resource clients as much as possible to solve
the data and resource heterogeneity problems simultaneously. Experiments show that the proposed method takes at least
47.34% less time than the baseline method to achieve the same target accuracy, and has better robustness under different

resources and data heterogeneity.
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