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B & SR R (Bt 2022YFB4501500, 2022YFB4501503) % B3 H

HWE HEEIEF I EIR S (machine learning as a service, MLaaS) B 32 i F, HE &A= & H
#h . HfEHATH R (trusted execution environment, TEE) 3 3 £ [§ % 4 MLaaS 2 fit T 52 A HY
Rip, AHEH EERSHM B NEKEME T EET RFMH. XA RE LG EF AR R
# Y & (membership inference attack, MIA) 77 i @ e Pk bk o1 T B0 & 4 DL E #:97 FIAE AL A 3 5 40 f0
WA, BB EWMEN RS, JF MIA 7% % TEE THERAE. A, AXKAHAF AT TEE
7R3 T MLaaS FHEMW —ANHAE X TE, £ET — M4 H DMS-MIA (disk replay-based multi-metric
sequence membership inference attack) By & RIEE K 77 k. Z A7 EWZQBEAET, & Fl R A
& EA PR WA E AR F BRI, X TEE K37 TALE & BI04 25 8 2 2 AT BB M P B 5 Bk, 3%
Bl MLaaS A Y| AL AZ P o+ ER S H. B 5, DMS-MIA M ix 27 & 8 A9 £ 4 B 35 17 0
Bt 8] 5 7, F % I Mamba B R E R EEE KA FF| PR R KRBT ULRAERE KR & 7. =
BHERKH, £ 3 NMEARBESE L 2 M FEEHKESE L, DMS-MIA £ % TPR @ 0.1% FPR ## AUC
LT ABRER LTEFT BEHR.

XiiE R REERE, TEHATIHOR, MEF, BEEK, L8757

1 51§

bt REE 5 N LR R K e, Hléds % 2RSS (machine learning as a service, MLaaS) &)
R AT H AT, R MLaaS JyH iR 1 ARCK AR, (AL REAA GRS 5 Tt i i ™ 02k
Al B A R Rl A% IR ST AR AT BRI 2R, Bk 2 s S IR S5 4R 4 U5 AT e BRI
B AL RN SR80, 6 0™ S BERL T UK. Dy RO X — )@, WIS AT FREE (trusted execution
environment, TEE), Wl Intel SGX (-2, AMD SEV B4 A1 Intel TDX 1P, $24t 7 3 F i {4 1) 22 A= HL ).

SIAmEN: L, B, R, % DMS-MIA: M6 TEE (RIHLAES ST AL RS S 248557 51 Bt HEB G, . o E R
{5 BRI, 2025, 55: 2759-2779, doi: 10.1360/SSI-2025-0248
Dong Y F, Feng W, Li H, et al. DMS-MIA: disk replay-based and multi-metric sequence membership inference attack
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TEE A% 7E AL 45 P 06 8 — > b A5 5 1) ol 25 1) 22 A AT IR, 1 ORAS 2R 1)1 R B B 55 DG B AT 55
TEMEIAEE s AT I, HARRSAEE % 52 B G HRAE RS /E 9 1 A PR B A 1 U ) B . S b et 20
EHLHIA R T AR R K B A By, B BRI 7B S A I 25 B e B L R
[Kltk, /£ TEE R4 N #ATEAUIZR 5HERE, Ry SEI MLaaS S5 R I 25 5 58 17 = P i) iR
R R — 610,

JRE TEE e 2007 \EAFE IR S5 77 78 A B Be s 8 A 8 S 500RI 2R 250 16 B 07 1), (R 9F
AR TEATH R ITA BB R K. BIME7E TEE RN, BB AT BETH I >k B (]2 Be A BE B 1
B 17 Horp R R HEFE I (membership inference attacks, MIAs) (19,16, 18~26] J& 24 g £ 5% SV )
—RUEHER A, RGBS TR R S ATy, HERTE R E R AR SR T HOIGREE. &
ZFEA G TR, WIFRA <R FEA; SR “AERRFEA. — B ), 7] 68 B R 058 i
HHEWBSAL. Blan, 24— MR RN SR b B 3 R 8 o (R BT D s, B0 7 AT e i g R R
Yok FIWr 5 NEAR 2 52 50k, T W 8 72 I BRI, DRI, s 53 HEBR B0 AN g P s A 1|
AR e A, BT B ELBAR EA NBSFA, 45 B $E 2 7y R ™ B [ B RA ik 8 IXURGE

S ST R DR HE PR M T AR AR AR N A P B 2 IO i AT AT HENT, S IR MR
RO T EAS P B B 55 B B e b [15:19~22.27. 28] pfy 1 R 3 R AR SRR T I R 30d 45, BN IE
Xof LA BRI 1) T4 2 B v R IR A SR A . A R R G AOR,, — e AR A S
TN I ATt} g 53 AN R SRR AS A Ao P mloH [B) T AR 4 SR b A 25 SR R B s ML R R 11624 S HAAIE AT
FH, BEARLAE YNGR R ) B 01 45 AR B R AR ) 408 R AR A AEAE 1T X 43 (1) 22 5. BN, Trajectory-
MIA 23] Fl SeqMIA 29 J B, Bl 53 FEAR B 45 2K T B P s PR T AR R FE AR, 31X — 4 v - 38 58
GBI A RE T, kTR B AA R KBS, (1S K212, TEE HIR& B AL 5 A7 025 AL A R BH ik
T Y SRR S RO NG B B SUE B, TIE— @ R2RE BBk 7 B & st PSR SR
Fa AT 5

SR, IXFEAERAE TEE e R IR FRAC A R HE B B (I RCR . B AT wisk Z £t X0 TEE R K
BLES 57 SRR B 08 0% 2R e AL B 1R A R0o i AR, S B0 LS RapA T 58 AU i R 3 R vEAG. & T
I, ASCREET TEE T AR MG R, BAERR SN ERABM. B S, JA1KM TEE
Yy PR AE — P E 0 AR rp (AR AR A SR BB B Mo 1, FR4R UL HR tH 7 — o 00 B R HE B B T
15— DMS-MIA (disk replay-based multi-metric sequence membership inference attack). %7775 HIt%
O AR Tty 2 ) FH OGS R 40U B BERE P (R 4% BB, FERE LI R R R vE T TEE ORI HIHL
EREFIAL (confidential virtual machine, CVM) HIIN%E G AL HAT LIRS B cEE. RE TEE $2fit 7
SR IIZAT I W AEARY, H % T BTy fd ek 3 Re % U a5 28 A 2 > [ SEI[a) s i R RS, FF g
Fopt iy 4. eI B A I L T sk A R 2 FR AR T A, B i LA Z AN TR PR4EFE SR EUE B,
T HG ST B 03 B 0 IR RE 7). BEE— D Hh, s RO R I L 7 51 o 0 2 ) RO G &R, FRATTR
Mamba B0 USRI B EA, JEAE 3 MEGEEEE S 2 MEERGEEESE F3IE T DMS-MIA 1A
R, AT FEETTER .

(1) B4R T —MEXT TEE R NALES 2 SO (R Rt . Mo il ad 42 1 £ M L
REWALE B, AT TEE I AT P 5 B3G5 AE, AR TEE 847 I W AE IR L
HIRIHTHE T, SRECH FRBLALE A RN ZRB B A T4t AT ¥ & 1 R 03 i B 2 (105 SRR

(2) M T — 2 YER PRHE S HTAESE, B p S Hk . S Z NIRRT, iR EIFE B
BAX R RRRINEE S, BRI ZIRART 5 T o] ReAE £ 1 & R K AR P ARt AR A
Mamba #5810} 1% 28 77 F1 R A AT A ROEASE, DASIZIGT 1 53 B 4 ) oA 2 R ).

(3) fEZ MR EIEE L RA VY T DMS-MIA KA 20, Himid JH B se i imR N 4T 745 T2
TR R 2R, 7850 S0k 1R A TG T ) SeBm U PE. Ak, SE VAL T 3BT A 7 VA AE AR DMS-
MIA B FRCR, Has RAPOCN P EZ B N NS4t 1 SR, o8 TEE T B R0 4 X
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WEFER AL T IE SR 5 FB I .

ARICR T ABREH ZHIT. 55 2 WRERA R TAR S HEFIR. 55 3 719 5L Rl B iR i 32t R el R
HER IO 7, 4G R BN e AR A 2 4 T RORZOT VAR SRR A, AR SEIN R E L A5 RN
te5 8. 55 5 FTRHeARCBIE I i, 25 6 TR g A

2 HEXITIERMEIR

2.1 RREBHEH

J AR Bt (11 SR BN HLES 2 ST (1 R AA Bt 22—, F Gty H b I3 — Bl e A 2
BT ISR AR, BATRE T 5 B AR A R OB e AL RS, T AR AU 9 AR Al 57
FEA, RIS — N EEFEAR « BB BT HARHLE IR fy BIUIZREE Divasn. B & BRI — )
Alas A, ZFI RN E PR fy ABHRFEA o fE9%IN, JFf i — > ZonssRE R, Wik (1) Firos:

A(f.97.’L‘) - {1’0}’ (1)

;H\:q:'7 1 H£Rze Dhrain, M0 */R & Dirain-

UTAER, DA B By CAE AN [R) A B e 3 R T o N D S, B HE A & s 1624, A
T [15,19,21,27,28] F1{y AR T ot 125,26] 2%

AR E, F AR M TIE 2 Shokri 45 15 F1 Salem %5 M9 £ H 52 F %% (shadow training)
BOR. ZBR B0 B A BRI ZREE 7 B RAA H AR R K B4y, 3 5 TR AL A 1 G AT
e AR ARG R T, 5 —RE B L RE T EERN ST (metric-based attack). 41,
Song % U Fl Yeom % 271 #2 tH H M FEA A RAE (BUHAD B B4R A7) 5Tl CRMA HEAT LR HE
Wik 1 5¢ & IEFAEOLS, BUR R 2 EEAR A RE AR I BEARA a2k (R SE LB A JLA B2 B 4 A7) 1
G, AXFRAE B 25260 D) 33 T AE AN R SR BP0 bR 25 (1 B o 52 BR AR A1, Jl i ZE AR AL 4 N Hids in . 3))
KIEHWUR A K ZRIE 5.

T AR, W FURE A 1 G D ] B A A SR HE B0 R i B BH P 2R (false positive rate, FPR). Carlini
4 1200 $EH Y LiRA S 3 TR L SR R0 7%, TEA 2% H FPR 7 THS 7 B350 . Bertran
5 Bl A B R T R B T, RV R TR SRS SR, REEIA SIS LiRA AR
B BOR. Lin 55 B3 S2 Y TrajectoryMIA A H 178 H 5B I 250 A% o= A2 1) R 5%
KEAET, MATTECERFF b T ARAEAS R I ZRBr BOW FEAS B 450 RAE 7 51, I IZ A B2 L 5 B b
B — [ R RLIRAS RE S A SO AR AR B R B . 2D, Li 45 290 32K SeqMIA i fil & 2 4 FE
A L AR BR A AL PP 1, ISR EUH: A B FRAR MO 27, AT A 250t 5 1 IR o B PR R R 1B 5 10
X

2.2 ARXRE=IENR

BUA B D HEBE B (0 B, AR KRR FE VAR FHLEs 2 SI B A A I S e k. I & R 4R
FENZRE R ERIAT 5 H RAF, (EAER I i 8d B2 LAz AL, S SO AL YN ZREE o B T HE e 1 i
e TEH AR BRI X RAE I ZREe i A A B RBUE S BB 0] OB I 2 R bR 1T 5
B, IWITAE TN — ADFEAS R AR AR AR DLR & — SR IAT o B ML ik 7 o 3 P 1 BE .

BRAME (max). HL& 52 SRR TN L G 5 D9 AR o0 A, 38 LA LA T 0T 2 ) 2K )
VEONTRIN S R (EASE R, B OREAS B TN doe KA 3 e T AR B RE AR, e 1 R R  H Zhk
i S SR A BLAR . X AR B PUHEBR BGEE Hh 2 AU, A Salem 48 191 A Song 45 21 BT H Y
Jridk, B o A i KAE 73 A7 22 5 R AR A 52 B -
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L (Loss). KRB T BABA TIN5 B IR R 2, FEE AL HARTE S B2
SR TR N 2Rt B SRS RE ST, IO A A8 BT AR AR, X
R O T R 120228233 B SR R AT 1 R (B RV AT HEWT A AR 1 8 T IR
8, T 51 A BEAL i ok il AL

FREZE (SD). b2 Rl R A e 5 U6 MR 0 A A T L BE B ORE EE 1 — Iide AR, AT
TR ) 70 Ve AR T [19] WY, BRI REAS (bR HE 2238 3 KT AR AR, X R A X
J5 B HSCHE A TN A PR B e, LR A AR R T AR S, i SR (AR U 2B AR, AN
1717 BUBE 70 A1 ) I IR L BE K

1% (Entropy). M2 L% =1 480 H LA & A AR B SREIN AN 1 1 1) B B4R b . AR IR0 B 3R W AR
H R P OO NE 23 A T — R 0, S e R R G T B B e e M S B R R, B
A0 L DU R R TR 6 0 AT B0 0 B8, R RSN ) AN S PR BOR. AHORIIEAE (15,19, 21] 4R, BUAFEAR
(A (I A B 2R T AR AR, X —BLR o 1AL AE L PN SR8l 5 R o B i, A2 T B
{5 EAFAE RN ZE 5, NI A AR A HE B 4R 3t T R A

12IENS (M-Entropy). 2 IEME 45 & B f HUIRE AR S5 REA IO FUSEAR 2, RENS S0 AEmf 1t S e
BRI ORI SEARZE 2R T I TN ANI E k. BRI S, R (T 5 4 IEFI, 1B 1R 9 0; T4
T 7 A IR I, BRI TE ST K. AR E SO SUAEA 2 1R AN B s e B R F0 1) 73 i, ik
BE AR HAF 32 T A 1 5 B 2 T A LR AR, AT A At A R R BE 4R 1t 1T SE AT O A A
RIAR [21] FEAZARFR R X 70 B AR B RAREAS, UG 1 A5 IRICR.

2.3 TEE {®{F#15I

BURFSALRIR. 7€ TEE fRI7F, TRIEAPZ R AT IERE 209 B GR R IX WA R 1 3 7
BATHLS, B IRATT . SHBE DU h (T SORES, W T3 18 EHURAME R GE I R BUR 3K
PRI S, FEISAT I 58 A AN I I AN T BL ey (790 i s 42 e ) P4 P9 A7 I 2 RIURS 400 () 0 1) #2511, TEE
AR T SRR — AN PR AT I ST R RSS2 R 7 AR R O I W 1 s SRR 1 1) P[] i 2%
(RO TN o L T AN 2 R A 1 R4 S B AR T S SR B My eI A b B
SUHEBLICE T (ORSALE 5, BRI 1 Mo (g

RRBUGRIP. FEDR AP L2 2% (1 2 Rt FUrpy, A B3 ALy o2 — P i R . i el id &) H A
DNN FFI I i 52 57— A DI REALA ) 2 AL A8 . TEE I8 38 17 I A A7 I B e Bk 2 B 5
o BT IR R 24, AT A A B SR U A T f) Mty B4~37) thAh, TEE 38 g B %S S 75 ) 2
LR U7 DS, ot SR s B A ) pAY P 2 1 R BB . I SRS 2 2 1 1 T 0 O S 5 B s
MERE, PR R 2 i) f S BRSO SR D B, Bk 5, Bl 5 2l KB A 3R AL
i B bR 2 HE DA ZRp 2R ROR i 20 PR A A3 1K — AR XE LA S BL. BRIk, TEE &35 FEA% 1 AR 57
Wb i) R 2 ANSE I, R, HEL8 TEE SEBUAFE L ERIE. i, AMD SEV B4ty T ¥k A i
BRI, TR 2 A MM S, S BUS R E R, 2 T A AR A G IR B8] AHEEZ T Intel
TDX PPl & HAh E I TEE HORMKIRREA RPN TG, B PR 2 4x k.

£k LIk, TEE GRIEFFHLES 5 ST AT DL G 3 Q0 AR BB, R AR 7 R A 1 T80 i 8 ol A 7R )
L

3 ACUEEKE

3.1 EER
B A TEE o5 pR 53 HEHE 0 AH 26 R AL, R 7E IR il b 5 e Mok 3 1 g 13 L



E—NF PEMF:FEENE 2025F Hss5k F11H 2763

TEE fRIPHLEL. B3 HArblds o RIS AT T 5T TEE MEZMPLE EMNL (CVM) , K4
PRAP ML 2 2L HE LR 7.

o BITHIHIEM S5EEM: CVM K TEE AR OREH T RO RE ML ME S 52 B k. X B R B
fRINA  m RGAUR I TE EVURAE (W0 Hypervisor BUENURIE RS NL), B0V H I ECEE
B CVM I A7 U S, BB 24 S DU AR Is AT RS B

o REWMENF: TEE it 1 2 aKInE 5%k, XEEVEYH] T 1817 WAL N /i, LA
L] e B R AR, DURS R ARSI LS PE A e B

o AIEIRSMEMHRE: TEE B/FA S LB BN FHER, IR 2, a4
FEA) B2 T e o AT B A

o EHETTEEMINIE: TEE SZREXT CVM R shid FEREAT LR S48 E, M#hfRinE s CvM
BRI, 2B ARE T B S BAE RGN NHREFE DL ZREl 2 AOHL a7 I B A A 25

o MEMFFANEM: AU CVM K REIMERRATINE 77 A, DLSEHLRR AL L 1k
PRAP . IR et AT A RBH LR g B ROREEL SO VML A L% 22 ST BT S5 i
AT B LR AT B L

WEEE, W& K AR A& T TEE fRY7 T NS 2% ST A A il e B ity DUHEDI
KA ERARSETHSGE. BATE, BEEHRIREE X,

o WEHEMENR: SHA R HERSGEE BT ST 1518~ 1 TR B F), BBt N TE H AR LI
SRR AT, I REZ A R, 192 — ML R AT B S (A SCIE e 7 dnge). AR,
Wil 7 il AR AT S, A I 4 QA SR AN T BN R 24, Q2 ST R AN ZRFe F Lh sk
MK B R ORAE 18] [ 55

e CVM ZHIGEN: £ TEE ', Biali# vl fe E 42108 B EEBUR, MOvEERE EHL (malicious
host), FFR 7&K CVM MET & BAT s el ie /1. BARMGE & vk R IEE L CVM WA
PRI A 2R, (BT84 Hypervisor MR R GE AL SAZ L REIMCAE B, BET 7 CVM 1A
2 IS REAMAF R A

o RAVTIEIRES: Wi HENS 51 ATHE TEE H 1 H AR BEAT AT BRA L, (B HAT A K 2 IR T TEE
PR E B SR UG AR, RN AN AE il CVM SRt AR AE 2 13 1 3R S AR AR, JF R iR AR
[ P T A, TC SRR AT o [RPIR S SR S 4. A, T 242578, TEE Xf &g L tn 7™
A% FR U 0 42 1 SR, PR T A0 ok o SR I ) A PR 2 0 8, B L RS T PR AR 3R 2 A A R
KABIEE.

3.2 I EMLA

AT ARG R AT J5 1% DMS-MIA. BUEZR A 1 fos, I BGE 75 A M T TEE 355
IR B TR SRR R R R G 5. BRI S, SOk EZAE LT 4 b

(1) SRR . ARGE S 3.1 /NPT B0E MR, Mo 2 H AR I 2R 88k o0 A,
BETT DM R CRFE A B T Bt 4, JFHE SR TR, th TR0 7R 5 B AR A 2 25 TS [R] o3 A
HEEE AT ISR, —H A RIRRAE E R AR A CWE, TAT 7R T2 ghah, 2 BRI 2k
RERE A AR B 2 A R TEPIR A, B4 AUl H AR R ()l 2RI AL I AR

(2) F&T R EE O TRDIR 2 tH BRI ARYE S 3.1 /N5 o Bl F i B8 ) I BOE, Bl v AE
FAR ARSI ZRid A v J S o6 VML A P AR BB AT BRI, S DO R SR A A7 il R U A
FEASFIUIZRBT BN € FEAS (1 T oy 1 A AL 0, Ui PR BE AT DR A7 (19 CVML RS BRI R N &2
TEE Higy, Fef i Py st R A At 250, ik X m 7 X, Boadia Revs 2 T REAS S8, 3115
R AR 0 25— A AR A AE YN i A o R v TR 2 4
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1 @ Shadow model training

1

S !
[ Snapshots from ] — [Shadow snapshots] 1

1

1

1
1| Shadow | —p m -
| | dataset D* shadow model outputs

P N il iy \
1
Target - TEE —p | Target snapshots M
1 —l ax
. [ MLaa$S outputs Loss Attack model | -~ Member
! s Repy D Mamba Non-member
! e X
I CVMdisk <
1
1
1
1
1
1

3 Multi-metric sequence
construction

Entropy
[—
Model snapshots QEMU Disk snapshot

M-Entropy @
L @ Disk replay-based state retrieval

1 (MEhRFE) DMS-MIA: ETHE IS IEARF5 R SEIEREESR.

Figure 1 (Color online) DMS-MIA: disk replay-based multi-metric sequence member inference attack framework.

(3) AR AR . FERT B 1 B 2 MFRAE, BUh#F B8 SRIOE — R @ FEATE R T B H Fp
AR I 3 R X I T 1 2. 3R P, e 3 T MG SR SRR 2.2 ANTTRTIA
Z T EERARR, FHRIE NG BOH RN R AR 0 PP SMEEATHER?, AR 22 22 48 L O FE AR 7 51, SEBIN ol
TR R IE A A RO

(4) Froh RS 7R Ry el Al G HHE R Tk 2 A 5 K B S X B IR 52 TR i A B 22 4R B e 81,
IR TR 53 B P A Ui AR A 25 R BIIX AR b e 81 LA 222 I R ARURS 1k, AR SR Mamba
ZRty BOT VRO BOGE R RN S5 4. A2 I 2 2] B B S AR R AAE AR B8 P 41 Hh R I
L ZE 5, e A SEBUN B ARAEASZ 15 & T I 2R A HE A 31 16T

3.3 ME 1: FLFEREME

FERS TR MR B B, Mo 2 15 H AR AR [R] 10 0 2 SRR AN 2R 2 Bo 25— AN TR A,
DI ZRat 7. BiAdh, BGh & R 2 T8RS D gl AP x 748 — 8o T
Wk, IR EHRER Dy s B AZHIG, MEAAERRAEIESR Dy BT THdEERR>
MG BRI S A i e 8 eh Mot 42 ), Mo e AR iC D T MREARRI VRS, D, B
PRCAMA, RRHSE TR FRMEIVIGE, Dy SARCNARBR, R TS, sk, B
BIEXS TR RN SR R P A 0 2 A PR S EAT RO A R AE, F TR S8t — MR
FEIX G rh AR A B R SR AT A T eyt P 27, R T AR AR IR o (B IR . X TR PR, SR
o TER A A 2 Bt 2 T DA B R

3.4 e 2: B THEERAIEMAZSEHRE

SRR, Bodi#F Joik BRI AR H A _E b (IR . 302 T H AR LR
171 TEE R 2T, FHANGRIDRE b o (AR R A I A A7, RESRASRT L. D me i —FR
], Bk 2 AT A BB A T EGE ) CVML P BE D, A BERE R IR 5 RO, MRFAAF i IR R
HARE AL A AN R DI R B, AT ERIBORE AR L _E BT 4 4 5 51, BIAEASAE H AR AL I ZRid e o g o
AR o

Bpth, 5% 1 Fos, BRSGEE I T CVM KRR (] [F1RE, b sk — SRR ) fi 4k
& T B, WEERAT PR 1, B3 CVM IR IR, fElZRd et , AT IR 2~6, XF CVM
i P B REAT PSRRI 246 B PR AR SR 5 Q R AR AR I, AT 20 B 7~16, KU
PRI AR, RIS BRI EAAE A RV ZRB BA 000Gt 2 1A S 1L e B A v e IR 2 HE P 47
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BE 1 BT RS E RO IR S SRS
HIN: WILE N BRGSO DSo, IGAT S5 PR IRAT (0] S T = {t1,t2,. .., tx}, HIREHEERES Q;
ik BANEREEAR g TEARRPRIRES AT 1, to, ..., tp FXT BRI RSTUINE T 5 {01,4,02,4, - - -5 Ok,q }i
1 EAINE AL DSo JA3) CVM FFIEH PATIIGAES
2: for BAMRIRIH] 5 ¢, € T do
3 HfE ovM 1T
FIF REPIL S B OV RAAT R A PR R R 1, A i 2 BB U B B RS 1 DSy
E CVM 81T,

4:
5:
6: end for

7: for TAMRIEIAL DS; do

8 EFHFNIEITH CVM;

9: R IEAEME FH B SE B O R SE DS;;

10:  ARERAE DS, EHRNSIKE cvm;

11: for ANEHELR ¢ € Q do

12: I CVM ARAERE W O BN FEAR ¢

13: SRR o, o JFAFMH;

14: end for

15: end for

16: HMEANEWFEAR ¢ WHTHITI {01,4,02,,- -, Okq}-

g 2, HEDEEA CVM (BT NAF . AR SE) BT 58 B TR BT A2 BORHk
. Bk, AJ7ER A QEMU B SRAL AT BRI AR, SO CVM 1 REOLRE 28 HEAT DR B 5 E . HL Ak
=, BHIIREFE T QEMU Monitor?) SZE, i@iT stop 2% CVM HIHAT, snapshot_blkdev fir4>
B AT G R, cont fr KR CVM IPAT. B ZSRE 0] L& 2 M HEELR DS, FH 18 H
gemu-system-x86_64-drive file = DS; X HAPRA AT HIK. B TR — MRS ER SR, @
WY ZRAE SR 2 AR I 250 A2 A e KA A S 3004t R R A3, DA 1 DRI I R 5 R 3R S B0 b . AR A
JMSERY & 5, My 3 ORISR 28000 2% 43 B T TR) B BRI, cs 5 mT AR 4 1245 JSL B 360 24 1 R HE T i)
RS T, @it e in s i PR iR 5 E, Sl B AR AL [ARIRAS A UK B feJa, T 521 R
BRIV o 75 58 4> Bl B #F 4a i), Boeti 3 vl DL RS TR B AR RIS L, 15 52 AL R [RDIRES 5 B Ants
RUREEXTF5. XS 55 B LE I ORI AR AL A8 52 15528 1) 1l 0 5 A B 03 R AR 2 T) Pl 27 =) B Hh TR S
2R, Betif 5 H AR b 1) SeBr 22 R AR — 35, AT 48 B B2 132 Ak RE 77 R0 A 2 A

3.5 BrER 3: ZIRITFFYIHOE

FEMTEE 1 R b, B A4S T — MEARER TR ZRE R & N PRER A B % S S A
& 01,00, ..., 05 BJG, BN H RIS, Mo B 1R m MR B2 AR, W KB (Max)
12K (Loss)~ #nifEZE (SD). % (Entropy) 5. M FEEABAR XTSI & AN EUE F I [T HES, T2 R—
MRS, B, BT m MBI IIRE S N mox k FERE, FONIZFEAR R 2 45
FRIFH. BRI TR EARE R TR RN GRid Bt 2 A BE B AR AR 4L T BB A RE. R, Moty
TN FHIRE Dy PR —FEAREE LRI, AN R 2 86571, HEAR R B Sk RS
(R BCARR 1) HEATFRBEARTE, 1E NG SR BRI SRR A, T &80 7 S A7, 1%
MR TR EA RIFBIRTY R, W RGN H 1 R B da bs LA B A Rl 3 5

3.6 BER 4: IHAERIMIEEFNRY G HETE

IR P IVGL S TR IR RE b 2 AN B 2 R B AR e s, (HIX (5 B FiEd
R AR T AT I e A SR U AR 0 A O SE AT RO 4 L BRI PP ARG &R, DMIS-MIA KA

1) https://www.qemu.org/docs/master/system/monitor.html.
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TR AR Mamba 150, RO A5 5 ML BB I A % e S0, OF
RSB S SFRALAL ). AT, Ti0ats R B TR A R RV 101 52 5 R SR A
LA IS, M G NZ Mamba BUER . 7640t RE b, TP 4 258 XU K Ot
UM S B AR 6 5N ZRIT , Tat 3 T ERRRE A 0 2 $Eb A 0 N At B8, AT 378 3
AR B TS

4 I

AATLE 3 NEGEIEER 2 N EEEEEE L i DMS-MIA HIMERE, I 5 BA Bt TAEREAT
XFEE. BeAh, AT G i T SR IR IR TT 1 S Bk MR RE A S B R 3R

4.1 LEEE
4.1.1 TEE &

SHCRA T AMD SEV B4 JR 25 35 R A E H AR A, iZ RS F5E T AMD EPYC 9745
128 AZACFRAS . ERE 2, Host #4E 248N Ubuntu 24.04.2 LTS, #£#; Linux WAZRAA 6.11.04. F
H QEMU KA 9.1.50, F454 W% H i KVM (kernel-based virtual machine) #H, 7ENKZE 1)
FERLE B 7ok G A B SEV-SNP CVM. CVM A #Bc B NiZ4T Ubuntu 24.04 LTS #1E R4,
H AL 18 EHLRFF—EL

4.1.2 #HIEE

AR T 3 ANEUGEESE, £ CIFAR10 [0 CIFAR100 40 A1 CINIC10 #U, BLK 2 NE
PG EHRSE, 57798 Purchase® Al Location®). 1XSXE 4G vz N T IUA B R HEFE I 7 [20~23,29]
[ RE VA .

CIFAR10 71 CIFAR100 ¥#E&. X 2 NMEMGEIRES O E 6 5Kk 32 x 32 BAOKEKZ. Hh,
CIFARI0 & 10 N3 (I kL. A% 53K45), f2K 6000 K EME, K0°F45; CIFAR100 6
100 /™ 5H 20 B2 R 2 1.

CINIC10 #iBEE. ZHE LR KT ImageNet 42 A CIFAR10, St 27 J7K 32 x 32 14K
FAO G, B TR BB AN A 1) S 4 AT 45 S 2R

Purchase #IEE&E. iZEHEHEVE T Kaggle B Acquire Valued Shopper #hfii %8, & 7 197324 2% A
A 600 MNMRFIELE It . 5 2e AT RO HE G AT 1519290 — 30 JRA T IR ZER 100 N2,
LU TH T VPAl AR BSR4 1 0 A 2 ek 14 .

Location ##E&E. ZEFEEEIH H Foursquare 43!, @8 KEH P HZERHCS. 7E Shokri 25 18] 1)
B AEE SR O, SRR AN 5010 MREAR, TANFEARRA 446 4ERFIE, IR BT 30 A
NG

S B A HEBE I B FT [23,29), AN EARER 0N 4 A TAEAZHIE S, PASCRR H FRisi iy
AR PR NG S BB UIZG4E DL« BARBEIIRE D« PR R 244
Dg . PSS T B IAEE D, BB R R R 1 P,

4.1.3 &8

XFF CIFAR10, CIFAR100 F1 CINIC10 BHUEEHER4E, SR 7 3 P 2 M8 0O A R A 25 o 45 A AL -
ResNet-56 44, VGG16 45 Fl1 MobileNetV2 46! | %fF Location Al Purchase 3FE&GEdE4E, KH T —4

2) https://www.kaggle.com/c/acquire-valued-shoppers-challenge/data.
3) https://sites.google.com/site/yangdingqi/home/foursquare-dataset.
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* 1 BRREASETRENBIESES KN,

Table 1 Dataset partition sizes for target and shadow models.

Dataset D{ain Dicgt Dfrain Diest
CIFARI10 10000 10000 10000 10000
CIFAR100 10000 10000 10000 10000
CINIC10 10000 10000 10000 10000
Purchase 20000 20000 20000 20000
Location 800 800 800 800

* 2 HERERBING /MR ERE.

Table 2 Training/testing accuracy of each target model.

Target model CIFARI10 CIFAR100 CINIC10 Purchase Location
ResNet-56 0.981/0.661 0.993/0.249 0.938/0.455 - -
VGG-16 1.000/0.753 1.000,/0.292 0.999/0.564 - -
MobileNetV2 0.983/0.672 0.882/0.182 0.956/0.451 - -
MLPs - - - 1.000/0.707 1.000/0.549

PRAER) 2 JRZ RN (2-layer MLP). £EFTAT ISEI8H, H AR A HLT L )5 A5 A 22 4 FH AR R 1
Zety, JFGE—UNZR T 100 AL 25 BRI PERE ISR 2 P,

4.1.4 DMS-MIA FA\EE

TEAHFFEH, DMS-MIA Jafs A i N\ e A A Il it 2 b 22 N ER BB B 7 st PR BRI R, A 17 A
LGP G S A R R A R S/ (5, JATE SRR TP 5 A H B SE B 4888, 7070 i RME (Max)
1% (Loss) FrifEZE (SD). 4§ (Entropy) FMEIERE (M-Entropy), H AL WEE 2.2 /N5,

4.1.5 EZLFE

NIIE DMS-MIA A R, JA TR BT B R B 54T 1 X6 B, IR BE L 28 7 V00 i
AR EEEVEE, R ESE T H AT RE iR e Bk R BUEEOR.

B, RETHTFINGNEITTE (shadow training) 1519 FO@ T I 55 AR H AR AL
TRAT A, IR BT AL A 4 B I ZR B ASE2 DUIX 73 1 08 5 AR R R AR

R, R FET b B ik (metric-based attack) (U 32 AN T B AR ) T
THRAR AR . BAS B SE EB A6 5, 1E R ot S F Al ASCSER R A 1 A IS (Entropy)
AMMEIERE (M-Entropy) PRIV KA BRI OCR, 70714 MBA (Entropy) 1 MBA (M-Entropy).

AN, BATESI N T U HHE T KRR (knowledge distillation) 471 SRARALL H AR AL Il ZRPUEE ) S
BT Trajectory MIA (23] A1 SeqMIA [29}, CATR B 288 AR B A Bl 2k B2, e d e A5
RUAE YN ZRAL AR 0k e AR AR B B2 57 ST RFAE.

5 Bk 2 AR R R B VAR AT B, T RASE AT R I DMS-MIA /£ TEE T B
.
4.1.6 1FfhIERR

N T AT ANBOh AL ASCHR ) DMS-MIA J7VE AR B4R RIvERE, SR 1 A2 i R HE P
WEFT 20,22, 23,29, 48] ") 2 Al EAG FE bR, B A SR E AR BH MR R E IR (TPR Q@ low
FPR), Z4RHR SO 1 B0 5 78 P R i SR A B 25 2 TR0 S SE R SR B BE 0, %o PRl s 08 HE BB F 52
brBb e B L. Ak, SPATHEREE (balanced accuracy) & M AR T HEFR B T 7E — A 2 5 AR A A
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% 3 £ 3 NEBEIEE LUIZLE ResNet-56 #HEA) S HMEHRITM.

Table 3 Performance of various attacks on ResNet-56 trained using three different image datasets.

TPR @ 0.1% FPR (%) Balanced accuracy AUC
MIA method

CIFAR10 CIFAR100 CINIC10 CIFAR10 CIFAR100 CINIC10 CIFAR10 CIFAR100 CINIC10

Shadow training 0.10 0.16 0.11 0.642 0.784 0.630 0.657 0.844 0.659
MBA (Entropy) 0.16 0.25 0.15 0.642 0.761 0.600 0.642 0.761 0.600
MBA (M-Entropy) 0.17 0.42 0.20 0.687 0.868 0.711 0.687 0.868 0.711
TrajectoryMIA 0.45 0.56 0.30 0.639 0.852 0.690 0.704 0.911 0.745
SeqMIA 3.93 20.53 5.80 0.712 0.897 0.776 0.803 0.965 0.863
DMS-MIA 5.70 23.11 8.27 0.736 0.931 0.852 0.841 0.977 0.924
MIA method Precision Recall F1-score
CIFAR10 CIFAR100 CINIC10 CIFAR10 CIFAR100 CINIC10 CIFAR10 CIFAR100 CINIC10
Shadow training 0.581 0.694 0.603 0.897 0.936 0.746 0.705 0.797 0.667
MBA (Entropy) 0.609 0.712 0.594 0.792 0.878 0.635 0.688 0.786 0.614
MBA (M-Entropy) 0.631 0.807 0.661 0.901 0.968 0.866 0.742 0.880 0.750
TrajectoryMIA 0.630 0.824 0.691 0.653 0.891 0.681 0.641 0.856 0.686
SeqMIA 0.678 0.838 0.739 0.807 0.983 0.852 0.737 0.905 0.792
DMS-MIA 0.725 0.888 0.793 0.761 0.986 0.954 0.743 0.934 0.866

AEE I AR AR _EAE B ERR T B 2R, ROC 148 F R (area under the ROC curve, AUC) N
i M AR L AE A P REBRIEL R B EEAR X 73 B 7T, VPN B R RE I ZR A PEFR bR

AN, FATTBE TN T LS 18— 43 AT 55 h 8 - I Pl F A5, K583 (Precision) & X N T
D9 B3 R A rh LSl R R BB, e B T e 4 R PTE ;A BI# (Recall) 373 I B SR 7L FE
A IEAA R 7 ) LA, AR IR0 (78 75 BB J0; F1 203 (Fl-score) 1EUREHAZ S 4 18] 3 (1 A1 1,
ZEE VPSR R A RE.

4.2 WEMHERE

AN B AE AT PPAS A SCATHE DMS-MIA J7VEAEA R B SR IR B 404 T (W Sk Ve ge, JF 52k 2k
T AT X .

El&HIRE. % 3 B/ T £ CIFAR10, CIFAR100 A1 CINIC10 3 M EGEHE4E L, 4% ResNet-56
HAREAY, DMS-MIA & HoAth =5 90 pk 53 HE e 77 VA PR RE X L. BE 2 SRR 45 LM S R A1 AN
A2, RICFRISH, BAKERRRMLG R, 7 FRIGBERRIRIRER.

MEEFFR TPR @ 0.1% FPR K&, DMS-MIA 7F 3 MNEdadE F ISR EIL. Ll CIFAR100
95, He TPR A #] 23.11%, BRI TTE SeqMIA $2FHZ) 12.57%. 1XFRH DMS-MIA 7E 4% 42 il 1R 4k
FIRTHE T, B &SRR AR A A R SE PR B i 8 /1. 1i7E Balanced accuracy 1 AUC $8¥5 L, DMS-
MIA [FIFERBUEAE. Flan, 78 CINIC10 I, H Balanced accuracy N 0.852, BRI J71% SeqMIA #EF+
21 9.79%; AUC IEF] 0.924, FHEIRRIEFFHZ) 7.07%, X UiBH DMS-MIA X 8NPk B 5 1 225 4091
fe i, 20, DMS-MIA Z U500 T o] [F) B SEEAR =1 Precision 5 Recall, M 3RS &AL
ff] Fl-score (41 CINIC10 bik#] 0.866). & #3777 (401 MBA(M-Entropy) £ CIFAR10 |) AJHEFE
HER EEarE s, HIE R RIS, SEURMHER . 1 DMS-MIA &R ¥ & 4 51 [F i sz
T HERE R, AR B A RO S AT SR ) R P

IEEMGEIRE. & 4 B/n 7 DMS-MIA fEJEEMG RS R R s HEBEVERE. SKE0R W], DMS-MIA
fE Location Fll Purchase ##E4E I THIA 7775, LA TPR @ 0.1% FPR 4, DMS-MIA 7£ Location
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* 4 2 MEEBEIEER DIIGH MLPs BREE S MEEBR T,

Table 4 Performance of various attacks on MLPs trained using two non-image datasets.

MIA method TPR @ 0.1% FPR (%) Balanced accuracy AUC
Purchase Location Purchase Location Purchase Location
Shadow training 0.11 0.13 0.881 0.961 0.856 0.952
MBA (Entropy) 0.42 1.37 0.876 0.943 0.876 0.943
MBA (M-Entropy) 0.45 1.43 0.884 0.944 0.884 0.944
TrajectoryMIA 0.37 8.54 0.798 0.954 0.853 0.982
SeqMIA 4.68 23.26 0.877 0.962 0.940 0.992
DMS-MIA 5.04 25.49 0.890 0.966 0.949 0.989
MIA mothod Precision Recall F1-score
Purchase Location Purchase Location Purchase Location
Shadow training 0.785 0.798 0.999 0.999 0.880 0.887
MBA (Entropy) 0.809 0.932 0.987 0.955 0.889 0.944
MBA (M-Entropy) 0.818 0.934 0.989 0.955 0.895 0.945
TrajectoryMIA 0.767 0.919 0.745 0.993 0.756 0.955
SeqMIA 0.810 0.936 0.984 0.989 0.889 0.963
DMS-MIA 0.822 0.938 0.996 0.998 0.901 0.968

BiEsE LikF] 25.49%, 7E Purchase B LN 5.04%, w5 TR 3L ik, RN, 788440 516
[fil, DMS-MIA 1E 2 MEda5E FX3k S Rm F1 o5, BILH AR RS 3 BR 2 6§ R 474

2% ERTR, DMS-MIA 18 ) LT Fr A SEie i s FIvEAL e br E3EUE 7 itk ge. FATAN, X —H %
FEYFET DMS-MIA Xf TEE 81| 255 3568 b B B 1 A RORI A . LR =, J8 i i i
H AR, DMS-MIA R85 B ERIH bR 7RI 2R B Hont B ARFEA [ AR 46751, FHEBh Mamba
IR 6 X LB AR B A AT FRE AR, AT B AR A X 23 il 1 S AR R A AEAS. MHLEZ R, TrajectoryMIA Fl
SeqMIA I B ZRod F2 H FE B 01 26 A5 5, FFAE Bh AR 2SR R B B AR AL AT 9, (HIX
Tl ) 7 SO P A 53 350 A A 5 30, BR 1) T BOeh R, S SCHE I 2, R 2RI TR X H
PRBLRYHEAT KB, 76 TEE (R HLEI T, X m 5 ) A7 A AR B, #E— 2B 155 T b8 571
SEFRATATHE.

4.3 HEASCEY

AN E AR A FERE | WA E O AR 2 Sl 2 H AR 1R A )|
SR A ORNE 4 AT T — 28 R IFHR T

4.3.1 BHFREENEREE

LA Fr e i (15,19, 20,491 RN 40 A5 5 B0 3 0% R BRRL ML R (1 OB DR 3R 2 —. TR, AR/ 9
il T I A6 DMS-MIA B ZCR 2. EARTS, FATIE I P8 B i 8 1 2R 42 i R ke 4
M FOE LA TR, HS MM OC TAE [23,29] M0, (8 FUIZRER A 22 5 MR AR ME I 28 2 [RI Z2BEAE N
LA FEE R TR R,

nk 5 Fow, BEENZREE B8, H AR A FEE N 0.334 B35 ETHE 0.435,
DMS-MIA Hi¥ditEfetipiz #2875, LA TPR @ 0.1% FPR f8br 9, Bkt 12.72% WK &
19.64%, #2172 6.92 N E 4 s EAEERZ, BEELIEFEECA 0.334 BITESL R, DMS-MIA
IZGPERE (40 AUC &2 0.936) 7500 T HAth B 4 7 AE B i #5 7K1 (0.435) NRIFRIL (Fdn, %



E-NEF PERE:EERE 2025F #s5E F11H 2770

* 5 WHATREX DMS-MIA KEtEERR M. BAREE) CINIC10 EIIZH VGG-16.
Table 5 Impact of overfitting level on DMS-MIA attack performance. The target model is VGG-16 trained on CINIC10.

Training dataset size

30000 25000 20000 15000 10000

Overfitting level 0.334 0.356 0.383 0.403 0.435
TPR @ 0.1% FPR (%) 12.72 15.19 15.31 15.91 19.64
Balanced accuracy 0.853 0.863 0.879 0.878 0.879
AUC 0.936 0.943 0.952 0.953 0.953
Precision 0.832 0.843 0.862 0.869 0.837
Recall 0.885 0.891 0.901 0.890 0.940
F1-score 0.858 0.867 0.881 0.880 0.886

= 6 HMIEERUREXT DMS-MIA KHHEERNFIN. BirERA CIFARLO0 EII%ZH VGG-16.

Table 6 Impact of number of disk replays on DMS-MIA attack performance. The target model is VGG-16 trained on
CIFAR10.

Number of disk replays

10 30 50 70 90 100

TPR @ 0.1% FPR (%) 2.07 4.32 5.26 6.51 9.34 11.10
Balanced accuracy 0.785 0.791 0.809 0.818 0.830 0.822
AUC 0.874 0.882 0.899 0.907 0.916 0.916
Precision 0.736 0.762 0.805 0.819 0.800 0.831
Recall 0.889 0.846 0.816 0.818 0.878 0.809
Fl-score 0.805 0.802 0.810 0.818 0.837 0.820

Al FPEEATTVAM AUC iy 0.929). FATRHLIAR T DMS-MIA £ 5% 53 K 245 23— HU T 1Y) B ey

4.3.2 WHBERURH

FEIL S Ferb, Bk 2 ARG BT e 52 BT H R B R A A S5 TR SR I BR A A BT
K E T DMS-MIA TR H AR haDIR S EOR, HEm s 2 fabn Fr K B 5 etk g, R,
Z B IR S PRRTGE R R, PPASAS A E O B R I, X TR DMS-MIA f25%
L SR b B R X

R R IR I T DU, el b SR S fEma Bl PR fE, (2 DMS-MIA ££ 5 OB BRI 47
RO BRI R ). B, FEAGHAT 10 UOREAE FTBE LT, DMS-MIA ] Fl-score 1% 0.805, 173
DT BT B2 07 1. IX 3R W BGti 5 o AR R e AR B 5 B TSR AR, R 7 BRI G R b D o i
PRI, BT A7 RN AR AR 5 5

{EARERRE, HEBORE 90 SIEINE] 100 R, M EREVESRAR (WP BIHER 2 A Fl-score)
L TR B, FATIONIRZAE 5 5 Z RIBUT 4R B BRI 2, b iR RE M EE
KO P sk B 2 855, X — A LU TPR @ 0.1% FPR F¢4E b FHFRI3GE, {H At ) 58
SINT EZ RIS, a2 RSN IR . BGEEA (Mamba) 785 > i fe i Al g
DRI LM A —SE REFE ML AL, AT S BOLAE HARER E 2 AL R /AR SR S MR br LA
TR
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@ TPR @ 0.1% FPR (%) (®) Balanced Accuracy (cz . AUC

0.8
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0.4 0.4

0.2

B D'#D° 02| mmm D!'#£D*

0.0- .0~
VGG-16 ResNet-56 MobileNetV2 VGG-16 ResNet-56 MobileNetV2

’ VGG-16 ResNet-56 MobileNetV2
@ Precision © Recall ® Fl-score

0.8

0.6

04

*| mmm D!'%D* 02

B D'=D*

0! 0.0 0.0
VGG-16 ResNet-56  MobileNetV2 VGG-16 ResNet-56  MobileNetV2 VGG-16 ResNet-56  MobileNetV2

B2 (MEMFE) MULES (IID) 53EFSH (Non-1ID) BIEES DMS-MIA KrEtEAERISIM. BIriEE!
¥I7E CIFAR10 Lill%. (a) TPR @ 0.1% FPR (%); (b) Balanced accuracy; (¢) AUC; (d) Precision;
(e) Recall; (f) Fl-score.

Figure 2 (Color online) Impact of IID vs. Non-IID datasets on DMS-MIA attack performance. Target models trained
on CIFARI10. (a) TPR @ 0.1% FPR (%); (b) Balanced accuracy; (c) AUC; (d) Precision; (e) Recall; (f) Fl-score.

4.3.3 ERIDHBIEE

RPEEE 3.1 /NS Y (15 e, B Re 8 RIS H AR B BSR4 DY A [R] 43 A7 1R £a + 2d
T HIR4E D NPEfl DMS-MIA 7658 HBkARE . th o 75 & S2BR 07 5 T REHrE, AN iE—5 ik
T AR, TRV H AR £ 5 5 £ A R 23 A B (1 Bk 1t B R I

AR, B2 BAnEdE%E Dt 2 CIFARL0. 7EFR A= T, 73R4 D° KA CINIC10 %
L) CIFARLO #4), H5 BV R EMNAAES. MEIER S itmst F, D WERA CINIC10 H
[1) ImageNet ¥4, FALE 3 FA R AL 40 FadkAT T XF b seas, 45 SR an i 2 fios.

S SERR M, T EIE S B AR B A (0 2 2 HI S BGE R RE. a0, KT VGG-16 B8 M5
FHRE M F A 4o AE R 0 Ak, H TPR @ 0.1% FPR M 11.10% FHEZE 3.15%. HEEERNE, R
AT AR 3R % — o E I M 5 R, {H DMS-MIA 175 JE B A0l i et fe. B, VGG-16
BRILE XI5 T 1) AUC 183 0.879, AT IR LA R 2 i B T s AER I 0.869 (W3R A1)
X— 451K, DMS-MIA @i HE A AL Zd 72 v i sh AL U, 2215 1 30 HLz A 00 A SR AR AE

4.3.4 AFRREZMEBSY

A/NFIAESR 3.1 /NPT BEE B AR R Rt 0 — PR R e o A, ANFREOR I e 2 4R H
PR ZEM S S . BATEE TR — R RIS R g B A RS BA BT, AT
RER 5 H BB A7/ 22 5 (4R Bl 24, AEABI GRS T8 JRATIAE CIFAR100 #di4E B4
X2 H R 5 5 TR A SRR A S AT T SR, AR 3 TR,

R LA Y, DMS-MIA {2 P BEIE & L5 TR S H AR 200 — SO IR B . X A2 D9
IFi RS A R ST PRI R B A B T 5 T8 S U M A0 I PR AR R AT N ARFALE. 458 1A 2
A5 B AR AN — ST, DMS-MIA 3P R IE 26 BT R B4

ERERRZE, AL H AR 5 R TR 2R AL EC RS 50 R, DMS-MIA 5K 2 5fi 50 K 1)
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@ TPR @ 0.1% FPR (%) (b) Balanced Accuracy 100 © AUC 100
44 0.98 0.99
VGG-16-JEEYRE] 11.72 16.62 % VGG-16-R l 0.80 . VGG-16-SE2 -
0.95 _ 0.99
E % E 0.93 E
2" 32 § : 20 0.98
z  ResNet-56- 25.78 23.11 24.02 = ResNet-56-JUC 0.90 z  ResNet-56 0.99
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7 % e E 0.97
20 0.85
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! 096
16 56 ool 56 o Y 6 56 82
A\ % A6 A\
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0.98 VGG-16-JE0KE 0.80 0.95 VGG-16-SM0XY
0.96 0.90
0.85 0.90
ResNet-56 S 0.99 0.98 0 ResNet-56- ST 0.93 0.95
0.85
0.90 0.75
088 MobileNetV2-JESEN) 1.00 0.99 0.70 MobileNetV2 - SEUCH 0.92 0.96 0.
0.65
0.86
N2

SO A6 82 A6 N2
NeS ?\es“e’\ N\"‘o\\e‘{ Ncty ?\es\*e oot aenet NcSy W»,s\*“‘ R aenet

Target Model Target Model Target Model

3 (MERFE) FTRIFTHEAESBREREMNE ST DMS-MIA BHtaENZE. BFirERAE CIFAR100
EilZ. (a) TPR @ 0.1% FPR (%); (b) Balanced accuracy; (c) AUC; (d) Precision; (e) Recall;
(f) Fl-score.

Figure 3 (Color online) Impact of different shadow and target model architecture combinations on DMS-MIA attack
performance. Target models trained on CIFAR100. (a) TPR @ 0.1% FPR (%); (b) Balanced accuracy; (c¢) AUC;
(d) Precision; (e) Recall; (f) Fl-score.

VGG-16-F% 0.92
ResNet-SG. 0.89 0.93

MobileNetV2- 0.91 0.86 0.93

%

Shadow Model

Shadow Model
3

Shadow Model

%

0

MTIAFEL T, Fltn, £ 3 Box, fEXF CIFAR100 [ ResNet-56 H btk Mo, 24 5E4k
TEE S R — S A s TR, HdE TPR @ 0.1% FPR A 20.53%; m7EK 3 H,
DMS-MIA i [l MobileNetV2 1E N5 ALK, TPR {/1AEiE 3 20.79%, W& 5 T34 71 i) e L 0.

4.3.5 IERBANIER

7E DMS-MIA (3o, FATRA Mamba G R SOt Y, DU 2 Fia bR 7 91 o (R A
KA. NIIEIX —IE RN G B, AN 10K Mamba 5 #3300 85 71 AR 4R 2 1042 48 (long
short-term memory, LSTM) %) I Transformer P! Z47 T GEXS L. LSTM 2 fEIA LML (recurrent
neural network, RNN) [FJ£ 8RR, K ALEERS 7 23 ; T Transformer Ffty H HiE = IHLH], DN
FP A AL B AT ) R AEA . FRATTE 3 DN EMEHEE S EXxfixX 3 Me B BEAT 1 1EAl, 45 Rk 7 Bk

a5 RRW], He T Mamba BB AE L K 2 BoCBESR IR LRI S ALPERE. /£ TPR @ 0.1%
FPR f&#5_I, Mamba 1E 3 ML LI T LSTM Al Transformer. 140, 7£ CIFAR10 I, Mamba
f¥) TPR 3AF] T 5.70%, T LSTM [f) 2.58% Al Transformer ] 4.04%. [FIFE, 76 AUC AP HER %
oA vEfebs b, Mamba 1A FAK.

ATy Mamba FJIZ A REARAL AT LA BT Hom RURPIR S S AR (state space model, SSM)
ek, AHECTH R RS 7 AK 7 K TP BRI Transformer Al Mamba 8 LAZE M 52 % i Ab 2
K51, R m. AT LSTM, Mamba HJEFENE SSM AL RE A Robi fi KRS &, JFid
PERF ARG, T NS Fabr 5 5 RS AR IR 57 5% R A5 5 B G E 2. (R, SR 45 RANEE
B AL RIRHIE T Mamba /2 DMS-MIA BUti B 5 B

4.3.6 BRREINE RN IEHE S
AN DMS-MIA Bk A 52 110 5 B AR 8 [BPRZS AR ST 300E. A 24 038 75 A A
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xR 7 TRBEREE 3 MEGBIESE LAMEELLER. BIFRELH ResNet-56.

Table 7 Performance comparison of different attack models on three image datasets. The target model is ResNet-56.

TPR @ 0.1% FPR (%) Balanced accuracy AUC
Dataset
Mamba LSTM  Transformer Mamba LSTM  Transformer Mamba LSTM  Transformer
CIFAR10 5.70 2.58 4.04 0.736 0.726 0.712 0.841 0.833 0.822
CIFAR100 23.11 22.86 12.25 0.931 0.927 0.929 0.977 0.974 0.973
CINIC10 8.27 4.54 4.86 0.852 0.849 0.849 0.924 0.922 0.922
Precision Recall F1l-score
Dataset
Mamba LSTM  Transformer Mamba LSTM  Transformer Mamba LSTM  Transformer
CIFARI10 0.725 0.725 0.703 0.761 0.727 0.736 0.743 0.726 0.719
CIFAR100 0.888 0.892 0.883 0.986 0.972 0.989 0.934 0.930 0.933
CINIC10 0.793 0.794 0.800 0.954 0.944 0.930 0.866 0.862 0.860

%= 8 DMS-MIA S5MERAEBKRHAEESFIH LAXTLL.

Table 8 Comparison of signal utilization between DMS-MIA and existing membership inference attacks.

Model states utilized

Attack Source of middle states
Final state Middle states
[15,17,19~21] v — _
SeqMIA, TrajectoryMIA v v Knowledge distillation
DMS-MIA v v Disk replay

KZ EHIRIEAG AR, Boh 38 5 T 81 B8 rh [RDRES A 00 2 8 45 15 91 BT I 25t 1 e A Y
A e ROEA 20X H AR R St b (AR B2, R R TAE [15,17,19~21] & SR R 5
TR H PR, (HanR 8 s, IX£877 v W (R AR Y 1) i ZOIRAS (final state), PRt R 25K
SRR 2R 58 i B4 5 HARBIRUAHAL I TTIAT . SeqMIA Al TrajectoryMIA HL AR I IR 7
TR 7 B AR ISR A2, T REAE R HHEDIRES (middle states), (HEA 1 H RIS UER, 781 b
(IR AS BE S B e it B AR R I R84, AL R, FRATTH DMS-MIA 77 238 i i 4% 25 AR B ]
R, P T AR ER: TR T B A GOI R, X R S AR RO AR IR 2 ST ROR
7 5 5 H bR Y i AR AL, FRATTA B AR A 2 ST ) R IR PP S A 8 Hp R X, T SR B — e [R] 5
T . R, AR/ B AR SR uE S A HR A,y DMS-MIA Btk A RUT 5 1 R sy 21 i6
A

REALAHT, EECE—Fa bR IR N R R BRI S, BRI DR A, 3.
V53 ST R A AR i R RE A (R 45 R 504E, AHRIEA Linember M Lnon-member, 443 ZE{H E
SONHURZRR (LossGap):

LOSSG&P = znon—member - zmember- (2)

LossGap [ [ A LE B — 4 i v [PIRES R0 B 03 45 AR B R A TIGINAT I 22 7. B 2 AN IR
A T LossGap EHAT K, RIFT TR LossGap W12k, T ZI A R4 75 I Zisk £ A o6 R e A 2 S 30UR
ZE S, AR B A1 8 BRI 5 P AR T LossGap HIZk, W 4 Fros.
AT LVE Y, i 2 BV, R AR FE o i 03 5 A i AR A 1) 2 ) 22 R A A ik AR —
o, K 9 Pon, tHE T HERR S5 TR LossGap M2 2 (R AH R R 80 45 R BoR, £
FrA Skie s T, AOC R BT 0.98, BB 38 B Ml BRI, IX R, (i FH R AR B A
PRI )1 i R 2 & HA 200, BT 52 T 80E f e AR B Zh 15 3 1 Mo A Y B R as 5 RoE 4 3]
X H AR A Bt .
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* 9 TRBEETEREEMY FRANGIRRMAERNEXRY.

Table 9 Correlation coefficients of LossGap between target and shadow models across different datasets during training.

Dataset CIFARI10 CIFAR100 CINIC10 Purchase Location
Model VGG VGG VGG MLPs MLPs
Correlation coefficient 0.988 0.999 0.994 0.999 0.999

(2)
1.5

Target LossGap 1.0
—— Shadow LossGap —— Shadow LossGap

Target LossGap

0 20 40 60 80 100 0 20 40 60 80 100
Epoch Epoch

4 (MFRFE) BFEAEYTEIMNIRKEREMLZ. (a) VGG-16 ff CIFARIO0 EMMKLERL;
(b) VGG-16 #£ CIFAR100 LRIk E IR,

Figure 4 (Color online) LossGap curves of target and shadow models. (a) LossGap curve of VGG-16 on CIFARI10;
(b) LossGap curve of VGG-16 on CIFAR100.

5 PBrfEiEne

ASCHEH ) DMS-MIA BUiidizs 1 TEE fRI7 AR 52 IR 1 X8 B BORA B, of Bl 57 B A
Ha P BB DKLU, 7T 0 5 05 85 R S ) 975 0 SRS 28 O B S A4 1 2 2 P o 200 ) 8 B A e
W72, W5 SR Al S A TEHRAE DMS-MIA B HoAh B AL B i (3R
5.1 BHfsRRgI&it

HREXS DMS-MIA B R BRI, 5P R SR RS W 5C 15, 23,27,29,52) ) V2 A%
FH B 1 SR8 12 IENE S MixupMMD 251 FE7E AN X R HE 3T A

IENME. ERIE R —FRENLES 22 2] i 2 T Bk & i & SR .l i AE 47 2k s b g i —
ANMETII, IENALRESS IR FIBR S S AR, AWK T L2 IENE (BCE IR R BN 0.0005),
FOE SR IR A, R AR 2 3] - R AR SR B, IT FAE 0T I R it o s 7 R 7 o
AL RBURREE . IX LA AT LLIR TSR B2 A RE T, INTTTAT R4 55 B 2 % R 15 5

MixupMMD. MixupMMD 454 T #3658 77 4% Mixup 5 & KR BIME % 57+ (maximum mean
discrepancy, MMD) IENE. Mixup I8 A5 A8 2 11 15 (8 4 9 40 2 Rk, PR oS . MMD U IE
YU A 58 2 2 s (AN TR SR AL 45 1 22 1) w73 A7 BE X 2%, MixupMMD AR FHERZ AL BE J1, I/ X il
SRAUE S, A R A A HERE

5.2 PBrfIZRITAL

MFE 10 FTLAE H, fE R IE O, PR 1 5 1535 fe A RS AR Rl A 4B M i M . DL DMIS-
MIA R, ZERNH L2 IEN4L)E, H TPR @ 0.1% FPR M 8.27% &3 FIEZE 1.04%, AUC M 0.924
Fez 0.738. XRUIENM@E T fmIE 5, HIgS TR RP R A RR/ES. 5 L2 Bl
FAek, MixupMMD A % HI55 7 DMS-MIA BXdige /). SE4E BB 7R, fERH MixupMMD [
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* 10 [T B SRS M REROFNE. BARREL CINIC10 EiIZEY ResNet-56.
Table 10 Impact of defense measures on membership inference attack performance. The target model is ResNet-56
trained on CINIC10.

MIA method TPR @ 0.1% FPR (%) Balanced accuracy AUC
No defense L2  MixupMMD No defense L2  MixupMMD No defense L2  MixupMMD
Shadow training 0.11 0.06 0.10 0.630 0.514 0.622 0.659 0.515 0.658
MBA (Entropy) 0.15 0.11 0.30 0.600 0.504 0.503 0.600 0.504 0.503
MBA (M-Entropy) 0.20 0.14 0.15 0.711 0.572 0.605 0.711 0.572 0.605
TrajectoryMIA 0.30 0.20 0.32 0.690 0.539 0.615 0.745 0.563 0.677
SeqMIA 5.80 0.96 4.86 0.776 0.537 0.537 0.863 0.665 0.820
DMS-MIA 8.27 1.04 4.30 0.852 0.644 0.843 0.924 0.738 0.916
MIA method Precision Recall F1-score
No defense L2 MixupMMD No defense L2 MixupMMD No defense L2  MixupMMD
Shadow training 0.603 0.515 0.677 0.746 0.214 0.090 0.667 0.303 0.159
MBA (Entropy) 0.594 0.528 0.752 0.635 0.083 0.008 0.614 0.144 0.016
MBA (M-Entropy) 0.661 0.576 0.600 0.866 0.545 0.628 0.750 0.560 0.614
TrajectoryMIA 0.691 0.579 0.731 0.681 0.288 0.366 0.686 0.385 0.487
SeqMIA 0.739 0.724 0.969 0.852 0.119 0.076 0.792 0.204 0.140
DMS-MIA 0.793 0.675 0.811 0.954 0.556 0.895 0.866 0.610 0.851

)5, DMS-MIA ] TPR @ 0.1% FPR M 8.27% TFF&ZE 4.30%, AUC M\ 0.924 %% 0.916. L4,
MixupMMD X} #85r BUek TR RS I A — 32 7, (H AN HE B2 I 7 83 T, NS TEN TR
Fl-score K%, XL M TEREAI AP M55, EAFERENE, /E5E T BiEfE 5, DMS-MIA £ £ 4
KEEFR bR AT IR A2 R I A s R i V.

6 g

ASCERS TEE L& SR R i 5% e i it XUz, SR Y 7 —Fh44 9 DMS-MIA FR8 21 i 3 44
B 7 ik, 05 IR B O e T A G 3 i LR B e (PRI, X TEE fR47 T
CVM RN i AT FA PR BRI 5 78, AT AR TEE 1847 I ARG AT T, ZRICH Frti
RUTEAN ) 7 50 PR B A5 00 S50 4yt 7 1. DMIS-MIA 33k 25 M 26 77 st th rh A el il S B 0 0 25
ZYEFEARPR I (8] 351, JFR I Mamba BRI E B 288, FHRE 7 51 P K R IR e 56 22 DURS B 2
BIFEAS R A Sy, AE 3 ANEBEEREA 2 DR GEEE LN EEE LRI R Y], DMS-MIA 7£4
& TPR @ 0.1% FPR Al AUC £ N 12 OSER AR L3500 2 00 T I IR ARG Uik, V8 R s s ik
R TR AR AL L REA SO Bl A L TR S H AR AR B R T R A Y
AL H AR 5 5 B R ) S0 REAR ST U P RE A S2i, [RII B6IE T 3 7 ik i 5 B IR IR R
N IE AL EERIT AR S B BOR. AR SRR T TEE S—FhEExE CVM AT I iR Bk i, 56
E 1 HI A SR A B 5% A BRRA A it RS X — &Y TEE T RINL &85 ST BRRA RS0 Fe et 138
AR A AR

&2k

1 Intel. Product brief, 3rd gen Intel Xeon scalable processor for IoT. 2023. https://www.intel.com/content/www/us/

en/products/docs/processors/embedded/3rd-gen-xeon-scalable-iot- product-brief.html
2 Johnson S, Makaram R, Santoni A, et al. Supporting Intel SGX on multi-socket platforms. Intel Corp, 2021, 65
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iR A
* A1 £ 3 NEGEIEE LIILH VGG-16 HEEM L MIERIR T,
Table A1 Performance of various attacks on VGG-16 trained using three different image datasets.

MIA method TPR @ 0.1% FPR (%) Balanced accuracy AUC

CIFAR10 CIFAR100 CINIC10 CIFAR10 CIFAR100 CINIC10 CIFAR10 CIFAR100 CINIC10
Shadow training 0.14 0.82 0.17 0.738 0.946 0.764 0.748 0.962 0.805
MBA (Entropy) 0.20 1.18 0.27 0.736 0.937 0.775 0.736 0.937 0.775
MBA (M-Entropy) 0.21 1.31 0.30 0.749 0.944 0.815 0.749 0.944 0.815
TrajectoryMIA 0.26 3.81 1.09 0.647 0.910 0.740 0.699 0.953 0.817
SegMIA 10.25 37.76 19.16 0.764 0.955 0.837 0.869 0.990 0.929
DMS-MIA 11.10 47.33 19.64 0.822 0.968 0.879 0.916 0.995 0.953
MIA method Precision Recall F1-score

CIFAR10 CIFAR100 CINIC10 CIFAR10 CIFAR100 CINIC10 CIFAR10 CIFAR100 CINIC10
Shadow training 0.634 0.874 0.634 0.999 0.999 0.989 0.776 0.932 0.773
MBA (Entropy) 0.672 0.922 0.728 0.920 0.957 0.878 0.777 0.939 0.796
MBA(M-Entropy)  0.680 0.929 0.751 0.942 0.962 0.942 0.790 0.945 0.836
TrajectoryMIA 0.618 0.874 0.707 0.664 0.939 0.792 0.640 0.905 0.747
SeqgMIA 0.706 0.930 0.785 0.906 0.985 0.927 0.793 0.957 0.850
DMS-MIA 0.831 0.945 0.837 0.809 0.993 0.940 0.820 0.969 0.886

*k A2 7 3 MEGEIESE LIILH MobileNet V2 #RE ) S M ERITAE.

Table A2 Performance of various attacks on MobileNetV2 trained using three different image datasets.

MIA method TPR @ 0.1% FPR (%) Balanced accuracy AUC

CIFAR10 CIFAR100 CINIC10 CIFAR10 CIFAR100 CINIC10 CIFAR10 CIFAR100 CINIC10
Shadow training 0.22 0.48 0.18 0.657 0.691 0.669 0.685 0.758 0.718
MBA (Entropy) 0.17 0.20 0.19 0.646 0.675 0.667 0.646 0.675 0.667
MBA (M-Entropy) 0.18 0.43 0.26 0.688 0.835 0.754 0.688 0.835 0.754
TrajectoryMIA 0.16 0.33 0.44 0.662 0.837 0.761 0.729 0.891 0.835
SeqMIA 4.35 19.67 10.67 0.718 0.885 0.807 0.810 0.956 0.897
DMS-MIA 5.64 38.83 14.65 0.810 0.959 0.903 0.901 0.991 0.963
MIA method Precision Recall F1l-score

CIFAR10 CIFAR100 CINIC10 CIFAR10 CIFAR100 CINIC10 CIFAR10 CIFAR100 CINIC10
Shadow training 0.598 0.637 0.620 0.874 0.807 0.814 0.710 0.712 0.704
MBA (Entropy) 0.623 0.672 0.654 0.740 0.684 0.707 0.678 0.678 0.680
MBA (M-Entropy) 0.649 0.810 0.726 0.819 0.876 0.817 0.724 0.842 0.769
TrajectoryMIA 0.659 0.820 0.754 0.640 0.860 0.750 0.649 0.840 0.752
SeqMIA 0.671 0.861 0.773 0.858 0.918 0.870 0.753 0.889 0.818

DMS-MIA 0.793 0.931 0.880 0.839 0.991 0.933 0.815 0.960 0.906
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Abstract With the widespread adoption of machine learning as a service (MLaaS), data privacy concerns
have become increasingly prominent. Trusted execution environment (TEE) offers robust protection for MLaaS,
particularly in preventing the leakage of model parameters and training data. The isolation mechanism provided
by TEE presents a significant challenge to mainstream membership inference attack (MIA) methods: due to the
difficulty in directly accessing the internal parameters and states of the model, as well as strict limitations on
query frequency, existing MIA methods perform poorly under TEE protection. However, this paper identifies and
exploits a novel attack surface inherent in TEE-protected MLaaS, proposing a new membership inference attack
method called DMS-MIA (disk replay-based multi-metric sequence membership inference attack). The core idea
of this method is that the attacker gains control over the host machine and virtualization management software,
periodically snapshots and replays the encrypted disk of a TEE-protected confidential virtual machine, thereby
obtaining intermediate state outputs during the training process of the MLaaS model. Subsequently, DMS-MIA
constructs a multi-dimensional metric time series from these historical outputs and uses the Mamba model as an
attack model to amplify membership signals within the series, thereby identifying the membership of the sample.
Experimental results demonstrate that DMS-MIA achieves significant results in several key metrics, such as TPR
@ 0.1% FPR and AUC, across three image datasets and two non-image datasets.

Keywords membership inference attack, trusted execution environment, machine learning, disk replay, multi-

metric sequence



