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Figure 1 (Color online) Differentially private federated unlearning framework based on update residuals.
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WAREEMRAE. EARMOL R ATIAEE R 3T B 2 S N hr, 2 (ERRRE AR Hb R A MU 25 %
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Iy BERARR 7 R 55 s BRI P ) BT S 9 B PR 4 R A IDCTS B ) B A DA MR P ) 4 R A
B wy, HREER BARE 0 o B AY (R R . A IS SRR TR o, XA BB TTER, JFAN
wy, PREFRIZIRZE, R RS 5 Y w,,. S TR S CH&ZS AR, Sl SRR w, 758
Wi R Z AL, SEINGEY o, £ TS L EATX S, BASHER 4,
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Algorithm 1 DP-Fed with importance sampling and periodic weighted aggregation.

Input: Initial model wg, noise scale o, number of rounds 7', number of clients n, local update period 7, learning rate 7,
important data size B, filtering parameters z1, z2;
Output: Global model wr;
1: fort=0to T —1do

2 Server sends global model wy to all clients C = {c1,¢c2,...,¢cn};

3 for each client ¢; € C in parallel do

4 Initialize local model wf’o = wt;

5 for s=0to7—1do

6: for each sample x € D; do

7 Compute error expectation uwz,s(a:) using Eq. (3);

8 Compute error standard deviation o +,s(z) using Eq. (4);

9 end for

10: Sample important data as batch B;’S using range [p t.5 (%) — 21 X 0 1,5 (), 1, 1,5 (%) + 22 X 0 1,5 (2)];
11: Compute clipped average gradient gf’s on Bf.’s as gf’st: % ZIEB;,S (glf’s(m)/ m;x(l, ||gf’s(a;)||2/lG));
12: Generate Gaussian noise: 'yf’s ~ N(0,A2%5%1,); '

13: Update local model: w?‘ﬁq = wf’s — n(gf’s + wf’s);

14: end for
15: Compute local update: u! = wE‘T — wy;
16: Upload u} to the server;

17: end for

18: Compute aggregation weights pf of each client ¢; using Eq. (6);
19:  Server aggregates: us =y 1 piul;

20: Update global model: w41 = we + uy;

21: end for

22: return wrp.

Bk 1 JRoR 1T RN A AR A 1 22 2 B AA IR 2 2] D ARS8 R BRHS 27 2
WM, AR IS, IS AR AT 2R w, TREGITARIE M . 8NE i o A
PAT 7 URIIGR, BISAAT 5 T Bodis SRR A E UINBUR & 1 2 70 FRRM B2 2T, e A BB of Koikss
M55 48 (W3 3~17 ATHR). Bk, | i o EAMIIGRIRE—Fer, B et AT S 2R
B, SR ZHR IR B (W3 6~10 /THTR). B, fEEEARAE B)® LHATBENLELEE NS
VE, AR BB IBEEE gi°, B EER N TR S 40 JF BT AT, B wp Y = wi® —n(g)t )
(W5 11~13 AT FR). B PIRETE R 7 IRAHNZRZ G, THEARME R uf = w;™ — w,, FREAHD
SR wl RIEL RS AR, RSs SUBIPT A 2 dm A SR {wul} i, 25, RN E i o BRE
BUE pf, Z AT EHMBCR G B R R v = Y0, pluf, BOFEH AL wipr = wy +ue (WIER
18~20 AT 7). MRS58 fge ;7 i 2 [R5 T HE I8 AE 2 Ja 13 Bl i & 2 R B wr.

4.4 BETEHMRENKBETFES]

FERRFR 27 > e, 20 7 S B D S S T AE I R R rhond J A8 20 7 A B v HLg D B s i) S0, XAl
FBRR NGRS M, FE R R, % 0 o ROAHLE TR RS I T A R, IR
SRECUCHIBEINANT AR, T RS 24 B RAS AR R Ry 79 2 A2 208 20T AR SRAL R 73 AT I L T
M RN B 5y 3 B A (8 B UL, B b BB RRR R, 2 P g ) ) S SR AE 4 SR AR Y
(RSNG5OSR 5, U L T AR AR A At 2 7 s P DR TR RS . 25 S8 A R
B — 3G BN, 0 Ttk R iR S R A R . P, AN RIRERME, &
W H A 2] 25 5520 7 it 4 SR AR I RN D iR, e 3 Ul 25 38 0 2 7 i £ 0 S DR, SEBIL AR i £
PR,

FEHR A A SET, H w, RO ¢ SR E AL, 20 i o AEARH A TR 255 OB AR
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ut & XN

t
Us

Hr wh™ RRE G ¢ il FNGIE AR, uf RORBEAL w, 7E ¢; LR ST

25254 R S n = (7) s, (BIRE P i o, fE56 ¢ R et BRI R CRE T 24T, X5
B BRI G — N i ¢ SEBR b, ARSI E SRR RAE R P i o (K € [1,n])), M EBRIZZ
Uiy (R IEOL, A R AR B B R 7 B MOk

= wlt‘ﬂ— — Wy, (9)

n—1

Wit1 = wy + Zﬁ§U§7 (10)
i=1
Horp pt RORBERRZE Ui ¢, ) HAE P i e HOERE AU
N T BRI e SR EE I, K2 (7) W23 (10) A5

n n—1

n—1
t ot t J2i t

25 FE B IRHS S e R v e AL A B R (19231 IR S N AN RS R e 1 I e, I T RS
Wiz 7 o ) A D S STk 22, DA e AR R HLNS 42 SR A ) BE AR S SICBRBR R 2 3 oy, AN R I
SRR 22 5 A R AR S W T I AN e 4 — 3 5 A R R SR 5 T8l W 2 AT SRR 2,
B4 R AR WA s, B DTmR B R, DRI, xR AR R RO 1 S T 2, BN R BB
BN o (k € [1,n)), ER— B R, ASORYE RS %7 0 i S0 uf, AR SR ue 1)
XFEREBERAT RS2 i o FEER ¢ SEROHERIRZE 0], (UBUE N, BARH, ASCR AR 52 A AR Rty
BRI uf, MAERER u XS, HHEA 0N

t
4 (e, uL) = ReLU (cos (g, ul)) = ReLU <<“f“kt>) , (13)
llwelly [lugll,

Horb () FoRWRUEEAT, || - [l Ron R £ 1%, ReLU RREPRIEL ROV IERL MBS i o £
55t BRI o) IR A N

(14)
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Algorithm 2 DP-compliant federated unlearning based on update residuals (FedUR).

Input: Global model wy after T' rounds, unlearning request of client ¢i (k € [1,n]), local updates {uf}?™ ; submitted by
clients;
Output: Unlearning global model wy;
:fort=0to7 —1do
Server aggregates updates: u; = > 1, piut;
Update global model: w41 = we + ug;

: end for

1
2
3
4
5: Client ¢ requests for unlearning after the 7' round;
6: fort=0toT —1do

7 Compute the update residual 92 of client ¢ as 92 = p’,i(u}i - Zi;ék %ufﬁ
8 Compute the degree of alignment d(ut, ui) between u: and uz using Eq].V (13);
9

: Normalize the weight )\2, of update residual using Eq. (14);
10: end for
11: Subtract a weighted sum of 92 from wp as w, = wp — Zz:ol /\fC . 92;

12: return w,.

B o £ T FJRIRMBEN, A ATR 2R wp WEZ 0 o FIFTA T SLIBCE
B RV AT 45 2 8 SR, B

T—1
wu:wT—Z/\};-H};. (15)
t=0

S5 2 JBoR T 3T R RS 8 5 2 S R R O AR, SRS 14 AT N IE R YRS 22 21 i
FE. BB o £ T 3R MG, RS &umE i 5zg inde T Rl P i pra G ks
{01300 (W3 7 ATPOR), Hh 0], = pl(uf, — 32, %uﬁ). AR 2 7 o AN 1 SR 5 4 SR SR O
FORE LR E SRR ZE IR XL (5 8 AN 9 AT R, e, R wp LRSI o KA

P S B A RTINS RV AT 45 238 AR Y w,, (W15 11 AT PTR).
4.5 RRFADHSITL

KA FedUR BERIAR R AT AT 18, ALHERSAA T 954 8 Te ot 288 24 90 [l 3 T bz

BRFAZ M. 15203 T Rényi ZE 0 BaAAE s, 45 5 T E B SRAE A I INBUR & 1 22 73 Fa AL RS
57 2 R BERAIE B 35 UIE R T A SO0 L PR BRI 10 0 B0 A5 38 i A S R 55 R ) )1 R B0 A 38 st
SRS TR SN AT X ), BIRE 4R (AL TR AP

EIRL (BURE LFY) BRI G, AR o FIBRRE 6 WEDAL (|[VL(w,2)]l2 < G, 1
R IR BE M BURE A AL A = supges geor [lg(wl®, B*) = g(w*, By™)la < 25

WERR % BT 5 By NAUHZE—ANFEAS (Rt A SRR B, D7 R L A S R B A A
Z—AFEA B B I, WA

S S L,S S 1 S S
lg(w;®, B*) = g(w;®, By )|z = EIIVﬁ(wf’ ,x5) = VL(w;*, 25)]2

[ adt) i 1~ i ']

(16)

1 s s 2G
< UL 25l + VL@, 75)2) < 3
Fot g JEZ 0 1R ¢ RO s DR HTIN OBENLER L, =), o RonitEHERSE B 5 B
M5 § N FEREERREA, B RAMII Gt EE IR B 1R/
EIE2 L 1AL (o, 558)-RDP.

WERR AR U AR HL I ZRET, [m) P38 BE AR N R (0, A%021,). ARE SCHR [33] TN,
IS FRE Rényi 4 o > 1 TR (a, 52)-RDP. RIEHIE 1, BRI —3LI4k T #k, 5K
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AR AT 7 IR, FICRYE RDP )07 4H 4 5 2 B3 arn, 0% 1 2 (o, 2£2)-RDP.

EIE3 (RDP [7] DP By#E4)  H4ESCHR [33], iR —MHLHRH L (o, p)-RDP, WX TAEE 6§ € (0,1),
HAI (e,6)-DP, ot e = p 4 220 B Bk 1A (5L + 22 45).DP.

EIE4 T AR BIREUS 5 FedUR 15 B F8SHEAL w, S5RIEBIR 2 2] Bk HE I %
BB PIRERL 0, EFRFR SR AT X 5.

WERR A My ZRBEEEVE, H M, BRI Bk RIBEE 1, BR% b o bk
FITERN ul SR T m g s, SRAIE R B (o, 5% )-RDP. ARIEHEE 2, 85 1 P il i M s 4 A8t
M owp FIRER U o FIMBCEFIFRZE S, AL08 SCB. BB S IR N o, WIFRIARE P N
C' = C\ {cr}, MEIGHBER @, 7JRKRN @ = ML(C\ {c}, (6,9)), HH (6,6) NERSE. FUHh,
BB w, AR w, = My(w, 0%, (6,6)), FeH w, F 08 RRBERSEAEFokz. Kk, RI%E
RDP Al DP A 41,

Pr[My (w, 0%, (¢,68)) € O] < e PriML(C \ {ex}, (¢,6)) € O] + 6, (17)
Pr[M(C\ {cx}, (¢,8)) € O] < e Pr[My (wy, 0%, (¢,6)) € O] + 6, (18)

BRI, SRR w, SEINGER @, 7£ (e,0)- ZH AT AR X 7.

Frr R A BSE . 5 HUA RO REE I B X DS S AR 78 LA — e 1416231 AR ) FedUR
SE B R HE R A (membership inference attack, MIA) FlJ51 1% (backdoor attack, BA) 1X
PIRHBCE Y. AR Ja 8 A, Rt — 20 25 R S el | Je PR B GE A TG T B, BB By
AR TR fz i A o AR R A A B A P BB 8 M BV

IRSRLEE. ASCHR Y FedUR. ML 3 22181 1) 75 /7 i IBCHS 8 4 2 21, RGBS H A 9 B AN 7 i )
A it S LR, H 5, FedUR S8aniE i T2 % P imift B st, Rl E MR R ds % 2 > %
Ui P9 73 5 SR TR 22 AU IAURI R T b Ah, 1T FedUR AR b2 i ik A4 R A5 B o 8 ok 1 sk B i ke 22
(I IIBCRISR T B H AR i (R DTHR, 8 Fed UR BRI FREAE S FH I AR 1 B 038 0 2% =) R 288 i1l R B3
MBI R DREARRBER B 0], BRBEIIE B 1, EBREEAN By, Nk
BEFRA B = B\ By. B M By 70AlFR7s B A By (RN, WIS AR 2% 2T 1)1 BB O
Gi = & Cpep, i(@), WERK MR RBEIRE LI FIIBER 57 = 525 ¥, cp Gi(2). 2T ULR]
A H B H AR TS R AN S SRR . AR A ] S A S P 77 35 A A 5 S R AR I R A5 S,
S IPBECRIAEGETTE. Bk, J5 B0 FOR SRR BT X B AR GRS 10 27 ) AN R 10027 =T ) s
SE IR S SR, A RO 8 SRR AT 4.

oA =+
5 y:gl‘_‘L l%\gl:l

5.1 SLIGRE

WIREE. A 3 ANEPEE T, 4 0E MNIST B Fashion-MNIST 7 CIFAR-10 [38].
MNIST FHEAEH 7 /77K 28 x 28 MIKFEEEMEL KL, 709 10 2K, 535 7000 7K EIL. Fashion-MNIST %
P MNIST %l K/MAHIE]. CIFAR-10 ZdE4Eth 6 55K 32 x 32 BB EEG AR, 7 10 2K, R
A 6000 K EMG. J5 22925 A SCfE ] FMNIST 40 Fashion-MNIST {4 4E.

HERIFZASE. AR R B2 M2 (ONN) B X S 35 AT R B 55, &
P BN 10. SRR YE Dirichles 3 A% Y ZRECE EAT Rl 43, BRI 2 2] th AR ST [6] 43 A7
Ha. SR AN GR A ¢ BN 5, B BT IRIE E N 50 $8, 50 302 JE AR HAT OIS &
R AN iR FH BE ARG T B SR R ds /MR R B, 2 ST BRI 0.001.
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MNIST FMNIST CIFAR-10
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B FedUR I FedRetrain FedRecovery MoDe B FedOSD

2 (MERFE) FRIBKAETHS TETRE A R MR,
Figure 2 (Color online) Comparisons of the accuracy of unlearned models under different federated unlearning
mechanisms.

WG EHRR. RSO 4 AN TTTHBET AL, (1) BEARLAH: PPl SRR ) B AR HERA MR I (accuracy),
PLS AR B R i IR PER I (R-Acc). (2) BUBRUR: KA R HEE AT (member inference
success rate, MISR) PPl Al R HEEE X (membership inference attack), 17 5 % 28 X 18 055 7 i 2030 1
SRR, PRI (attack success rate, ASR) PH%J5 13 (backdoor attack), S BUAER 5175
SHITERE. (3) BUSAE: R 8 S5 ORI AT B[R] B2 % 77 925 56 st v SR B S B i, (4) A7t
AT 23 T I PPAil 25 7 V5 A REAE A 2.

SPEEFE. ASCERILLT 4 Fh BA AL RIBCT S FEAE XS B, FedRetrain i id 5 i)l 5ok S
Pl s, R FFRECK, (ERTNFELE J7iE. FedRecovery (23] Sl 75 [ 4 JR AR 70 wp Jofs J8E 7k 22 LA
F38 % H 5. MoDe M 454 2 & 3218 5104251 5 B D S AR FR. FedOSD M0 R F IEAZ f i
R SR S BIB, IR 5 NS VI 2RI B BB RO

5.2 SZEITRME
5.2.1 ERIH TG

ASCE A 3 AR EUSEIE S (MNIST, FMNIST Al CIFAR-10) _E b T & I i fE AT
SRR R R HERPE. S50, SR Dirichlet 7347 X B85 2547 XK1l 7 ARS8 57 iV (Non-1ID) 3% 5¢,
HIKEZHL (concentration parameter) ¥4 0.5.

Bl 2 JBoR 1 & ITRAEA R A EIAT BSHRAE S 14 R AL R HE R R R, NG R LA
i, FedUR 7E 3 MRS F Il AR IR AL M B, KT MNIST A1 FMNIST 3 P AN 45 K4 A X 177 ER o
FEARDATTEW B EE, FedUR MIHER R 5L T71% FedRetrain JLFHEF, H 2 7R E TS A
FRER, 2R B FLAE A RS IS (1) [T, e % B R R R B8 A B (1) 8 7). T FE SE & 241 CIFAR-10
HHE4E b, FedUR MR T A0 T HoAhSt = 7 v M i %, RIS G T EYIZR KNS FedRetrain,
TR A E R TS R 5%, BRI S, FedUR 7E CIFAR-10 FIiAZE| T 55.12% Ik
W%, LT FedRetrain ] 54.50% A1 FedRecovery (23 [f] 46.42%. £ MNIST Ml FMNIST %#i4E L,
FedUR 73 ASEHL T 90.34% A1 75.30% HIAERZR, S5 9 A Tk d sk X645 ISR B, FedUR
FESEIA ROHIR TG S 1 [RI, REREAR I H E 457 4 Jr A5 20 ) B AP .

Jﬁtﬁ]‘{ﬁﬁ‘%ﬁ'ﬁﬂﬁ/‘]%, FedUR #1 FedRecovery 23] i’zjﬁﬁﬁ@%&{%ff’*ﬂfﬁ”Eﬁﬁﬂéiﬁlﬁgﬁ%, Hor
FedUR I8 3 75 A< 1 Il ZR T BOCHA P2 S n e e 7 SE B A DR 3. DRI, FedUR £E DR B BaFA 22 42 ()R]
i, 3R UL S R B, i — DR B T HZR B H. fEa i, RSO — P IE FedUR
FROEE AR, AR (AR TR 7 R R 52 1 o SR ME A SR (R TR, B Sl B 5 IO I8 S e ).

FedUR 7EAS Il i g 7686 B iAs in vy e 75 SR Se Bl 22 23 BR AL R BRIk, A SCdE— 2B 1A A
[FIRRFATNE e (RPAEZ 3 BaFARIFRRE) N ABIAY HERRTE. S50 b 32 BEOCVE AL TR N g S A5 A 43
FRUEMZA 20, IR Dirichlet 23 Ak 73 Hfs, WIREESEO BN 1.0, DL EE 7 o e ss (RR
WAL TID) WIsEEe g 5. WERATIE « FEVETEE Y [1.0,8.0], HXE 6 = 107°. HT MoDe '
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(b) (©)
80 80
60
560 - :
5 3 £ 40
3 S S
< 40 —e— FedUR < 40 —e— FedUR < —e— FedUR
—o— FedRetrain —— FedRetrain 20 —— FedRetrain
—=— FedRecovery —=— FedRecovery —=— FedRecovery
20 20
1 2 3 4 5 6 7 8 1 2 3 4 5 6 7 8 1 2 3 4 5 6 7 8
Privacy budget € Privacy budget € Privacy budget €

B 3 (MEMFE) FERMLME THRBIESHEEERMYETME. (a) MNIST; (b) FMNIST; (c) CIFAR-10.

Figure 3 (Color online) The accuracy evaluation of federated unlearning mechanisms when privacy budget € changes.
(a) MNIST; (b) FMNIST; (c) CIFAR-10.

FedOSD 161 Ay J B AL PR b 7, R B R IR A ST HE 1) FedUR EYI1Z5 7775 FedRetrain P
FedRecovery (231 3 AL TEA [F] B FA TR FRASE 2L HE A 2.

Kl 3 JEn T AN AR N AS [ S WL e PE AR B . Wil 3(a) Fiow, 7E MNIST 45
b, BEERRFATE N 1.0 BEINE 8.0, FedUR [t i B a2 L) 56% $2F+ 2 91%. UbAk, FedUR
& IlZ 777 FedRetrain EiS SRR HERG M LA 2 AR5 /N, R FedUR fEBRSHER 1% - B )
KA. MAHLEZ R, FedRecovery MLHITEAS [F]FRAATIE N FIAERG R IG AL T FedUR. 1IX—45 R IFH
T FedUR fEBKHS S I B B IS5 A HEAR AL, AR T 7 AR I 2R R0 3 AU Stk e, ] ek 36 ok B8 i ke 22
TAUHLH, 75 SEBLA 2068 & 10 1R I B8 4k R B M BE AR AL AN K. BeAh, B 3(b) A1 (c) 43l 115
FMNIST F1 CIFAR-10 $(#E4E FRSch 45 5. 5 MNIST 45 8 —%, FedUR 7EAR[FIBEFATREL R IR
T FedRecovery B, FF R T A SCHR I Fed UR AL AE % 78 T 15t 5 rh o 5 25 s R 7 (1 vhE At 2k
BB 1S .

5.2.2 IRERIFM

AN VEAS BB HLE] FedUR SR RPE. BRFRIE I 1) H Ar 2 8t 5 5 IR L AE A R 38t
& HbRE P un o M F, ViR R & P am As EORRER S A HE R 2. Sk, AN 4 AR BE
ASR, MISR Al R-Acc 1X 3 /Mabs KA A FIHLH] R8O, BRI TR BUSBAE H bR 7 i
) ASR 5 MISR SRIFAL B GHFEE, H ASR MU /RS AR LT, MISR il 50% R
M DL W RE A SRR, D38 0 AR R ER AF. R-Ace F T VAN BB B 70 T 4R 5 7 it YD~ 30 A %6, R-Ace
1 A N I T AR R I R S X TR AR 2 i AR R AN SR E e O (B 43 A 1
B N HE4T, B Dirichlet 4) ik S H0% B N 0.5.

%1 JBoR T ARIEJ7iEAE MNIST, FMNIST Al CIFAR-10 3 M4 Lrxf tb s 3. g m] il g2
F|, FedUR 7EARMNL R 4341 3 56 T BRI A BB I S AUR. 75 MNIST ##54E b, FedUR 7R
PR i, FBGHE R (ASR) AR 0, BORERELR % (MISR) #ik T 50%, HAEA MR
(I TRIEE, 757 A 2% 7 v B0 b v e de v, MR T RAF (s PE. 0T 58 52 2= 4l 4 FMNIST
Al CIFAR-10, FedUR H AR FE L HI G 203 S A Fy. RS HLidt S 3R I I T E Il 25 757 % FedRetrain A1
BT B T FedOSD, HFFHE H 2, J5 P38 80 % 75 B2 FE XS I ZRA0 Ik LR A (1) 388 s 3R T,
MASCHE H I FedUR BRfE PRSI S, BRI, 7EZR G % BB MR MATIE T, FedUR 7EBUS R S5 (1]
TR A R T SEAR IS, b4, MoDe tH R I HACUF (118 S AR, (H 8 I 5 RS 2R 7 8 2 2%
Ut b B HER R AR AR, JOH R 241 CIFAR-10 4845 F 5 90 . X2 i T H AR s &R
A HEWE AR I8 H AR 7 S A PR [R50 9 7 7 i AR AR i T 5. (B R 142, FedOSD &5
MoDe HLHI#E 78 B T 18 15 5 48 75 BT PR RS K S I 25 LLIR THR RS RH , BRI S P e k. D RAIE S
BN, RGBT 5 P RAEBUS 5 AR Gk LI 25,
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® 1 FRBEKIBETHHEESHRITAE.

Table 1 The unlearning effectiveness evaluation of different federated unlearning mechanisms.

MNIST FMNIST CIFAR-10
Mechanism

ASR MISR R-Acc ASR MISR R-Acc ASR MISR R-Acc
FedRetrain 0.003 0.510 0.885 0.010 0.521 0.723 0.002 0.502 0.543
FedRecovery [23] 0.042 0.480 0.818 0.379 0.582 0.757 0.160 0.510 0.452
MoDe [14] 0.039 0.531 0.723 0.003 0.507 0.667 0.145 0.542 0.256
FedOSD [16] 0.002 0.509 0.904 0.006 0.512 0.727 0.024 0.513 0.519
FedUR 0.014 0.524 0.907 0.044 0.543 0.762 0.042 0.521 0.547

* 2 HASCL: BT RGANERRERBEKBIESHROTM.

Table 2 Ablation study on the impact of cosine similarity-based weighting on federated unlearning.

MNIST FMNIST CIFAR-10
Mechanism
ASR MISR R-Acc ASR MISR R-Acc ASR MISR R-Acc
FedUR (w/o cos) 0.105 0.557 0.887 0.075 0.586 0.742 0.124 0.543 0.518
FedUR (with cos) 0.014 0.524 0.907 0.044 0.543 0.762 0.042 0.521 0.547
100 @ 90 ) 70 ©
a C
A = W
g 90 + g3() g
3 80 » 570 L
8 —e— FedUR 8 —e— FedUR 3 40 —e— FedUR
< —=— FedRecovery | < —=— FedRecovery | < —=— FedRecovery
—+— MoDe —4+— MoDe —4+— MoDe
70 FedOSD 60 FedOSD 30 FedOSD

0l 5 10 15 20 25 30 35 40 45 50 0l 5 10 15 20 25 30 35 40 45 50 01 5 10 15 20 25 30 35 40 45 50
Communication rounds Communication rounds Communication rounds

4 (MERFE) BE=FENGMEEEERERERARNEX. (a) MNIST; (b) FMNIST; (c) CIFAR-10.

Figure 4 (Color online) The change in model accuracy over rounds during the unlearning and post-training phases.
(a) MNIST; (b) FMNIST; (c) CIFAR-10.

AL BT 1T S R VA T AR 5L AR B RE A T SNt R 2 R AR 1) s e B A,
TE S0 4 i T AR 52 A AL FE (A 7 R e 3B RL R, RIS 1 O 5 0 58 37 T gk B2 1 22 S % |
SEIG R AN 2 Fiow, HA FedUR (w/o cos) Al FedUR (with cos) 43 38 7 B HR I8 S L i1 AS 2 Rl Rl 4R
RS T AR 2 AR AL EE SR . T LUE B, FedUR (with cos) PRI SR T FedUR (w/o cos),
AREI A MISR 5 ASR AR TR, H R-Ace #&m. UL, SLiegh RIGUE 13T R %A UE BB E
J5 SRS RO DR IE S R T SR, I8 R AR B R i 4 R SRR < IRV el — 2, A BT
YA ) T LB R 1) 0 SRR, AT B T BT I s R AR AR

5.2.3 IRSICERTM

AR/ T AR 76 B K 1 SR R ZE I ISR UOR VRS AN R BUS AL AR S Hh i B S
R KR e —ILAT 50 %, Hrt MoDe F1 FedOSD fi it FE Ik St B BN 25 #6. & 4 J@on
TETE SRR G, A RIS S AL 78 S B BOAS I R B A7 v it 22 B )1 SR Ok AR A I L. AT
LA £, FedUR HLEIFI FedRecovery AL TEE K17 >R A& H JE A BN EE U 58 i 7 RO S 72 (i
K 4 FEREZEFTR), DL AR P B IR, 1X 2 RN FedUR F1 FedRecovery #f5 A2 K FH #2 FR 5 5 7 bifg
14 7 sk Tk ) 7 sRSE IS I8 s, MOE S Y BAN B S AR IR, S5 S RS AT DA SR I8 S VIR DATR
FHEAI RS, M52 T, MoDe I FedOSD it Il Zhic 2 Hh A 28 1 Bk sl it s, W0 4 B7R MoDe
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* 3 AEBKPETHFITRIETHZITHIE (h).

Table 3 Running time of different federated unlearning mechanisms to complete unlearning (h).

Running time

Dataset
FedRetrain FedRecovery (23] MoDe [14] FedOSD [16] FedUR
MNIST 1.5 < 0.01 0.85 0.95 < 0.02
FMNIST 2.5 < 0.01 1.3 1.4 < 0.02
CIFAR-10 5.0 < 0.01 3.0 3.35 < 0.02

M FedOSD fEIE RiH R K H G RHAT 25 BB B Ree st s (W& 4 F g R ZFR), 5 FedUR
H FedRecovery LB ARAKMIE EHCR. Ak, KR FedUR Fl FedRecovery #BRESZIR#IE &, (H
XFEE AL, AR SCHE T FedUR ALK FE 56 BB S S 1 R B, B HE FedRecovery S &y (145 4 v Ay £
Rk, MR EoRE, ASCHEHI FedUR MLEIAM A AR M, HB S e iy, Sl 1 A Y
B8R B R 1) R G 1l

AN — A5 % 18 S AL 5 s T R S (R BEAT X LA, WnER 3 Fros. MR RTLLE
FedUR 5 FedRecovery i & id #2 B 75 B [l I TR v, EZIFETHE R H eI g8t s
HEHG. FedUR AU [A) 84 3 EORIE T 30 ik 22 5 HAUE ) 0HE, DL R ZAE s S . RS H R
&I 1815 FedRecovery AHIT, HEH T FedUR 5| 1 TR 5ZACLEE BB vH ML, P Gog in 1
THEEE. M2 R, T ENZN FedRetrain /77275 568 E 2 — KPP IIZRIS 2, B i i ez & T
FedUR, [ABETESERRRH AT 8. MoDe Fl FedOSD PHAMHLH 75 75 % 7 vt 04T 2 58 A 2k LLIZ
AR B R (R LR 58 R I TR BT AN VK E ISR, R R A R R S (] 2% BT
H1, FedUR 7E{RUFE R AR M RIS, &5 7R RI I 255 e S ) B2 AE, g3t 1 Bk
SRR, BA I 0 SRR A

5.2.4 TFiEFBIEHHE

AN BRI LG T BRFSB S L] FedUR 5 O T & BIAAAEFEAS THEE. BT HLEL, AN
% RS A BUS L H FEARAE G AR T AY HER, BDEFRINCH 2% S B BORIBS B s B B RS n %
F i, A S BAL AT T R0IEAE, B ROR R ORISR B AT T, R, R b
AN KIS S HON B M.

R4 JBIR T ASFB S AL AR A FDEAS T EEIE B8, X T FedRetrain, HIT B0 1
ITEIUNGR, BIUEA AR EIT Y. 25 RS TH i AR 1 b4 51 R, MOt BI85 ITH
O(4nMT;). MoDe 1] I FedOSD 6] ARG T [ s A B B 3, DRI 350 AS 75 B4 A7 i T4, {H MoDe
Fl FedOSD 7 ZEAEBUS 1 SRR HUGHHT T, FNSR5E s s, Bl E ok, Bk, MoDe #l
HIFECH 22 ST Bl & T #8015, Sk Bl & AR BB AL 5 S B (—JLkT T, e
13), UL REEEIAE N O (2nM(T) + T,)). 5 MoDe 24U, FedOSD ML 75 B T, %1038 S H B
TR S AE N, R EEETFEN O 2nM(T, + T,)). 5 LR 754N, FedRecovery 23] 75 2
PR EABER 2 7 i EARRIBE I, (HBUE M B R R 58 i, BT 9 O(nMTy), IS4 A
O(2nMTy). MEZ T, ARSI HH FedUR HLHIRH] T 8 W12 & 5%, RIEERG ~ #e A2k, % ) i A
A — R, WOBR A ST B SEBRE E AR O L R IR H. FedUR WLAIAS ST B EE B R H bridt s
5 3 ) [ S BRI i 2 R SE BRI IS O, OB S B BUA T SRS I ZR BRI A] S8 it s, AL, FedUR
FIFERETT I O (nMTy/7), BETTHIA O (2nMT /7).

L LR, AR 4 WAL AR FedUR PRI (S TT 85 2 (18T~ HAR AT S I 2o A5 1) 7 2%
(i MoDe # FedOSD). HT FedUR 1 FedRecovery #i/2& K FH % [ 18 2% 7 g 7 50 D1 ik AR 77 92 S B 16
5, BRI T EROMAE T8, (B AN T I S PR H. ASCIR AT FedUR 91\ 158 & SRIK AN
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® 4 TRBKFETHHEFHESBIEMASIEL.

Table 4 Comparisons of storage and communication cost of different federated unlearning mechanisms.

Mechanism Storage cost Communication cost
FedRetrain - O(4nMTy)
MoDe [14] - O@2nM(Ty + Ty))
FedOSD [16] - O@2nM(Ty + Tu))
FedRecovery [23] O(nMTy) O(2nMT;)
FedUR (ours) O (nMT,;/T) O (2nMT;/T)

FE T T AR 7 I 38 I 2 T SRS TR il AR I 35 PR AICN FedRecovery 11 1/7, I 5815 TF45 A0
BT AH T THER 22/ T FedRecovery B, I, ASCHE H K FedUR HLHIFEAF (i A AE -85 77 T #1 5E
BARHY, Bl w88 OB 18 s 57 2], s TR 0.

THE. FEASCVEREA b, ATgE— 2D R R4 AR B9 (R4 B $#5255) Al BRpEAEfi 140 45
FEWE, A7 R EARAFAE AR R ), DGR S e SR 52 SR IAEE. a0, IBCH 2 2] rh AL S (g
) RIRFA MG, 257 I AT Y SR b AT e g A ab 2, FIIN R RS @ X d- ZEEH A& o 3
ATERTE R, A URLEN Bl 0 = Du (4ETF d < d). RS- ARG © A o R L, Sufu MEER
JRAGHEAL TR w. BEAL, BV LAES S AR M ZRAE, BT EE MR FR s S IR RBE R 7 I
RIEEY, BROAE AR R SHL, T PEACAE il BUAS.

AR T — R T SRR ZE 1 22 0 B AL RSB S LA FedUR, A& — N HRIBURAL R . AL
50 S AR IR B STHESE. 120 EIE T 5 N EVER AR S R IINBUR S AL, A 23Tt 1B
BMEREREE 2 RRERMERE. FedUR MAEARMUIZRI BOE A s g = 108 1 SRR AL R BE
I RIS SRR 5 HOT I R A 2 (AR GE T S EANTT X 7y, [RI, A OB 1 5k 1 B R 2 A
WS T5V, R A BRE i b SR TR, SEBL T e R NG AR . SRS RE W, FedUR
FEZAVFG R IR EXRIUL TS, Sk 1 AR B3 5t b (A Bk 5 SE R E.

S

1 Liu Z, Guo J, Yang W, et al. Dynamic user clustering for efficient and privacy-preserving federated learning. In:
Proceedings of IEEE Transactions on Dependable and Secure Computing, 2024

2 Yu J X, Shi R H. DDoS attack detection in the Internet of Vehicles based on reinforced federated learning. Sci Sin
Inform, 2025, 55: 1221-1238 [TU&%%, A4, T imLBIR2: S M B DDos Bl o E R (5 8,
2025, 55: 1221-1238]

3 Wang K Q, Hong R Q, Mao Y L, et al. Secure solution for decentralized federated learning with blockchain. Sci Sin
Inform, 2024, 54: 316-334 [L18#, WBH, Bk, & T XM E SR OB R, REE
15 BRI, 2024, 54: 316-334]

4 XuRZ,Tong Y M, Dai L P. Research on federated learning adaptive differential privacy method based on heterogeneous
data. Netinfo Security, 2025, 25: 63-77 [ﬁ%ﬁﬁﬁ, S, WA, ET A r IR & ) B G R ZE A Ba AL T A
. A5 B2 4, 2025, 25: 63-77)

Protection F D. General data protection regulation (GDPR). Intersoft Consult, 2018. https://gdpr-info.eu/
Harding E L, Vanto J J, Clark R, et al. Understanding the scope and impact of the California Consumer Privacy Act
of 2018. J Data Protection Privacy, 2019, 2: 234-253

7 Romandini N, Mora A, Mazzocca C, et al. Federated unlearning: a survey on methods, design guidelines, and
evaluation metrics. In: Proceedings of the IEEE Transactions on Neural Networks and Learning Systems, 2024. 1-21

8 De K, Pedersen M. Impact of colour on robustness of deep neural networks. In: Proceedings of the IEEE/CVF

International Conference on Computer Vision, 2021. 21-30



10

11

12

13
14

15
16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36
37

IHEEF FEREEERE 2025F #EssdE F11Hl 2720

Liu G, Ma X, Yang Y, et al. Federaser: enabling efficient client-level data removal from federated learning models. In:
Proceedings of the IEEE/ACM 29th International Symposium on Quality of Service (IWQOS), 2021. 1-10

Cao X, Jia J, Zhang Z, et al. Fedrecover: recovering from poisoning attacks in federated learning using historical
information. In: Proceedings of the IEEE Symposium on Security and Privacy (SP), 2023. 1366-1383

LiuY, Xu L, Yuan X, et al. The right to be forgotten in federated learning: an efficient realization with rapid retraining.
In: Proceedings of the IEEE INFOCOM 2022-IEEE Conference on Computer Communications, 2022. 1749-1758
Tao Y, Wang C L, Pan M, et al. Communication efficient and provable federated unlearning. Proc VLDB Endow,
2024, 17: 1119-1131

Wu C, Zhu S, Mitra P. Federated unlearning with knowledge distillation. ArXiv:2201.09441

Zhao Y, Wang P, Qi H, et al. Federated unlearning with momentum degradation. IEEE Internet Things J, 2023, 11:
8860-8870

Li G, Shen L, Sun Y, et al. Subspace based federated unlearning. ArXiv:2302.12448

Pan Z, Wang Z, Li C, et al. Federated unlearning with gradient descent and conflict mitigation. AAAI, 2025, 39:
19804-19812

Chen M, Zhang Z, Wang T, et al. When machine unlearning jeopardizes privacy. In: Proceedings of the 2021 ACM
SIGSAC Conference on Computer and Communications Security, 2021. 896-911

Wang F, Li B, Li B. Federated unlearning and its privacy threats. IEEE Network, 2023, 38: 294-300

Tang X Y, Wang W, Weng Y, et al. A survey on privacy security and computation efficiency in federated unlearning.
Chinese J Comput, 2025, 48: 1-25 [[Hllz, £f, Hik, 55, BIRW S IR 22 5 FRACE LR, L
23], 2025, 48: 1-25]

Dwork C, Roth A. The algorithmic foundations of differential privacy. Found Trends Theor Comput Sci, 2014, 9:
211-407

Chourasia R, Shah N. Forget unlearning: towards true data-deletion in machine learning. In: Proceedings of the
International Conference on Machine Learning, 2023. 6028-6073

Liu Z, Dou G, Chien E, et al. Breaking the trilemma of privacy, utility, and efficiency via controllable machine
unlearning. In: Proceedings of the ACM Web Conference, 2024. 1260-1271

Zhang L, Zhu T, Zhang H, et al. FedRecovery: differentially private machine unlearning for federated learning
frameworks. IEEE Trans Inform Forensic Secur, 2023, 18: 4732-4746

Jiang Y, Tong X, Liu Z, et al. Efficient federated unlearning with adaptive differential privacy preservation. In:
Proceedings of the IEEE International Conference on Big Data (BigData), 2024. 7822-7831

Bourtoule L, Chandrasekaran V, Choquette-Choo C A, et al. Machine unlearning. In: Proceedings of the IEEE
Symposium on Security and Privacy (SP), 2021. 141-159

Wang J, Guo S, Xie X, et al. Federated unlearning via class-discriminative pruning. In: Proceedings of the ACM Web
Conference, 2022. 622-632

Guo C, Goldstein T, Hannun A, et al. Certified data removal from machine learning models. In: Proceedings of the
37th International Conference on Machine Learning, 2020. 3832—-3842

Golatkar A, Achille A, Soatto S. Eternal sunshine of the spotless net: selective forgetting in deep networks. In:
Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern Recognition, 2020. 9304-9312

Sekhari A, Acharya J, Kamath G, et al. Remember what you want to forget: algorithms for machine unlearning. Adv
Neural Inform Process Syst, 2021, 34: 18075-18086

Ginart A, Guan M, Valiant G, et al. Making Al forget you: data deletion in machine learning. Adv Neural Inform
Process Syst, 2019, 32: 3513-3526

Yang Q, Liu Y, Chen T, et al. Federated machine learning: concept and applications. ACM Trans Intell Syst Tech,
2019, 10: 1-19

McMahan B, Moore E, Ramage D, et al. Communication-efficient learning of deep networks from decentralized data.
In: Proceedings of the Artificial Intelligence and Statistics, 2017. 1273-1282

Mironov I. Rényi differential privacy. In: Proceedings of the IEEE 30th Computer Security Foundations Symposium
(CSF), 2017. 263-275

Jiang D, Sun S, Yu Y. Functional Rényi differential privacy for generative modeling. Adv Neural Inform Process Syst,
2023, 36: 14797-14817

Abadi M, Chu A, Goodfellow I, et al. Deep learning with differential privacy. In: Proceedings of the ACM SIGSAC
Conference on Computer and Communications Security, 2016. 308-318

LeCun Y, Cortes C, Burges C J. MNIST handwritten digit database. 2010. http://yann.lecun.com/exdb/mnist

Xiao H, Rasul K, Vollgraf R. Fashion-MNIST: a novel image dataset for benchmarking machine learning algorithms.



IHEE FERZEFEEMRE 2025F #ssE F11H 2721

ArXiv:1708.07747

38 Krizhevsky A, Hinton G. Learning multiple layers of features from tiny images. University of Toronto, Toronto,
Technical Report TR-2009, 2009

39 Chen S, Miao Y, Li X, et al. Compressed-sensing-based practical and efficient privacy-preserving federated learning.
IEEE Internet Things J, 2023, 11: 14017-14030

40 Yuan W, Yin H Z, Wu F Z, et al. Federated unlearning for on-device recommendation. In: Proceedings of ACM
International Conference on Web Search and Data Mining, 2023. 393-401

Differentially private federated unlearning mechanism based on
update residuals

Teng WANG!, Lindong ZHAI', Yong YU?", Tengfei YANG!, Xuefeng ZHANG! & Xuebin REN?

1. School of Cyberspace Security, Xi’an University of Posts & Telecommunications, Xi’an 710121, China
2. School of Artificial Intelligence and Computer Science, Shaanzi Normal University, Xi’an 710119 China

3. School of Computer Science and Technology, Xi’an Jiaotong University, Xi’an 710049, China

* Corresponding author. E-mail: yuyong@snnu.edu.cn

Abstract Federated unlearning (FU) enables the removal of specific client data and its influence from an already-
trained model, thereby supporting “the right to be forgotten”. Although retraining the model from scratch is
a straightforward approach, its high computational cost often renders it impractical. Most existing methods
achieve F'U by either removing the historical contributions or gradually adjusting the model using gradient ascent.
However, storing historical gradients or performance-enhancing training faces high storage and communication
overhead, resulting in inefficient FU. Additionally, the privacy risks associated with the FU require further
investigation. Therefore, this paper proposes FedUR, a differentially private federated unlearning mechanism
based on update residuals, which achieves an effective balance among privacy protection, model utility, and
unlearning efficiency. Specifically, FedUR enhances privacy by rendering the unlearned model indistinguishable
from a retrained model according to the differential privacy paradigm. Moreover, the proposed approach
innovatively quantifies the historical impact of unlearning clients on the global model through update residuals,
and enables rapid FU by removing all historical weighted update residuals without relying on the model recovery
training process, thus markedly reducing storage overhead. Furthermore, FedUR integrates importance sampling
and periodic weighted aggregation strategies to mitigate the adverse effects of data heterogeneity on model
performance while also lowering storage and communication overhead. Experimental results demonstrate that
FedUR maintains robust model utility and high unlearning efficiency while providing strong privacy protection.

Keywords federated learning, differential privacy, federated unlearning, update residual, model utility



