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1 S AHE A P USRS R 67 R, R ol Lo AR BSOS 102 B A R R I Sl
TN 5 18 89, it — 2 R B BB TR, ZE R E RS A T R
W2 i) R SRR v, R, 2290 B8R (differential privacy, DP) 101 {47 @ i A i & v i N B
ML 5 DUBORI BIURE S, (B BB T A & im0 AR sE 2 5 3, JOTEHRAEIS =0 A0 i g A 55
B LE AT N, TFE G EEHE (Byzantine robustness, BR) M & B EED R 75 S AW, 217
TR S5 45 ELEAE W] SRR B B AT AR, AR ST AR, BRIk, 72 e FE AL OR3P 5 455 T 40 1Y)
Yyserh, — B B AR E AR R B P R HOR B A &, (B AR e B R S AFAE QR PR, (1) Mg
B AE RS HUS (35 S N S 2l R BT I SR Ty 2B AL T 0 2R MRS K, SEUE T RIMIES
P E PRI B R A (2) BRilcsdy. Bt IR e A5 O G Re e, £ 18 7S B R K T ) ARABLI 3 B
TN ZGEE RS, 5845 [ 5 B 0 SR R P RE A ¥ LA 7T SEIX 7
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225 Fisher {5 B & R EFENLH, T AT & DN RESEALER, AEZ b 48773 [ e S I
FERCERT, A R YE L d PR K, 7E R 2 DP RIIRIIN 225 B 7 RAE SR 2. fEIRST 4%
A, S0 e A i R SERI HEAT T RN B4, OR B RS2 ) FX)ARAIE ) LT 435 480 1 1 5 M P 9. Lok, AR
M 7 RUBE R [ S SRR, T ORTE SRR R Hh BERE G2 IR (e A VR, L Re AT RUIX
HH L P YT 1) R G RS, AT R ER  HE f oR RV, Ak, o A ASE AR e n 1 e 2 [ Y 2
BT, PR ERAE . IR TR, AByzDPFL £ Rényi DP Z1 N H 4% M™% 1 B RL 451 5%
B IREAR A 5 RS AT EAL ISR . R RO SRR VPG R B, AByzDPFL A BE KA
B HERT Bty JEAE 4 Fb Y ()45 B Bk B IR AR 2 TR R RE . A SO EE TS AT

(1) IR ETSHE B EIERHEI ) k. O R E B ESEUENZE SRR FIARE
SABBR AR JOEARRGh, AT FRAIC R AR (1 77 22 DA ey ] F 1.

(2) $EH 290 F I8 R e R IR AN B FR R A RN, 45 G i N g . MRS S R IR R A Ta o
B, SISO R BE R ) v R R I 5 A R, A THIAR TN 22 R R R B BB AR e

(3) FRALBSRAPEFNYSINE P 7 ™A P ER RE. BGIE A Z RIE R TRAAGU R, I
T4 RSERIE, & B2 EREINE) S5 SRS N RS TERERIH R G A&,

(4) AL Ao oxof LRIV Fi S 06 B0 UE J7 325 HOAT RO, I 3 W HAE AN [R]85 %% 7 i B A5 R S 57 5] 43
i (Non-1ID) 375 B 4% R ()3 R 4.

ARCHARI G ALNT. 5 2 TE N THK TR 58 3 A SO EIRFIR T T/
WA NNET RGBA . BRI H bR, 5 5 WA T B IE R R SRR 1 2 5 BRI
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2 MxIfE

ZRTRRERFBE 3] Sy ORIIFR 2 2] b A U5 S, DP RIS R Sl AE TP A AR AL Ak
BAAMESEAR H, AHBCT A s 020 fag 42 07 vh 5 180 S5y %, SEIE & T2 P Il (¥ 6 A 30
%, Geyer 55 M HIRFER P o) 51 NS i 5 | McMahan 55 19 $£ 1 DP-FedAvg 45 & RS54
v BT BB RS FATIUGR, 3852 1 %07 1M REA. BEJS, BT R R AR T PR A e A 2R M e )
SN, Wei &5 070 it 7pBir BUR) 22 23 BEFABE S 5 21 NDAFL, AR I RI Bt 15 38 S 757 24 140 Ko 4 Jy o
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JE BT 5 I 75 3R . Andrew 55 (18] 38 H BT S 80064000 A7 1) G RR BT A732:, 58mk T 8 e BB B 1Y
PEREIRIN. Cheng &5 191 J8 b 15 AN A4, 5 AN b BE 397 5 6 A0 AR ARG Mg 75 24 52, 0T T Al S 35U 4 %) B
TR A ). Xu 2 200 £ 06070 AT 551 softmax /2 S HURPE IR W AR Hb 7 B4 BURZ Mg ke St
AT K S BB B, Wang 25 PU ) FedLAP-DP #F— 5@ i 3 2 A A A I ALLAS s 431
ORI, S PETE T R BRRL T A AL S5 P A 1 .

BRFREE SIE B M. PO I WIS SR 5 2 % - m i 8 ity 2. SR T
VEL ARG EEES, 41 Blanchard %5 01§21 Krum 3 i 5%/ R R BE B8 97 3% 568, Yin 25 23 1)
TrimMean XT84 4R W AR AR FHE#e 1, {EXE Non-1ID #7555 N %%, Fung 25 24 2 1 FoolsGold,
ST A B B A A SXARDLRE, Bh AT A SR (Y R A L. B T Ak, Li 25 29
FEH 1) LoMar 8734t 581 70 A5 3025 BIE SL B B AT AU, 110 Nguyen 55 126 $2H () FLAME 1
K F HDBSCAN 5SS g} 5 5 SR (WA I 8 7, 5\ @ e 5 405 1180 . Bao 25 271 1)
T8 I Bl BB R R R R 20 B TR S B S S TR, A AU T Non-1ID 3755 I R il s 22 ) .
UbAh, — S VAR E TR RO EE. Cao 25 281 $2H FLTrust, F AR 7 fl B £ a4 1
S HEREE, MRS E RSN R PR GAE. Chu 45 P9 fEHah & E 08 e 5k 2
ST D f P A 3 3 g s AR B Bl A5 R B P it 7 25 R 2 4 AT T B BT

BFASEEMTEIRAE. %5 e RIS S 1w AR, ImER I T2 0 H B FA S5 88t R
Ji %, Zhou %5 BO A SR EAN 52 EH FHE AN, THImsIASEN RIS, SR EZ RIS 5T
IR FA S % 49747, Yang % BY 7F PR-PFL Wil & DP-SGD 52 ARSI, &R SRA
MR S 22 FrT PR e AR, IR R v B S AR S A i P R A I SR A A, R R R
Wk KT A SR P A T, AR B Y G BR e A BR. Lan 45 B2 1) PRoBit+ K — &k b
FEFRLELRE N SE I (e, 0)-DP 5H (5 E &, 85 B MARIE DL— e R B R MR, T R B
P, Tang %5 B3 $2 4 PILE HEZE, I AT 36 IE P30 A 22 01 0IE B[R] s BUASE  GR 5 60 J5E E
PEIGAIE. Rathee 25 B4 1) ELSA #hill DA CHERENI S AL S A L, TGRS R TR &S5 80E.
Zhang 55 B3 5] N ATUQUFRR 2 SL 2 55 2 S0 R 25 25 2040, 6 500 B S35 B0 397 Jo o) i 8 L S A fm g A5
T B EL R BN BE A (E S 2 AN IR IR 55 B A AR L

RIRE, LR R T REA RGBS F R FETEGEREHINIEMNER, BEAKBERINES
ZI AN, SRS E A ERGEE AN B BT e R IR A SE bRt B = N, AHlal s
BRERFE SRR SR BE S EE R A, W e VAN S T PRI 2% 2] 7k, TR 1%
AR T PRI AZ oo} 2 K R

3 IR

3.1 EHRFA

Z 4R (DP) 101 B ER PRI 4 ok i A i 4 AT R A il SR SRR SR LA
DP {RAIE A 1 45 ST R 1 — il AR A UK.

EX1 ((¢,0)-DP 1Oy FEHUALHLE] M : D — R, HAHMEEARLEAEE D, D' € D (SR ZAUE
—IEER EAR) DUAEE I H 4R O C R, W2 PriM(D) € O] < et Pr[M(D') € O] 4. Hh,
e > 0 FERIRRAIR R, e fi I T X 0 FERE; & WU FuvF A RN B 1 SR

TR (e,6)-DP, AT LU A e THLH], BT 25 10 45 SR P as gz o SRURRBEARS I v 2078 75

X2 (BUKIZ B grE Bl s £, 3 ¢, BUREESUN Ay = maxp p || f(D) — f(D)] . F+F
D,D' € D & EZME - NIURIHMBLIELE, || - [, Fox ¢, TH @RIER 6 5 0.
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3.2 Rényi ZHFaFA

Rényi Z 5 BafA (Rényi differential privacy, RDP) 37 J&F Rényi BUE D, (P|Q) K& =4 7 Ah
122 52, I T o IR A.

EX3 (RDP By HEEHINLE] M : D — R, MMERE 3L ZE —MFEARTFIAHAT RS D, D' e
Da(MD)IM(D)) = 15 log Boion) (285 )| < ee), MAK ML (o, ¢} RDP.

NIRSIHAH TH (o, e(a))-RDP #H A (e, 0)-DP HIkrAEL .

SIEB1 (o, €())-RDP F| (¢,6)-DP HIH4 BT FHL M ARIE (o, e(a))-RDP, WX 6 € (0, 1),
M AT (e(a) + 22U 5) Dp.

a—1 7

3.3 One-Shot Laplace

One-Shot Laplace HL#IE —Ff— K EZ 0 FAH Top-k HEHEI7VE, i —k I Laplace BN, B
FITE SR CHE P ST Top-k B IR B AL RS, AR 4k T 2 58 3 85 1 FF 4.

EM4 SHEFMIEENREESN {fi,..., fa), B fi B9 6 BURFEA Ag, W One-Shot Laplace
LIRS @ =1, d IOANMSLMERS by ~ Lap(N): yi = fi(D) + by, FHKE {y:} WNEIRHER, 32 18]
k ARG LIS (D) HiEE.

AL LE 4022 43 B RA R AL 22 43 B RA T R 55 12 1 240 T2A (A BRURL (L.

TEHEL (41 DP fHIF) SR b M e A R N BB A > 2222 One-Shot Laplace L
2 (,0)- Z5 [Tk,

B2 (Il DP RIE) # e < 0.2, 52 <0.05 H d > 2. WA One-Shot Laplace HLiil f Mg 5 )
BE N BB A > SRV i R (e, 6)- 2L

4 o)A

4.1 RFEA

SRR OKF) B2 2 5eh, I8 — S d RS 8T N A% im0 A R 4.
55 a1 BT A R R TG A0 . SECT R AL ST, HOF AN BT 180 %0 7 g 14 BR A e, Tt A
T EAESHPTERERE TR BANE N R AMEIER Di = (v5,v:5)]L,, HBEH
RN ZR AL =, Homh ny RoR 5 @ DB IREIREAR AR, B &7 i M AdR A A S T
FIF LR R X Sheeasa) v, (H il TR IR R A 2 5%, Al BE 2L Non-IID HFfL. £ ¢
(1<t <T) BEED, RFBKIRIER ¢ BEVLEFER 0w T8 A C C, KB m = [¢N]. M
Sk T R SR Wt T REFTE LD 0, A% A ASEEE D; 34T E R R
YpJe, PARBIRTUE wit!, IF iR Ss SIl i SR R A FE T 2 R R ASC R EET SR 1
.

4.2 EnER

fBBE % - i 55 i 55 A 2 8] R A fH 40 SSL/TLS 5N il Ok, HAFEAESN R 63 W Boadi#r, X7
WAHAT SRR A E ANy K H e R B RY, BIAESE aalfE A, o i s ik 55
SAMLEE R P I FAEAE. BAKI S, RS e SBT3 1), e 0 A s, (E AT RES 25 7 b (A
AN P ARG, RIS AR BT I, R 55 4 T RE S b AT R AL HE M Arady, T S5 1A HE T H 7
i (R RBURAR S AR A i T RS R A B P 1), IR AT e O AR R R 3R MLy, B ERR 4
JAR I 2k, 3 BB 2 R A AR B m AR A O 1 R IE, ASCR TSR R S i (e
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x®1 HSRE.

Table 1 Summary of symbols.

Symbol Description
C,AS Total clients, sampled clients, central server
N, m, 1 Total number of clients, number of sampled clients, client index
T, t; E, B Number of communication rounds, index of round; local epochs, local batch size
d, d;, ko Total parameter dimension, parameters in layer [, embedding dimension for spectral clustering
p, ki, k Sparsification ratio, selected coordinates in layer [, total selected coordinates
wt, wf, w Global model at round ¢, client i’s model at start of ¢, locally perturbed model
D, |Di| Dataset of client 7, the size of D;
(e1, 01), (e2, 92) Privacy parameters for coordinate selection, privacy parameters for parameter update
Ao Laplace noise scale for Top-k, Gaussian noise standard deviation for model update
Fijys ﬁ'@), ﬁ(j) Empirical Fisher score, normalized Fisher score, noisy Fisher score
C, Ap Gradient clipping threshold, ¢1-sensitivity of Fisher scores
v, W, D, U Kernel bandwidth, similarity matrix, degree matrix, spectral embedding matrix
MinPts, Eps;, Z Minimum number of neighbors, neighborhood radius, benign candidate index set
W JFA R B RSB SRR . A, R S i R G AN i 2 o 2 )

50%, 5 W% 7 i 1] RE AR AR R\ A R AL,
4.3 ITBFFR

AR T i B AE SE DU A ST R B AL GR Y R R I, A R PURE S e el it HARI R,
(1) HHEbaAAE. B0 OR B i AN A 7R B £ 1% A0 2R B I A o ORF LML, SRR S (E e 2 PR
A0 SR S A T B (2) BB E R T R R i AER IR AR E [ R, BE A8 I A )
B WS, 4R A R IR RE R 2 e AR e 1. (3) B AT I, ESI AR AR 5 BRI
HUJE, PRAIE 4 R IR, HARS R RIS A PR 2 W B, SRR 3 5t T IR RE IS AT AL
(4) BIRRANE. BB BRI SR i SR SZ R, A5 VI G 5N 2 ) S R (5 .

5 AXIfE

BEOTIRRFR 2 = v (R A5 e AL PRI B e 1R () N A 5%, AR HH — b BOE L FE 5 B B R 1) 22
Gy BERNERFR 5 2] 73, BEARMESR ] 1 B, %077 F B Bk RS B R (selective perturbation
update, SPU) FIME = A E# T A (noise-aware robust aggregation, NARA) PRI, T 357
XF IR 41.

5.1 EFEMIENEH (SPU)

TR GEH A R BB RE IR 7 VL AR A S B 1A P A ST N 7S IX Le BEATLE P (2 BT A S 5048 P 18]
SEOTE LS EYETE d LG B850 X R 4 A U™ B IS TR RSk et 09
BRRGMEmMB IR 7 M. — B RIS B AR R FEIR BRI AR PR EVE N DU
AN 7 YESE, (E KN ) M e AR X A A\ BORFAE O SRR E, B0k 90 I B HE Hh AR 1 B8l ) UK S
THRFE, BP P B L. Uik B3R 7 J& , A SCHE R SRS BT g 20 7 i 1 Yok T4 5% Fisher
GREAAMAAMIEE L & DS RS, REMIR & 4ESB0E A R A JF s e, Rk
d — k AEAEARVGEALRAF AL S AE B DR FEFL DRI B RTINS, T B ARAT AR 75 05 22, B KR B £
B R VEAR TR f) 2 B L ), AT D e e 55 8 S 0] 15028 Bl ARG BE 0 AN =y SR S ps 2. AR R A
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B 1 (MEHRFE) AByzDPFL RIHEZRE.
Figure 1 (Color online) Framework of AByzDPFL.

1 R,

Fisher {22 it. B b, B o6 5 5T B K I S 506 B 5 = 145 B &, 177 Fisher {5 5 (40)
B 21 1 457 2 R I R 18T R O T &5 SR (U RBURR B . MO SR A Fisher {5 EoR B AL S ET IR HEHI(E
BEMRES. — ROk, WIBIEREAR « $HAI S 0 (1) Fisher 15 85E SUH

1(6) = Byapo) [(Vlog p(210)) (V logp(210)) | M)

Hordt log p(z|0) NZEL 0 PIXTEALIR R EL. 5 BB o SR A B, B B PR R = 2 s
I‘I‘ﬁ'—?ﬁﬁ%%%ﬁﬁ?& R A5 Fisher 158 Y el T2 5 i 1, HAMFAR w, K25 Fisher
G RITEA
1 n;/B
F= m ; Vg(x;) - Vg(l’i)Ta (2)

Hodr ng AAMEAER, B WK KN, Ve(a) WA o BB, - FoRS ARSI 225, K4
— JZHRIER Fisher fEREATIH—LAL B, A CRAN R FUBE S HRI ) 21 LLAL:
i Py —mindFa}

(1.9) max{F(lyj/)} - IIliIl{f‘_‘(lJ'/)}7

K i=1,...,L ABRI, j NENSHES, 4 NE | BSEA. B 51 Fisher 58 Fj) 1
FHXT /N S Bl % A b o A 70 iy L R P B RA YL B8 () A Bk, FH 98 3 o0 S ik 4%
FABKRBEBAFRERE. BT RIRME B R, TERIEZE 5 BRA R AT N A SR B BARR MR
SRR, BE— D e N R S AR . ASSCAE— W E Laplace ML Top-k &8 (42
SEhh L, BB I NS ST R AL, 5SS AR TR KA ) R B R AR A 481 KA pt VISR

IR t ShAS R
p_P m-t
p2(1+cos<T>)7 (4)

Horp p AVHGRERER, T 2Rl i s 1250 n (AR R I 2R RO B S 2 BE R A5 2 Uit 72 7
TRER, WG 0 R AR T S B0 A b AR T H IS SR 5 1R IR/ g 7 5. B, AR 4 R AR R !,

B3 =1 d, A=) d, (3)
l
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HE 1 Selective perturbation update (SPU).

Input: Current global model w, local dataset size n, local epochs E, batch size B, learning rate 7, sparsification ratio p,
noise scale o, clipping norm C, privacy budget (e1,1);
1: Initialize the local model: w; = w;
2: fore=1,...,F do

3: for each minibatch B do

4: for each x € B do
5: Compute and clip gradient: g(z) < Clip(Vf(W,x), C’);
6: end for
7: Aggregate clipped gradients: g = % > een 8(®);
8: // Fisher information estimation
9: Compute empirical Fisher: F; ;) = n/% Y eengi(@ g
10: Normalize per-coordinate Fisher: F(l,j) = maxlz(li’j)frr}‘iffnljff{'%)}_ },j,j’ =1,...,d;
(t,3") (5"
11: // Private key coordinate selection
12: Adjustment of sparsification ratio: p? = g (1 + cos ("Tt)),
13: Determine number of selected coordinates: k; = [pfd;];
14: Compute Laplace noise scale: XA = 82pykiIn(di/01) "kill"(dl/él);
15: Add Laplace noise: ﬁ(l’j) = ﬁ‘(l’j) +u,jy,uq,z) ~ Lap(A);
16: Form key coordinate set: KC < 3, argsort;y(F(;))[1 : kil
17: // DP-sparse update
18: for/=1,...,L do
19: for j=1,...,d; do
20: if (1,7) € K then
21: Add Gaussian noise to gradient and update: W ;) < W ;) — n(g(l,j) +N(0,02));
22: else
23: Retain global parameter: W(; jy <= W j);
24: end if
25: end for
26: end for
27:  end for
28: end for

Output: Updated local model w.

KPR 1 VRS A AR K
ki=[p'di], k=> k. (5)
l

SRy TEE G e 15 S BB P AL A R B R T R I B AL 5 R, X2 1 AR j Bk T Fisher fH Fy )
SKAEPST. Laplace M= #4T7303):

Fujy = Fug) +uw), wug) ~ Lap(), (6)

Forpr A = SAeVRI) A Fisher (BRI, SR, AR A4 E MBI, HARRT by A
BRI AR AR & Ky (K = Uy {(1L5) 5 € Ko Y), JEHAE (er, 6,)-DP. 2o B — RS vk
NS, 86 T HEEOTL 19249 (1) BB RATFAY ke, (0 T i BT B 5 1 o R

ENBAERER. A COUHERARFRE S C HATE R, DORNVE R0 BTN, TR
TR PR ME, LR, o 2 A OB R N 0 748 A 5 B8, AR BN, DA 7
SHE BN ER AT SR BH. BB wo,) B S F:

o
>

W) — 1805 = Wa,) — 1 (8w +bay) (J
W) —1-0=wg,), (1,7) ¢ K,

(7)

W) =
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HL 2 Noise-aware robust aggregation (NARA).

Input: Number of selected clients m, local model set {w;}" ,, noise scale o, kernel bandwidth ~;

1: // Spectral embedding and dimensionality reduction

2: Compute similarity matrix: R;;r + exp(—|lwi — wi/[|2/(2+2)), 1,1 € Ay
3: Form degree matrix D = diag ({D;;}), with Dy; < >, W5
4: Compute normalized Laplacian: Lsym < D_l/Q(D — W)D_l/Q;
5: Eigen-decompose Lsym = UAUT, take the smallest ko eigenvectors to form U € RkaO;
6: // Noise-adaptive density clustering
7: Set minimum core size: MinPts < [m/2];
8: for i € A; do
9: Estimate local density upper bound: kDist; < kDist(w;, MinPts);
10:  Compute noise-tolerant lower bound: Eps,,;, = 0v/2d;
11: Set adaptive neighborhood radius: Eps; = max{Eps,,,;,,, kDist; };
12: end for
13: Generate candidate benign set: Z < DBSCAN(U, {Eps; }ic 4, , MinPts);
14: // Adaptive median clipping
15: For each i € Z, compute norm r; = ||w;||2, and let rpyeq = Median(r; : i € 2);
16: for i € Z do
17: Clip: w{ «+ _ Twmed Wi
max{7;, "med }
18: end for
19: // Model aggregation

1 .
20: witl« 250w
Output: Next global model wt*1.

Horh o B33, b~ N(0,0%1) NEMEN 0, FHEZN o BRI, 1y 22 d 4E AR RE. XM ARG
BB ARG 5 PR 1A RO PR YERE, SR T AR IR B 4RI M, AAK T B AL RO TR T A

5.2 BRERHEHRES (NARA)

FEE IR, BRI w, e R ZRFIN T 1A 7045 s e 75 (0, 02Ly), BEI B [a] )
HSE UM & a5 2. (1) AR, Prate R 2 20iE AT BENLISD. (2) RIEZSR. R
VERETY IR RN e 5 R R R ) R eV A% . IR 55 2% S P 2R 5 B 200 G [A] Mg 7 VR A 1T R ) R AR
B, SCEEREAE B AR AL 22 5 RN v Bl AR AT DR B BB H 27 S0 I R 2 ) 45 ek M 4 Jmy B 2R f ]
R, B, AT e A RN R IR 5 (NARA) AU, ndR% 2 o, COFm i i N4 L 7S B3
LR B G PEREY 3 NP

TEERNBEYE. TR S A 08 e, ELRRAE SRR 25 B (e AT MR ) B S P R, i
LRGP 25 2 18 e AR 2 ) LS TE SCAS A, i R A D AR A DRI K. DRI, 1 S 2 i LA A A A 7Y
BEAT VRN B2, A LR S5 AR GE S 1R], DAY AR 2 [ R BEAA ) LT ), A 28 A vt 24 B AL e 7 %o
PRESTHEM T BAKI S, JERE SRR B S5 o (075 o, =5 e RIS SR e 30742 17 2k bR M€

[ w —Wz"||§

22 ) . d,d € Ay, (8)

Horb oy > 0 R TE, PRI U SR, e, MIEEERERE D = diag (Dy), D = Y., Ri, H4E1L
TR~ R L= D — R, 2t —2, B2 FRIH— AR BBl Loy = D™Y/2LD7Y/2, %}
HHATRIE D F Loym = UAUT, $RHUR/AM ko DET FURFIEF R, A BURGERA Uy, € R™*ko, S
ko < d TR FEAE N ZE L. 2 B4 Jm 22 (B v, BEATLGE A5 9 R 2 2 B IR, AR 22 TR s
JURTZEFERTBOR, TN 5 B 3R EH BUA RIX 7 KA 5 0 SR A B 5 S,

IRERENERERYE. RS, BE— R DBSCAN U8 X B HEAT 5 B 5K,
&4t DBSCAN DA € 4B 4142 Eps MR/MZ I BE MinPts A0S %, A S S H Eps- 28

R;i = exp <—
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W, - Benign Model

Poisoned Model
Cluster .

><elimination °

Wy

2 (MEREE) AEAESN/LAREE. BEEENRASBRARRERANERE w, 1 w., REHE
BT HHIR R AEXMTHREREASRERE w, BIRANE.

Figure 2 (Color online) Schematic geometric illustration of the local model set. Noise-adaptive clustering removes models
with large angular deviations, w1 and wg, and median-norm clipping then suppresses the influence of the high-magnitude
model w4 within the remaining angle-aligned candidates.

BN D MinPts MEAR, 1% 58 A B %0 5, Bl R EEY Tk, R, 2SRRI R T,
Eps W& Bt /N5 N ) R AEBRNR A BB, i K N0 G E R AR N R, REEE
RAERM. N, RITiELE G RE, B AR AR GO R [ S 10 FERNAE. B e MR w,
TS MinPts MIAREEES kDist; = kDist(w;, MinPts), RGBS R o #ie BICERB T RN
AN ST R S ) PR BRI 55 5 Eps,,,,,, JET R SURRMERLT) B G M R 42 Eps; A

Eps,,in = 0V2d, Eps;, = max{Eps,,;,,kDist;}. (9)

AL (AR PR BT LE Eps,,,;,, PHEE, A ZE 5 32 B T REHLRE A, i OR 15 55 M 5 30 9 1) R
FERUAS S NE; T 24 AL kDist 2 E B H Eps,,,;,, I, MR AL SE R 85 T 4img Vo, 5nr
RE B RIENIRAS. R RI R e S HER M, AT 1EE 487K T Mutual-Reachability Ff 2§ [46]
PR BRI N, R 2 A5 254 i) e 2 3 2

[wi —w;|| < max{Eps,, Eps,}, 1o

WA w; 5wy FENE AR, W G A AR AN — SO R I RS 2. BeAb, 5 18 Bk brdz it
Hh SRR i A BN R R P BRI o, A TR B ML RO E N MinPts = [m/2],
PR A R J U RFE A oK R AR 5 2.

BENFERT. W 2 Pror, /£S5 15 R HE A E A R 80 iR AR R, B
7 1) L R FHEMR AR K. D eSS o R AL 5, R RYERR 2 N SN T TR TR0
(AT SENG. B, TR MBI w, 1 6 T8 = [willa = /20 (wiy)®, i € 2. BUITE %

HIRALEL rmea = Median ({r;}icz) YEABBTBME, JFxt & ML IEAT 88T

Tmed

w¢ = Clip(ry, "med) = (e o] (11)
M1y > Timea IR HCBIAE, B WERFEAAL. 5, MBI E A we BUP ARy i 24 R AL
with = % wa (12)

i€EZ
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H’% 3 Byzantine-robust adaptive differentially private federated learning (AByzDPFL).

Input: Number of clients N, sampling rate g, number of global rounds 7', number of local epochs FE, selection privacy
budget (e1,d1), update privacy budget (e2,d2);

1: Initialize global model w9, sparsification ratio p;

2: fort=1,...,7 do

3: Sample client subset A? of size m by probability g;
4 for each client i € A? in parallel do

5 Compute noise scale: o = 207““151'2(;/62); // Theorem 3
6 Selective perturbation update: th_+1 + SPU(i, wt, E,p,0,€1,01); // Algorithm 1
7 end for
8 Noise-aware robust aggregation: wit!l < NARA({WE+1}i€At,m,U); // Algorithm 2
9: end for
Output: Next global model w7'.

5.3 BEERELRRE

AByzDPFL [PBARRARMEEL 3 FR. 1 ¢ B85, RS S IERFER ¢ BHLER m A%
Fus At RIS R AT R R wh AR I R R S AR 8 A BRRA TR, AR 2 4 R RA R
FRE o, G HATE 5 B EREFRMERSER SPU, £ R4 M (R A MR witt) 3 4%
ZRS A5 MRS BT & P A A IS, N FH e P R AN SR R A U NARA, X b A% (1) A HiAsE 7 gt
TR SRS, BRI AR witl EEHUTIZERE, HERSIEES R T

6 IRIRoH

6.1 BRRAMESHT

N AByzDPFL J7ETE 2 5 IR Gt F2 A B FA TR R K F, AR SCR A RDP HEZE BT 345
B TRAE L A7) A2 A BRRA R 4 Mo D01, 25 tH R BR AT R B PR . BRI S, T
KA L 8 FH R 23 A B A AR H ) RDP Bafl i 2k H 7t

5132 (TRFEEEBHLHEIET) F p<io>4A H ol

10%C3 —In5—2Ino
*S Oy T in(pa) £ 1/(20%)
Hob C5 =1+ by, WP RAFRHHLEDS T RA 6 BUREZ A HFRIFERN p FERHL M2

202 A2
—

1
1<a< 50203 —2lno, (13)

Do (M(D)|IM(D)) < Da((1 = )N (0, A%6°1) + pN, (A, A0 1) [N, (0, A%0°T)) <
NT 2 FEARLE AR TR I RBR AR R, 7545 A 4L A MR
MR (S 10 WML M, : D — Ry W2 (e:,6;) -DP(i = 1,2,...,n), W M =
My, Ma, ..., M,) : D =TT, Ri i ([T, e, [T/, &) -DP.
#E—45 T AByzDPFL (AR AV .
IERR B, P Xt RIAR KA D, A D), BAANE P § AR B R N

(14)

g

|Di Dl

L ' 1 . 2C
o > argmin fi(wi, D) — o >~ argmin f; (wi, D} ;)
=1 ’ il =1 *

= @ (15)

A, = max
D;,D}

BB 1 R4 ¢ VOSRIEE  M(w!, D), WFE D; A1 D) L% BHH 58 M(w!, D;)
MW, D). H Rényi BUE Do( ) ATERN
Da(M(W;,Dy) || M(W;, D)) = Do (N (W] —ngf,n’o’T) || N(W; — g, n’o’T)). (16)
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1T P R A A AR R B 7 ZE R R, T DS A U BME 2%, JER AT S b
T WITEN o1 Wb AL A

Do(M(W,D;) || M(W;, D)) = Do (N (g; — &i',0°1) [ N(0,5°T)) . (17)

AT, B RGUREE N 2C T RBER AL — . TR ¢ = 2, BITTEECN C,
WEFSHRIER N o. HRARSIIE 2, @ 0 > 50, g < L, WA ¢ # RDP Bk K

e(a)r = Da(M(W', D)M(W", D)) = Da(No (8" — &") || o)

2C 8¢>C?
<Dl =+ oo () o) < TEC5 )
T JEEARAN, T RDP Bk ERN (o) = 5507
1 RDP %] DP (565118 1 50 APER 1, #E— 5 A80 BL T AL RIE.
EHE3 (M RPEARE) B g < L. BRI ¥ o ViR
< 2C\/qTlog(1/62) (19)

g =z )
|Die2
M AByzDPFL 7£ T #2558 /2 (Ter + €2, T01 + 62)-DP.

6.2 WSS
I ABYZDPFL 54 RIS IR, 485 i € [N) HASF RN £ RY > R, 2
FRAESUN f(w) = S, o filw), B p, = i 4 £, fth PR,
B (L ) 1, 90 L e, TR x,y € RY, 45 L > 0 {648
Fi%) < Jiy) + V9 TG —y) + £l - I (20)
B2 (HABE) i MOBBIEAENE S A W A A TR0, VT G > 0, 79

B[V fi(w)ll < G. (21)

B3 (BENLERETT 2) BRI IBENLEE L gf XM, X THE w, € R, f
Elg] = Vf(w,), BEITZER T, FERL 8 > 0, 5

Ellg! — Vi(wh|* < 8%

WERR E el MRS S e o R S N S 0. AR 3 MRS IR AAIAEL N 0 At
ZEN o BIZRAETR, 7 i AR L SE B 1 A2

E|g! — V/i(wh|? <E|g - g!|* + E|g! - Vfi(w))|
d
=S"E|gt, g ,1? + Elgt - Vii(wh)|?
j=1
< B%+ ko?, (22)

Heh, b R A R R S L
IR, JET B 2 HE SRR B TR OB R HOA T B £(W)|° < (1= )G 2 1 e
f 5ARME, M) AByzDPFL 74k M 445 F B SRE W
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R4 (WSUEGRIE) R 1~3 1, WRRRANPHON B, NARA ik )5 i) REZ P imon Z,
Hi 5% dsvm A RBTBIEN 7. E X

c'
_(1_k <
D=1 d)EG+nELG+ﬁ(a\/E+G),
B o 0tk t G
F—Z(ﬁ + ko?) +C —
BUB K
c kE

"SUT S TrGLDe
Mt AByzDPFL 1E T #¢Ja HEAR {w'} Wie

l Tz_:lEnvf(wt)HQ < d(f(wo) — f*)
t=0

D
T L +

e de
kE T 2kENT

L(I' + (G + D)?). (23)

7 SKETTE

7.1 EHRE

SPIOIME. A SEIG I EEAE Ubuntu 22.04.2 LTS #% I, fAAl & A5 Intel Xeon Gold 5218R
@ 2.10 GHz CPU 1 80GB NVIDIA RTX A100 GPU, #F PyTorch 1.9.1 HEZ2 5 B,

HIBEFFERL. /£ MNIST, Fashion MNIST 1 CIFAR-10 =MrE¥dE 4 T (5. MNIST
BAREAE T 10 RTEEHFREREG, 34 70000 5kEEA, 60000 7K T2, 10000 7K FH T,
TG HERy 28 x 28 15 2. Fashion MNIST (FMNIST) $d 4 FIRE LS 10 SEAREE B A, Hoda &2y
5 MNIST A[H, EUER A 28 x 28, CIFAR-10 & —/ME% 10 2% RGB B EIG K H 5, &2
6000 K&, INLREERTMHREE 7514 50000 FKA1 10000 7K, KGR TR 32x 32, Hrb 4%t MNIST
A FMNIST, KA G L ML LeNet-5 #EATIIZE. X T CIFAR-10, WEH 18 JZ IRk 2
M 2% ResNet-18.

Bk EBESARBRMELIITIR, L (no defense): FedAvg [U; BRFALRI
(privacy): UDP-FL 48] I FedLAP-DP 2, E#[jj# (robustness): Krum ') Fl FLAME [24); B&FARI €
M (privacy & robustness): PRoBit+ 2], DPFL-APA [ PR-PFL 31 DL DPSFL 3%,

EREBLRTS. ARSI F 434G (1ID) F0d EBEAT, 8 Adam 463 (81 = 0.9, B = 0.999) Al
XL, BUESECEN . £REERE T = 100, %/ iEAH N = 100, KFEER ¢ = 0.6, HiE
&Pt p = 0.3, LR K/N B = 50, BEEAMIERIKE E = 5; %212 n 18 {1072,1073,10~4} M
I RIERE, ZHRIASHE e = 10,0 = 107°, FHIB{E C = 1.0. Xf T AByzDPFL, ¥ ¢, = 0.1¢/T, ¢3 =
0.9¢,01 = 62 = 1072, Wb LB p = 0.6, ML v = 1.0 LA RFEGEIRNLERE ko = 4. FEE T,
Krum 5% % 7 im B0 p - m, FedLAP-DP ff] MSE BE B IALE ly 0.1, DPSFL #B8% R 55 250N
10 FF HLIGIE R BUR I AR 2 ARBURE . bk, S — 18 F =TI 2 73 Ba FAJE Opacus SR MES U o

7.2 ARCUEIRRUE AU RERTEE

WHIRE. R HEHEAE (membership inference attack, MIA) KPFEAh & Fh LR, B
FEAEMTRE — Sl R B T IR H AR, T AT A & HESE Whitebox-Attacks) SEI, K
Bl Yr ) H AR R A UL e FARUINZREE . BRI S, e BRI ZREE N IR ZRER 1Y 20%,
B SRR AR R R N R B 1 10%, AF BRI ZRAE AN R AE 2 0 SRR Y 10%. BN 2 7 S 405 4

1) https://github.com/SPIN-UMass/MembershipWhiteboxAttacks.
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* 2 BORHIEREERNGER. E9, #num_classes RRLHIH, #num_feds FRESBERNRBHKE.

Table 2 Structure of the membership inference attack model. Here, #num_classes denotes the number of classes, and
#num _feds denotes the number of models involved in aggregation.

Module Layer type Description
Gradient 2 X Fully-Connected + ReLLU (#num,classes X 512) x 1024, 1024 x 128
Prediction 2 X Fully-Connected + ReLLU #num _classes X 100, 100 x 64
Label 2 X Fully-Connected + ReLLU #num_classes X 128, 128 x 64
Correctness 2 X Fully-Connected + ReLU 1 X #num_classes, #num_classes X 64
Combine 3 X Fully-Connected + ReLU ((128 +3x64) x #num,feds), 256 x 128, 128 x 64, 64 x 1
Output Sigmoid -

* 3 AEFEEREERE THRN (%).
Table 3 Performance (%) of different methods in MIA.

MNIST FMNIST CIFAR-10
Type Method =0 =0 50
Test acc T Attack acc — Test acc T Attack acc — Test acc 1 Attack acc —
No defense FedAvg 1 98.52 61.45 89.74 60.76 74.26 60.38
UDP-FL [48] 93.85 51.20 83.17 51.33 69.01 51.76
Privacy
FedLAP-DP [21] 97.56 51.32 86.25 51.21 71.69 51.65
Krum 1] 97.92 60.83 87.65 60.56 72.54 58.85
Robustness

FLAME [49] 97.21 60.64 87.71 60.44 72.91 60.14
PRoBit+ [32] 93.29 50.57 83.94 50.61 68.92 50.78
DPFL-APA [30] 95.91 51.23 86.49 51.24 71.86 51.58

Privacy & (31]
robustness PR-PFL 95.98 51.57 85.38 51.20 71.14 51.63
DPSFL 3] 97.63 50.29 87.05 50.45 72.43 50.37
AByzDPFL (Ours)  97.86 51.36 87.12 51.14 72.80 51.50

S AEEAANE S IR P B, T B R B 2R S VAl Mo B A anEk 2 B
N BINEEE AR G — Z R (gradient) i — 2% (prediction) FRZEZ5] (1abel)
FIIERATE (correctness), 4mhd ZH REANZ P iy KA FIRFIEBHZ AL, fr 2083 Sigmoid pRZIH R
TINZERIRE.

LR M. & 3[1,11,21,30~32,35,48,49] 45T MINIST, FMNIST 1 CIFAR-10 =M R4 &% 5
14 R A R R HAE R 2 (Test ace) AR R HEEE K I (Attack ace), FLH Attack ace #RFEIT 50%
FWIBRFAMES AT, T 4+ T M HER R iRy, 7T LUE B, 1% FedAvg LK 4l & w1 )5
¥ Krum I FLAME 1] Attack acc Bl = TRENLAE M 50%, BEEHEA1X MIA JL-FCPifHige /7. 4k
AR UDP-FL, FedLAP-DP, DPFL-APA 1 PR-PFL #A8K Attack acc [EEZ) 51%, WiE | %
oy BRAL R 75 v E NHRAE MIA 104 Rt EAEE IR, 75 & 3 774+, DPSFL 5 Bh 2 Hik 528 28
P AR L B S IR A I ] BRAS T RN Attack acce, FRAE 3 FREEAE L I GREE T 97.63%,
87.05% F 72.43% 1) Test acc. PRoBit+ it tLFF ALK tH3R15 75 DPSFL AL (1) B P RUER.
M2 T, AByzDPFL 7EEFMEPLEN B RS T Attack acc #HITE 51.14%~51.50%, LA 97.86%,
87.12% A1 72.80% M Test acc SLIL T AR K, 5 FedAveg M LIRS AT % 0.16%~1.18%.
DA 25 3R 8] AByzDPFL 7ERR ARG SR8 o] M2 [AIA i T e P
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® 4 FPRIGFEEFERBRE THEBHREMWERE (%).

Table 4 Global model test accuracy (%) of different methods under various poisoning attacks.

MNIST FMNIST CIFAR-10
Type Method
LF SC MM MS LF SC MM MS LF SC MM MS
No Defense FedAvg [l 93.02 75.12 67.28 68.53 63.42 37.86 60.50 39.80 59.93 34.62 12.58 24.23
Pri UDP-FL [48] 87.15 72.30 64.05 62.40 60.33 61.10 54.42 43.60 52.10 38.75 36.50 38.30
rivacy
FedLAP-DP [21] 90.85 73.30 65.10 68.60 61.55 55.75 58.60 45.70 57.05 40.50 32.40 42.35
Krum [11] 75.02 90.10 87.46 89.19 65.27 84.37 64.25 35.79 29.56 67.58 13.75 63.56
Robustness
FLAME [24] 98.66 98.78 98.68 97.79 86.01 86.85 86.74 86.45 73.46 72.71 72.25 72.59
PRoBit+ 32 91.71 91.01 85.74 85.88 81.97 80.13 74.70 79.81 67.92 65.25 60.80 67.64
iy DPFL-APA [30] 93.50 93.44 93.10 87.15 83.45 83.61 76.36 75.45 68.64 68.29 63.06 60.75
Privacy
Robustness PR-PFL [31] 93.97 92.66 92.87 91.30 82.34 82.64 78.04 81.18 68.14 67.10 63.45 66.67
DPSFL [35] 96.90 97.04 96.70 96.80 84.65 85.21 84.96 85.05 71.24 71.89 71.35 71.66

AByzDPFL (Ours) 97.65 97.54 97.08 97.25 85.32 86.03 85.52 85.19 72.16 72.00 71.96 72.24

7.3 BREREIE TRIMEREXTEE

KHRE. N TVl AByzDPFL A S, R0 4 Fh S aE e m % 8 odi bt 47 .
(1) Label Flipping (LF) P9 & —#h 22 g (855 4% 55 07 20, B8 AN 5 BT Al I S50 20 Al Ge 0 %
ANNGREEARFIARZE, RIURE JFUEFE A (b5 25 5 4 9 B5ai B2 Hh AT =20 BIFR 2. (2) Scaling (SC) MY
JREE R AR 4 R T A BT o5 A b ST 2 i R 135 49 A s o 5 o Mo 3 1) B AR
PREE, B (LG TR B 45 LN RAR R 2 Ja 7E B AR RS 2% 2 Bf FL R LA R 7. (3) Min-Max
(MM) PU 5 B H A3 31 (1) 8 A L 54T o LA RS 28 2 (] F P 8 e KA, (H DSOS = A R A
TR 2 [ A KPR 5. (4) Min-Sum (MS) B () H A 8 S 8 5 Ay MR 2 8] 1 6 25~ 7
A, BT R AR 5 A R PR R BE B~ 7 i PR FEARSEEG ) K Label Flipping X7 d #7525
LR L—1—1, Hb L REEHL 1€ {0,1,...,L -1}, Scaling B % B 46 MA TN 8, Min-Max
N Min-Sum ¥R REI A 30.

GEROHT. R A X T S IELE 4 PR EEGE T A RN . 28 0518777 FLAME
BAE TR S s S S s BE, AR T s R, AR FAT AR 7 i B RL OR3P S s . 4 22 43
.77 UDP-FL 1 FedLAP-DP fE 2 Fi# 8375t TR IMAEE, 15 BH 50— R A HIL i) 76 e It B A A0 6
PetE 7 B BA 2. EFEm R FA S B T, AByzDPFL R fE: /£ MNIST AN
97.08%~97.65%, 1E FMNIST >4 85.19%~86.03%, 7& CIFAR-10 =25 71.96%~72.24%, 5 FLAME [7]
ZERILE 1.5% LA, 53 588 PRoBit+, DPFL-APA 1 PR-PFL. [Al}, 7E 3 ZHER4E IR Pk
fE%: DPSFL #2874 0.48%, #—AHE T ke tE 5 A %k, SR E, AByzDPFL & 2 #¥E 5
M PR B T Y RERT T RGEHE, HAERA RS SRR G2 (R S T R -1

7.4 HRHSLI

FEHAMEMIR. £ CIFAR-10 b, NiE(G AByzDPFL "ot H ki omk, it 7 Fhoi phAs 4.
(1) w/o SPU, & AT @ LA LR, (2) w/o K, AT IR ALFRIFE, 7 in AT hrE DP-
SGD. (3) w/o pt, TR B AR ARDR ISR [ 8 M i 2, NI AR ZIB KRFE. (4) w/o NARA, JIRS %5 oK
FIFRAE FedAvg T AE NARA. (5) w/o Eps;, ¥ NARA ™ B 3&E BRI B ioN B & 242, (6) w/o
Z, 7E NARA W AT FEVEECER BT I AME &R 2R (T) W/0 Tmea, 15 NARA FFAHAT &R
KA E TR, % 5 I T BB AR AT (MIA, 25 IR 4 FhkE mas
7 (LF/SC/MM/MS, 1) & B4 JrS R HERG 22, Horp MIA BER 50% £ WIRRLCRIPBRET, T 1+ &
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% 5 CIFAR-10 t3f AByzDPFL XEAHHHMIBER (%).
Table 5 Ablation results (%) of key components of AByzDPFL on CIFAR-10.

Attack w/o SPU w/o K w/o pt w/o NARA w/o Eps; w/o Z W/O Tmed AByzDPFL
MIA ﬂ) 60.50 51.25 51.34 51.42 51.53 51.47 51.55 51.50
LF 1 72.96 69.18 71.46 38.45 68.94 34.66 68.50 72.16
SC 1 72.44 69.10 71.62 12.50 69.67 38.23 45.35 72.00
MM 1 72.98 68.04 71.55 15.72 65.10 25.45 65.60 71.96
MS 1 72.51 68.53 71.79 18.90 63.32 26.13 68.80 72.24
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[ 2 60 @ 30
75 Top-k=0.1 —— Top-k=0.5 —— Top-k=0.9 55 Top-k=0.1 —— Top-k=0.5 —— Top-k=0.9 20 Top-k=0.1 —— Top-k=0.5 —— Top-k=0.9
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50
0 20 40 60 80 100 0 20 40 60 80 100 0 20 40 60 80 100
Communication rounds Communication rounds Communication rounds

3 (MEhRFE) Scaling WEH T AEHEELAIRIINIZHLZ. (a) MNIST; (b) FMNIST; (c) CIFAR-10.

Figure 3 (Color online) Training curves of different sparse ratios under Scaling attack. (a) MNIST; (b) FMNIST;
(c) CIFAR-10.

I A T 5B B T

MW 5w WL, BUHIE IS E i (w/o SPU) J&, MIA MR EE ETFE 60.50%, RIFA
bR NN B AL TR A% AR . BEBR CHRARBRITE (w/o K) BUEIERMELZE (w/o pt) &, MIA
Gk Bl V5 22 51.25% M 51.34%, 1178 DY AP 8E BUte T I HE D) 22 ) R % 42 68.04%~69.18% HY
71.46%~71.79%, UYiPHZET Fisher {H 1 Top-k PS5 BN BT 261 B RE 05 75 FRFA -5 14 fE < [ HUTS-~P 4.
HH e P N B R S (w/o NARA) B, 78 4 FEE Bl B R AE I R IR FE 2 12.50%~38.45%, 1™
' NARA X407 35 B8 B2 SR AME Gt 2 12 ) DBSCAN #E175838 (w/o Eps;), RUIMEF H
TN BT B AR 5 SRR A L AUR B AT (w/o 2) BRI R (w/o rmea) BITIE
ST [ P R B S 5 AR B AE LF/SC Buii N FAY 34.66%~38.23%, J&#& X SC Bt
77, B AE ] & PR R S B i — AN AT 52 AByzDPFL 78 MIA FIHEEE#E LYy
HUAS SRR I, B IE T 8% AL ER R I P S ML A1) £ A () 3 .

FRIREEBIBYSINE. 1E Scaling Bili N, 4377 MNIST, FMNIST f1 CIFAR-10 — /M £ ik
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4 (MERFE) TREEE PRt T2 ENIKAERZE. (a) Label Flipping attack; (b) Scaling attack;
(¢) Min-Max attack; (d) Min-Sum attack.

Figure 4 (Color online) Global test accuracy under different malicious client ratios. (a) Label Flipping attack; (b) Scaling
attack; (¢) Min-Max attack; (d) Min-Sum attack.
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5 (MEMFE) AE Non-1ID THEFHIERELNREHHZE. (a) Label Flipping attack; (b) Scaling attack;
(¢) Min-Max attack; (d) Min-Sum attack.

Figure 5 (Color online) Global model test accuracy under different Non-IID conditions. (a) Label Flipping attack;
(b) Scaling attack; (¢) Min-Max attack; (d) Min-Sum attack.

% 6 FMNIST tEXEBRHMIBIESHIBIFHEITLL.

Table 6 Comparison of communication and time overhead of per global round on FMNIST.
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Method
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Abstract Federated learning (FL) enables collaborative training across devices while keeping data local. In
practice, however, it faces two security bottlenecks: privacy leakage and poisoning attacks. While differential
privacy (DP) and Byzantine-robust aggregation are effective in their respective domains, their coupling entails
an inherent conflict: DP noise inflates the variance of benign updates and simultaneously masks the systematic
shifts of malicious ones, making them hard to distinguish. To address this, we propose adaptive Byzantine-robust
differentially private federated learning (AByzDPFL), which aims to improve distinguishability by reducing the
noise dimension and amplifying the geometric differences between models. On the client side, we adopt a Fisher-
information-based private selection mechanism that dynamically chooses key parameter coordinates. Noise is
injected only within this low-dimensional subspace, which reduces the effective noise dimension and lowers the
variance of benign models. On the server side, spectral embedding highlights the intrinsic geometric structure,
followed by a noise-scale-adaptive clustering radius that includes noise-perturbed benign models while filtering
systemic shifts beyond the noise range. Additionally, we apply adaptive median-norm clipping to suppress high-
magnitude anomalous updates within the cluster. We establish upper bounds on privacy loss and convergence,
and experiments show that AByzDPFL strikes a balance between privacy and robustness while outperforming
existing mainstream baselines.

Keywords federated learning, differential privacy, Byzantine robustness, selective update, noise adaptation



