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©OKdB 3ILAE< »0% O, 8 °73!esAuf , L; , CAxli¢gz, L&+ U

1 K@6
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- DO (functional encryption, FE) EjO/lya» 0.1 -1B . J:FLNE E 1*6Aé*.p .-
DogAe+XgX=amMbia 2} ; ,)6-—>|(©E- ANIC , '462A OAIL x f(©@ W n:F
™ P5 eJ06.1,7-EEé+] Bl I , u0 - B6 (inner product functional encryption, IPFE)
TiE@&£# [~ IPFE _1X="0MbEA+AGY, } ;1" ANIC T Z AGy,” u0O , 8§ 9ANIC x
)Q AA+XjY #1y0£*H&E . F oe IPFE "SU# A+X%LAMR Oj " —<A 26 A¥4AAN
1CNY [2,15,16]

OF ,/.DO! [ MB 6 IPFE A+X% A1 22j]j -« 2A0°jY , FJE<IPFE D)a
7Y% Q»'Q xBo6 , lgAe 22j], A1 =N"Xo6-(el;%@ zA6 +N 'fe<, >5
DO 2 7% Fly-$0O +XP5 IPFE, éx XILuA+X ]~ XB(J ! "%?#N . »2 | P5 IPFE X
AIAN:1Z)- 6JO,/AIL SUILET , 88A1 =N"v z é 7-F> 630> 2,/$'+X
(Mix-and-Match k+ ), F6<XZ _ ZCi+X, 6 4; ., MZ#AY46j"—+Q» . I"F , P5 IPFE

éx°°6kodlO, xfs-$OC{, 7 é . 72 é +?2+0@- 6JO ,F 0le 851é-0
72" X>0@ Y"0Mb,NpL™ . Ho % :FLNE X )N [2] ]"93+5L@F , \-=%CF .F E'"LNE

+W'LEFY IPFE X-OT 22jjVY] A+X}Y

:FLNEB$>P5 IPFE éx, 1~WLI % Ca&)aljY, lLumMo"r . j@ &F OLNE ,)a9.D
0 *§9$j1"W, - LAyuo bo (function-hiding inner product encryption, FHIPE) [17~19]
™ .. f.FHIPE _0/y(©!°’?, u0 - B , _1X=aMbo>AGy\DU, } ; , 6"0Mb 3
JHO5 T <& AfD->@ 60J0]w=5[+...£%UEAAGY, ! Y , p6<Na «-
LAy W' . 'f6< , F Eé# XiLum ]ZFIM’ d x)-~; AO AIQ E+ JA Z2"6MbNpL™ TB1yL NE
I"F ,)a9k#q FHIPE éxFJh*% U4iWG})F1C , X4*6Q58$0 Zz (2j7—«Q»0 ) &
@Oo@\+Q , UGYiyTéx, ™. . WYHXW . §f6<@0- }k#q FHIPE Na (2 KLM [,
BJK[) X _1F517-&k?+M'd ;92«AH

(1) 6)a9 IPFE éx™ ...j 1@ 6F5, - D65~ . f}*Ya04IW)/ IPFE éxW
JNMAN V'@ 6 Q? , LT F2A)al])ANICCI$SAERO+ >E« O g1 G 5¢,M0"r . m1N"9.D0! O3R
XZW*D§ (attribute-based encryption, ABE) JF>|@ 6 F5 , VF Eé# JZ3+5 @ 8# IPFE
@] . !” ,1\OZAHX% *OlyFJ+Xvee , 6)a9 IPFE ™ ...j8§7@ OF57-E, - D
6éx , %CACt$A LEO gl )ANIC 63, MO"r , !=N®Xx)->5 "FI+X W

(2) X@ 6F5, *p:Da- LAywW , DF JE+C+X@ 6 *6 . G 6)a9éx<- Na@
OF5 , v XUGY,~ Y"0MbNpL™ | £ #LA;y>G 6@ 6 6JO-(£,EA<AGYy .!"F ,F Eéx"°
°ictoz @6 * " 1f ,1DY3+5G5¢> +1N*6=rO . I”  1\%ZAHX%AIANO/y §
7- LAYyW, @ 6F5jf , <&F7}))00@ 6 *6, ICt .

(3) 6G 6@ 606JO,+O @E+0;+1)aF5 ,F 0lL}~0OglANIC»E . XILuA+X] , Ogl
7-19JZub 6,'/fi 9 AGY ,M0>JZ6-F>|iGF1C .F ?£-pM0?++0 @ WGY, G 6@ 66
JQ 'E+0; XP5 éx]JAN1ICCO6v+aOgl 8 , T!XQ5%jVY; '+Q " J1\9ZAH
X¥%AIAN Oy 1G 668JOF5+0 @, jf , "0gl7-068J0+0@+N 5 [ FGIf
Pp6< X =L}~1"W, } ; ,F 0le yE«\"AN1C » E

b¥%i# F& . \-J,)}F 3 ZEKANAH *3+5 W, '@ d4éx , [F@05* A . jA)
NOZAH , £X)a9*%G}),” IPFE éx]D)a@ 6F5 , ))a9 FPF>13+5 6A . WJ!I"
2« 6 X qAE@ O 6FJE+"T@ /") =T ZD 6 AGY x,y, M0 , §f’' 2] g&x¥ 1]
W3P LfU)R50, 40O @s, DO | (x,y) mMXO0ZINO?W?2,#, YOL$€L6 S .

OHuGreen 1y " F5@ 6 Q» , E«f “Ece’6JO (transformation key), 2% . B jfgAe
O0gl 66 «ct,@ 6E+0; 5 *6 | BMOA! E0ZPo6U.1'?, Ece’ 6J0 sk*, ']z
) *6LA;y,” 7 . 62" =07 g™, “>U0U->. 7 6<%u@ 6yM0Ogl 19 =z FJ

9 _
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E<F 0é# , Daf="60Mb 2F- Y, 1"F5jf

X IPFE jY] ,FOle™ B jf : p0 66J0 sk, #n+OEce’ 6JQKZ, % >0 ct, @ 6 C°
™Y +a¥ 909l 19 2 04g, po ly+aOgl '= Z LTWSLAAW!®

"F , \\PYAfAB vee F2G}JZ)a9 IPFE I» [07~19.21~23]  )3+8Y - "FJ+X W . 'f6< , B é
# +" XANLIG+&N,: +O @k: M0?+ X O g1 —>|O(n) IQIF 1C (n jAGY5$ 0O ), | 0KO>G})y E
-(f ,(©[XQ5%$jY;x) nit;L} [24]

j5C@ :FLNE ,F Ol *0/y HF1t+e 67 2z >AGYx-$0-(" , X6JO+O @LFIAE"
@sk..x, P6<F }>5 rF1C . XBATE; ,FJE+sk,, Yacty -$OC° g% <g +% T «U.1”
'2vniil}~JANIC @\ , p O(n) L}jh 4x[  O(1). B HF #F2+X%p9*%/é“) uo
AN1C, IPFE 'FP, §7 +Q , &¥#k W ¥4G 5¢ x)-

Bé# =0@ A1@ 6F5LNE , 8% CATL\%ZAH : - LAYW . +a¥%- 6JO sk F
sk, ="OMbAGYx, +... Y , T0- péXoZANIC#qO;] 04 1LAY Po)ag) - LA
.y IPFE g 17~19.21l 5M™ | 1@ 6F5, 1"3+5

$F Qs , \-o@ AT1\9ZAH , £0J0+0O@F5 +a¥% 0Ogl MOANICz-x !65 1 F1
5 6JO E65 , £ +O @ sk..x, @ ZEce ' 6J0+0 @E=+0; 0 >U ~ . F/yAIANn:1 yE« 10 g1 COd ,
T IF2+X %MO 4*6 J Z AGY,"Q NAAN1C + N

'f6< , B é# n:fL}~T) +wAT, 2+"r . j3M0?+> .2/ z-x. 7 EB58N«XZ
Do6,/(el1;0f 2.x}7T+0@9X," sk.x. FVeJOZLNE , £ Z E65 X=x+ONIiF
@\, 84&;AiL po5 i . XA=N EvE|@ 6 *6,” X4iAN1C F 53+5 25.26] 1 OgFJh

6 #n@ OE=0;, @\ .'f6<.,9 7 EG65.Ff 2 iE«®'6 2z FI5@ 6 *6 ,F6< E3~
@\9¢ Ogl pMO, uO5 1

j@ & OLAO ,F Ols *0/yt~/ z e0jf . Ogl +O0@ 02Z2«1eJD,” z5F.1, +X
%> AGY 0 <+O @Ece’ 6JOB é# AR 7 E65X=-$09c. 2} v%@6J0+0@ , | XW
7-: 1>1é# 08% PHEX=L ~1"W, <& , “N®AN1C x)- > ILuG 5¢MOQ"r, j IPFE, W
20 Q A+XE*p .

kf6<@Q \-5 8& 27- 7A06°jY
(FHIPE) v e, § fCQ)"K5 2;

, *70/§Q xD1" UF5- LAyuO D&

(1) *0ly _10UF5/FJ+X- LAyuo b o (FHIPE) vee. B va7-06)a9*3G}),
FHIPE éxEce’'j<& 1@ 6F5>8J0+0 @ F5,1y"'éx , 9x@ a4 P5 TFHIPE éxXé
a7- 7A0 " j Y JAN1IC ¥4~ @CO 8E+Gy, LINE

(2) ATAN 1 0/yQ x, Ece’ 6J0+0 @1C# . -(E2 % P5 é xM0?+ XG})50 : —>|  O(n) IQ rF 1C,

A p *'1C# 6Ece’6J0,ANIC =rOL}~8#h 4x| , it Q fEce’6J0+0 @ x)- . I"F
A p *FJ+Xvea))ag FHIPE éxF>|T»F | 9¢CTZQ x1+X,” 8§ f éx .FEa
éx /)a9 ZA6 AP (2N [1,2) 1pG++X, - P6Qt |, " @$D1"AQ x, LA/
O 7A06°éx
(3) FIE+ # IPYAG " ,$!+6Afp éxW7->)a IPYS I>7> | *%\.p *UF5
FHIPE vee,7-0~ 22j], Ogl (2 2 é>16é ) 6WGYANIC Y% " @+ N1~ F55

N9éTf , nitL}~8 DUANIC >" @ 0KO.
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2 N°= Al

2.1 Gf/GHO°L*

Al (G=(G),+) ] qLiP# URS0. EyX Z, : n5$AGY0LS$| G"={X=x-G = (X, =
a1+ G,... . X, =, G)x € Z'}. )¥%<5$AGY x,y Yaa € Zy, EY2;FIC :x-G+y- -G =
(x+y)-Ga-(x-G)=(a-x)-G. 5 EG})50YF (Gy1,Gy,G,e,G1,Ga,q), '] ej GixGy = Gy
JUMIWP4 G, YaGy 6] G %Gy, +O@s. Al g, = e(G1,Gs), EYG}) AGY02LS :,'F 1C
(x-G1) % (y - G2) = [, e(w; - Groyi- Go) = [[, 97" = gi¥ = g™,

2.2 /-Gf/GH 0°L*

Al {er,...,e,} | n5$AGyOaL$ZZ L 706* 1] ei={ei,....eint WCafi=j &, ¢;;=1,
VIj 0. Ey G",/76* E={E;,....E,},!] E;=¢-G +a",x-G >/jj (x)g=x-E=
S -E. FOle" 5EZ! % {b,....0,}, Ey G",/* B={By,...,B,}, |] B;=b; -G

XG})O-ATE] .G} %Gy, 76*6[Ad] E Y2E*, % C&E x E* =Id,, |] Id, € Z*"
j nLf..}.Le . AiIB=B-Ej G}, * , 1] BecGL,(Z,) jF6.Le ;2«|° ,AlB*=B* E*
j Gy, * 1] B*=BYHT, £%CaBx (B)"=1,."&0 B ¥%B* j)I*O* .9 B jLéj
FO , F6.Le , 10 jL¢j)“O* . 04g, G} )50 VF (Gy,G9,Gy,e,G1,Ga,q) >* B, B* <
" @) G}) AGY0LS

2.3 &LO]IAG

\veae, t"WAR>*3¥ eXternal Diffie-Hellman (XDH) WAI. O/ x5 * T E W Diffie-Hellman
(DDH) WAi, Ey ,56<E* XDH WAI.

ZDb] Diffie-Hellman }JA0. Al GG j ¢ L50, DDH WATY@0 ;TZ63ANIC= j6
{a-G,b-G,ab-G},{a-G,b-G,c-G}, |] a,bcely.

eXternal Diffie-Hellman }A8. 5 E (G, Gy, Gy, e,G1,Ga,q), XDH WAI?+"r DDH WATX G,
F G, ] @0Q.

2.4 3ILE< »0% 0O

9 IPFE éx, - @ 66J0%46-w="0Mb ArAGyL"po F, +... Y ,10B éx89-
LAyW. 89- LAyZW, IPFE O>U0 j- LA;yu0o Do (FHIPE), +a s40 2)- JIN© ?1C
# 1II = (ILSetup, IT.KeyGen, IL.Encrypt, IL.Decrypt) ~ @, Ey X#, YO2L$ /N
- IL.Setup(1*). EA+17 0 1", EA*0oe o pp Yak 63O msk (5[ pp).
- T1.KeyGen(msk,x). EA s msk ¥4 AGyx = (z1,...,x,), EA*17-@ 6 6J0 sky = (ski,...,sky).
- IL.Encrypt(msk,y). EA e msk ¥4 AGYy = (y1,...,9n), EA*0 - cty = (ct1,...,ct,).
- I1.Decrypt(pp, skx, Cty ). EA « pp, skx ¥4 cty, EA*5 1 (x,y)=>aw; € Z, F@ 6aCulVv' L.
¢2] . - LAYHO DOG++X*¥%= j6W, 1"Ey , FJE+ AH65 >k +65L$,” O A$h ?
ek+k . $h? M OLfla , AH65F >| II.Setup(1*) +O @p Yamsk, 6 pp E5 k+65 , IL¢ jF9 "
©be{0,1}. k+65 8F2A" OT2« B
(1) 630 B : O<5$AGY) (x°x!), 9¢ C I1.KeyGen(msk, x*) +O @, sk’

(2) 6-B : O<53AGY) (y°y'), 9¢ C ILEncrypt(msk,y®) +O @, cth.
$h?5 «& |, k+65EA*) b, ) V. 22rT)p9 B%CaA (x°,y%) = (x',y!). 9 +22).]
NO?&L$k+65XBSh ?], Hi£3%170 A -+« | I0B FHIPE éx% Ca- LAy, =

j617W
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5. Decryption to Obtain 4. Outsourced Decryption / Computation
Inner Product (x, y) of Intermediate Ciphertext cty"*

x 2. Decryption Key tk, /\

B [
Outsourced Computing
r 1. Outsourced Key
Py Generation Delegation
3. Encryption to Obtain
DC DP

Ciphertext ct,,

@
<

Server
5. ctptt |

41 T~#wO0A4 .

Figure 1 Overview of the scheme.

2.5 3151i°

FHIPE X0 6ANICTZAGY, u0 .B3+5+a z Eé (DP)A z#Cié (DC) ¥%4=N"~
(S)40 @ DP 19k6JO msk HO @6 - cty, EjAGYyy, D6’'? ,Bo-Le>"@X S ].MO#
?, _ , XMZF5@ 6, "» IPFE3+5],S 7-6EjX4i"@..s , XM0?+&606- FI5 DC.

DC 19AGY x. JANIC!AGY x > S JAGY y, u0 , DC MOB"r DP +O @ 17-@ 6 6JOsk,.
9¢CB 6JO>,DC F9 TyyEeé? :(1) 6 sk, FI5 S B"rANIC- 7pu0  (x,y); (2) b S 9¢

6 cty >8> —>|@ 6y E .1\0y€?2J,8% (x,y) 05 1-$O0&aMb5 S. IC# ? _ ,DP
>DC 7-_<01f V& T1f19 msk |6 Z2L0  {yi,ys2,...} D6’ 2?2  {cty,,cty,,...} :
P8#S, >5FJE+ F1 sky * B £% x, HO

XA,/ éx] ,“UF575°7 TZF5Lfla (1) 8JO+O@F5 £#,Cié DC ~ Eé
DP F>|@ 66J0, F5ANIC; (2) @ 6F5, £4Xg606->Ee’6JO 05 =N~ Ssv@ ' . T
2« F5WFJE+5 "ATANa) TOEA « AGY, LAy |, nifL}~90gl > 72¢é, /ANIC»E . j$5

C8?fi . 1>u...[[T19¢éXD06Ad E=0;], Y O A#qQ;

2.6 ¢ZWA

\-XzB TQ» (semi-honest model) ;6 A3+5 "W . B Q»wWAT0>éJUI9— AP

—>|y &, v 7-B .pE+0;]19¢ NiF VY LTI _£%) & /A9EA-FILSANIC pé .\ -(©
[£# =N~ (S) X=e&AP—>|,"} ; ., _V 7-FJE+?0 AP OA9¢ +O Y . M0?+ jB3
, _ ,FGU=63<e=<0>€é{L$ " X{B;>|j, 6" . XCF WAL [ { k+- 7 k?+ 44

J T2«

(1) zLA/A"6Mb: =N~ 7-B .p- 6JO sky %20 ct, |1@YOQl AGY x F 2
EEAGY y, né . +a%G++XT- LAyuo Do (FHIPE) éx ™19 Ej **p sk Yacty X
ATAN : = J"'6Mb £ % AGY,” +...9x Y . I” | 2+Ar'FP% Ca- LAyw?+r , Ogl > 2

Eé LA/ Xvae]C 9x Ll

(2) 05 ILA/A"6Mb : =N~ 7-B .X—>|p0 ANIC & DY * sky > cty p)A, p05 1
FIG6 Y , £9%¢ (x,y), ANF E- EA*

FIJE6AF Tiyk+D =~ A0 fp vae XM )zB 1){& C"6Mb7-E . \-6F Ole
AR > X="0MbAr z>- pé’ } ; ., 6@ 6>0J0+0@YE "8#FGI1f , p6<X

AR1~W, <&1NaANICF5
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o Il Init(11): Takes the security parameter 1* as input, and outputs an asymmetric bilinear
group description param.

e Il,..Setup(param,1*): DP takes param and the security parameter 1 as input, and
outputs public parameters pp and a master secret key msk.

e II,,;.ZKeyGen(pp): DC takes the public parameters pp as input, and outputs a transfor-
mation secret key tsk and a transformation public key tpk.

o II,,. TKeyGen(msk, x, tpk): DC takes the master secret key msk, a vector x = (x1,...,x,),
and the transformation public key tpk as input, and outputs a transformation key tky.

o IL,,.Encrypt(msk,y): DP takes the master secret key msk and a vector y = (y1,...,¥n) as
input, and outputs a ciphertext cty <— II.Encrypt(msk, y).

o II,,;. Transform(pp, tky, cty): S takes the public parameters pp, the transformation key tky,
and the ciphertext ct, as input, and outputs a transformed ciphertext ct;‘“.

o II,,.Decrypt(pp, tsk, ct;“t): DC takes the public parameters pp, the transformation secret
key tsk, and the transformed ciphertext (:‘c;’“t as input, and outputs the inner product value

(x,y) € Z, or a failure symbol L.

42 e7L;@ uDWU+UF,L IPFE |i Ilous.

Figure 2 IPFE framework Il with support for outsourced decryption and key generation.

3 L;»0%3!/0uli

\82B 46L@F _1 FHIPE 6-F5@ 6>G 6@ 66JOF5+0 @, a»vae .L;>6BveaeA

+X¥%TZ89 > W, - LAyuo Do éx :Kim 1y *”  KLM é x ¥ Bishop 1yl!"  *~
BJK éx .F TZéx48©8¢ :KLM éXXFJ+X5©Q»;§9Q XxWYs A>1"W , 6<BJK é
X<-fTX)E3~vX70Q»;891"W .FO F TZ 2FéxPYAAV &, FI+XW , B3}

F2G} =< IPFE é x6<MZ(©E éx, (©W .

31 e7L:@ uDWU+UF,° FHIPE

\3+5 gAé 7#,Cié (DC) 6@ 6E+0; 5@ 6 *6  (S), <&6Ee’6J0+0@ +N 5
7 E€ (DP). XB3+5] , 19Ece’/fiJO),” DC O xB"r DP +O @Ece’ 6JGk,. B 6JO
F18#S >, 6)6- «ct, —>|[Ece’ Yy E(£G 6@ 6), *O@IL$ 06 - cto. L¢ > S 6Ece’ > 6 -F
DC, +aDC ¥ @ 040@ 6!"PO FJE<B#q0, DC 7-@19¢ 'AGYy x > 2 EEAGY 1y,
01 (x,y).
§9F5@ 6>G 6@ 66J0+0O @ 17-, - LA;yu0 D6 éxEy|j3s401C# How =
(Tout - Init, g -Setup, Toyy . ZKeyGen, T,y . TKeyGen, T4 . Encrypt, Ty Transform, I, . Decrypt), | Ey
j#,Y03L$  Zr, §f @B'0?f. 2. MO(© [B$ >, Iloy.Init ICKATAN>EfIf £ | Fjl
Luj VY] &¥#kG5¢ E Y 7- . »2 . 7 Eé x—> IL,u.Init MO F & x%F°B' 7#,Ci65
De; y{, 7#Ci65 xMOFéx¥%F°B 2 Eéo>

3.2

1,7p

\éxXI19 FHIPE vee*p: , E«Ece’6JOjfwWN5F.16J05 | p6<_1@ 6>06J0
+0 @, UGy F517- . @ 6E+0;>0B 6 TLfla , £ Transform > Decrypt, !] Transform +a=N
~—>|, Decrypt 1+aOgl 4@ , .z X AALA/fAL" <&L}~\"CO & . >)a9 FHIPE éx
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]0gl 8°GG})@ 6ANIC=< , \.FJE+E<5 FEe’'6J0 tke, 6@ 6+N>2B6j “Ece
" —F1” TLA& , ']JEce’G 6+a=N"~"8GyAN1C+N , O gl 6MO —>|E«Gy4xF Iy E.B5 ~
IxL}~T0g1ANIC=r0O , <& AAT@ 6E+0;, LA/iW> G5¢W
:3+5 W'L@F vee, o fAIAN |, (©[B$>> Green 1y?0 é# . £6,W . XJ *3%G}),

IPFE éx (AACEI) ], - @ 660 sky = (ski,...,sk,) >0+ cty = (cty,...,ct,) FIE=G})F 1C
F@)ANLG!] skx € G, cty €GP Da#b,abe{1,2}. fa=2Db=1 &, G})AN1C'?2
i Ty =cty xsky = gfl'yl'“'R,...,Tn =ct,, X sk, = gf"'y”'r"'R, Lej 7., R € Zg x+0 Yasky
> cty /G})E=O; . I1C# 2, _ ,ANIQL,Ti & n ZL¢jl  ri,...,m >U8#,, "C DC 9¢C
g """ 5 8)00ANIG, gff, DC 7-FIE="@ [[,T: = gf*(6 € S, S j#, YO°LS, 9LEELS ) ZEn
0l Yzy €S

j WiTW>x). , G=+)XCreen 1y[?] 'Ece’é# . DCF9 NiF6JO 2 ¢z, |+O @Ee’ 6J0

thyx = skZ = (skj,...,sk?),

S Of the >ANICIF Ece'6 - : ctd" = [],(cty, x ski,) = gi= """ 04g DC FIE+#,L" > F |
(x,y)-

pbr"wW@ O6A SB .9¢ y,>jly'%.d@ Ar II éx,6<+a¥%ll, - LAYyOW .S
#9c. x. p S?20@-;, tky > skx = j6  (0?A? (1)), D 5j+ z,.Ad6 ,S #ANIC (x,y).
bx)}@ O6A , I\ DC 78" O(n) G})F1CEe0+8%, DSF , cty't 6 x+O O(1) ViOKO .
v DC MO—>0(n) 7 F1C+O @ tky, 7-&#% F5@ 6V, Hi . »2f DC MOAN1g ZAGY
(z1,...,2m) >DOAGY y, W0 & ,<-F} m!QG})F1C, VYMOF>| m Q7 F1G .

'f6<MO# ? , DC X p sk +O @Ece’ 8J@k, &MO &NiF, AN1C OKO, § f>)ajxs50 G, :—
> O(n)!Q7 F1C . F/YNi FANICCOE-XILujY] 7-V+COM'jy , +J8#J&# FJE-F5@ 6
9¢ C,ANICHIi. »263<e ;jVY . f DC MO?+AN1C 046 AGY,,...,x,,) >DOAGY vy, F@)
0&,<fF5@ 6~ DCF }T m!QG})FI1C, vyMO—>| m Q7 F1C+jly ZAGy+0O @ =<
JEe’6J0.

j@ 8BLNE, gAé DC O ">/ AGYy  x* = (z-Gy,x) € G, x Z, 6<MZ pDP 9¢ - @
6 6J0 sk, >%ANIGK:. DP L¢, > —>| I1.KeyGen(msk,x) 1C#, 1]G 6 +X 2-G, /| G, ++0 @
ski. MO?+# ?, " _  FIlyiF é# 7-M0?+) I1.KeyGen(msk,x) 1C#,” )aF >| PB3 , 21\ 3.3 282
pF .

Xx)-éM B é# 6 DC1,ANIC @\p O(n) (£p ske @, ski) niL}~8# O(1). $Gy?+
S _,Flyé# =3J1D DP1,ANICOKO. TLu: ,DP 1 _0, ia_XMO?+& +X 2z -Gy [

Gy. 9CO,” ,DC1, " @@\*7-C HF . *a_B$ ,DC MOX\'"@ =z 6< MO Iy

Z sk,. FIVHF, >|WX3% : +a¥tk, "F55 S, DC XM0?+& -$OB"r S —>|G 6@ 6. f
DC 19JZEe’'6J0& ,FOOWSG6.)a*miHi . . 2 ../[jivae Iy, L” . TKeyGen Y4
Iloy.Decrypt 7-ICt 8 f FHIPE 1)aF |, ! %1C#FJ+X
3.3 |i°POAL

jPYARp vae)*%G}), - LAY IPFE éx,’F2+XW, \82  KLMU! ¥ BJK[I7 éxj
»F>B$>. OEXx6A. 3 pliy KLM éx, :Gv...[T0éXx ,;Gv.x)a_1F5@ 6
>G 6@ 66J0+0O @, ™ ...(x\. X KLM, 4 ZI1C# ], KLM.Setup ¥4 KLM.Encrypt -$ O =+X
MO i . _OMO0?+2146B3 &," _ KLM.KeyGen 1C#. 8 f6<@Q ITXM TKeyGen > KLM.KeyGen X k?+
AN1C46&: 1-€é ,6<!hOj[X¥% KLM TKeyGen +X tpk /| Gy Ej sky 1\¥46GY,” *s

out

L'BB3 e F , KLM.KeyGen | %G 6 %~ =+X
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o KLM.Setup(1*): Given the security parameter 1%, it selects a positive integer n and
sets S as a polynomial-size subset over Z,. It samples an asymmetric bilinear group
(G, Gy, Gy, e,q,G1,G2) where G; C Gy and Ga C Gy. Then, it samples a matrix B €
GL,(Z,) and defines B* = det(B) - (B~!)T. It also samples another polynomial-size sub-
set S over Z, as the message space. Finally, the algorithm outputs the public parameters
pp = (G1,G2,G1,Gz, Gy, e, q, S) and the master secret key msk = (pp, B, B*).

o KLM.KeyGen(msk, x): Given the master secret key msk and a vector x = (x1,...,x,), it
samples a random element o € Z,, and outputs the functional decryption key sk, = (K; €
Gi1, K2 € GY) = (a-det(B) - Gy, a-x-B-Gy), where Ky = (Ka1,...,Ks,).

e KLM.Encrypt(msk,y): Given the master secret key msk and a vector y = (y1,...,Yn), it
samples a random element 3 € Z,, and outputs the ciphertext cty = (Cy € G,, Cy € GY)
(B-Gq, f-B*-y-Gs), where Cy = (Ca1,...,Cs ).

o KLM.Decrypt(pp, sk, cty): Given the public parameters pp, the functional decryption key

sky, and the ciphertext cty, the decryption algorithm computes Dy = e(K;,C1) and Dy =
e(K,,Cs) =[], e(Ks,, Ca;). Finally, it checks whether DY = Dy if so, it outputs (x,y) € S,

otherwise it outputs a special symbol L indicating decryption failure.

o IIXLM jnjt(1*): Takes the security parameter 1* as input, and outputs a description of an

asymmetric bilinear group param = (G, Gz, G1, Gy, Gy, €, q).
o [IKLM

KLM Setup(param, 1*): Takes param and the security parameter 1* as input, and obtains

(pp, msk) +— KLM.Setup(1*). The algorithm replaces the bilinear group description in pp with
param and outputs the public parameter and master secret key pair (pp, msk).

o IIXLM 7KeyGen(pp): Takes pp as input, samples a random element z € Z,, and outputs a
transformation secret key tsk = z and transformation public key tpk = z - G;.

° HKLM

M. TKeyGen(msk, x, tpk): Takes the master secret key msk, a vector x = (z1,...,2,),

and the transformation public key tpk as input. Samples a random a € Z,, and outputs the

transformation key tk, = (K; € G1, Ky € G7) = (o - det(B) - Gy, a-x- B - tpk).

° HKLM

ot L.Encrypt(msk, y): Takes the master secret key msk and a vector y = (y1,...,¥,) as

input, and outputs the ciphertext cty <— KLM.Encrypt(msk,y).

o IIXIM Transform(pp, tky, cty): Takes pp, tky, and cty as input, and computes (D;, D)
KLM.Decrypt(pp, skz, cty). Specifically, the algorithm derives cty" = (D = e(K;,C1), Dy =
e(K,,Cs) = [[,e(K2,;,Ca;)), where: Dy = e(a - det(B) - Gy, B - Gs) = gf"ﬁ'det(B), D, =
ela-x B tpk, B-B*-y-Gy) = g7 @B by,

o TI5:M Decrypt(pp, tsk, cty™): Takes pp, tsk, and cty™ as input, and checks whether Dﬁx’” =
D{l. If the equality holds, it outputs (x,y) € S; otherwise, it outputs a special symbol L

indicating decryption failure.

43 0A KLM i~°0°e7L;@ UDuUJU+UF,°3 ILE< »0% O Ui~
Figure 3 Function-hiding inner product encryption scheme with outsourced decryption and key generation based on the
KLM construction.

)%. 4 pli/; BIK éx, G jiaéx  :Gj_1F5i7-iF (x\ . B3oé?>
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e BJK.Setup(1*,n): Given the security parameter 1* and a positive integer n, the setup
algorithm samples an asymmetric bilinear group (Gi, G, Gy,e,q, G1,G2), where G; and Go
are generators of G; and Gg, respectively. It then samples two orthogonal bases B,B* €
GL2,(Z,), and two matrices D,D* € GLy(Z,). The algorithm outputs the public parameters
pp = (G1, Ga, G1, G2, Gy, e, q) and the master secret key msk = (B, B*, D, D*).

e BJK.KeyGen(msk, pp,x): Given the master secret key msk, public parameters pp, and a
vector x = (21,...,&,), the algorithm samples random elements a,& € Z,, and computes
Ky = (a(xiby + -+ xpby) + &(@1bpyr + - + xpboy)) - Ga,  Ka = (ady +ads) - Ga. It outputs
the functional decryption key sky = (K7, Kb).

e BJK.Encrypt(msk, pp,y): Given the master secret key msk, public parameters pp, and a
vector y = (y1,-..,Yn), the algorithm samples random elements 675 € Zg, and computes:C =
(B(ylbf o yabl) + Blybly g+ ynbsn)) -Gy, Cy = (Bd; + Bd3) - Gy. Tt outputs the
ciphertext ct, = (Cy, Cs).

o BJK.Decrypt(pp, sky, cty): Given the public parameters pp, the functional decryption key
sk, and the ciphertext cty, the algorithm computes D; = e(C}, K1) and Dy = e(Cs, K). If
D, = Déx’”, it outputs the inner product (x,y); otherwise, it outputs a special symbol L

indicating decryption failure.

o TIBJK Init(1*): Takes the security parameter 1* as input, and outputs a description of an

asymmetric bilinear group param = (Gy, G2, G1, G2, Gy, €, q).
o IIBJK Setup(param, 1*): Invokes BJK.Setup(1*,n) to obtain (pp, msk), replaces the group

out

description in pp with param, and outputs (pp, msk).

o IIBJK ZKeyGen(pp): Takes pp as input, samples a random z € Z,, and outputs the trans-

out

formation secret key tsk = z and the transformation public key tpk = z - Gs.

o IIBJK TKeyGen(msk, x, tpk): Takes the master secret key msk, a vector x = (z1,...,z,), and

the transformation public key tpk as input. It samples random values a, & € Z, and computes:
K, = (a(mlbLl + -+ .Tnan) + 6&(.1’1171,2 +-+ mnbn,z)) . tpk7 Ky = (Oédl + ddg) -Gy

It outputs the transformation key tky = (K7, K»).
o IIBJK Encrypt(msk,y): Invokes BJK.Encrypt(msk, pp,y) and outputs the ciphertext ct,.

out

o IIBJK Transform(pp, tky, cty): Invokes BJK.Decrypt(pp, sky, cty) to compute:
Dy =e(C1, Ky) = g;}mx’y”&[}(x’y)» Dy = e(Cy, K2) = Q?M&B

It outputs the transformed ciphertext cty"* = (D, Ds).
1

o II5JK Decrypt(pp, tsk, ctg"): Checks whether Dj = D,. If the equality holds, it outputs

out

the inner product (x,y); otherwise, it outputs the special symbol L indicating decryption failure.

44 OA BJK i~°0°e7L;@ UDUJU+UF,°3 \LAE< »0% O Ui~
Figure 4 Function-hiding inner product encryption scheme with outsourced decryption and key generation based on the
BJK construction.
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>71 2+ FHIPE i~~073]ACxUiM " E!

Table 1 Comparison of FHIPE schemes in terms of functionality and complexity.

Feature dimension BJK KLM Primal Our scheme (Iout)
Support for decryption outsourcing X X X v
Support for key generation outsourcing X X X v
Computational complexity O(n) O(n) O(n) O(1)
Function-hiding model v Limited support X v
Scalability Medium Medium Low High

4 ¢2]

\82 XA > TIKIM éx 1"W B éx_*¥% KLM éx * 89F5@ 6%0oJO+O0 @1

out

7- - LA)yuo Do éx .M0?+B$>"_ TIKIM 6.5 ">  KLM éx%~08% . <g  , KM

J (F5)Ee’6J0«> KLM, - @ 66J0-(< . §f6<@QEce’6J0tk, ?6j)AGYy =z-x,5F
A, 19 ,E+0; 2;

tkx = (o - det(B) - G1, - x- B -tpk) = (- det(B) - G1,a - x-B - (2 - G1)) = sk .x. (1)

" .de OKIM 1. ZAGY, LAAW 40jd-Ar KLM éx*%- LAy= j6W, t~
W, 21\ 2.5 ?82pF

jT"MAR>  TIKEM “1vW o F §N«NiFAR> ; TZWCX : (i) Ece /AJOtsk = z = J"6Mb,
(ii) P05 1=J"6Mb . jI” | \-6G++X= j6W1"2% ,B2%">UJZ IPFE éxG++X
XI"1~296] | |{F9 T406AGYy (x°,y°) Y (x',y') ! O5 AH65 . AH65L;>A|{ E
+aEe'6J0vD 6 (xP,y?) /640 @,”) , '] be{0,1}. fDOdf)pP9 be {0,1} G%Ca
x0,y% = (xl,yh) &, |{97-1"“.Z2)L# b 19¢7

$6.2°B$ , \-£# *¥%= j6W, 1"$h? CIC# 2, 2«1 1"$h? X x}.D
0! 16,1727 1"9AZE- . > OqgAe|{F>|- @ 66JO B, é# =< c\ e gAe | {
C8Ee’ B . X"vae; ,MO>7F9 +a Zif6+AH65@8¢ , F9)B'j DC %DP.9 DC #
DP, ITZ1f 48 1930 . Ho %ATAN- 7 AR > tsk Y4p05 1=J"0Mb , 6N«+aDC 6 +A
H65@ 8¢'f6< DC s 3Eme’'6JOAS-U@d .V 3Ee'eI0 . @ aF 0=rL
NE \82E«JEfF, 1 "$h? . X"vae] ,AA>DC EjAH65, 6 DP E|€0; *»4*6Ece’
0JOAG -Yaoe 0

v21\ 25 ?82pF , IC# ? _ DC Y%DP 7-_<OIlf .F/yd&;M0?+G++X =<, Af
>é# , |...0Tf6E|_O0AH65 ,9s<& 3E®’d8JOY6- . F>a9*%= j6W
1"$h 2, h?6 E#q0;08% , £...01f19/AIO!XF2+Xd4&;Ace G ce 0-(AwlIO

>51821A2; :O&EX5 *DC#DP ‘&;, 1"$h?20))AL"AR > ,L¢, >$!« OAG DC
=DP & 1\ Yly1"$h?

41 DC #DP °¢7]A+D

f DC#DP &, *¥%= j6W, 1"$h?Ey?2; :

S LLIIE : AHBE5F >| Il,u.Init(1*) 1C#9¢ 0 param.

315 01 : AH656 (param,1*) PEA5 €0;¢ , >65F >| IlI,u.Setup(param,1*) 1C# +O @pp,
msk). €0;¢6 ppF 5 AH65 ,L¢>AHB5A|{%€0;¢,6 IO pp >Ece’ aelOtpk. 04g A
H65L¢ jF9 "(© be {0,1}.
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BLIIE 1: |[{FJEx OAGYy x C8Exe’'6JO B . AH656 x Ece 8#€0;¢ , €0;¢ yA
+O @ ) AEce ' 6JOtky < Iou. TKeyGen(msk,x,tpk) 'F AH65 . AH656 tk, F15 [{ .!
F, |[{FJEx OAGy y C86-B , AH65<g6 y Ece 8#€0;¢, €0;,+0O@)A6 - cty
Hous-Encrypt(msk,y) \F AH65 | 04g+a AH656 ct, F15 |{

GNLI'& : |{F9 T46<5$AGYy (x°,y°) Ya(x',y!), M0O% Ca40 +‘ & (x°,y°) = (x!,y'). AH
65L¢ jJFO "(© b, 6 (tk«,cty) F15 €0;¢ , €0;¢ 4*6 >F (tk, cty).

BLIE 2: |[{55 OEe’'6J0%6-B ., 2+=F y:F40+' &
R#eLlleg : [{ O  v,9 ¥ =0 19¢7
XI"= j6W1"$h ?] . |[{, HIiEYy] 2. [Prp=0]-1].

*3%:FEy ,AA> ;E*6 . X XDH WAl; , 76Q»] TIKIM X DC #DP & Afi= |
6W.

PD*<1 9 p9JINO?&LS|{XBSh?]88§9 -+, Hi ,10B _1F5@ 6% 6J0+0
@, - LAyuo - boéx_t7/ .

A+D FJE+6IIKIM “1~"W 408# XDHLNE, "W+ @AA> . B 40wWAT|{ A7-
= -+ 2). negl(-C'C= j6W1"$h?

O/ x.z005@, 1 DDH WAi, 9xW . X DDH wAT; , FJE+ FP1C# %8 6 IIKLM 17w,
A08#XDH LNE !] B Y+XA Ej€0;¢r@  XDH LNE FJE+AR SIIKIM "1~ W 408#
XDHLNE |58 XDHLNE, LiW , C* MKIM "1"W5A& | p6<YioAi>E*6 1.

5 Es4d (Gi,a-G1,b-Gi,c-G1) e G (] ¢ j ab FLgjI ), 1C# B TE c=ab &EA* 0,
VIEA* 1. 9% Ca

| Pr[B(w,c = ab) = 0] — Pr[B(w, c # ab) = 1]| < negl(N),

'l w=(G,a-G,b-G1) €G3, D2.> G +0@s,/LejF9 A abeZ,  LejF9 0 B ,L¢
"©(£ ,10 B XG ]@ & DDHLNE, Hij negl()\).
B> A0€0;¢ ¢, 0A2;
S L :93 Of DDH AHs406 (Gi,a-G1,b-G1,c-Gy) € G* YBOYF (G, G, Gy, e,Gs), ]
e: Gy x G — Gy. AISZ param = (G1,Ga,a- G1,G2,Gy,e,q), |];B4IG 6] INO
31501 : B 6 param FI18# ¢, >65F |0 pp = (param,S), | S j Zsy, INO?
W?€L6. ¢ <&G+gL¢j) 0. Le B € GL,(Z,), AN1@B* = det(B) - (BT, 1AI52 k 6J0
msk = (pp, B, B*). B LA ?AI5Z tsk = b, +O @Ee’ @Mk =c¢-G1. 9 c=ab, | tpk=10b-(a-Gy), >
>tpk-()% pp>0"2Q . 0> B 6 pp Ytpk FI5 A Y.
BLI'é 1: [{ A O n5$AGyx. B 6!Ece 8# ¢, >65F >| IIKLM TKeyGen +O @ky F
B, 04g FI5 A 2«1'4%6 A O/ AGy y, +O@06-cty IF |{
GNLI'&: |{ O%cCca (x0y°% = (x',y!), T40 <583 AGY (x°y°),(x",y"). B L¢jF9 "(©
b19 ;67240 @ (tkx, Cty).
(i) Ece’ 6J0+0 @¢ G+ ga € Z,, AN1Q; = a-det(B)-a-G; YaKa=a-x"-B-(c-Gy), JAI5Z
thyo = (K1, Ka2).
(ii) 6 +0 @: € F>| IKIMEncrypt(msk,y?) +O @tys. 048 B 6 (tke,ctye) F15 |{
BLIE 2: >BLflA 1-(<.
R#sLllE : |[{ O V.9 v/ =b, 1| BEA*O0(TE ¢c=a-b); VIEA* 1(TE ¢ jL¢

i)
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AR >">5 6A?2; :9 c=a-b | B1ZQ T tpk Yatkew, DO6-Q n'fl“Z crada|{
XQ 1,?26.>-01%$h ? 08% ,B @ ADDH AH, 21y <¥%]|{9¢7 2?)- ,u9
Pr[B(w,c =ab) =0] = % + negl(A).
v{,9 ¢ jLej50s , | tke Z22012Q , |{?6.>-01$h?=< , B # Y+X|{HT ,I"&
Pr[B(w,c# ab) =1] = %
+al’AAC, X G;,” DDH WAT; , p éx Ail= j6 W

42 DC=DP °¢;7]A+D

f DC=DP &, *¥%= j6 W, 1"$h?Ey2; .

S L : AHB5F >|1C# Ilyy.Init(1*) +O @ O param.

315 01 : AHB5F >|1C# I,y .Setup(param,1*) +O @ /O Ypp, msk), |F>| Iyy.ZKeyGen
(pp) +O @sk. AH656 @JOpp F15 |{ , IL¢jF9 "(©  be{0,1}.

BLIIE 1: |{ OAGYy =z B"rEce’8JO. AHB5F )A 'Ece’8J0  tky + Iy TKeyGen

(msk,x,tpk). "F , |{ OAGY yB"ro6- , AHB65F )A’ 6- cty < Iou.Encrypt(msk, x).

GNLI'é : |{F9 T406-(<5%$0, AGY) (x%y%) Ya (x',y'), M0% Ca40 «* & (x°,y") =
(x!,y!). AHB5L¢JF9 "(© b 'F (tkyo, ctys) 5 [{

BLIIE 2: |{55 OEce’'6)J0Y%o-B , VM0% Ca:F40 & .

YR#LIIE : [{ O)L#H5 | V,9 ¥ =>b 1]{9¢7

X"= j6W1"$h?] . J{, HIEy] 2 [Prjp=1b] - 1.

IC# 2  _ | X:F1°$h?] , AH65=J0e 0 UMbEGe ' eJlrpk. $6.Z2°B$ , tpk 8 X DC
Y%uDP {L$O’ . i2\82WAI DC =DP, tpk )|{048 6 . O;+Afi> ;E*6

P*<2 X XDH WAT; , IIKIMM X75Q»]7-O Aif DC=DP & = j6W

A+D 2«|1%E*6 1,Afi>, \82X50 G, ]*00 DDH wAi, 9xW . FJE+ wAIDDH wAl @
00, \826 IXLMM “1~W?2640° XDHLNE, 1"W . F Z?040E+0;5 'FP0Z1C# %5,B1C
#6 A Ej€0;¢+*@ & XDHLNE FIE+AR SIIKLMM "1~ W 2640 ° XDH L NE | D wAl
XDHLNE_ LI, ,\8 ¢C* MELMM "1~ \W F Zé# Yaun AR>TE*6 1.

5 E046S3P (Gi,a-Gi,b-Gr,c-G1)€GH 1] ¢?2txly¥aab, ?262x_0ZL¢ejl . 1C# B X
@ 4G, ], DDHLNE&SOHI negl(), 21% Ca
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Figure 5 Comparison of runtime cost for each algorithm. (a) Init & Setup; (b) KeyGen & TKeyGen; (¢) ZKeyGen;
(d) Encrypt; (e) Decrypt & Transformation; (f) Decrypt (Final).

5.2 ]73"Et

\82) KLM Y BJK éx G * Tty Ya IS vaeF >| 1°M',AN1C >~ @ 0KO0 6 A
PY5 12, 5 %6 plj , 1]AGY5$0 n Ej GY .

)

O/ xMO?+B$ >,” | TIgut, Vallgy, 6[FJE+ 61 KLM.Setup ¥aBJK.Setup 1C# 66 MO F
(Init) ¥3+5 *00 (Setup) T Z) 00G 6« ai7- .. b(a) ...[j141C# XM O F G3+5 *00Lfl&
JANIC6G & '] xéx, Init ¥ Setup @\8!j... 0"4ix)a . pTPw5 1. ,FIy1C# 6
6€6?ZE+>n/NIFANICOKO ,6G&>Téx*\(<

. 5(b) )" 1 KLM, BJK 1C#, 6J0+0 @KeyGen) > T4t TIg%. ,"Ece ’ 6J0+0 @ TKeyGen)
JAN1C6G &64a p.] $5 20 ° ,KLM > TIgut  BJIK > 119t X 6J0+0 @L14,AN1GC @
\Q O-(I , DL¢-pAGY5$ 01D, ANIC &L$ x)a*>n, IK C» i

5(c) ....[Ece’ e/MIO) (ZKeyGen) +O @,’AN1C @.\5 I>">B @ \*\>AGy5$0 £
of:09E3?# @15$1XE3~"d£

5(d) yPT 4/y1C# XD 6 (Encrypt) )R82°ANLIC @ \. +a alIyt,, Ya I3l -$ O"i+X KLM
YuBJK 101C#, Do#q0; , "1 @\%~08% . Li-pAGY5$0TD, D 66G & *\x4i WIK™

. 5(e) Ya(f) 6[...[i T1C# XEce'Lfla  (Decrypt & Transformation) ¥ 04g@ OLfla (Decrypt)
J6G&064& . IPY5 In/j , Ece’E+0;, ANIC &L$L-p5$OTP6<TK, vaf~%Ysn @ O6E+O;
042@ OLf13,6G &+L¢5$0++9:w | F 0)aB‘, ¥ Baby-Step-Giant-Step ANlCE+O; #ra,
25% 1w

I"F , \82F Qle). 61 6-W?F>|16A I , Out-KLM ,” 6 -W 2 n
FW % Out-BJK, DT65, 6 -K O)AGy5$O =0 , of 1,E . F>>T/IC# X" @ 0KO
éM'w § 78Y -OCEW , 6< Out-BJK X 6 -02L$+XEM' $8Hi | F2+X %) " @Ct$AE3j+ O,
iy .

5,:pF , IIgut, Yallgt, vee X 119éxAN1Cx)-, <& , Daf)6-v%oeJOANLIC, U

F517- , ! XAN1C (" @ OKO éM>7)a8Y - , § 7E3Q, TLu A+X'I



JCUS5N1e c30 ce : ¥0 e 20252 1bs5- 1b 11 U 2831

1 Out-BJK
B Out-KLM

5 10 15 20 25 30 35 40
Vector Dimension

46 (5(5(~V4)FP 6K6 (8, ).

Figure 6 (Color online) Communication cost (byte).
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Abstract With the rapid development of artificial intelligence (AI), machine learning (ML) models increasingly
demand access to high-quality data. In cloud-based data marketplaces, data buyers often need to evaluate the
utility of datasets before engaging in formal transactions, aiming to enhance model performance. However, this
evaluation process typically involves sensitive model parameters and data samples, raising significant privacy risks
if not properly protected. Although inner product functional encryption (IPFE) provides a theoretical foundation
for secure evaluation, existing IPFE schemes suffer from serious practical limitations, including key misuse and
low computational efficiency, which hinder their deployment in real-world Al-driven data valuation scenarios.
To address these challenges, we propose a lightweight and efficient double-outsourced function-hiding inner
product encryption (FHIPE) framework. First, we introduce a transformation key mechanism that enables secure
outsourcing of the decryption phase to cloud servers, while ensuring the privacy of both the data and function.
Second, we design an optimized transformation key generation algorithm that reduces computational complexity
from traditional O(n) to constant-time O(1), mitigating computational bottlenecks in high-dimensional ML
evaluations. Furthermore, we support the secure outsourcing of key generation and propose a parameter disclosure
mechanism to guard against collusion between cloud servers and data providers. Experimental results demonstrate
that our FHIPE framework effectively offloads the major computational tasks to the cloud, substantially reducing
client-side computation and storage overhead. The proposed scheme offers strong security guarantees, scalability,
and usability, making it well-suited for computation-intensive applications such as large-scale ML data valuation
in cloud environments.

Keywords function-hiding inner product encryption, artificial intelligence data evaluation, dual outsourcing,
cloud computing security, privacy preservation



