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-�æ8�'f0��–�*H� (�©�ö
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-10��°AÑ�B (�©�ö
' :
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¼�@G-�20��°AÑ�B (�©�ö
' : 2023-XT00-00002-GX) Ct�ÙN©-�

�Ž?· LÅ-v�ð���°73�¶�e,º�!FU
��‹ , �p�ž�œ�– W
Á�/Q�C^H��¦�¤,ºM6"x��-�F!�= . 
^�Ç1%�¦�¤�8


p
p�¥�c , �¦�¤Cc�¦�ïFP�nM6?·
^!™�E�Ú�I�ƒ�/�¦�¤F�>‚�-�rAú�f , ����	}�p�ž�œ�– W
Á�]73 . 'l6B ,

F�0�Aú�fEý0A#¿
��…�U,º W
Á	ø�¦�D�¦�¤�m�b , 9��`�Û�º���Ú , 
%73FV�F�[H�,ºLÆ/÷"úMhO�LŸ. �s1×

�»0%�3�¦�Ö�ü (inner product functional encryption, IPFE) �p!š2±L$NÎ���Ñ�¼�?�~,º*<Að���­ , �|�V5�

IPFE �ï�~
^�ÔL{�Ê+^�c�êMh�0�üJÛ%�+^
ÂA×1Í�~)½�„�A1•�[H�5pL­ , �·�]L†�l�¼�¬
^�ð���°73�¦�¤

Aú�f
p�¥�c,º�Ê+^ . �b�½J¾�/�@F&�G�N, ���0�¼�60�Q��~,º
��L	;�3�¦LÆ<��»0%�Ö�ü (function-hiding

inner product encryption, FHIPE) FP+^�|�ì . OÌ�~ , �b�½�K�›E¢�˜�üJÛ�p�l�Ô)æ�¼@��üEý0A,º�¿�ž�L

	; , �wAî�Ø�m1%�<�C�x,º@��ü�1�×�
�Ž5��Ç1%�C�×�ž , 
B�,.¤���¦�¤
Â�3�¦���¥,ºLÆ/÷�] ; �¬!W, �b�½

AôA×�¼�60��N	L,ºE¢�˜�üJÛ+U�F1Í#� , �<E¢�˜�üJÛ,ºA×1Í�C�x�Ü���V5�,º O(n) Lƒ8)�n�¦4Ý�a O(1),

�?�~5I@��¼
^Q�5*�p�ž�œ�–�¦�¤Aú�f
p�¥�A,ºA×1Í+,N¾L$NÎ ; �6
D , �b�½F��6!›�Ô)æ�¼�üJÛ+U�F,º�¿

�ž�L	; , �t:•��E±�Ø�m1%A×1ÍCU�û , �¬���0�¼�¿�ž,º	ø�¦�¢�6�p�l , �?�~Lh99�¼�Ç1%�C�×�ž
Â�¦�¤��

�Ñ6;�§BA"úMhLÆ/÷,ºO�LŸ. �ÔPÂAú�f5	�Ò>ž�D, �b�½���0,º
��L	; FHIPE �|�ì�<�q?·A×1Í�1�×�?�~

E¢018)�C�×1%, 73�U�?�~Lƒ�„�ð���°73�¦�¤Aú�f�c�Ø�m1%,ºA×1Í
Â�Ž�Þ�6K6 , �­�?8¥�³,º�¿�ž�]�=�Ÿ

�‹�]
Â+^�m
��³�] , (¯�aF8+^�Ä�Ç)å�¹�A�]?ú W�p�ž�œ�–�¦�¤Aú�f1•A×1Í�…�U
Á�Ê+^ .

�©KdB� �3�¦LÆ<��»0%�Ö�ü , �ð���°73�¦�¤Aú�f , 
��L	; , �ÇA×1Í�¿�ž , LÆ/÷���Ú

1 �K@6

L¿-p�ê���ª7-�°�_,´��FO
��… , �j�˜�–�• Q
»�)Q�CXGÿ� �ž,´�ÍC†��,ú�Î�j [1, 2]. �T�¦
X�Á)ß�³

�;,´� �ž�2
j (data marketplace) 
j�Ÿ�] , � �žC]� �é (� �æ ) FJ�h�<�K
X!“�?C]� �} , �x�)� �ž,´CX

Gÿ
¼�'�lF�>|N´Aô�` , ���ï�Š�*
8*6,´C]� �ã1† [1]. 'f6< , F	/ýN´Aô�`E÷0;FJ�h#¹	ú� �é�•�O,´�j�˜

�–�• Q
»	ò� 
¼	†�é�•�O,´� �ž�g�\ , 9��Z4ÿ�Õ�´�
�Ô , 
�7-�,8$� �žLÀ/ñ
¼ Q
»LÀ/ñ"ôMb , F�6<�U

Gý�16ñ� �ž�2
j,´F��Œ�¹�˜�>	ò�>�é,´�Y,ú . 
�!” , �²�…
X� �žAô�`E÷0;�]Q��x
`�
�Ô
4�éLÀ/ñ , �"

�@�j�ƒ�}�–�_+|
¼���J+|�Ï�µ@��ã,´Gý?±L�NÈ .

�K+^�r�E : Já�ó5H, >±�5, �À
-�· , 1y. �_�1	ü�F	5,´E«Gÿ4×�-� LÀ;ÿ�µ0��Ð�ö�é�x . �]
-0��– : ���Ÿ0��– , 2025, 55: 2817–2833, doi:

10.1360/SSI-2025-0187

Qian X Y, Yuan S, Xu G W, et al. A lightweight function-hiding IPE scheme with support for dual outsourcing. Sci

Sin Inform, 2025, 55: 2817–2833, doi: 10.1360/SSI-2025-0187
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�-� �Ð�ö (functional encryption, FE) �Œ�j�0/ý�à
»�ö.1�–	ÏB� , �j�:F L�NÈ���Ë�¶*6Aê�*.p . �-

� �Ð�ö�qAè+X�g
X�=�äMb	Ï�û� �ž,´�}���; , �)�ö�·�—>|(©�Ê�-� AÑ1Ç , �¦4ö2Â�ÖAïL��×�f(©�W�n:‡

�™�…�¶�P5��œJÕ�ö.1,´7-�ËEé+| [3]. �¦�] , �µ0��-� �Ð�ö (inner product functional encryption, IPFE)

�T�j�E�ê�£#� [4∼14]. IPFE �_�1
X�="ôMbEÃ�•
AGÿ,´�}���;�¹�˜
`AÑ1Ç�T�Z
AGÿ,´�µ0� , �§�9AÑ1Ç�x

)·Q��Ã�Ä+X
j�Ÿ�¯#�1y0±�*�H&é . F��¤�• , IPFE �">Û�¯#��Ä+X�¾LÀ/ñ�
�Ô�j�˜�–�•�Ã� �ž�6�À
¼�ÁAÑ

1ÇN¶�� [2, 15,16].

�0F�,´.D0¦ [1] �MB��6 IPFE �Ä+X�¾�Á1�� �ž�2
j�]�j�˜�–�•� �žAô�`
j�Ÿ , FJE÷IPFE �Î)à� 

�ž
¼ Q
»,´Q��x�Ð�ö , �¦�qAè� �ž�2
j�],´�Á1��=�Ñ�˜
X�ö�·(æ�1�;�¼�@� �žAô�`�+�Ñ . 'f6< , 
>5�

.D0¦ [2] �7�* , F	/ý-$�Õ�¯+X�P5� IPFE ,´�é�x
X�ÎLu�Ä+X�]�ˆ
XB(�J�¹�˜%?#N . �»�² , �P5� IPFE 
X

AîAÑ�:�¦�Z�)�-� �öJÕ,´AïL��Š�U�lL€�f , �,8$�Á1��=�Ñ�˜
¼� �ž� �é
�7-F�>|�öJÕ�>� �ž,´$'+X

(Mix-and-Match �k�+ ), F�6<
X�Z�_��� �žCi+X,´�õ�å�; , MŽ#�AÝ4ó�j�˜�–�• Q
» . !”�F , �P5� IPFE

�é�x�°�°�6�k�öJÕ,´�×�f�s-$�ÕC{�¸� �ž� �é , � �ž� �é
��+�?+O�@�-� �öJÕ , F��0!•�,8$	†�é�•�O

� �ž�ˆ
X>Û�Ø�Ý"ôMb,´NþL™ . H¤�¾�:F L�NÈ
X�·)^ [2] �]�"�93+5�L@F , �\�·�=�½CˆF . F	�Ë�¹�˜L�NÈ

�±�W
`L€�f�¶ IPFE 
X-O�Î� �ž�2
j
j�Ÿ�],´�Ä+X�}�Ÿ .

�:F L�NÈB$�>�P5� IPFE �é�x,´�¹�˜�WLî��%�Cã)à�Î
j�Ÿ,´�ÎLuM0"r . �j@��ãF	�0L�NÈ , )à�9.D

0¦���*�§�9�$�j�¹�˜�W,´�-� LÀ;ÿ�µ0��Ð�ö (function-hiding inner product encryption, FHIPE) [17∼19]

�™�…
��ƒ . FHIPE �_�0/ý(©!º�’�?,´�µ0��-� �Ð�ö , �_�1
X�=�äMb	ò�>
AGÿ�\DÛ,´�}���; , �õ"ôMb�³

��,´�µ0�5��Ì , 
<�&�
Añ�ö�·�>@��ö�öJÕ�]
w�=	5
[�+�…�£�¾EÃ�•
AGÿ,´�¦�����Ÿ , �þ6<�Î)à “�-� 

LÀ;ÿ�W”. 'f6< , F	�Ë�é#�
X�ÎLu:m
`�]�žF}M’�d�x)·�~�;�Ã�Ô�Â!Q� E÷�J�Ã� �ž"ôMbNþL™�Î�Ð1yL�NÈ .

!”�F , )à�9�k#q FHIPE �é�xFJ�h�*�¾	ü4ï�WG}�)F�1Ç , 
X�4*6Q�5$�Ö� �ž (�²�j�˜�–�• Q
»	ò�  ) �&

@��ö�@�\�±Q� , �UGý�¡
ý�¶�é�x,´
��™�…�W
¼�Î+X�W . �§�ƒ6<@0, -��}�k#q FHIPE �Î)à (�² KLM [19],

BJK [17]) 
X�_�1�F	5�Ï7-�&�k?±M’�d���;�92«�A�H .

(1) �6)à�9 IPFE �é�x�™�…�j�_�1@��ö�F	5,´�-� �Ð�ö5��´ . �ƒ�}�*�¾	ü4ï�W�),´ IPFE �é�x�W

�JAîAÑ�j�\
`@��ö Q�? , Lî��F2�Ä)à�Î�]�)AÑ1ÇCt$ÀEœ0+�>E«�Ò�g1�G�5¢,´M0"r . �m1Ñ�"�9.D0¦�Ò3R


X�Ž�W�*�Ð�ö (attribute-based encryption, ABE) �]F�>|@��ö�F	5 , �vF	�Ë�é#��J�Z3+5��Ø�¯8# IPFE

�æ�´�] . 
�!” , 1\�0�Z�A�H
X�¾�´�*�0/ýFJ+X�v�æ , �6)à�9 IPFE �™�…�j�§�7@��ö�F	57-�Ë,´�-� �Ð

�ö�é�x , ��%�CãCt$À
�L€�Ò�g1��)AÑ1Ç�6�õ,´M0"r , �¦�¬N®�x)·�>5��´FJ+X�W .

(2) 
X@��ö�F	5,´�*.p�:�Î)à�-� LÀ;ÿ�W , �DF¯�}�E�•�C+X@��ö��*6 . G��6)à�9�é�x<­
��Î)à@�

�ö�F	5 , �v�ˆ
X�UGý,´���Ÿ"ôMbNþL™ , 	£��#�LÀ;ÿ�>G��6@��ö�öJÕ-(�£,´EÃ�•
AGÿ . !”�F , F	�Ë�é�x�°

�°�ÍC†�0�Z “@��ö��*6 ” �Î�ƒ , �Î�Ð�¶3+5�G�5¢�>���+1Ñ*6�=�r�Ö . 
�!” , 1\�¼�Z�A�H
X�¾AîAÑ�0/ý�§

�7�-� LÀ;ÿ�W,´@��ö�F	5�j�f , 
<�&F¯�}�))�0û@��ö��*6,´�ÍC† .

(3) �6G��6@��ö�öJÕ,´+O�@E÷0;�•�Î)à�F	5 , F��0!•L}�~�Ò�g1�AÑ1Ç	»�Ë . 
X�ÎLu�Ä+X�] , �Ò�g1�


�7-�1�9�J�Z�µ�Ð�ö,´/ñ�9
AGÿ , M0�>�J�Z�ö�·F�>|	iG}F�1Ç . F	�?
£-pM0?±+O�@�WGÿ,´G��6@��ö�ö

JÕ, �¦E÷0;
X�P5��é�x�]AÑ1ÇCO�õ�¼�˜+a�Ò�g1��¯�õ , �T�¦
XQ�5$
j�Ÿ�;���'�±Q� . 
�!” , 1\�9�Z�A�H


X�¾AîAÑ�0/ý�_�1G��6�öJÕ�F	5+O�@,´�j�f , �¯�Ò�g1�7-�O�6�öJÕ+O�@�+�Ñ���ˆ5	
���,´�FG��Î�ƒ ,

�þ6<
X�=L}�~�¹�˜�W,´�}���; , F��0!•�ÿE«�\
`AÑ1Ç	»�Ë .

�b�½�ï#��¸F& . �\�·J¸�)�}F 3 �Z�£K^�A�H���*�¶3+5��W,´@��ã�é�x , �¦F@�05	�*
��Ä . �j�Ä�)

1\�0�Z�A�H , 	£
X)à�9�*�¾G}�),´ IPFE �é�x�]�Î)à@��ö�F	5 , �))à�9�´FPF�>|�¶3+5��6�À . �W�J� !”

2«�é�x�qAè@��ö�éFJE÷"r@�/ë�“�)� �•�’�=�T�Z�Ð�ö
AGÿ x,y ,´�µ0� , �§�ƒ�’�?�j g⟨x,y⟩, �¦�] g �_

�W3P� Lf�Ú)ß5Ô,´+O�@�s, �D�µ0��l ⟨x,y⟩ :m
X�0�Z�JN©�?�W�?,´#¸�Ÿ0ªL$�€Lö S �] .

�OH¤Green 1y [20] ,´�F	5@��ö Q
» , �E�•�¶ “Eœ�’�öJÕ” (transformation key) ,´�²�% . B��j�f�qAè

�Ò�g1��6�ö�· ct ,´@��öE÷0;���ˆ5	��*6 , �õM0
A�¦���Ë�0�Z�Ð�ö�Ù.1�’�?,´Eœ�’�öJÕ skz, �¦�] z �j

�)��*6LÀ;ÿ,´�7�  . ��*6�ž!”
��’�=�’�?�j gz·m ,´ “>Û�Ù-��>�· ”, 6<�¼�¤@��ö�ýM0�Ò�g1��1�9 z. FJ
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E÷F	�0�é#� , �Î)à�¶�="ôMb� �ž�F�-� ���Ÿ,´�¹�˜�F	5�j�f .


X IPFE 
j�Ÿ�] , F��0!•�™�…B��j�f : �þ0��ö�öJÕ skx #n+OEœ�’�öJÕskzx, �½�>�ö�· cty @��ö�Ç�`

gz·⟨x,y⟩. +a�¾
��9�Ò�g1��1�9 z, �04ø,´�µ0��l�ý+a�Ò�g1��’�= , .ž�
�¹�˜�W�>LÀ/ñ�W�¦�ˆ .

!”�F , �\�·P¼AñB��v�æ
�F2G}�J�Z)à�9 IPFE �Î�» [17∼19,21∼23], �…)à�*8Ÿ�­,´FJ+X�W . 'f6< , B��é

#��•�ˆ
XAÑ1Ç+&N¸ : +O�@skzx M0?±
X�Ò�g1��—>|O(n) !Q�rF�1Ç (n �j
AGÿ5$�Ö ), �¦�0K0�>G}�)�ý�Œ

-(�ƒ , (©�[
XQ�5$
j�Ÿ�;�x)·�n:‡�;L} [24].

�j5C@��:F L�NÈ , F��0!•���*�0/ý�H	F1†+• : �6�7�  z �>
AGÿ x -$�Õ-(�ˆ , 
X�öJÕ+O�@Lf!å	£�’

�@skz·x, �þ6<F¯�}
>5��rF�1Ç . 
XB�Aî�Ê�; , FJE÷skz·x 
¼ cty 
�-$�Õ�Ç�` gz·⟨x,y⟩, 
<�g�
+‰�¶ “�Ù.1 ”

�’�?�v�n:‡L}�~�¶AÑ1Ç�@�\ , �þ O(n) L}�j�h� 4×�[ O(1). B��H	F�¯#�F2+X�¾�p�9�*�¾/ë�“�)� �µ0�

AÑ1Ç,´IPFE �´FP , �§�7�±Q�,´&¥#k�W
¼G�5¢�x)· .

B��é#��=�õ@��ã�¶@��ö�F	5L�NÈ , �•8�'f%�Cã�¶1\�¼�Z�A�H : �-� LÀ;ÿ�W . +a�¾�-� �öJÕ skx �F

skz·x �="ôMb
AGÿx ,´�+�…���Ÿ , 	Ï�û�-� �µ�é
X�¤�ZAÑ1Ç#q0;�]�û4ø�
�1LÀ;ÿ . 
�!” , )à�9,´�-� LÀ

;ÿ IPFE �æ�´ [17∼19,21] 
���5M�™�…�j�_�1@��ö�F	5,´�¹�˜3+5� .

�$F��0!• , �\�·�•@��ã�¶1\�9�Z�A�H , 	£�öJÕ+O�@�F	5. +a�¾�Ò�g1�
�M0AÑ1Çz · x �¦�65��Ì
�F1

5	�öJÕ���Ë65 , 	£
�+O�@ skz·x, �¤�ZEœ�’�öJÕ+O�@E÷0;�Ö
�>Û���ˆ . F	/ýAîAÑ�n:‡�ÿE«�¶�Ò�g1�CO�õ ,

�T�¦F2+X�¾M0�4*6�J�Z
AGÿ,´Q�NÁAÑ1Ç�+�Ñ.

'f6< , B��é#��n:‡L}�~�¶�)���+�wAî,´?±"r , 
��j�³M0?±�>�·�’�?,´ z · x. � �ž���Ë65�õN«
X�Z

�Ð�ö,´(æ�1�;�Õ�f z · x �}7-+O�@�9�x,´ skz·x. F	�V�•�¶�0�ZL�NÈ , 	£� �ž���Ë65
���
X�=�×+ONÍ�F

�@�\,´�õ�å�;AïL��µ0�5��Ì . 
X�Á�=�Ñ���Ë�v�Œ�j@��ö��*6,´
X4ïAÑ1Ç�F	53+5� [25, 26] �] , �Ò�gFJ�h

�¯�õ��#n@��öE÷0;,´�@�\ . 'f6< , 9�� �ž���Ë65.�Fƒ z, �ï
�E«�®
`�6 z 
�F15	@��ö��*6 , F�6<��E³�~

�@�\9ç
��Ò�g1��pM0,´�µ0�5��Ì .

�j@��ãF	�0LÀ�Ó , F��0!•���*�0/ý�¹�˜,´ z �œ�0�j�f . �Ò�g1�
�+O�@�0�Z2«�l�œJÕ,´ z 5F.1, +X

�¾�>
AGÿ�0
<+O�@Eœ�’�öJÕ. B��é#��
Añ� �ž���Ë65
X�=-$�Õ9ç.� z ,´�}���;�¼�@�öJÕ+O�@ , �¦
X�W

7-�:�
�1�>	Ï�é#��08$ . !”�H	F
X�=L}�~�¹�˜�W,´
<�& , �¬N®AÑ1Ç�x)·�>�ÎLuG�5¢M0"r, �j IPFE ,´�W

?ô Q�Ä+X�•�Ê�*.p .

�k�ƒ6<@0, �\�·5�
8�ê���ª7-� �žAô�`
j�Ÿ , ���*�¶�0/ýQ��x�D�¹�˜,´	ü�F	5�-� LÀ;ÿ�µ0��Ð�ö

(FHIPE) �v�æ , �§�ƒCQ)^�k5��²�; .

(1) ���*�0/ý�_�1	ü�F	5,´FJ+X�-� LÀ;ÿ�µ0��Ð�ö (FHIPE) �v�æ . B��v�æ7-�O�6)à�9�*�¾G}�),´

FHIPE �é�xEœ�’�j
<�&�_�1@��ö�F	5�>�öJÕ+O�@�F	5,´1y�'�é�x , �9�x@��ã�¶�P5� FHIPE �é�x
X�ê

���ª7-� �žAô�`
j�Ÿ�]AÑ1Ç
¼�ˆ�ØCO�õE÷Gý,´LîNÈ .

(2) AîAÑ�¶�0/ýQ��x,´Eœ�’�öJÕ+O�@1Ç#�. -(E³�¾�P5��é�xM0?±
XG}�)5Ô�:�—>| O(n) !Q�rF�1Ç ,

�A���p���*,´1Ç#�
��6Eœ�’�öJÕ,´AÑ1Ç�=�r�ÖL}�~8#�h� 4×�[ , �n:‡��Q��¶Eœ�’�öJÕ+O�@�x)· . !”�F ,

�A�����p���*,´FJ+X�v�æ�))à�9 FHIPE �é�xF�>|�Î�»	F , 9ç�Ç�¶�T�ZQ��x�Î+X,´�§�ƒ�é�x . F	�Ë�à

�é�x
��/��)à�9� �žAô�`	•AÞ (�²�·)^ [1, 2]) �]�pG÷+X,´�-� �Ð�ö Q
‡ , �´�@�$�Ð�¹�˜�ÃQ��x,´LÀ/ñ

�
�Ô� �žAô�`�é�x .

(3) FJE÷�¯#��ÎP¼Aô�` , $!�•�6�À�¶�p���é�x�W7->˜)à . �ÎP¼5��Ì>˜�> , �*�¾�\�·�p���*,´	ü�F	5

FHIPE �v�æ , 7-�O�¯� �ž�2
j�],´�Ò�g1� (�²� �ž� �é�>	†�é ) �6�WGÿAÑ1Ç
¼�ˆ�Ø�+�Ñ�¹�˜
`�F	55	

1\�9�é�Î�ƒ , �n:‡L}�~8�DÛAÑ1Ç�>�ˆ�Ø�0K0 .
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2 Nº�=.�Aü

2.1 Gƒ�/
GH�0°L*

Aî (G = ⟨G⟩,+) �j q Lf�Ð#��Ú)ß5Ô . �Ê�y
X Zq �:,´ n 5$
AGÿ0ªL$�j Gn = {X = x ·G = (X1 =

x1 · G, . . . ,Xn = xn · G)|x ∈ Zn
q }. �)�¾
<5$
AGÿ x, y 
¼ a ∈ Zq, �Ê�y�²�;F�1Ç : x · G + y · G =

(x+ y) ·G, a · (x ·G) = (a · x) ·G. 5	�ÊG}�)5Ô�ÿF (G1,G2,Gt, e,G1, G2, q), �¦�] e �j G1 ×G2 �` Gt

,´	ü4ï�W�P�4 , G1 
¼ G2 �6�[�j G1 
¼ G2 ,´+O�@�s. Aî gt = e(G1, G2), �Ê�yG}�)
AGÿ0ªL$�:,´F�1Ç :

(x ·G1)× (y ·G2) =
∏

i e(xi ·G1, yi ·G2) =
∏

i g
xi·yi

t = gx·yt = g
⟨x,y⟩
t .

2.2 �/�¬Gƒ�/
GH�0°L*

Aî {e1, . . . , en} �j n 5$
AGÿ0ªL$Zn
q ,´�7�ö�* , �¦�] ei = {ei,1, . . . , ei,n} %�Cã�ƒi = j �& , ei,j = 1,


V�I�j 0. �Ê�y Gn ,´�7�ö�* E = {E1, . . . ,En}, �¦�] Ei = ei ·G. +a!” , x ·G 
�>˜/j�j (x)E = x · E =∑
xi ·Ei. F��0!•
` , 5	�Ê Zn

q ,´�* {b1, . . . , bn}, 
��Ê�y Gn ,´�* B = {B1, . . . ,Bn}, �¦�] Bi = bi ·G.


XG}�)	û�­Aî�Ê�] , Gn
1 
¼ Gn

2 ,´�7�ö�*�6�[Aà�j E 
¼ E∗, %�CãE× E∗ = Idn, �¦�] Idn ∈ Zn×n
q

�j n Lf	…�}.�Le . Aî B = B · E �j Gn
1 ,´�* , �¦�] B ∈ GLn(Zq) �j
�F6.�Le ; 2«�l
` , Aî B∗ = B∗ · E∗

�j Gn
2 ,´�* , �¦�] B∗ = (B−1)⊤, 	£%�CãB × (B∗)⊤ = In. !”�&0 B 
¼ B∗ �j�)�¦!“�Ô�* . 9� B �jL¿�j

F9
�,´
�F6.�Le , �I0 �jL¿�j�)�¦!“�Ô�* . �04ø, G}�)5Ô�ÿF (G1,G2,Gt, e,G1, G2, q) �>�* B, B∗ �¡
<

�´�@�)�¦G}�)
AGÿ0ªL$ .

2.3 
&Lô�]�}Aô

�\�v�æ,´�¹�˜�WAñ�>�*�¾ eXternal Diffie-Hellman (XDH) �wAî . OÆ�x5	�*�T�Ê�W Diffie-Hellman

(DDH) �wAî,´�Ê�y , 5�6<�E�* XDH �wAî .

�Z�Ð�] Diffie-Hellman �}Aô . Aî G ∈ G �j q Lf5Ô, DDH �wAî�Ý@0���;�T�Z�6�3AÑ1Ç�=
�	j�6 :

{a ·G, b ·G, ab ·G}, {a ·G, b ·G, c ·G}, �¦�] a, b, c ∈ Zq.

eXternal Diffie-Hellman �}Aô . 5	�Ê (G1,G2,Gt, e, G1, G2, q), XDH �wAî?±"r DDH �wAî
X G1

�F G2 �]�@0û .

2.4 �3�¦LÆ<��»0%�Ö�ü

9� IPFE �é�x,´�-� @��ö�öJÕ
¼�ö�·
w�="ôMb�Å�r
AGÿL”�µ0��F,´�+�…���Ÿ , �I0 B��é�x�§�9�-

� LÀ;ÿ�W . �§�9�-� LÀ;ÿ�Ž�W,´ IPFE �Ö>Û0 �j�-� LÀ;ÿ�µ0��Ð�ö (FHIPE), +a
��s4ô�²)·�JN©�?1Ç

#� Π = (Π.Setup,Π.KeyGen,Π.Encrypt,Π.Decrypt) �´�@ , �Ê�y
X#¸�Ÿ0ªL$ Zn
q �: .

- Π.Setup(1λ). EÃ�•�¹�˜	ò�  1λ, EÃ�*�œ�¡	ò�  pp 
¼�k�öJÕ msk (	5
[ pp).

- Π.KeyGen(msk,x). EÃ�• msk 
¼
AGÿx = (x1, . . . , xn), EÃ�*�Ï7-@��ö�öJÕ skx = (sk1, . . . , skn).

- Π.Encrypt(msk,y). EÃ�• msk 
¼
AGÿy = (y1, . . . , yn), EÃ�*�ö�· cty = (ct1, . . . , ctn).

- Π.Decrypt(pp, skx, cty). EÃ�• pp, skx 
¼ cty, EÃ�*5��Ì ⟨x,y⟩ =
∑

xiyi ∈ Zq �F@��ö�aCU1V
' ⊥.
�¿�ž�] . �-� LÀ;ÿ�µ0��Ð�öG÷+X�*�¾�=
�	j�6�W,´�¹�˜�Ê�y , FJE÷�A�H65�>�k�+65L$,´�Ô�Â$h�?

�•�k+k . $h�?�M�ûLf!å , �A�H65F�>| Π.Setup(1λ) +O�@pp 
¼ msk, �6 pp ���Ë5	�k�+65 , �¦L¿�jF9��"�

(© b ∈ {0, 1}. �k�+65
�8�F2�Ä
`���Ô�T2«��B� .

(1) �öJÕ��B� : ���Ô
<5$
AGÿ�) (x0,x1), 9ç�Ç Π.KeyGen(msk,xb) +O�@,´skbx.

(2) �ö�·��B� : ���Ô
<5$
AGÿ�) (y0,y1), 9ç�Ç Π.Encrypt(msk,yb) +O�@,´ctby.

$h�?5��•�& , �k�+65EÃ�*�) b ,´)L#{ b′. ?±"r�)�p�9��B�%�Cã ⟨x0,y0⟩ = ⟨x1,y1⟩. 9��+�?�²)·�J

N©�?�&L$�k�+65
XB�$h�?�],´�H�ï�£�¾�¹�˜	ò�  λ 
��-+• , �I0 B� FHIPE �é�x%�Cã�-� LÀ;ÿ,´�=
�

	j�6�¹�˜�W .
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4 1 �ï�~#w0A
4 .

Figure 1 Overview of the scheme.

2.5 315��ì�º

FHIPE ��
X0��öAÑ1Ç�T�Z
AGÿ,´�µ0� . B�3+5�+a� �ž���Ë�é (DP)�Ã� �ž#¸Ci�é (DC) 
¼�=�Ñ�˜

(S) 4ô�@. DP �1�9�k�öJÕ msk �¦+O�@�ö�· cty �Œ�j
AGÿ y ,´�Ð�ö�’�? , B��ö�·L¿
>�ˆ�Ø
X S �] . M0#�

�?,´�_ , 
XMŽ�F	5@��ö,´�¨
» IPFE 3+5��] , S 
�7-�õ�Œ�j
X4ï�ˆ�Ø	…�s , 
XM0?±�&�6�ö�·
�F15	 DC.

DC �1�9
AGÿ x. �jAÑ1Ç�¦
AGÿ x �> S �]
AGÿ y ,´�µ0� , DC M0B'"r DP +O�@�Ï7-@��ö�öJÕ skx.

9ç�ÇB��öJÕ
> , DC 
�F9���T/ý�ý�Œ�é�? : (1) �6 skx 
�F15	 S ��B'"rAÑ1Ç-��7�µ0� ⟨x,y⟩; (2) �þ S 9ç


��ö�· cty 
>8�>|�—>|@��ö�ý�Œ . 1\�0/ý�é�?�J�,8$ ⟨x,y⟩ �µ0�5��Ì-$�Õ�äMb5	 S. �l�Ç#��?,´�_ , DP

�> DC 
�7-�_
<�0�Î�ƒ , !”�&B��Î�ƒ�1�9 msk �¦�6� �žLö {y1,y2, . . .} ���Ð�ö�’�? {cty1
, cty2

, . . .} �:

�P8# S, 
>5�FJE÷
�F1 skx �•��B��£�¾ x ,´�µ0� .


X�A��,´�é�x�] , “	ü�F	5 ” 5��´�7���T�Z�F	5Lf!å : (1) �öJÕ+O�@�F	5, 	£#¸Ci�é DC ���ˆ���Ë�é

DP F�>|@��ö�öJÕ,´�F	5AÑ1Ç ; (2) @��ö�F	5 , 	£+X�g�6�ö�·�>Eœ�’�öJÕ���Ô5	�=�Ñ�˜ S �¼�@
��’ . �T

2«�F	5
wFJE÷5��´AîAÑ�Î)à�)	Ï�ûEÃ�•
AGÿ,´LÀ;ÿ , �n:‡L}�~�¶�Ò�g1��>� �ž�é,´AÑ1Ç	»�Ë . �j$5� 

C§?ñ, 
. 1 >•�u�…/j�¶�9�é
X�Ð�öAô�`E÷0;�],´�¼�¤�Ô�Â#q0; .

2.6 �¿�ž W
Á

�\�·
X	zB
�Î Q
» (semi-honest model) �;�6�À3+5��¹�˜�W . B� Q
»�wAî	ò�>�é�J�U�l�9'—	•AÞ

�—>|�ý�Œ, �v
�7-B�
.�þE÷0;�]9ç
�NÍ�F���Ÿ , �T�¦�_�£�¾�¦���é,´/ñ�9EÃ�•�F�]L$AÑ1Ç�µ�é . �\�·(©

�[�£#��=�Ñ�˜ (S) 
X�=�•/ë	•AÞ�—>|,´�}���; , �_
V
�7-FJE÷?ò��	•AÞ�Ô�Â9ç
��•�O���Ÿ . M0?±�jB3

,´�_ , F	Gü�=63<•�=
<	ò�>�é�{L$�ˆ
X�¡B;>|�j,´�õ�’ . 
X�:F �wAî�; , �|�{,´�k�+-��7
��k?±�‚4ã

�j���;�T2« .

(1) � �žLÀ/ñ"ôMb : �=�Ñ�˜
�7-B�
.�þ�-� �öJÕ skx 
¼�ö�· cty �]�Ø�Ý�Ò�g1�
AGÿ x �F� �ž��

�Ë�é
AGÿ y ,´�µ�é . +a�¾G÷+X�¶�-� LÀ;ÿ�µ0��Ð�ö (FHIPE) �é�x [17∼19] �Œ�j�´�*�*.p , skx 
¼ cty 
X

AîAÑ�:�=�J"ôMb�£�¾
AGÿ,´�+�…�9�x���Ÿ . 
�!” , 
�?±�Å�r�´FP%�Cã�-� LÀ;ÿ�W?±"r , �Ò�g1��>� �ž

���Ë�é,´LÀ/ñ
�
X�v�æ�]�Ç�`�9�x�
LÌ .

(2) �µ0�5��ÌLÀ/ñ"ôMb : �=�Ñ�˜
�7-B�
.
X�—>|�µ0�AÑ1Ç�&�Ø�Ý�* skx �> cty �p�)�Ä,´�µ0�5��Ì

�F�¦G��6���Ÿ , 	£9ç
� ⟨x,y⟩ ,´�`AÑ�F���Ë�-� EÃ�* .

FJE÷�6�À�:F �T/ý�k�+D��´ , Aô�`�¶�p���v�æ
XM’�)	zB
�Î�)�{�&,´�Ç"ôMb7-�Ë . �\�·�6F��0!•

Añ�>, 
X�="ôMb�Å�r� �ž�>�-� �µ�é,´�}���; , 
��6@��ö�>�öJÕ+O�@�ý�Œ���ˆ8#�FG��Î�ƒ , �þ6<
X�


Añ�¹�˜�W,´
<�&�Î)àAÑ1Ç�F	5 .
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4 2 �e�7�L	;@��ü�D�üJÛ+U�F,º IPFE �|�ì Πout.

Figure 2 IPFE framework Πout with support for outsourced decryption and key generation.

3 
��L	;�»0%�3�¦�Ö�ü�|�ì

�\8²B�4öL@F �_�1 FHIPE �ö�·�F	5@��ö�>G��6@��ö�öJÕ�F	5+O�@,´�à
»�v�æ . L¿
>�6B��v�æ�Ä

+X�¾�T�Z�§�9��>˜�W,´�-� LÀ;ÿ�µ0��Ð�ö�é�x : Kim 1y [19] ���*,´ KLM �é�x
¼ Bishop 1y [17] ���*,´

BJK �é�x . F	�T�Z�é�x
4�§(©8¢ : KLM �é�x
XFJ+X5Ô Q
»�;�§�9Q��x�W
¼
�Añ�>�¹�˜�W , 6< BJK �é

�x<­'f�x)·E³�~�v
X�7�ö Q
»�;�§�9�¹�˜�W . F9��F	�T�Z���2	F�é�x�•P¼Añ�v�æ,´FJ+X�W , �jB3�¦
�

F2G}�=
< IPFE �é�x6<MŽ(©�Ê�é�x,´(©�W .

3.1 �e�7�L	;@��ü�D�üJÛ+U�F,º FHIPE

�\3+5��qAè� �ž#¸Ci�é (DC) �6@��öE÷0;���ˆ5	@��ö��*6 (S), 
<�&�6Eœ�’�öJÕ+O�@�+�Ñ���ˆ5	

� �ž���Ë�é (DP). 
XB�3+5��] , �1�9Eœ�’�œ/ñJÕ�),´ DC OÆ�xB'"r DP +O�@Eœ�’�öJÕtkx. B��öJÕ
�

F18#S 
> , �6�)�ö�· cty �—>|Eœ�’�ý�Œ (	£G��6@��ö ), +O�@�]L$�ö�· ctouty . L¿
> S �6Eœ�’
>,´�ö�·F�


� DC, +a DC �¼�@�04ø@��ö!•PÔ. FJE÷B�#q0;, DC 7-�@�Ï9ç
��¦
AGÿ x �>� �ž���Ë�é
AGÿ y ,´�µ

0��l ⟨x,y⟩.
�§�9�F	5@��ö�>G��6@��ö�öJÕ+O�@�Ï7-,´�-� LÀ;ÿ�µ0��Ð�ö�é�x�Ê�y�j�3�s4ô1Ç#� Πout =

(Πout.Init,Πout.Setup,Πout.ZKeyGen,Πout.TKeyGen,Πout.Encrypt,Πout.Transform,Πout.Decrypt), �¦�Ê�y

���j#¸�Ÿ0ªL$ Zn
q , �§�ƒ�´�@B'	ò?ñ
. 2. M0(©�[B$�>, Πout.Init 1Ç#�AîAÑ�>�§�ƒ�Î�ƒ���£ , F	�j�Î

Lu
j�Ÿ�],´&¥#kG�5¢���Ë�¶
�7- . �»�² , � �ž���Ë�é
��x�—>| Πout.Init �M�û	F�é�x�½F°B'� �ž#¸Ci65

�Ð�• ; 	ý�{ , � �ž#¸Ci65�•
��x�M�û	F�é�x�½F°B'� �ž���Ë�é	ò�> .

3.2 �|�ì�¸?þ

�\�é�x
X	Ï�9 FHIPE �v�æ�*.p�: , �E�•Eœ�’�öJÕ�j�f
¼N´5F.1�öJÕ5��´ , �þ6<�_�1@��ö�>�öJÕ

+O�@,´	üGý�F	5�Ï7- . @��öE÷0;>Û�B�6�j�TLf!å , 	£ Transform �> Decrypt, �¦�] Transform 
�+a�=�Ñ

�˜�—>| , Decrypt �I+a�Ò�g1��¼�@ , .ž�
�¶
X�
AñLÀ/ñ�¹�˜,´
<�&L}�~�\
`CO�õ . �>)à�9 FHIPE �é�x
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�]�Ò�g1��¯�õ�˜G�G}�)@��öAÑ1Ç�=
< , �\�·FJE÷�E�•5��´	FEœ�’�öJÕ tkx, �6@��ö�+�Ñ�>.ž�B�6�j “Eœ

�’ – F�	Ï ” �TLf!å , �¦�]Eœ�’G��6+a�=�Ñ�˜�¯�õGýAÑ1Ç�+�Ñ , �Ò�g1��õM0�—>|E«Gÿ4×F�	Ï�ý�Œ. B�5��´

�9�xL}�~�¶�Ò�g1�AÑ1Ç�=�r�Ö , 
<�&�
Añ�¶@��öE÷0;,´LÀ/ñ�W�>
�G�5¢�W .

���;3+5��W
`L@F �v�æ,´�¤�ƒAîAÑ , (©�[B$�>�> Green 1y [20] �é#�,´�£6„�W . 
X�J� �*�¾G}�),´

IPFE �é�x (Aà�ŒΠ) �] , �-� @��ö�öJÕ skx = (sk1, . . . , skn) �>�ö�· cty = (ct1, . . . , ctn) FJE÷G}�)F�1Ç

F@�)AÑ1Ç, �¦�] skx ∈ Gn
a , cty ∈ Gn

b �D a ̸= b, a, b ∈ {1, 2}. �ƒ a = 2 �D b = 1 �& , G}�)AÑ1Ç�’�?�²

�; : T1 = ct1 × sk1 = gx1·y1·r1·R
t , . . . , Tn = ctn × skn = gxn·yn·rn·R

t , L¿�j�  r1, . . . , rn, R ∈ Zq �×+O�¾skx

�> cty ,´G}�)E÷0; . �l�Ç#��?,´�_ , AÑ1Ç
∏

i Ti �& n �ZL¿�j�l r1, . . . , rn �J>Û�å#¸ , �¯�Ç DC 
�9ç�Ç

g
∑

xiyi·R
t . 5�
8)�0ûAÑ1Ç,´ gRt , DC 7-FJE÷"r@�

∏
i Ti

?
= gR·δ

t (δ ∈ S, S �j#¸�Ÿ0ªL$,´�9L€�€Lö ) .ž�Ê�µ

0��l
∑

xiyi ∈ S.

�j��	w�¹�˜�W�>�x)· , G÷+XGreen 1y [20] ,´Eœ�’�é#� . DC F9��NÍ�F�öJÕ z ∈ Zq �¦+O�@Eœ�’�öJÕ:

tkx = skzx = (skz1, . . . , sk
z
n),

S �Õ�f tkx 
>AÑ1Ç�¦F�
�Eœ�’�ö�· : ctouty =
∏

i(ctyi × skzxi
) = g

(
∑

xiyi)·R·z
t . �04ø DC FJE÷#¸L” z F�	Ï

⟨x,y⟩.
�þ�¹�˜�W@��Ö�6�À , S B�
.9ç
� y ,´>|�j1y�'�¾.d@��Å�r Π �é�x , 6<+a�¾Π ,´�-� LÀ;ÿ(©�W , S

��#�9ç.� x. �þ S ?ö@�-;, tkx �> skx �=
�	j�6 (	ò?ñ�? (1)), �D
�5j�• z ,´.�Aö , S ��#�AÑ1Ç ⟨x,y⟩.
�þ�x)·@��Ö�6�À , 	Ï�\ DC �¯�õ,´ O(n) G}�)F�1ÇEœ0+8#S, �D S F�
�,´ ctouty �õ�×+O O(1) �V�í�0K0 .

�v DC M0�—>|O(n) �7� F�1Ç+O�@ tkx, 
�7-�å#¸�F	5@��ö�V�•,´�H�ï . �»�²�ƒ DC M0AÑ1Çm �Z
AGÿ

(x1, . . . , xm) �>�Ð�ö
AGÿ y ,´�µ0��& , <­F¯�} m !QG}�)F�1Ç , �v�ýM0F�>| m !Q�7� F�1Ç .

'f6<M0#��? , DC 
X�þ skx +O�@Eœ�’�öJÕtkx �&M0�¯�õNÍ�F,´AÑ1Ç�0K0 , �§�ƒ>˜)à�j
X5Ô Ga �:�—

>| O(n) !Q�7� F�1Ç . F	/ýNÍ�FAÑ1ÇCOE­
X�ÎLu
j�Ÿ�]
�7-�V�•COM’�¡
ý , +J8#�J�å#¸FJE÷�F	5@��ö

9ç�Ç,´AÑ1Ç�H�ï . �»�²63<•���;
j�Ÿ : �ƒ DC M0?±AÑ1Ç�04ô
AGÿ(x1, . . . ,xm) �>�Ð�ö
AGÿ y ,´F@�)�µ

0��& , <­'f�F	5@��ö�¯ DC F¯�}�¶ m !QG}�)F�1Ç , �v�ýM0�—>| m !Q�7� F�1Ç�•�j!ÿ�Z
AGÿ+O�@�=
<

,´Eœ�’�öJÕ .

�j@��ãB�L�NÈ , �qAè DC ���Ô��!“
>,´
AGÿ x∗ = (z · Gb,x) ∈ Gb × Zn
q , 6<MŽ�þDP 9ç
��-� @�

�ö�öJÕ skx 
>�½AÑ1Çskzx. DP L¿
>�—>| Π.KeyGen(msk,x) 1Ç#�, �¦�]G��6�¯+X z ·Gb �/�� Gb �•+O�@

skzx. M0?±#��?,´�_ , F	/ý�iF��é#�
�7-M0?±�) Π.KeyGen(msk,x) 1Ç#�,´�Î)àF�>|�ÞB3 , �²1\ 3.3 �?8²

�pF .


X�x)·�éM’ , B��é#��6 DC 1�,´AÑ1Ç�@�\�þ O(n) (	£�þ skx �Ø�, skzx) �n:‡L}�~8# O(1). �$Gý?±

,´�_ , F	/ý�é#��=�J�Î�Ð DP 1�,´AÑ1Ç�0K0. �ÎLu�: , DP 1��_�0,´���i�a�_
XM0?±�&�¯+X z · Gb �/

�� Gb. �9CÓ,´�_ , DC 1�,´�ˆ�Ø�@�\�•7-�Ç�`�H	F . �•�a�_B$ , DC 
�M0
X�\
`�ˆ�Ø z, 6<��M0�
�ˆ!ÿ

�Z skx. F	/ý�H	F,´
�>|�W
X�¾ : +a�¾ tkx �"�F	55	 S, DC 
XM0?±�&
�-$�ÕB'"r S �—>|G��6@��ö. �ƒ

DC �1�9�J�ZEœ�’�öJÕ�& , F	�0(©�W�6�…)à�*�n:‡�H�ï . 
. 2 �…/j�¶�v�æ Πout, L” Πout.TKeyGen 
¼

Πout.Decrypt 
�7-�ÍC†�§�ƒ FHIPE �Î)à�F , �¦�‰1Ç#�FJ+X.

3.3 �|�ì,º�Ô�Á	L

�jP¼Añ�p���v�æ�)�*�¾G}�),´�-� LÀ;ÿ IPFE �é�x,´F2+X�W , �\8²�� KLM [19] 
¼ BJK [17] �é�x�j

�»F�>|B$�> . OÆ�x�6�À
. 3 �p/j,´ KLM �é�x , �:G��v
.�…/j	Ï�û�é�x , �;G��v
.
x)à�_�1�F	5@��ö

�>G��6@��ö�öJÕ+O�@,´�™�…(x�\. 
X KLM ,´ 4 �Z1Ç#��] , KLM.Setup 
¼ KLM.Encrypt 
�-$�Õ�=+X��

M0���i . �_�0M0?±2î4öB3�¤,´�_ KLM.KeyGen 1Ç#�. �§�ƒ6<@0, ΠKLM
out .TKeyGen �> KLM.KeyGen 
X�k?±

AÑ1Ç4ô�&�:�
�1�¬�é , 6<�¦�h�ó	j�[
X�¾ ΠKLM
out .TKeyGen �¯+X tpk �/�� G1 �Œ�j skx 1\�¼�6Gÿ,´�*�s .

L”B�B3�¤�F , KLM.KeyGen �¦�‰G��6
��¼�˜�=+X .
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Figure 3 Function-hiding inner product encryption scheme with outsourced decryption and key generation based on the
KLM construction.

�)�¾
. 4 �p/j,´ BJK �é�x , �:G��j	Ï�û�é�x , �;G��j�_�1�F	5�Ï7-,´�iF�(x�\ . �¦B3�¤�é�?�>

ΠKLM
out .TKeyGen 2«�l , �õM0�) BJK.KeyGen F�>|�Þ�?�i�Ø , 6<1Ç#��k�ƒG��6�
�1�=
� .

FJE÷KLM 
¼ BJK �T�Z�é�x,´�@�Ï�iFP , Añ�>�¶B��v�æ
�M0�)(©�Ê1Ç#�F�>|J¸�)�WB3�¤ , 	£
�F2

+X�¾�=
<�Î)à,´�*�¾G}�),´ FHIPE �é�x . F	/ýF2G}�W>˜�>�v�æ�§�9E³�­,´FJ+X�'�l .
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4 4 �0�Ä BJK �ï�~�º�0,º�e�7�L	;@��ü�D�üJÛ+U�F,º�3�¦LÆ<��»0%�Ö�ü�ï�~ .

Figure 4 Function-hiding inner product encryption scheme with outsourced decryption and key generation based on the
BJK construction.

3.4 �Õ73�]"
E¹

�j�$$5� 
`�)"��\�é�x�>)à�9 FHIPE �é#�
X�F	57-�Ë�éM’,´���2 , >˜ 1 "w�k�¶
4�é�x
X�Ï7-�W�Ã

AÑ1Ç�x)·�>�™�…�W5$�Ö,´�)"��õ�å . �þ>˜�]
���-;�* , �\�·���*,´�v�æ
X�JN©�7�7�:
w�…)à�*�n:‡�H

�ï , (©�[�_
XAÑ1Ç�=�r�Ö
¼�™�…�W�éM’, >˜)à�T�j0±�* .
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>ž 1 
:2± FHIPE �ï�~
^�Õ73�]
Â�C�x�Ü�ïM˜,º"
E¹ .

Table 1 Comparison of FHIPE schemes in terms of functionality and complexity.

Feature dimension BJK KLM Primal Our scheme (Πout)

Support for decryption outsourcing 7 7 7 3

Support for key generation outsourcing 7 7 7 3

Computational complexity O(n) O(n) O(n) O(1)

Function-hiding model 3 Limited support 7 3

Scalability Medium Medium Low High

4 �¿�ž�]

�\8²��
XAñ�> ΠKLM
out �é�x,´�¹�˜�W . B��é�x�_�*�¾ KLM �é�x�´�*,´�§�9�F	5@��ö
¼�öJÕ+O�@�Ï

7-,´�-� LÀ;ÿ�µ0��Ð�ö�é�x . M0?±B$�>,´�_, ΠKLM
out ,´�ö�·5��´�> KLM �é�x�¼�˜�08$ . 
<�g
` , ΠKLM

out

,´ (�F	5 ) Eœ�’�öJÕ�•�> KLM ,´�-� @��ö�öJÕ-(
< . �§�ƒ6<@0, Eœ�’�öJÕ tkx 
�?ö�j�)
AGÿ z ·x ,´5F

.1 , �¦�Ø�,E÷0;�²�; :

tkx = (α · det(B) ·G1, α · x ·B · tpk) = (α · det(B) ·G1, α · x ·B · (z ·G1)) = skz·x. (1)


�!” , .d
• ΠKLM
out �]	…�Z
AGÿ,´LÀ/ñ�W
��‚4Ö�j.d
•�Å�r KLM �é�x�*�¾�-� LÀ;ÿ�=
�	j�6�W,´�¹�˜

�W, �²1\ 2.5 �?8²�pF .

�j�¶�˜M’Añ�> ΠKLM
out ,´�¹�˜�W , F��õN«NÍ�FAñ�>���;�T�Z�WCX : (i) Eœ�’/ñJÕ tsk = z �=�J"ôMb ,

(ii) �µ0�5��Ì�=�J"ôMb . �j!” , �\�·�6G÷+X�=
�	j�6�W�¹�˜�²�% , B��²�%�">Û�J�Z IPFE �é�xG÷+X.


X!”�¹�˜�²�%�] , �|�{F9���T4ô
AGÿ (x0,y0) 
¼ (x1,y1) �¦���Ô5	�A�H65 . �A�H65L¿
>
A�|�{���Ë

+aEœ�’�öJÕ
¼�Ð�ö (xb,yb) ,´�ö�·4ô�@,´�) , �¦�] b ∈ {0, 1}. �ƒ�D�õ�ƒ�)�p�9 b ∈ {0, 1} G-%�Cã

⟨x0,y0⟩ = ⟨x1,y1⟩ �& , �|�{9�7-!“.ž)L#{ b �I9ç7� .

�$�ö.ž
`B$ , �\�·�£#��*�¾�=
�	j�6�W,´�¹�˜$h�? . �l�Ç#��?,´�_ , 2«�l,´�¹�˜$h�?
X�x�}.D

0¦ [16, 17,27] �]�"�9AàE­ . �>���O�qAè�|�{F�>|�-� @��ö�öJÕ��B�,´�é#��=
< , �\�·,´�é#��qAè�|�{


�C§Eœ�’��B� . 
X!”�v�æ�; , M0�>.žF9��+a���Z�Î�ƒ�õ�+�A�H65@�8¢ , 
�F9�)B‘�j DC 
¼ DP. 9� DC ̸=
DP, �I�T�Z�Î�ƒ
48��1�9�¦/ñJÕ . H¤�¾AîAÑ-��7�_Añ�> tsk 
¼�µ0�5��Ì�=�J"ôMb , �õN«+aDC �õ�+�A

�H65@�8¢. 'f6< DC ���s
��3Eœ�’�öJÕ�Ã�ö�·	ú�œ�¡	ò�  , �v
���
��3Eœ�’�œJÕ . �j@��ãF	�0�=�rL�

NÈ, �\8²�E�•�¶�Ê�f	F,´�¹�˜$h�? . 
X!”�v�æ�] , Añ�> DC �Œ�j�A�H65 , �6 DP �Œ�j�€0;�¿�•�4*6Eœ�’

�öJÕ�Ã�ö�·
¼�œ�¡	ò�  .

�v�²1\ 2.5 �?8²�pF , �l�Ç#��?,´�_ DC 
¼ DP 
�7-�_
<�0�Î�ƒ . F	/ý�õ�å�;M0?±G÷+X�=
<,´Añ

�>�é#� , 
��j	…�0�Î�ƒ�6�Œ�j�_�0�A�H65 , �9�s
<�&
��3Eœ�’�öJÕ
¼�ö�· . F	�>)à�9�*�¾�=
�	j�6�W

�¹�˜$h�?,´�h?ô���Œ#q0;�08$ , 	£	…�0�Î�ƒ�1�9/ñJÕ�¦
XF2+X�õ�å�;
A�œ�G�œ�0-(�Ä�œJÕ .


>5�1�8²�¹�Â�²�; : OÆ�x5	�* DC ̸= DP �‘�&�;,´�¹�˜$h�?	ú�¦�)�Ä�¹�˜Añ�> , L¿
>$!�•�ÒAØ DC

= DP �&,´1\�¼/ý�¹�˜$h�? .

4.1 DC ̸= DP ,º�¿�ž�]A÷�D

�ƒ DC ̸= DP �& , �*�¾�=
�	j�6�W,´�¹�˜$h�?�Ê�y�²�; :

�S��	LLl!ë : �A�H65F�>| Πout.Init(1
λ) 1Ç#�9ç
�	ò�  param.

315��01� : �A�H65�6 (param, 1λ) �PEÃ5	�€0;�¿ , 
>65F�>| Πout.Setup(param, 1λ) 1Ç#�+O�@(pp,

msk). �€0;�¿�6 pp F�
�5	�A�H65 , L¿
>�A�H65
A�|�{
¼�€0;�¿�6
��œJÕ pp �>Eœ�’�œJÕtpk. �04ø�A

�H65L¿�jF9��"�(© b ∈ {0, 1}.
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��B�Ll!ë 1: �|�{FJE÷���Ô
AGÿ x 
�C§Eœ�’�öJÕ��B� . �A�H65�6 x Eœ
�8#�€0;�¿ , �€0;�¿
ý�Ä

+O�@�)�ÄEœ�’�öJÕ tkx ← Πout.TKeyGen(msk,x, tpk) �¦F�
��A�H65 . �A�H65�6 tkx 
�F15	�|�{ . !”

�F , �|�{FJE÷���Ô
AGÿ y 
�C§�ö�·��B� , �A�H65
<�g�6 y Eœ
�8#�€0;�¿ , �€0;�¿+O�@�)�Ä�ö�· cty ←
Πout.Encrypt(msk,y) �¦F�
��A�H65 , �04ø+a�A�H65�6 cty 
�F15	�|�{ .

�G�NLl!ë : �|�{F9���T4ô
<5$
AGÿ (x0,y0) 
¼ (x1,y1), M0%�Cã4Ö�•�‘�& ⟨x0,y0⟩ = ⟨x1,y1⟩. �A�H

65L¿�jF9��"�(© b, �6 (tkx, cty) 
�F15	�€0;�¿ , �€0;�¿�4*6
>F�
� (tkx, cty).

��B�Ll!ë 2: �|�{
�5�5����ÔEœ�’�öJÕ
¼�ö�·��B� , 
�?±�=F
	ý�:F 4Ö�•�‘�& .

)R#•Ll!ë : �|�{���Ô)L#{ b′, 9� b′ = b �I9ç7� .


X!”�=
�	j�6�W�¹�˜$h�?�] , �|�{,´�H�ï�Ê�y�j 2 ·
[
Pr[b = b′]− 1

2

]
.

�*�¾�:F �Ê�y , Añ�>���;�Ê*6 . 
X XDH �wAî�; , �7�ö Q
»�] ΠKLM
out 
X DC ̸= DP �&�
Añ�=
�	j

�6�W.

�Ð*<1 9��p�9�JN©�?�&L$�|�{
XB�$h�?�]�õ�§�9
��-+•,´�H�ï , �I0 B��_�1�F	5@��ö
¼�öJÕ+O

�@,´�-� LÀ;ÿ�µ0��-� �Ð�ö�é�x�_�¹�˜,´ .

A÷�D FJE÷�6ΠKLM
out ,´�¹�˜�W�‚4Ö8# XDH L�NÈ,´�¹�˜�W�•�¼�@Añ�> . B��‚4Ö�wAî�|�{ A 7-��

�=
��-+•�²)· negl(·) C’�Ç�=
�	j�6�W�¹�˜$h�? .

OÆ�x.ž0û5ÔG1 �] DDH �wAî,´�9�x�W . 
X DDH �wAî�; , FJE÷�´FP1Ç#�B �6 ΠKLM
out ,´�¹�˜�W�‚

4Ö8#XDH L�NÈ, �¦�] B �Y+XA �Œ�j�€0;�¿�•"r@� XDH L�NÈ. FJE÷Añ�>ΠKLM
out ,´�¹�˜�W
��‚4Ö8#

XDH L�NÈ, �¦5�
8 XDH L�NÈ,´
 Lî�W , 
��Ç�* ΠKLM
out ,´�¹�˜�W5�Aê , �þ6<�¼�¤Añ�>�Ê*6 1.

5	�Ê�s4ô (G1, a · G1, b · G1, c · G1) ∈ G4
1 (�¦�] c �j ab �FL¿�j�l ), 1Ç#� B �T�Ê c = ab �&EÃ�* 0,


V�IEÃ�* 1. 9�%�Cã

|Pr[B(w, c = ab) = 0]− Pr[B(w, c ̸= ab) = 1]| 6 negl(λ),

�¦�] w = (G1, a ·G1, b ·G1) ∈ G3
1, �D�²)·�> G1 +O�@�s,´L¿�jF9���Ã a, b ∈ Zp ,´L¿�jF9����	ú B ,´L¿

�j"�(©-(�£ , �I0 B 
X G1 �]@��ã DDH L�NÈ,´�H�ï�j negl(λ).

B �> A 	ú�€0;�¿ C ,´�Ô�Â�²�; .

�S��	L : B �Õ�f DDH �A�H�s4ô (G1, a ·G1, b ·G1, c ·G1) ∈ G4 
¼5Ô�ÿF (G1,G2,Gt, e, G2), �¦�]

e : G1 ×G2 → Gt. Aî5ž param = (G1,G2, a ·G1, G2,Gt, e, q), �¦�]�;�B4ïG��6�j���iN© .

315��01� : B �6 param 
�F18# C, 
>65F�
��œ�¡	ò�  pp = (param, S), �¦�] S �j Zq ,´�JN©�?

�W�?�€Lö . C 
<�&G÷�gL¿�j�)�¦!“�Ô.�Le B ∈ GLn(Zq), AÑ1ÇB∗ = det(B) · (B−1)⊤, �¦Aî5ž�k�öJÕ

msk = (pp,B,B∗). B LÀ�?Aî5ž tsk = b, +O�@Eœ�’�œJÕtpk = c ·G1. 9� c = ab, �I tpk = b · (a ·G1), >˜

�> tpk -(�)�¾ pp >Û!“.ž Q�� . �0
> B �6 pp 
¼ tpk 
�F15	 A 
¼ C.

��B�Ll!ë 1: �|�{ A ���Ô n 5$
AGÿx. B �6�¦Eœ
�8# C, 
>65F�>| ΠKLM
out .TKeyGen +O�@tkx �¦F�


� B, �04ø
�F15	 A. 2«�l
`�4*6 A ���Ô,´
AGÿ y, +O�@�ö�· cty �¦F�
��|�{ .

�G�NLl!ë : �|�{���Ô%�Cã ⟨x0,y0⟩ = ⟨x1,y1⟩ ,´�T4ô
<5$
AGÿ (x0,y0), (x1,y1). B L¿�jF9��"�(©

b �¦�9���;�é�?+O�@ (tkx, cty).

(i) Eœ�’�öJÕ+O�@: C G÷�gα ∈ Zq, AÑ1ÇK1 = α · det(B) · a ·G1 
¼ K2 = α · xb ·B · (c ·G1), �¦Aî5ž

tkxb = (K1,K2).

(ii) �ö�·+O�@: C F�>| ΠKLM
out Encrypt(msk,yb) +O�@ctyb . �04ø B �6 (tkxb , ctyb) 
�F15	�|�{ .

��B�Ll!ë 2: �>��B�Lf!å 1 -(
< .

)R#•Ll!ë : �|�{���Ô)L#{ b′. 9� b′ = b, �I B EÃ�* 0 (�T�Ê c = a · b); 
V�IEÃ�* 1 (�T�Ê c �jL¿

�j�l ).
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Añ�>,´
>5��6�À�²�; : 9� c = a · b, �I B !“.ž Q���¶ tpk 
¼ tkxb , �D�ö�· Q���n'f!“.ž . +a�¾�|�{


X Q���],´?ö
.�>-O�Î$h�?�08$ , B @��ã DDH �A�H,´�²)·1y
<�¾�|�{9ç7��²)· , �u�9

Pr[B(w, c = ab) = 0] =
1

2
+ negl(λ).

	ý�{ , 9� c �jL¿�j5Ô�s , �I tkxb �Z>Û!“.ž Q�� , �|�{?ö
.�>-O�Î$h�?�=
< , B ��#��Y+X�|�{�H�ï , !”�&

Pr[B(w, c ̸= ab) = 1] =
1

2
.

+a!”Añ�Ç, 
X G1 ,´ DDH �wAî�; , �p���é�x�
Añ�=
�	j�6�W .

4.2 DC = DP ,º�¿�ž�]A÷�D

�ƒ DC = DP �& , �*�¾�=
�	j�6�W,´�¹�˜$h�?�Ê�y�²�; .

�S��	L : �A�H65F�>|1Ç#� Πout.Init(1
λ) +O�@	ò�  param.

315��01� : �A�H65F�>|1Ç#� Πout.Setup(param, 1λ) +O�@�œ/ñJÕ�)(pp,msk), �¦F�>| Πout.ZKeyGen

(pp) +O�@tsk. �A�H65�6�œJÕpp 
�F15	�|�{ , �¦L¿�jF9��"�(© b ∈ {0, 1}.
��B�Ll!ë 1: �|�{���Ô
AGÿ x B'"rEœ�’�öJÕ . �A�H65F�
��)�Ä,´Eœ�’�öJÕ tkx ← Πout.TKeyGen

(msk,x, tpk). !”�F , �|�{
����Ô
AGÿ y B'"r�ö�· , �A�H65F�
��)�Ä,´�ö�· cty ← Πout.Encrypt(msk,x).

�G�NLl!ë : �|�{F9���T4ô-(
<5$�Ö,´
AGÿ�) (x0,y0) 
¼ (x1,y1), M0%�Cã4Ö�•�‘�& ⟨x0,y0⟩ =

⟨x1,y1⟩. �A�H65L¿�jF9��"�(© b �¦F�
� (tkxb , ctyb) 5	�|�{ .

��B�Ll!ë 2: �|�{
�5�5����ÔEœ�’�öJÕ
¼�ö�·��B� , �vM0%�Cã�:F 4Ö�•�‘�& .

)R#•Ll!ë : �|�{���Ô)L#{5��Ì b′, 9� b′ = b �I�|�{9ç7� .


X!”�=
�	j�6�W�¹�˜$h�?�] , �|�{,´�H�ï�Ê�y�j 2 ·
∣∣Pr[b = b′]− 1

2

∣∣.
�l�Ç#��?,´�_ , 
X�:F �¹�˜$h�?�] , �A�H65�=�J�œ�0�ÛMbEœ�’�œJÕtpk. �$�ö.ž
`B$ , tpk �õ
X DC


¼ DP �{L$�Ô�’ . �i�ž�\8²�wAî DC = DP, tpk �)�|�{�û4ø�
�ö . �Õ�;�•Añ�>���;�Ê*6 .

�Ð*<2 
X XDH �wAî�; , ΠKLMM
out 
X�7�ö Q
»�]7-�O�
Añ�ƒ DC = DP �&,´�=
�	j�6�W .

A÷�D 2«�l�¾�Ê*6 1 ,´Añ�> , �\8²
X5Ô G1 �]�*0û DDH �wAî,´�9�x�W . FJE÷�wAîDDH �wAî�@

0û, �\8²�6 ΠKLMM
out ,´�¹�˜�W?ô4Ö�` XDH L�NÈ,´�¹�˜�W . F	�Z?ô4ÖE÷0;	5���´FP�0�Z1Ç#� B, B�1Ç

#��6 A �Œ�j�€0;�¿�•@��ã XDH L�NÈ. FJE÷Añ�>ΠKLMM
out ,´�¹�˜�W
���?ô4Ö�` XDH L�NÈ, �¦�D�wAî

XDH L�NÈ�_
 Lî,´ , �\8²
����Ç�* ΠKLMM
out ,´�¹�˜�W . F	�Z�é#��¼�¤
`Añ�>�¶�Ê*6 1.

5	�Ê�04ô�s3P (G1, a ·G1, b ·G1, c ·G1) ∈ G4
1, �¦�] c ?±�x1y�¾ ab, ?±�x�_�0�ZL¿�j�l . 1Ç#� B 
X

@��ã G1 �],´ DDH L�NÈ�&�§�9�H�ï negl(·), �²�Ì%�Cã

|Pr[B(w, c = ab) = 0]− Pr[B(w, c ̸= ab) = 1]| 6 negl(λ),

�¦�] w = (G1, a ·G1, b ·G1) ∈ G3
1, �²)·�> G1 �]+O�@�s G1 ,´L¿�jF9�� , a, b ∈ Zp ,´L¿�jF9����	ú B

�¯+X,´L¿�j"�(©�9�£ . B �> A ,´�Ô�ÂE÷0;�²�; .

�S��	L : B �Õ�f�0�Z DDH �A�H�s4ô (G1, a·G1, b·G1, c·G1) ∈ G4
1, �¦Lf�j3P�  q, ��	ú (G1,G2,Gt, e,

G2) ,´�ÿF , �¦�] e : G1 ×G2 → Gt. B Aî5ž	ò� �j param = (G1,G2, G1, G2,Gt, e, q).

315��01� : B Aî5ž�œ�¡	ò�  pp �j pp = (param, S). �Õ-p , B L¿�jG÷�g�T�Z�)�¦!“�Ô.�Le B ∈
GLn(Zq) 
¼ B∗ = det(B) · (B−1)⊤. B Aî5ž�k�öJÕ msk = (pp,B,B∗), �¦FJE÷LÀ�?Aî5ž tsk ·G1 = a ·G1

�•�Ê�yEœ�’�öJÕ tsk = a. �0
> , B �6 pp 
¼Eœ�’�œJÕtpk = a ·G1 
�F15	 A.
��B�Ll!ë 1: A ���Ô�0�Z5$�Ö�j n ,´
AGÿ x. B F�>| ΠKLM

out .TKeyGen(msk,x, tpk) 1Ç#�+O�@tkx �¦


�F15	 A. !”�F , A ���Ô
��0�Z5$�Ö�j n ,´
AGÿ y. B F�>| ΠKLM
out .Encrypt(msk,y) 1Ç#�+O�@cty �¦
�

F15	 A.
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>ž 2 ���’�©
}�75#�,L*,ºA×1Í . "��`���’�•>‚�¼ 1000 !W.

Table 2 Average duration of each operation, where every operation was executed 1000 times.

EG1 EG2 PGT

Average time (ms) 3.98 13.43 1364.59

�G�NLl!ë : �|�{ A ���Ô%�Cã ⟨x0,y0⟩ = ⟨x1,y1⟩ ,´�T4ô
<5$
AGÿ (x0,y0), (x1,y1). B L¿�jF9��"�

(© b �¦�9���;�é�?+O�@ (tkx, cty).

(i) Eœ�’�öJÕ+O�@: B G÷�g α ∈ Zq, AÑ1ÇK1 = det(B) · α · G1 
¼ K2 = xb · B · (c · G1), �¦Aî5ž

tkxb = (K1,K2).

(ii) �ö�·+O�@: B F�>| ΠKLM
out Encrypt(msk,yb) +O�@ctyb . �04ø B �6 (tkxb , ctyb) 
�F15	�|�{ .

��B�Ll!ë 2: �>��B�Lf!å 1 -(
< .

)R#•Ll!ë : �|�{ A ���Ô)L#{ b′. 9� b′ = b, �I B EÃ�* 0 (�T�Ê c = a · b); 
V�IEÃ�* 1 (�T�Ê c �jL¿

�j�l ).

Añ�>,´
>5��6�À�²�; : 9� c = a · b = tsk · α, �I B !“.ž Q���¶ tkxb , �D�ö�· ctyb  Q���n'f!“.ž . +a

�¾�|�{ A 
X Q���],´?ö
.�>-O�Î$h�?�08$ , B @��ã DDH �A�H,´�²)·1y
<�¾�|�{9ç7��²)· , �u�9

Pr[B(w, c = ab) = 0] =
1

2
+ negl(λ).

	ý�{ , 9� c �jL¿�j5Ô�s , �I tkxb �Z>Û!“.ž Q�� , �|�{?ö
.�>-O�Î$h�?�=
< , B ��#��Y+X�|�{�H�ï . 
�!” ,

B �T�Ê c �_
V�jL¿�j�s3P,´�²)·�¦�="��Ë�0�Ê.œ�1Q� , !”�& ,

Pr[B(w, c ̸= ab) = 1] =
1

2
.

+a!”Añ�Ç, 
X G1 ,´ DDH �wAî�; , �p���é�x�
Añ�=
�	j�6�W .

�)�¾ ΠBJK
out �é�x,´�¹�˜�W�6�À , 
���G÷+X�>�:F ΠKLM

out �é�x2«�l,´�6�À�é#� . +a�¾1÷�uL€�f , F	

Gü�6�¦-1+• .

5 �ÔPÂAú�f

�\8²FJE÷�ÎP¼Aô�`�p���v�æ , �¦�> KLM [19] 
¼ BJK [17] �é�xF�>|�)"� . �\8²,´�6�À��
XAñ�>B�

�v�æ
X�T/ý�=
<�é�x�:�Î)à�F	5@��ö
¼�öJÕ+O�@,´�9�x�W , 
<�&�¤
8�J/ý�Ï7-(©�W . OÆ�x
X1\5.1 �?

8²B�4ö�ÿF Aô�`)ß�³ , 	5��.œ�&G}5ž�ÃEŸ�&)ß�³��	ú�ÎP¼�¯+X,´�§�ƒ	ò� Aî5ž . L¿
>
X1\ 5.2 �?8²�˜

M’�)"��\�v�æ�> KLM, BJK �é�x,´�W7->˜)à , Aô�`AÑ1Ç�x)·�ÃFJ���0K0�Ã
��™�…�W1y�7�7 , Gý&é0±�*


X�F	5@��ö
¼�öJÕ+O�@
j�Ÿ�;-(E³�*4ï�é�x,´�iF��H�ï . M0?±B$�>,´�_, �\�·�ÎP¼AîAÑ�¦MŽ�õJ¸�)(©

�Ê�j�˜�–�•� �žAô�`�+�Ñ�Ê�f , 6<�_0ûCã�¾FJ+XLÀ/ñ�µ0�AÑ1Ç
j�Ÿ,´
��™�…�W#{B�. H¤�¾�=
<�+�Ñ�p

#¹	ú,´EÃ�•
AGÿ5$�Ö���2E³�W (�²�Ø9€3+5��Ã
.�ÿAö�[�Ã>˜�lN´#{1y ), �\�·G÷+X
AGÿ5$�ÖFB�Î,´�é�?

(5∼40 5$) F�>|FJ+X�W7-Aô�`, �þ6<	ý�P	•AÞ
X�ÎLuQ�5$�+�Ñ�;,´G�5¢�@�\C»�ï .

5.1 �ÔPÂAô5¤

�ÎP¼G÷+XGo �0
�,´	Ï
»3+5� , F�>|�¾ Mac )ß�³ (G}5ž: 2.6 GHz 6 �h Intel Core i7 CPU, 32 GB

RAM). 	ü4ï�W�P�4 e ,´�Î)à�*�¾ Go B�@0�],´ BN256 �Ã , B��Ã�j�ö.1�é�x�],´G}�)F�1Ç���Ë�_�1 . �Î

P¼F9+XBN256 �]
6�"4ï [28], B��"4ï���´�*�¹�˜Q��x�ö.13+5�:‡0 .

�Ê�y G1 
¼ G2 �:,´�7� F�1Ç�0K0�6�[�j EG1

¼ EG2

, BN256 �"4ï�:,´G}�)F�1Ç�0K0�j PGT
, F	

�Ë�0K0��>˜
4�ý�Œ,´�£
w6G�& . >˜ 2 "w�k�¶F	�Ë�ö.1	ÏB�,´�£
wAÑ1Ç�@�\ , 	ý�P�¶�Å�rF�1Ç,´AÑ1Ç

�x)· .
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4 5 
:1Í#�F�>‚�6K6�/"
 . (a) Init & Setup; (b) KeyGen & TKeyGen; (c) ZKeyGen; (d) Encrypt;

(e) Decrypt & Transformation; (f) Decrypt (Final).

Figure 5 Comparison of runtime cost for each algorithm. (a) Init & Setup; (b) KeyGen & TKeyGen; (c) ZKeyGen;
(d) Encrypt; (e) Decrypt & Transformation; (f) Decrypt (Final).

5.2 �]73"
E¹

�\8²�) KLM 
¼ BJK �é�x��	ú���*,´ Πout
KLM 
¼ Πout

BJK �v�æF�>|�¶�˜M’,´AÑ1Ç�>�ˆ�Ø�0K0�6�À ,

�ÎP¼5��Ì�²
. 5 
¼ 6 �p/j , �¦�]
AGÿ5$�Ö n �Œ�j
�Gÿ .

OÆ�xM0?±B$�>,´�_, Πout
KLM 
¼ Πout

BJK �6�[FJE÷�6	Ï KLM.Setup 
¼ BJK.Setup 1Ç#��ö�6�j�M�û	F

(Init) 
¼3+5��*0û (Setup) �T�Z)�0ûG��6�•�Î)à�Ï7- . 
. 5(a) �…/j�¶
41Ç#�
X�M�û	F	ú3+5��*0ûLf!å

,´AÑ1Ç6G�&, �¦�]���x�é�x,´ Init 
¼ Setup �@�\
8�¦�j	…�0�"4ï
x)à . �þ�ÎP¼5��Ì
�.� , F	/ý1Ç#��ö

�6�é�?�Z�E�•�>�n,´NÍ�FAÑ1Ç�0K0 , 6G�&�>	Ï�é�x�*�\-(
< .


. 5(b) �)"��¶ KLM, BJK 1Ç#�,´�öJÕ+O�@(KeyGen) �> Πout
KLM, Πout

BJK ,´Eœ�’�öJÕ+O�@(TKeyGen)

,´AÑ1Ç6G�&�õ�å. �þ
.�]
���$5� 
`?ò���` , KLM �> Πout
KLM, BJK �> Πout

BJK 
X�öJÕ+O�@Lf!å,´AÑ1Ç�@

�\Q��Ö-(�l , �DL¿-p
AGÿ5$�Ö�Î�Ð , AÑ1Ç�&L$
x)à�*�>�n,´�ÎK¯C»�ï .


. 5(c) �…/j�¶Eœ�’�œ/ñJÕ�) (ZKeyGen) +O�@,´AÑ1Ç�@�\. 5��Ì>˜�>B��@�\�*�\�>
AGÿ5$�Ö���£ ,

�¤�ƒ�:�õ�9E³�?#��Ø�¦5$�1
XE³�~"d�£ .


. 5(d) 	ý�P�¶ 4 /ý1Ç#�
X�Ð�ö (Encrypt) )ß8²,´AÑ1Ç�@�\ . +a�¾Πout
KLM 
¼ Πout

BJK -$�Õ"ï+X KLM


¼ BJK 	Ï�û1Ç#�,´�Ð�ö#q0; , 
�!”�¦�@�\�¼�˜�08$ . L¿-p
AGÿ5$�Ö�Î�Ð , �Ð�ö6G�&�*�\
x4ï�W�ÎK¯ .


. 5(e) 
¼ (f) �6�[�…/j�¶1Ç#�
XEœ�’Lf!å (Decrypt & Transformation) 
¼�04ø@��öLf!å (Decrypt)

,´6G�&�õ�å . �ÎP¼5��Ì�n/j , Eœ�’E÷0;,´AÑ1Ç�&L$L¿-p5$�Ö�Î�Ð6<�ÎK¯ , �v�¤�ƒ�~�¾�¼�¤,´@��öE÷0; .

�04ø@��öLf!å,´6G�&�•L¿5$�Ö+•�9�:	w , F	�0)àB‘�‚
��¾ Baby-Step-Giant-Step AÑ1ÇE÷0;�]#¹	ú,´� 

�ž5$� �:	w .

!”�F , �\8²F��0!•�)
. 6 �],´�ö�·�W�?F�>|�¶�6�À . �þ
.�]
���-;�* , Out-KLM ,´�ö�·�W�?�n

:‡�W�¾ Out-BJK, �D�T65,´�ö�·K¯�Ö�)
AGÿ5$�Ö�=�•�O , �¤�ƒ�
�1�‚�Ê . F	>˜�>�T/ý1Ç#�
X�ˆ�Ø�0K0

�éM’
w�§�78Ÿ�­0c�Ê�W , 6< Out-BJK 
X�ö�·0ªL$	•+X�éM’�$�§�H�ï , F2+X�¾�)�ˆ�ØCt$ÀE³�j�•�O,´


j�Ÿ .

5,�:�pF , Πout
KLM 
¼ Πout

BJK �v�æ
X�
�1	Ï�9�é�xAÑ1Ç�x)·,´
<�& , �Î)à�¶�)�ö�·
¼�öJÕAÑ1Ç,´	ü

�F	5�Ï7- , �¦
XAÑ1Ç	ú�ˆ�Ø�0K0�éM’>˜)à8Ÿ�­ , �§�7E³Q�,´�ÎLu�Ä+X�'�l .
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4 6 (5‡5�(~�Ÿ
4 ) FP���6K6 (�•8¸ ).

Figure 6 (Color online) Communication cost (byte).

6 �q5	

�\�·J¸�)�ê���ª7-� �ž�2
jAô�`
j�Ÿ�],´LÀ/ñ�
�Ô�>�x)·L�NÈ , ���*�¶�0/ýQ��x�Ã�¹�˜,´	ü�F	5

�-� LÀ;ÿ�µ0��Ð�ö (FHIPE) FJ+X�v�æ. �§�ƒ6<@0, �\�·�E�•Eœ�’�öJÕ�j�f , �Î)à�¶@��ö	ú�öJÕ+O�@E÷

0;,´�¹�˜�F	5 , �n:‡L}�~�¶�Ò�g1�,´AÑ1Ç�>�ˆ�ØCO�õ ; AîAÑ�¶�0/ýQ��x,´Eœ�’�öJÕ+O�@1Ç#�, �6AÑ1Ç�=

�r�Ö+a�P5��é�x,´ O(n) L}�~8# O(1), �9�x��	w�¶�é�x
XQ�5$�j�˜�–�•� �ž
j�Ÿ�;,´�Î+X�W ; �¦�Y+X

�p���v�æ�))à�9 FHIPE �é�xF�>|�Î�»	F , 9ç�Ç�¶�T�ZQ��x�Î+X,´�§�ƒ�é�x . �ÎP¼5��Ì>˜�> , �\�·�p��

�é�x
X�¹�˜�W�Ã�x)·
¼
��™�…�W�éM’>˜)à�*�>�n�H�ï , 7-�O�/��)à�9� �ž�2
jLÀ/ñ�
�ÔAô�`�é�x (�²

Primal 1y) �],´�-� �Ð�ö Q
‡ , �$�­
`�_�Á�ê���ª7-� �žAô�`,´�¹�˜�>Q��x�Î�í . �Z�•AÑ�B�6�ƒ�},´

	ü�F	5 FHIPE �v�æ���…8#�_�1�¦�? Q
»�;,´�¹�˜AÑ1Ç����	wR±���W .
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Abstract With the rapid development of artificial intelligence (AI), machine learning (ML) models increasingly

demand access to high-quality data. In cloud-based data marketplaces, data buyers often need to evaluate the

utility of datasets before engaging in formal transactions, aiming to enhance model performance. However, this

evaluation process typically involves sensitive model parameters and data samples, raising significant privacy risks

if not properly protected. Although inner product functional encryption (IPFE) provides a theoretical foundation

for secure evaluation, existing IPFE schemes suffer from serious practical limitations, including key misuse and

low computational efficiency, which hinder their deployment in real-world AI-driven data valuation scenarios.

To address these challenges, we propose a lightweight and efficient double-outsourced function-hiding inner

product encryption (FHIPE) framework. First, we introduce a transformation key mechanism that enables secure

outsourcing of the decryption phase to cloud servers, while ensuring the privacy of both the data and function.

Second, we design an optimized transformation key generation algorithm that reduces computational complexity

from traditional O(n) to constant-time O(1), mitigating computational bottlenecks in high-dimensional ML

evaluations. Furthermore, we support the secure outsourcing of key generation and propose a parameter disclosure

mechanism to guard against collusion between cloud servers and data providers. Experimental results demonstrate

that our FHIPE framework effectively offloads the major computational tasks to the cloud, substantially reducing

client-side computation and storage overhead. The proposed scheme offers strong security guarantees, scalability,

and usability, making it well-suited for computation-intensive applications such as large-scale ML data valuation

in cloud environments.

Keywords function-hiding inner product encryption, artificial intelligence data evaluation, dual outsourcing,

cloud computing security, privacy preservation


