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HE AXRU-—MHFIANETE LR ETHEEANS FINVEETEARAR N, 8 N ML
HHESDILEAE - FRREZTHWE TR FERD I EREANAFER. £z N+, AP
FR B &AL T AT B Tl A A S AT A0 B S B Bk 3 B A R P AT & AGE, 48 E A
FAR2REHE T ARG ET ARG E CHAA. Eib Lo E# &L M4 IBM Qiskit £ T
TP LHTMETEABHAEALL T ZH WA EEHE. ZRARXAALTRRSTEET
MESEAMBETHR, ENFEEREMERTIE. ZWINFELEEZE R A%, BT
Eve X RMANERE, BRI N — 1 MEBWA P AR X HERE.

Xgia ETEHWNE ET AL BEXmETHL

S 2o

1 1]

il

Bennett Al Brassard 1§52 H & FH /S (quantum key distribution, QKD) FIMES, FFAI T
BTG SX — 2. 76 2004 4F, Zhou %5 P FIH & FRIVAS B IXIRHETHHANE (quantum
key agreement, QKA) FIMES. QKA 5 QKD B FEZXHIFET: QKA ZERATE F - JL A 15500 55 A2 il
LA, T QKD 8IS KIETT 4 K BT A SO MES IR I 5 2 A L 5 . 75 QKD
RIETT A BIHIME BT A0 I, AR B AR Bl i M T X007 B AR B (4nill 56 Lo 45 | i R 7 A
B QKA A% O B SR BT A B P P s P S5 1, e e AT A — 07 = 2 A i A

R 25 H A MEBEATRIZ, QKA Al NPT QKA F12 77 QKA P2, 7£ 2004 4F, Hsueh
A1 Chen B ¥ it 7 — TR ARMUZEER QKA Pr. 7E 2009 4, Tsai Al Hwang 4 &I SCHR [2] B
) — AR B AL, RIMTE A P o] sphpe e Je =240, 78 2013 4F, Shi Al Zhong 51 FIFH Bell #5F14Y
WAZHANE T EAZ T QKA il Lin 55 O Sih 7 —MET R TR ZH QKA Pl Sun % 7 2
BET SCHR [6] PRSI PRV, 7E 2014 4F, Xu £ B 21 T NI T GHZ B

SIRAME: E1, MW, B, & B TR EXEE TUGER LS 07 S AER TR, hERE FERE, 2025, 55: 1534-
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277 QKA Wi, 7F 2016 4F, Sun %5 P1 &0t T —FEm R T RS Z 07 QKA Prll. 78 2017 4,
Gu 1 Hwang 10 $2H T —Fh et 75 225K 70 IR SCHR [8] PR AI55 4. 78 2019 4F, Yin Fl Ma M $2H T
— PP T =R A2 7 QKA PG Liu 55 020 83 7 — 2T Bell AR T2 T QKA
P 7E 2020 4F, Tang %5 (31 BB AR AS [F] SRS S50k 7 SCHR [12] Phi e R A, 78 2021 4,
Tang % 04 BT PUR 7 LLRRZHE Bell A5EH THAPUERBEF 2 QKA Prll. 7E 2022 4, Gao
Al Zhou 191 T2 GHZ M x+ BIIMMAHSEH T —MFFZ T QKA P, 7E 2024 4, Yang
OO SR —MIET N KT ERKMPERNZ )T QKA Pl

TESEBR N FH H, AFFEANB S 3 B AR WS P BT B o, BIETE T QKA Bl i 75 2255
FEFUHNER . S0 ME QKA & FH M IME (quantum identity authentication, QIA) 7] Fl QKA
LG R, ST RN, HRTAUEE SR [18~26] XL MINE QKA Prill. BAAM &, Zhu
% 181 7F 2021 SFE4EH — M T2 GHZ B =7 E S0 IUGE QKA PRl Wa 5 19 78 2021 42
BT Bell BMGEZHI) =T M2 T B IIE QKA Pl He 55 RO 7E 2022 42 HHET Bell 24
S T B E QKA PG Xu 25 RU 7R 2022 FE3-H —FOBi B & T GHZ &1 =7 HE
FHIUE QKA Tl Gao 55 122 7 2022 & H —FE H THOLM & TS M 2 7 S0 IME QKA
X Li &5 230 8 2023 EHRH — AT Bk T GHZ SRR & LRI E 7 G OHAE QKA
W Guo & P4 7F 2023 4R H —FhIE T /5h P A g8 I TC IS 58 = P8 S0 ME QKA PR
Wang 25 125 7F 2024 4EHH—Fh 3T 80k 7R Bell 25592580 AT 06 2R FH A0 7 M L B0 0E QKA
P Zhang %5 126 75 2024 3 H —Fh3E T VUKL 7 S 952 B0 2 05 S HAE QKA P

SRTT, AHMERIL, SCHR [18~21,23~26] FITMESIEAAAE — e R R 2 Ab. BARI S, STk [18~21,23~
26] HIBIMSCHEIAE FH 1 L S 25 T A ) % 1) B A SR N B IR SCHR 19,20, 23~26] PSR e
TEREAT L ORI B A B R B T A IR SOk (19,20, 23,24, 26] FIPMER TR EHEAT R 1=
T G

WA B AIE FH 7 S R BCSEME & QKA SERR L A — AN CEE ) B (HZ ATV 2 QKA Pl 2ng T
K, TR E B R 2 2 4. AT H QIA B EIZT7 QKA SR B A 558 5
IEATSE 2 7 QKA BN B2 5CHR [27, 28] W2 T & il 8 A= 1 B BB U ORI STRR [29] o
TRFIENRETRAZ IR E K, AT T — o #i &2 T3 L sa & iE R 2 5
iE QKA PR, 43 N AN P S B S AIE 57— 2 S =07 P Bh R B2 b i B
SRS, A SCHMAIE S B A (S B 2k, BRHKHT Eve KR MSMERT, HAHHT N — 1 4
AR PR SR Bl ARSCHMCR A W RS (1) SRA PR IR AR & T A JE S W)
R HE; (2) NTRENEAE T2 RBIHE T, AT EE TS HAEME; (3) T EHAT
BRI

2 [EEXREETFirE

AP AERLT B AR B — DRI, XA R iE RGENPRON R R TIE RS 2 p) M o) 7
HIE b BT E RGRNGER T BTSN MR T E T, @) = p) @ o) MR EE7IE RS
METHES, HF pe{0,1,...,d—1}, ce {0,1} R d =2 & H, M H. 73BN E & THE
RGN LR T KBRS /RARF (Hilbert) 2 [A) A ToRE 15K KA AR A AF 2 0], H = Hy, @ He NN
FEFEE R G R TUGES KRB A RAORE . 4 I, /o8 H, WERAHRE, R, (w,0,() R He 1
WmAET, S WA HE T, B4

u==s- (IP®RC (U.)?H,C)) (1)
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MR X e B A R GER T A RIXUAR A S, Herp

d—1
S = Z [[(a +1) mod d) {a| ® |0) (0] + |(a — 1) mod d) {a| ® |1) (1]], (2)
a=0
e“cosf esind
R, (w,&,{) = ( . . ) y (3)
e sinh —e % cosd
mod NRBHEH. U HE 742 XN
U™ =[S (I, ® Re (w,0,0))] " = (I, ® Re (w,0,¢)) 'S, (4)
Hrp 5=t S B 1, e CH
d—1
S = Z [[(a — 1) mod d) {(a] ® |0) (0] + |(a + 1) mod d) {a| ® |1) (1]]. (5)
a=0
EX Ty, HT N .
T = Z|(a+k) mod d) {al, (6)
a=0
Hh k ez, 7 NBHSES, Az (2) B S ATHRRN
S =T1|0) (0] + 11 [1) (1], (7)
R (5) ) S~ ATHFTH
S =T_1|0) (0] +T1 (1) (1]. (8)

3 HETEENEEFIFENZHIME QKA 9%

— AN A QKA PN IENE LA R AR 7. (1) ERAE: PSS E, fra TP #RIR A IR i
AR, (2) LAt AMEGIWT & LA AT I B 15 L N5 B I A SR A H. (3) &Pk &
ANFH PR B 24 BRI 85 B () 7= A it I [ S5 A B2 ) sl L2 BRp % AN Re el Bl L P IRHME AT R R TR 5
e, (4) A PR B I & B fh 3 50, Joikss 21 oAt 0 FAEH.

& N AN, PP, Py, BBEEE =07 Py MEB T WRIEH, Hh Py BB E A S
(), Bt 2 A ke 85 Fm 6 A B0 253 EEREL Py, Py, . . ., Py FORLEAE 2, (BN SO VR S5 4Tfa) N\ o i (24,
Py, Py, ..., Pxn W B 5575 008 1D, 1Dy, . .., 1Dy, HABATENTE S LI S %8, X B, 1D, 1D, ...,
IDy MRKBEHN n bUARE. A SCHE H 3 T3] F 00 & 38 1 2 5 AIE QKA X&) Te8lx —H
b, HPEA S FE MR T

HIR 1 B P ERAENRKERN » KBTS O, fF8vE CRFVH, REHAERKEHN
n WEENLEHT S M, Hd O, = (0i1,0:2,...,0i), Mi = (Mj1,M;a,...,M; ), O;j,M;; €
{0,1,...,d—1},i = 1,2,...,N, j = 1,2,....n. )5, P, W& X;;, = O0,; & M;; & h(X;), "
HABF A h(X), Hb & = (Xin, Xig, ooy Xim), b () — MRS EE, o M d FIBH,
i=1,2,...,N,j=1,2,...,n

L 2. P WIS ETHESTEH U = ([vi1), Vi) i), FeH [0i) = pij) @ |cij)s pij €
{0,1,...,d =1}, ¢;; €{0,1},i=1,2,...,N, 5 =1,2,....n. )5, P X W, P56 j DRETIGES [¢ij)
JIN b; K Upy = S - (I, @ Re (0,0,,,0)) AFFAEHT BT

Qi) = Ui i) = U (Ipij) ® leij))
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=[S (I, ® R (0,0, 0))]” (|Ipi.j) @ leiz)) (9)
H 6, =& mef0,1,...,V}, Vezt bezt, 2T NIEBHES i=1,2,...,N,j=1,2,...,n

ZF, PR TSRS Qi = (1Qi1),[Qiz2) -+ |Qin). Py HHFRFERITEA A N — 2 AT
Q; METEFA, Kk P, FILHE N -1 ML T 9 METFERFS, Kb i=1,2,...,N.

IR 3. N T AT S NE, P AR N — 1 NKESA n BENLLET {(0), (1), |+), |-} M5
R Fegl, IR eI AR A ST N -1 MYLT o REFARFH, Hh |£) = 55 (10) £ 1)),
i=1,2,...N. BEWE, PR D, H—NERAL AN Q HUIEEHFH] Q) HAHAK
MAy: R ID. KI5 § AR o, B4 P RFEWELFFHIEE § MRFIRE O, HIEE j METE
JEI; Witk 1D, WIS 5 NERER 1 B4 P SEEIK TP AINEE § MRTIRCE 0 MEE § ANETE
B, T2, P FHEE N -1 ANENTHTEMNERSRATRLT O NETF&TFH. XE,
i=1,2,...,N,j=1,2,...,n,e=1,2,... N, H e+#1i.

IR 40 R TATOIRIN, P flE N — 1 ADNEEKEBELALT {j0), (1), ]+), |-)} FiERLT
A, RN MBENEAN N — 1 MET O MET&FAI, NEK N — 1 MET oF KIFiET
BFA), K i=1,2,...,N. P, ¥ N — 1 MET of BEiE AR50 KiESHAL N -1 AP,
Hei=1,2,...,N.

IR 5. P W P k&R T OF METARAIES P —EiTEr N P, A Qf
FH T2 W A W0 40 75 B s 1 PR 7 B R ] % s P FRRH N ) 0 2 ) 2 3 2 7% B ot 1 -4 0 2 485 R 5
Py P, pATERRF R G A, MR RFESEAEGHE, P B UGV IR LG 50, POk #
PATF . X8, i=1,2,...,N,e=1,2,...,N, H e#i.

IR 6. £ P. M P PATEAER 5 TS, Of #IkE R Q.. P, & P. Q) HHIT S
WEF kL 7 I S E A S IR e BRI B, P, MR35 1D, KA R A7 B T B 40 A IE R 155 B
KPR IFAH P 5 AT S B A TEAT I &, RS RI RS RS P P ilYE P AT
MR TR RNR T, WRENRF S, P RIS IAIERSTDD; S0, P A DGR, X
B i=1,2,...,N,e=1,2,...,N, H e #i.

IR 7. 4E P M P, $UAT R IR 6 KIS VRS, Q) #IRE R Q;. P R¥E O ; A M. ; X Qi ;)
it Zo, ;oM.; = 1o, ;oM. ,; ® 12 133

(W) = Zo. ;oM. ; |Qi) (10)
H Z, =T, 0 L NERBINE T, ke Z, I, 73 H. WRAFERE. X, Pt 9 Hik v w;, B
Wi = (IWi1),[Wia), ..., [Win). EH i=1,2,...,N,j=1,2,...,n,e=1,2,...,N, H e#i.

IR 8. N T AT BTSN, P il K BIBEALAL T {]0), (1), [+),|—)} BIEIRELT A, Hf5
EHHIEA W, WS =TAF5 WL P Wl KikRl P X8, i=1,2,...,N,e=1,2,...,N,
He#i.

HIR 9. P W B P RIEERI W J5Y5 P BTGV R P A0 ST R A AN
2k, Py FAH . B ) B ) X e S B kL I 2 4 RS F Py P TR Z S AP WA
WEREMAAAGH, P M INAFEG LIRS B0, AT ~—48. X8, i = 1,2,..., N,
e=1,2,...,N, He#i.

LI 0. 76 P, M P, PUTEH TR 9 BTG, W) B R Wi, P (W) iin U, 755

Vi) = U Wis) =UnY Zo, ,em. , Qi)
= Urzbj (Toe‘j@Ma,j & IQ) Urbrf (|pi7j> Y |Cl}j>) ; (11)

WRIEXT Vi) PIBEERLTFHAT {|0),[1),...,|d— 1)} FESRE p; © O.; & M. ;. HTHIE p,;,
‘P’L' —ﬂy\ pi,j @ Oe,j @ Me,j —ijl_ﬁll:lj Xéh] = Oe,j @ Me,j ﬁj&—ﬁijl‘ﬁﬁ Xe/ E(Ju/fl\?ﬁ,fa h(Xe/)7 ;H\:':F'
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<

X = (X1, X g0 X)) TR B (X)) = h(Xe) MTER e=1,2,...,N H e#i #WL, P, @L
B A HBRE P 1) Py Rik M. Pt g =N (oM,) FFRFTERFAMI, j=1,2,... 0.
&, P WERAEIN

)

Kj=(0i; @M ;)@Y [©(0c; ®M.;)] &7, (12)
Hrb o W WBIRE, i=1,2,...,N,j=1,2,....,n,e=1,2,...,N, H e#i.

4 IEFRMESTHR

R TR T B R EE I 2 T GIE QKA PR A R TE A .
WERR Sk [27) EAUEWIAFELE
S8 = Iy, (13)

Horb Iog 72 K/ANN 2d x 2d FRRATRERE. A5 SCHR [27] SRABK VA AT AR 2 Uk W R R A7 2

S7LS = Ing. (14)
R, MRHER (1), (4) A1 (14) FTLAASH)
U™ = (1 ® Be (6,0.€) 7 ST S (1 © Re (€,6,0)) = Laa. (15)
R & R (15) BTk
(U *U* = L. (16)

P4, SR [27) HESUEW Z, M1 U RS, AL
ZyU = UZy. (17)
AR (16) A1 (17), X (11) I REHES N

Vi) =Un" Zo, ,em. Ul (Ipij) ® lcij))
=U,"UY (To. ,em.., ® I2) (Ipij) ® |ci ;)
= (To. ;oM. @ I2) (Ipij) © lcij))

(“

Z [a 4 (Oc,; ® Me,j)] mod d> (a| ® I2> (Ipi.j) @ leis))
= |pi,j 2] Oe,j ) Me,j> & |Ci)j> . (18)

a=0

4 P EIR 10 /8 H {(0), (1), ..., |d — 1)} B2 ZME |Y; ;) MlEER T, "TR 5183 p 00, ;8 M, ;.
Y p EBIR 10 Py I3 G; I, WG THE

K;j =(0;; ® M, ;) ® Z [®(Oc,; ® M. ;)] ©G;
~[one X @] e [i,e T @) o0

= [Oi,j ® z@: (@Oe,j):| ® [Mm- ® 262 (®Me,j)} &) (BM,)
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N
:Z (EBOr,j)v (19)

r=1
Hep i=1,2,...,N,j=1,2,....,n,e=1,2,....N, H e#i Hit, "JHHEEL: P, P, ..., Py #iE

PR A AR R B B 8B, DUAETT DIAS 1 598 Pl i A28 T B L 0 13 8 1 22 7 MIE QKA. P
WAy 2 IR Y.

5 REMSH

5.1 EERREM
RR2 TR AR T B E U E R 2 J5AE QKA PHAAE Rk r AT,
MEBR  FEARSCHMSCT, N RIS I B AR
1L = g

m:MZXMWW@@=;;m@®ww+mm=;umpm, (20)

p=0 c=0
Hrir =2l g r 2 RTET 0 MBEVLESL, Edtm U 37 s, MiE= (16) 1 (20), pi, #7

AR B
_ UT(Uil)T . Ixg

1
_TTT . —1\" _ yrr-2d —1\" _
o = U (01 = U 28 oty - DT T (21)
2o RN T 0 PUEEREI AT A R IS5, SRR Z S5, 0l = pous S WEHEAL Y B
pl = ka{ Z_ = ZipowtZd—i = Zk@Z,k = (Tk ® 12) @ (T,k X _[2) = @ (22)
out m on 2d 2d 2d

R (21) AT (22), NG pm FEWSCIEHIN U A1 Z, G- ENEHE SR N REERES.
SCHR [32,33] UESE T BT —IR—ERIME Bk et MRS [(32,33], X T—A 1 BT R R A,

PR THEANAL pinput, FIHE poutpus & NHER (23) MERRESH, A BAERRR

At

.[21

?7 (23)

Poutput = ijijinputHjT =
J
HA, pinpus AL BT RERI NS B BEAERE, H; ELEE p; SO InNAE S NS R T 00 i AH S 74 1
1k, HI J& Hy (JERIHE, I & 20 x 2! (RARHERE. iR — M (23) e 4RGSR,
WA BAE R IR RV R BT 5%, I\ U e 2[5 — N % BEAERE (BN poutput
AT FHIN); FR, BEAR B B0 B B 1, S8 AR AU A FRWAT, BIAFEE poutpus = 2.
TUMRZ 5 DL, 30 (21) A1 (22) #as SRR 2wi2 N (23) , PIASCHMUAA E Bk w et

5.2 B Eve HIINERTEH

5.2.1 PHEREH

B P A P RIS Q) I, Eve 93 P, £ O 5 P EHATEIR 5 G, P 15
P o =tk Q AT S AMERI BT N 3L, X1, Eve BIXS ID, ARUETIARERE Q) h
ENT RN E. XA, Eve RAEIZIR B CFERENLIER O AT AWM IERFERAL T, /M P &
VPRI RN EEA], Re AR R, v LIS H 4518 Eve MR B B2 LRI 24 P A 3.
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5.2.2 HMAINEL T

R 4 h, Pl N —1 NP REE N -1 AMET QY MR TAFS, RN T
110), (1), |4, =)} BB IRAL TR Eve XHEHNIRE R M AMER T, b i =1,2,...,N. 7E05% 8
WP, A Py AEIE W, HESRHBENLAE T {(0),]1), [+), =)} BIESRL X Eve HOXCEE TR, H
i=1,2,...,N,e=1,2,....N, H e #i. XMGNrRNJ7 2 B SCHR [34,35) $&H R, T #0ES: S
Bk [36] iE BB A S E I AT 2 A1) BB84 QKD B 53 e A I 7 R AR . ROk — etk X
DL P, 7E2B % 8 18] P A3 W! NI Bve S 0 oA it 78 S 78 T ol B AT 20 47

(1) ME - ELWEH. 4 P. [ P ALE W, I, Eve £28 W) HBENVE 0, 38 oy FEXHE
TABHTINE, FEIE)S R F LSS P BT Eve XF W, i B SR TR R R P, #4%
EAT B 8 A —E — 3, iR w3 X AN EIRKL T, B4 Eve XF W] KEKIE - =
RIGEW P AP BB 1 — (3)Y B8R, WH X — oo, Bve HIA b Bl ke I 21 i) 4%
N1 X oy BN {0), D)}, ox FEN{+H), |-} i=1,2,...,N,e=1,2,...,N, He#i.

(2) 8 - ELLE. Y P P AEIE W B, Eve 28 W) HHABEH F A, FRKEEHLA
T oy B ox BRI PSS P BT P, SHEWFL TG SESF P X Eve BB T B0 =
ERAR— X NARE, R W I A ANMERLT, A Eve X W RHEEHIFEE - EARBEW P,
AP RN ER A 1 — (1) BAR, W A — oo, Eve HIXFh IS BRI A 1. X,
i=1,2,...,N,e=1,2,...,N, He#i.

(3) 4E — MEBE.

W3 Y P, W P ARiE W) B, T SRR EE HEE, Eve MIAHEIRT |p) 5 W, Bk T—
ECHIN TG EEAE Ue. N TAE Bve MY — M RIEHA G NEMTHER, Eve 4 BIRL 7 1 R ZORE R
W! IR IE SR, TS5 Eve TCiEE BT A S L.

IERR % P P ARE WL, Eve WILHBIRLT |p) 5 W) BRI B 1R U, b U
HAEWTEH:

Ue 0) [p) = |0} [poo) + B [1) |por) (24)
Ue 1) |p) = 710) [p10) + 0 (1) |p11), (25)

EEP? 1p00), |po1), |pio) Al |p11) N Eve E‘Jﬁ%?ﬂﬂ?&%, |Oé|2 + |5|2 =1 A0 |’Y|2 + |5|2 =1. Hhik (24) Al (25)
Y ESE
1

Uel+)Io) = Ug | 7= (10) + 1) |

- % [(@]0) looo) + B11) loor)) + (710} [pr0) + 8 1) [p11))]

=~ 0) @ oo} + 7 pro}) + 1) (3w + 31

= 21+ 1) @ looo) +1p10) + () = 1)) (Bloor) + 6 our))]

= % [[4) (a|poo) + ¥ [p10) + B lpo1) + 0 |p11)) + |=) (a|poo) + ¥ |p10) — B |po1) — I |p11))], (26)
Ue |-} 1p) = U % (10) — 1)) |o)

- % [(]0) lpoo) + B11) lpor)) — (410) |pro) + 8 1) [p11))]

1

[10) (@ |poo) = 7 [p10)) + 11) (B lpo1) — 4 |p11))]

S

2
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[(H) + =) (@lpoo) = 7 |pro)) + (I1+) = [=)) (B lpor) — 6 1p11))]

[I+) (@]poo) — v 1p10) + Blpo1) — & |p11)) + |=) (alpoo) — v [p10) — Blpor) + 0 1p11))]. (27)

| = DN =

2
N TAE Bve AT MEMER, 3 (24)~(27) AIHET H

p=~=0, (28)
a|poo) +7|p10) = Blpo1) — & |p11) =0, (29)
alpoo) — v |p10) + B lpo1) — & |p11) = 0. (30)
H X (28)~(30) ATt — B G

alpoo) = 6 |p11) = [€) - (31)

K (28) Fl (31) #ARAIN (24)~(27) FT 4
Ue |0) [p) = 10) [€), (32)
Ue 1) [p) = 1) [€) . (33)
Ue |4) 1p) = |+)1€) , (34)
Uel=) lp) = [=)1€) (35)

DA EEE: N T Bve BANZE - MEIKGEEA G AMEMHTIR, Eve KSR T KREZAREN S W]
R F-JE5%, I FEL Eve JoVE13 BUT MG HIME E.

5.3 HNEPHEH

Gao 55 BT T 2007 £F45 th, BB B I8 H ELANER S W & i G R R fE .
N ORVELH I M A ST X A P P e ) 22 4k

5.3.1 XRBXEBIRFE=FH P BHKE

TEARSTHML R, Py #0280, EARES P A, K i =1,2,... N, N T3REUH 10
FEH O; BURAEH K;, Py WReSXT P fE25R 4 mHAL N — 1 M SEERN N -1 M T 9
IR TS THEL P, /P8R 8 1a) P ARE ) W iR, g i =1,2,... N, e=1,2,...,N, H
e # . R, HTIXE Py ARBT E2&—AMMBEBGEEE, iR4E 5.2 A5 #r, HXed oA o] Gt ke
MIEIR

BB, RME Py ATRAKIEE pij & Ocj & Mey, TR p; —TEFTHI, Py IIANGERE] X, =
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Figure 1 (Color online) (a) Quantum circuit simulation of U~1U|0) ® |0); (b) simulation results of (a).
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Figure 2 (Color online) (a) Quantum circuit simulation of Z_1Z; |0) ® |0); (b) simulation results of (a).
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Figure 3 (Color online) (a) Quantum circuit simulation of U~%Z3U*|3) ® |0); (b) simulation results of (a).
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R 1AM ZETEISHIAIE QKA 8 Z [ERIFTEE.

Table 1 Comparison between the proposed protocol and previous authentication QKA protocols.

Usage of
. Usage of
Quantum Identity Number Quantum Usage e quantum
unitar,
resource authentications of users measurement of Hash ) Y entanglement
operations .
swapping
Ref. [18] GHZ-like states Yes 2 Single-particle measurements Yes Yes No
Single-particle states Single-particle measurements
Ref. [19] glemp Yes 3or N gle-p ) Yes Yes Yes
and Bell states and GHZ basis measurements
Single-particle states Single-particle measurements
Ref. [20] Yes 2 Yes No Yes
and Bell states and Bell basis measurements
Ref. [21] GHZ states Yes 3 Single-particle measurements No Yes No
Two-particle . .
Ref. [22] Yes N Single-particle measurements Yes Yes No
product states
Single-particle states Single-particle measurements
Ref. [23] glep Yes N glemp No No Yes
and GHZ states and Bell basis measurements
Single-particle states and Single-particle measurements
Ref. [24] gle-p Yes 2 glemp No Yes Yes
six-particle entangled states and Bell basis measurements
Single-particle states Single-particle measurements
Ref. [25] glemp Yes 2 glemp Yes Yes No
and Bell states and Bell basis measurements
Single-particle states and Single-particle measurements and
Ref. [26] gle-pa Yes N gle-pa Yes Yes Yes
four-particle cluster states four-particle cluster measurements
This Single-particle states and . .
A Yes N Single-particle measurements Yes Yes No
protocol two-particle product states
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Multiparty quantum key agreement with identity authentication
based on two-direction quantum walks on a circle
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Abstract In this paper, a novel multiparty quantum key agreement with identity authentication based on two-
direction quantum walks on a circle, which can accomplish the goal that N users can equally negotiate the final
shared key with the help of the semi-honest third party after mutual identity authentications. In this protocol,
the users utilize the two-direction evolution operator to encrypt the initial quantum walk states and adopt decoy
particles to authenticate the identities of other users; and then, other users employ the global shifting operator
to encode their own private keys on the received quantum states. Both the output correctness analysis and the
quantum circuit simulations on the IBM Qiskit quantum cloud platform validate the output correctness of this
protocol. This protocol only adopts two-particle product states rather than quantum entangled states as the
initial quantum resource and only needs unitary operations and single-particle measurements. This protocol is
proven to have information-theoretical security, and not only be able to resist the outside attacks from Eve but
also be capable of defeating the collusion attacks from N — 1 dishonest users.

Keywords quantum key agreement, quantum identity authentication, two-direction quantum walks on a circle



