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*1 HARRGERHNEREE.

Table 1 Applicable scope of extended mirror theory.

Applicable scope Traditional mirror theory 13~18 Chen’s mirror theory (19 Improved mirror theory
System of bi-variate equations vy =A vhYy=A vy =2A
System of bi-variate non-equations vPy £ N v@y £ N v@y £ N
System of uni-variate equations - {v=A} = {y = A} {v= A} # {y = A}
{v} N {y} 0 0 £0
Graph Bipartite graph Bipartite graph General graph
Traditional cryptographic primitives Yes Yes Yes
Tweakable cryptographic primitives - Yes Yes

* 2 WA RSURS RHMERILE.

Table 2 Comparison between the designed schemes and the previous schemes.

Scheme  Primitive Structure Keys Tweaks Permutations Method Security Reference

pEDM PRF Cascade 2 0

[\

Chen’s mirror theory  2n/3-bit [19]

SoEM22 PRF Summation 2 0 2 Traditional technique  2n/3-bit 9]
SoTEM TPRF  Summation 2 1 2 Improved mirror theory 2n/3-bit Subsection 4.1
mSoTEM  TPRF  Summation 1 2 1 Improved mirror theory 2n/3-bit Section 5
EM2 SPRP Cascade 2 0 2 Traditional technique  2n/3-bit [26]
2-EM SPRP Cascade 1 0 1 Traditional technique  2n/3-bit [11]
TEM2 STPRP Cascade 2 1 2 Chen’s mirror theory  2n/3-bit [19]
2-TEM STPRP Cascade 2 1 1 Traditional technique  2n/3-bit [12]
CoTEM  STPRP Cascade 2 1 2 Improved mirror theory 2n/3-bit Subsection 4.2
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4  ET T Even-Mansour ZERELIEEE HARENAFLE R

R AR H e A T R B 05 7 SR R A DU PR A, — 2 ik T O B L B 4 A T B 4
BB A (FRERBESN) tait, B T O BEAL B 40 B A T B e O e (AR RS A, 44K, BR T IX
PR FH BB 7 2 Ak, A AR BTt RS, A B vt AR A BT, X BLARAT TR T AT R
Even-Mansour 2 A S5 (1) 3 AN A3 AR 2040 Jnll A 3 8 A H 5722 2 00 m] R B i A Jit.

4.1 ETT§ Even-Mansour ZE S8 HBERMERBE HAR R EHI R FIAREHL R

4 Py F Py PIANMOLE n LERR AL B ¥, Ky F Ky W MLV, t 2, b 2 -1
WIZTH eo-AXU Z AR, WX o ¢, o Al y, 3T P01 Even-Mansour 255 SE4 H) 57
B IE AT Oy BEATLER B SoTEM. #f 58 LA

y = SoTEM?l’f;ﬁ;h(t, z) = Pi(z® hg, (1) ® Po(x @ hg, (t) ® hi, (1) ® hi, (1).

SoTEM [HIFFERER WK 2 Fw.
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i, (1) —D B hic, (1)
P, Py
i, (1) —@ B hie, (1)

:?:
Yy
2 SoTEM: ETA[§ Even-Mansour ZRELHIHF e SRS H R LS RATEAREN & 5.

Figure 2 SoTEM: beyond-birthday-bound (BBB) secure tweakable pseudorandom function constructed by the summation
of tweakable Even-Mansour cipher instances.

EIE2 WRWT A M g THIEEW, po RAILESR P BEM p, RAILES P, EilY, 1
SoTEM ¥ R] i D BE ML ek KL 959

3(p1 + P2 + 2¢m)\/Am N 19¢m,  16(p1 +p2 + ¢m)
on 922n/3 qmgn/3

Advien(A) <

+ 3qmp1p26€; + 202,65 + g2 (P1 + P2)ere2 + a2 (PT + P3)erer + 240,65

ERR 4 Py, Py M n ELEREHFE Perm(n) HEEHLEEY, & F & —M n ECERTT R R
& Func(T,n) THBEHLEIE, Kb T RIEMZNE. % A B—/MHE ST, TR i B S i 7
% SoTEM E{FEM 7% F, WAL AL B P, MALEN P, A i I0 E ASCTEMPE P
i AFPEPE | Hoh PE PE FORMF A WTUNALERR P AP N AR, RERTF A
0 g RAIE ), JHH 5 E LT R SoTEM BiEAE T & F A2 H &M A IC/EA 7, =
{1, z1,91)s s (b Ta s Ygu ) 33 M p1 IRAFEEH P W), B L EERNSENIAMERAE «, =
{(U1,1,’U1,1), ceey (U1,p1,01,p1)}; ﬁ& D2 W\/A%Eﬁ% Py Elﬁl, %4%?5%1‘@@%5@161/'55@2& Tpy = {(U2,17
V2.1)s ey (U2 pyy V2 py )} AT AR, TRAVE S E TR E WA N EEAE, BIXS T 1 <i#£ 5 <
Gm FA (tiy ) # (t,2); M 1<i# 5 <pr #E ws #Aury Mo £y AT 1<i#5 < p2 #H
Un; # U j T vy # vo ;. FATHEIIHIAILTACKH 7 = (74, Tpr» Tpo)-

L Xi =z ® hg, (t:), Vi = 2; ® hye, (t:), A Z; = yi @ b, (1) © hye, (), WHIA 7, , 7,0 A 7,
GMEX TUE g + p1 + p2 NERTTIRA:

P (X1)® P(Yh) = 74, Pi(ui1) = w1, Ps(ug1) = v21,

P (X3) ® Pa(Ys) = Zo, Pr(u1,2) = v1,2, Ps(ug2) = v2,2,
Em ' Ep, ’ Ep,

Py (qu) D P2(qu) = Zgn> Py (ul,pl) = U1,py P2(u27pz) = U2,p,-

T Py A Py RREHLIERUT, P FAEE 1< i, § < g, B8 PL(XG) # Po(Y;), B {P(X:)}m N
{(Po(Y)}jrmy = 0. M F 1<, j < g, TREAFAE Xi = X, Vi = Y3 X T 1< gy 1< < g, WTHEAT
06X, = ury, Y = sy, PRI, T KRB R0 22 LR 0. 4 Uy = {ur, ¢ (s vns) € 7oy}
Vi={vii : (wig,v1) € oo}y Uz = {un @ (ugi,v24) € o} Vo = {v2i ¢ (u2i,v2) € T} 2
ar = {(t,z,y) €1, X =28 hg,(t) € U}, ao = {(t,z,y) € 7, 1Y =2 hi,(t) € Us}|, 1 =
HX =z @hk, (t): (t,2,9) €74}, Bo=|{Y =2 D hi, () : (t,2,y) € 7y, }|, FHHAF. Bk, 7FEE L
A S AR,
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EX3 (R IAAIES) ST —MEARIEE 7, R IR SR AL, B AFRAIFR + 2

“ﬂ:n E{J

(1) — AN IE 2 5 A B e A if) il 4
e Badl. f£1E (ti, i, y:) € 7q,, VAK (u1j,v1,5) € 7, M (ug e, vo k) € Ty, 43 Xi = uy j, Vi = ug .
e Bad2. f£1E (t;, i, yi) € g, VAR (u1,,v1;) € Tp, M (ug g, v2) € T, fH1F Xi = ug j, 01,8 Z; =

V2.k-

e Bad3. fR1E (ti, @i, yi) € Tq,, VAL (u1,4,v1,5) € Tpy AT (ug ks vo k) € Tpy AT Y = us g, vo 4 & Z; =

’L}Lj.

(2) WML 38 7 1 TR il

e Badd. fF1E (t;, i, yi) # (L, 25, v5) € 7q,, 15 X = X, Z; = Z;.

e Badb. f#1E (ti, zi,yi) # (tj,25,y;) € 1, R Y =Y;, Z, = Z;.

(3) PN Ha s B A — ™ B e A Al

e Bad6. fF1E (ti,zi,v:) # (tj,25,Y;) € Tq,, VAR (urp,v11) € 7y 15 X = ur, Vi =Y.

e Bad7. f71E (i, s, ys) # (tj,xj,yj) € Tqm PL & (u2,k, v2k) € Tpy 15 Y; = Uz g, X; = Xj.

(4) P35 725 1 9 1 B 45 A v Al

o Bad8. A74E (ti,2i,y:) # (L, 25, Yj) € Tgn AL (u gy 010) # (wr,010) € 7y fE1F X = wrp, X =

Ui, vk D Z; = v, D Zj.

e Bad9. 171E (t;, @i, yi) # (tj, %5, y;) € Tqp, VA (ug i, vor) # (U, v2.) € Ty 13 Yi =gy, Y =

Ug 1, Vo D Z; = V2 D Zj.

(5) 3 /ML) A 1) 2 Al

e Badl0. f£1E (ti, 24, y:) # (tj,25,9;) # (tks Ty i) € 7o, 13 X, = X5, Y = Y5,

e Badll. f71E (ti, @i, ui) # (tj,75,v5) # (tks Tk, yr) € 7, 8153 Z, = Z;, Zi = Zy..

(6) JLABIRI S A

e Badl2. a1 2> \/Gm.

e Badl3. as = \/Gm.

e Badl4. 1 2> \/qm.

e Badl5. B2 > \/qm.

2 Q FRITH AR AIL RS, Qpaa RRITH B AL RKES, Qgooa = 2\ Qbada.
NI, FRATRE H REHEA (T8 1), Jozn BT SErh IR MIBIACID SR AR O AR TR

FEY, K Ml Ky 52 NEHASEENLE BB, T2&, %40 R BIIEAE 30k 28 IR 15
.

B4, AT Badl, RIS A REIVER (6-AU H e-AXU ZI6 ), H
dm P1 P2 qm P1 P2
Badl ZZZPI‘ —U1j, —’U,Qk ZZZPTZ‘ZEB]%KI —ul,j,mi@th(ti):ug,k]
1=1 j=1 k=1 i=1 j=1 k=1
<gmp1p2€i.

X F Bad2 1 Bad3, RYEWE A BN (€-AU H e-AXU Z W57 ) MR A, AT LIS 3]

9m P1 P2

r[Bad2] ZZ ZPr i = U1,j,01,; B Z; = va 1]

i=1 j=1 k=1
n P1 P2

Z DD Prlwi @ hu () = w1, 015 © 4 © by (1) © by (8) = V2] < dprpaeds
=1 j=1 k=1
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dm P1 P2

r[Bad3] Z Z Z Pr[Y; = ug j,v1,; © Z; = va1]

i=1 j=1 k=1
dm P1 P2

=D D Prlai @ hi, (1) = ua j, 015 @ 4 © hie, (1) © hig, () = vok] < gmp1pac?.
i=1 j=1k=1
Feelth, XFF Badd~Badll, M4 MG A BREIVE (€-AU H -AXU Z0575), A
Pr[Bad4] <¢?,¢3, Pr[Badb] < ¢3¢, Pr[Bad6] < ¢2,pieiez, Pr[Bad7] < ¢ paereo,
< ?ey, Pr[Bad9] < ¢ pacies, Pr[Badl0] < ¢33, Pr[Badll] < ¢ €2

T Bad12~Bad15, 4 B /R AT K (Markov) A% Pr(X > o < ZX 45

E on -

Pr[Bad12} :Pr[ozl > \/q—] < [ } Qmp1/ < Plﬁ’
\/me Vam o
Elas] _ p2y/qm

Pr[Bad13] =Pr[as > v/gm] < < :

r[Bad13] rfag = /Gm) m o0

n+1

E[p 'mA/dm
Pr[Badl5] =Pr[82 > \/¢m] < \/[Tm] < ng'

Li LTk, AEBBARG, A AR AR N
15 15

|JBadi| < Z Pr[Badi]

<(p1+p2+qm)r

=1
2n

PI‘[Xid S Qbad] =Pr

+ 3qmp1p26€; + 262,65 + 2, (1 + p2)erez + 2, (P + p3)etes + 2¢5 €3

TE “gF” PIIAIE SR, R 07 FEH R G0t Bt ) BEAL B B8 R i RS E R 4
G(Ervr2), FERA U T A,

o LREME. B G(EPP2) HAERE —/NEIE S X EREMANTIA a,b € VP UYP2 Z [ AR — kM
— AL, AN 2 Badl0 F1 Badll.

o JEMII S RAL G AIFHFH. Enax = B1 + B2 < 2/Grm, TN /E Bad14 A1 Badl5.

o AR (FEZEEAEHFEE). Bl G(ER1P2) MATEAEARfT— K EEK KT P (E1F L(P) =0, f5 1
Wi /& Bad4, Badb, Bad10 1 Bad11.

o HREETH A1, 7E G(ERvP2) BpANIE 53 3 H e 2 0 & — AN S T A, 75 3% /2 Bad1~Bads,
Bad6~Bad9, Bad12 il Badl3.

AR 5t I BE AL B A N 0 R B 53, B G(En Pz) LAY 9 Py A Py AR B AR ST T A
£ 1.0 N5 Py AERSBIMSL T SRR EE 7 Av, ., Ay~ 2 N5 Py ARG T S SRR
FHEE TS Acyt1s s Acypess 3 5 Py iﬁkﬁﬁ?jﬂiﬁ)ﬁ%fﬂﬁiﬁ’] REW > By, ..., Beys 4
N5 Py AR ST T R AR ) R R 5 3 Byt Begtes VAK 5 ANANRIEARE 1) BRI
33 Cryeo s Cose 2 @1,y 2, @35 Qa, g5 IR Ay U UA., A y1 U UAe 4oy, BiU--- U B,
Be, 41U -UBeyye, VAR C HIFELEL (U H ). %%ﬁ cr=a1 < /Tm, @1 = D iiq1 M = @2 < /G,
c2 = 02 < Vm, @2 = 200 = 01 < Vs ¢ < B1 S Vms a3 = D000 < B <
ca < Po < \/Gm, qa = Zfltfitfitfil M < B2 < \fGms 5 = 5 FEH SPTETETATS = gy 4 g0 + g5 +
G4+ 45 = Gm-
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L d =q@testqta Mg =q+q+c+q, RIEEH 1, TR SoTEM FH 1t 14
2R SN R

c1+cat+cz—1 c1t+co2tezteqa—1
(2" =Py (@~ pa)ey (1 2 ) I 0+ 20+ ) SR
INGm 22n

2(p1 + am) (P2 + @) (ST e i1 £05)  19gm  16(py + p2 + gm)
22n 922n/3 men/B

>

(2" = p1)g (2" — p2)g” (1 C2(p1 + 4m)* @ + 202 + 4m) G 4G (P1 + @) (P2 + gm)
INGm 922n 922n

T 92n/3 Gm27/3
_ (2" = p1)g (2" —pa)g (1 _ 2qm(p1 +2qm +p2)*  19gm _ 16(p1 +p2 + qm)>

19¢,,  16(p1 +p2 + qm))

INGm 22n o 22n/3 o men/S

K, B2 % SoTEM A « N, H

Pr[X,, = 7] = Pr[K1, Ks & K] - Pr[Py, Py & Perm(n) : Py - 7y, , Py b 7] - Pr[SOTEM k- 7, ]
NS SRS S |  2¢m(p1 + 2 +p2)*  19¢m  16(p1 + p2 + gin)
- |’C|2 (Qn)m (Qn)pz 2nam 22n 22n/3 szn/3 '

0T EAETT S F AR B 7 8, B8 30 cr g = g OX B g RORVNA ¢ BeEFIINRED, B

—~—

Pr[Xiq=7] = Pr[Ky, Ky & K] - Pr[Py, Py & Perm(n) : Py b 7, Py F 7p,] - Pr[F <& Func(T',n) : F -7, ]
1 1 111111
K2 @2 (20)p, [Ler@m)® K2 (20)p,  (27)p, 2m0m
TR, EFKHA « T, f
Pr[X,e = 7] -
Pr[Xiyg=r71] " 22n © 92n/3 gm2n/3
R H /RS (513 1), 7

P1+ P2+ Gm) /G
o Bampipaet + 200,63 + 43 (1 + 2)eren

2¢m (p1 + 2¢m +p2)*  19¢m  16(p1 + p2 + qm)

 2¢m(p1 +2¢m +p2)*  19¢m  16(p1 4 P2 + gm)

Advien(A) < (

+ @5 (P} + p3)eter +2¢0, €5 +

22n 22n/3 men/S
< 3(p1 + p2 + ZQm)\/ dm 19(Jm 16(p1 + p2 + Qm)
X on 22n/3 qm2n/3

+ 3gmp1p2€] + 207,65 + 4o (p1 + P2)e1€2 + 61, (DT + D3)€Ter + 245,65
SEHE 2 [E5RARIE.
SEFE 2 MEE SRR, SoTEM & AlERE A& H A2 2 Ml A BENLEREL, 7F 61 = o = 27" 1HOLT,
EREHLPT O(22/3) BTG B WA= B AR AW, BIFIR 1 2n/3 HURFI 2 2.
FERI, IR hy, (t) = K1, hi,(t) = Ko, LA €, = €, = 27", SOTEM KB4k A SoEM22 ¥ RlI
y = SoEM22;2 72 (2) = Pi(z @ K1) & Pay(a & K») & K1 @ Ko,

Hit1 WMRET A M g K SOEM22 WIS, p; IRAFEEY Py B py IRALEEH P, &
#), W SoEM22 FDBENL R EL 3 N

3(pr+ D2 +2¢m)\/Am  19¢m  16(p1 + P2 + ¢m)
2n 22n/3 men/?)

AdvEonina (A) <
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hi, (t) hi, (t) ®
L

x—»@—» Py »>

th (t) th (t)

=P2—>®_’y

3 CoTEM: T Even-Mansour ZRSLHIRREXIZHENERE HR LSRR ATEARENLE .
Figure 3 CoTEM: BBB secure strong tweakable pseudorandom permutation constructed by the cascade of tweakable
Even-Mansour cipher instances.

3qmp1p2 + 202, + @2 (b1 +p2) + 263, @2, (p? + p)
+ 2277, + 23n

HER 1 S IRIGIE T SoEM22 /& FERTEA: H S22 e KA REHL R &, B RERSIRIT O(22/%) BT
G A A 2 B A, RIEOR 1 2n/3 FURRRYZZAPE. 55 DA A 25 SR EL ), AT 45 SR SRS
ANAIAER L T D8 REAL pR K2 Ao

4.2 ETFT Even-Mansour ZRESLHIRIREXIERNEREE H A 2R A EAAREH & #

4 Py F Py BPRNSLI) n LRER AL B Ky I Ky RPINMOLIEH, t U, b 72 e-IE°F
Y5 H eo-AXU Z a7 BREL WX T4 ¢, o Ffd o, T AR Even-Mansour %505 S 1) 25 ik
e hi& s T A DY BEHL B CoTEM #{E XN

y = CoTEM 20 (t, 2) = Py(Pi(z @ hi, () @ hic, (1) @ i, () © hi, ().

CoTEM W BEEstni&l 3 Fros.

EIE3 WERET A M g KMIEEM, po KAFESR P BB pp KAIESR P, &if, N
CoTEM 35wl i Oy BE AL B Heft 350

3(p1 + P2 + 2¢m)\/Gm N 19¢m . 16(p1 +p2 +am) . 24m

stprp
AdVCoTEM (A) < on 22n/3 qm2n/3 omn

+ 3¢mp1pact + 262, €2 + ¢2,(p1 + p2)erea + g2, (pF + ph)etes + 25 €3

MERR EH 3 MIERH S FR R DO B SCIE B EEAR — 2, BR 7B RPN BENL B B A (0 2 etk 4
Py, Py FEM n HORE B % Perm(n) NI, 4 P &2 — MM n LURETT I B #% Perm(T, n) 15
BLEHCE, Horb T 2R R B A 22— M X T, BREE W L SiiE 77 € CoTEM B3 AR
iR P, MAEE AL E S Py MIAILES Py, IS0 HILFCAE ACOTEM PP gt APTPE Py
Horp + FoRET A FTRUN B B0 e &L BT A g, RMIE A, PR S B IeiE T R
CoTEM mkHAH T % P &2 HA MM ASHCAEMA 7, = {(t1,21,91)s -+, (tars Tap s g ) 5 T p1 KA
%E:}% Py ﬁiﬁh #%iﬁﬁi’ﬁjﬁigﬁﬂf’ﬁﬂfﬂzﬁ Tpy = {(U1,1,U171), ) (Ul,pl,val)}; ﬁﬁ D2 W\/&%Eﬁ%
Py B0, IR A B B RCAEIAA 7, = {(u2,1,v2,1), -, (Unpo, V2, )} AT AR, AR
BT R W R NEHEAE, BT 1 <0 # § < g B (G 2) # (5, 25) M (G, y) # (5, y5); R
T1<i#j<p A wi #Aury Mo £y AT 1<i# 5 <po #A uy # uoy Mgy # g ;. 3K
PR R EIAIE AL T = (T4, Tprs Tpo)-

L Xi=x,®hr,(t), Yi =y ® hig,(t:), AR Z; = hye, (4) © b, (), WA 7, 7, F 7, 5350
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FESLTUWE g + p1 + po DEEXTTIEA:

Pl(Xl)@Pg_l(Yl) =71, Pi(ui1) =v1,, Pr(us1) =va1,

Pi(X2) @ Py (Ya) = Zo, Pi(u12) = v1 2, Py(uz2) = v22,
Em _ Ep, : _ Epy :

Pi(Xg,,)® P2_1(qu) =Zg,, Py(u1p,) = v1p,, Py (uz,p,) = v2,p,-

BT P AP, %&E*ﬂiﬁﬁlﬁ"] PRI TAERE 1 < i, j < gm, BVH PLXG) # Py H(Y;), B {Py(XG) Y
N{Py 1 (Y;) g’;lztl) BT 1<4,7 < qm, ¥ TﬁdﬁfX Xj, Y; =Y AT 1< < gy 1\]<Q17_f
AE1E X, 2 g, ¥i vy B, FEAL M SRR, 2 U = s - (1) €
o by Vi = {v1i ¢ (u14,v1) € T}, Us = {ugy @ (ug,iv2,) € Ty}, Vo = {2 ¢ (u24,v2) € Ty} &
or = {(t,z,y) € 7g,, : X = 2@ hi,(t) € Ur}], a2 = {(t,2,9) €7, 1 Y =y @ hi,(t) € Vo), b1 =
HX =2 ®hw, (t): (t,2,9) € 14,3, Bo= Y =y @ hi,(8) : (t,2,y) € 7, }|, FEHAF. Bk, 75252 X
A AL,

4 (“B WAL TS 7, R IME— AR ORI AN ¢ 2
1,

(1) — Mg 25 A~ B 3 A alk .

e Badl. f#1E (t;,z,y;) € 7q,, VAR (u1j,v1,5) € Tpy F (ug g, v2 ) € Tp, 01T X; = w1 j, YVi = voy.

e Bad2. 1£1E (t;, i, yi) € 74, VAR (uy j,v1;) € Tpy M (ug g, v2 %) € Ty 15 Xi = wuy j, v1,;®Z; =
Vo k.-

e Bad3. 171E (ti, i, yi) € 7g,, VAK (u14,v1,5) € Tpy M (uak,vo k) € Tp, 1R Y, = vo g, uop ® Z; =
V1.

(2) PN HA 32 2 V) 2 T Al A

e Badd. fP1E (ti,zi,y:) # (tj,25,y;) € 7, 15 X, = X;, Z; = Z;.

e Badb. f71E (ti,zi,yi) # (t,25,y;) € 1, R Y =Y, Z, = Z;.

(3) PAANHAL I 2 v R — A B 4 A 0f Al e

e Bad6. F1E (ti, i, yi) # (5,25, 5) € T, VK (wr g, v1) € 7y T01F Xi = wa g, Yi =Y.

o Bad7. f71E (t;, i, y;) # (tj,@5,9;) € Tqp, VAR (ugp,v2.%) € Tp, TH1F Y = v, Xi = X

(4) P Ha 3 25V R P A B 4 A 0f Al

o Bad8. 171E (ti, i, yi) # (t, 25, Y5) € Tgp AL (ur g, v10) # (ur g, 010) € 7, 813 Xi = wr g, X =
Ui, Vi D Z; = v, D Zj.

e Bad9. fF1E (i, x5,y:) # (tj,25,Y;) € T PAK (ug e, v2,6) # (U2, v2,) € Tpy 1F Y; =voy, V) =
Vo, Uz g D Zp = u2,; D Z;.

(5) 3 AN IE AV 22 ) Al 4.

e Badl0. fF1E (ti, @i, yi) # (tj,25,v5) # (tks T, Uk) € 7, 13 Xi = X, Y; = V.

e Badll. f71E (ti, @i, yi) # (tj,75,95) # (tks T, yr) € 7, 8453 Z, = Z;, Zi = Zy..

(6) FA IR 2% AT

o Badl2. a1 > /G

e Badl3. as = /qm

e Badld. B > /Gm

o Badl5. f2 > /G

% Q ZRIA ARSI RE S, Qvaa RAITH B BIARILRES, Qgood = 2\ Qpad-

EEFY
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15

P 2 (UFHSSML, fEFRAE R G, IR A SO HER
U Badi

15
<) Pr[Badi]
=1 =1

(P14 P2+ 4m)Vam
< 5
TE U FIAILSE N, BRI 2 007 PR R Gont b et B LB 5 8 R RS R R 4
G(Eprr2), JERA ML
o LIEME. B G(ERrP2) PR R —ANEE Y X FUER AT a,b € VP UYP2 Z 8] RAFE— Mk
— %A, )3 2 Badl0 F1 Badll.
o I SCTTHL nax A IIFH Enax = B + B2 < 24/Grn, BT Badl4 A1 Badls.
o NALBRM (IEEBEFRZ). B G(ERr2) PAFIEATMT—FAREK KL P ER L(P) =0, I
i & Bad4, Bad5, Bad10 1 Bad11.
o HRAEE I A1, 7E G(ERvP2) BRANIEM 3 3 B 2 B0 & — AR MO T, 75 U135 /2 Bad1~Bads,
Bad6~Bad9, Bad12 1 Badl3.
PR Ok R BE AL B R R i R s R E e, B G(en Pz) ATLARIG N Py A Py AR A ST T
£ I o N5 Py ARSI SRR IEIB 3 A, Ay s oo N5 Py AR T R AR Rl A
(HEE DS A1y Acypen~ €3 D5 Py AT T ﬁﬁfﬁmﬂ’@iﬂ B> Bi,...,Bey~ a
NG Py RIS TR SRR ) R B S Begis - Begres VA s ANANRIESER 1 BRI T
BXCyo o Cos & qu, G2, G3, Qay G5 THIRIR Ay U---UA,,, Ac, ;iU UAg 4¢,, BiU---U By,
Beyi1U---UBeyte, PAK C HISENEL (%00 0R). %mﬁ c1 = a1 < \/Gm, (1 = Y_;L 0 = a2

PI‘[Xid S Qbad] =Pr
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Abstract In recent years, beyond-birthday-bound (BBB) secure cryptographic primitives have attracted much
attention. As an extension of the traditional cryptographic primitive, tweakable cryptographic primitive also
plays an important role in cryptographic algorithms or network security communication protocols. However,
there are few BBB-secure designs. Therefore, this paper focuses on the design and analysis of BBB-secure
tweakable cryptographic primitives. Starting from the tweakable Even-Mansour cipher based on the public
permutation, the goal is to design the tweakable pseudo-random function (TPRF) and strong tweakable pseudo-
random permutation (STPRP) based on the tweakable Even-Mansour cipher instances. Firstly, in view of the
problems that the extended mirror theory under the random permutation model proposed by Chen Yulong restricts
the difference of different random permutation queries and the intersection is empty, distinct queries are made
to different random permutations and the intersection is non-empty extension, and the more generalized upper
bound of the adapted extended mirror theory is given. Then, BBB-secure TPRF and STPRP are respectively
constructed by the summation and cascade of two tweakable Even-Mansour cipher instances, and their provable
security results are respectively given by our improved extended mirror theory. Finally, BBB-secure symmetric
cryptographic primitives constructed by the summation and cascade of multiple tweakable Even-Mansour cipher
instances and the multivariate-based mirror system hypergraph theory on which they depend, and the design
ideas of single-permutation and single-key based BBB-secure symmetric cryptographic primitives with minimal
structure and domain preserving are discussed. Our works enrich mirror theory and cryptographic primitives, and
have important theoretical significance and practical guiding value for building a provably BBB-secure symmetric
cryptographic scheme.

Keywords beyond-birthday-bound (BBB) security, tweakable cryptographic primitive, tweakable Even-
Mansour cipher, mirror theory, random permutation model (RPM)



