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Figure 1 (Color online) Structure of the post-train energy-based Bayesian adversarial training. (a) Standard adversarial
training; (b) Bayesian adversarial training; (c) our proposed method; (d) processes of post-train Bayesian energy adversarial
training.
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WS BE SR [33]. T BAEA T VAL EHGEE 1 10A R, ASGERCT 3 A IS EE
2%, B4 CIFAR-10 B4, CIFAR-100 34 Fil ImageNet 55, %8 T1Z 770 R I T VU7 007 A 5w, AHH 7e ik
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® 1 FEXMRILGTEE EOT-PGD P Bt sh THSHMLLE (%). BiERTRHER.
Table 1 Robustness (%) comparison with various Bayesian defenses under different EOT-PGD [36] attack budget. The
best results are in bold.

Data Defense 0 0.035 0.055 0.07
None 93.6 0 0 0
PGD-AT 5] 80.3 31.1 15.5 10.3
CIFAR-10 Adv-BNN [36] 79.7 37.7 16.3 8.1
IG-BNN [37] 83.6 50.2 26.8 16.9
Ours 93.8 83.3 63.9 50.8

P 7 SRR DU B 4R 9% Adv-BNN 36 fIl IG-BNN B7 {E 3. 7£ CIFAR-10 ¥4 -, Af
FKH VGG-16 MZEAEN BARM L, DUREES LB EFESCH ERA R E — 3. 5IA (OEH T/
P X 25 14 UL I 38 B 480 7 ¥ (86:37) AN ] AR 5 kN kst v L3R S o5 FH KB A, RT3 5 IR )
FHZE 2%, U1 WideResNets 28], %5F K2 HOF B4 TAEE A WideResNets P45, AW FUESE T 5 H
) WRN28-10 {E AL M4, 5 HADXTHUIILR 772 1936370 G475 b szt T BB, A5 2 /i
B G RA7v: AAA 28] ik T iR, 5 AAA HAEBHfE3E T B BB S B AR K2, A1k
A DA [E] S 48 B S R s B, BRARREIR &, BT A 25 LU R TN SR 7 VA AE I hrb B R RE R 47t
FEAR BRI AR A 8/255, ARIKECH 10 IX.

ARS8 6 SR 34508 2039.813 GHz ) AMD EPYC 7542 32-Core CPU il NVIDIA GeForce
RTX 3090 GPU, JH45% 24 GB ia47 WAF. S5 8 H IR IHLES 5 I HEZE PyTorch X #& H 1 723k
17 SR

4.2 BAEWEHITHE

50 ERBG 5 SR BOEL AR, BT A SCR A 1 5 I G UL 37 R o A S s, DRIk v S 5 DLt 4
75772 Adv-BNN 361 F1 1G-BNN B7) gEAT LA, A SC S5 2 000 US4 TAE B ERAVEAL 15 &L, % EOT
(expectation-over-transformation) Hi%kLY PGD Mg &, 4 pk—Fh B 4 S om et et 777 EOT-
PGD. BN F, a8 — kAR H, EOT-PGD Ui 45 2 AN BEATLAR 3 J5 1F A (10466 252 SR Ak T HT 2
F£. 275 2 10 VIR 5 B, ASCRH VGG16 1F N E T W%, Thalii & E N € € [0,0.07,0.005],
SEIGEE WK 1 Fos. B, ATMBENLAZ Y EOT-PGD Jti, JEF UL 1B #8177 v i) B &
P EE X BTl 2R PGD-AT Zy. Rk, AR H I VEE QR FFL AR FEA R T4 T, XA
A KNS B, YR T 2w e ot ) DU ST B A 7 v, SR T AR A R I, B, B
FEFEPRBI RN 0.07 BIRSRIE DL, AHBF T IETSR LI T 50.8% MIEH P, AR T 2 B S Se itk i DL
M- 775 IG-BNN, 42 1 33.9%, 5350145777 PGD-AT FHEL, W42 T 40.5%.

S3HING T AR, T3 —PE A ST B i R B, RSO RS 2N BA g
BEPERE O BTN T VEHEAT LU, B35 % FI I PGD-AT 5], TRADES 24, MART 191, DL R i 42 H 1
LAS-AT 20V F1 AWP U7 b, ASCE A 55 FAT B F1 LBGAT 140 347 L%, FAT 1 LBGAT
FEDRFFE e AL R 1) [R] It B S BB OR R B 1. I A X Bt i 07 k2508 ) WRNB4-10 4%, 725 2
JER T IX L T5ATE CIFAR-10 B4 F CIFAR-100 B4 pAN I8 8 4 L THIXS PGD B il FGsM 41
BB SR 5P PN GR TR b, ARSI 7R TR R TE TR AR IR 2 FERG
DA o} J5 1o FEE PR o ek B A 6 0 THI B0 B HE S 35 R34 itk — B BRAIE AR S VA B ik Mk i P
THRIBG AR, B 2 B TANER 7 AT X EOT-PGD ¥y, il A& BN € € [0,0.07,0.005]
I EIB ST, RO T R BB N, LAS-AT A1 AWP HUE BRI N 0.07 W FFEE 25% LA
N, AN LR T 20% LA, MG R, R ARSI ik B A1 BE B 2 e 4 3 )36 K
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&2 SAEMMINEHENEEYE (%) LB (NHEREENRENSHNEEESHITT=R).
Table 2 Comparative robustness (%) analysis with different adversarial training methods (the experiments of our proposed
method were repeated 3 times).

Method CIFAR-10 CIFAR-100
Clean FGSM PGD-20 PGD-50 Clean FGSM PGD-20 PGD-50
Standard training 96.1 49.5 0 0 80.7 14.4 0 0
PGD-AT 85.2 56.1 55.1 54.9 60.9 32.1 31.7 31.5
TRADES 85.7 64.7 56.1 55.9 58.6 31.5 28.7 26.6
MART 84.2 67.5 58.6 58.1 60.8 27.6 26.4 25.8
LAS-AT 87.7 67.2 60.2 59.8 64.9 36.9 36.4 36.1
AWP 85.6 62.9 58.1 57.9 60.4 34.6 33.9 33.7
FAT 88.0 65.9 49.9 48.8 - - - -
LBGAT 88.2 57.8 54.7 54.3 60.6 35.5 34.8 34.6
Ours 95.1+09 941+08 939+1.0 93.7+1.0 802405 548+1.2 547+12 545+1.3
* 3 AFES3H [44] HEEM (%) L.
Table 3 Robustness (%) comparison between the proposed method and [44].
Data & model Norm Extra data Clean Robustness
CIFAR-10
[44] (WRN28-10) loo 80M TI 89.5 64.1
[44] (WRN70-16) loo 8OM TI 91.1 67.2
Ours (WRN28-10) loo n/a 95.1+0.9 93.7+£0.9
[44] (WRN70-16) Iy 8OM TI 94.7 82.2
Ours (WRN28-10) I n/a 95.1+0.9 93.6 £ 0.8
CIFAR-100
[44] (WRN70-16) loo 8OM TI 69.2 39.0
Ours (WRN28-10) loo n/a 80.21+0.5 54.7+1.0

MA BT TFE, B1E € = 0.07 IS LT, HEEYETIIREIL 48.6%, & LAS-AT WM. X—4R5%
WE T A SO EAE SR LB 5 A T (D0 B 75 i 14 .

N T VA A SO VELE RS AR 4 PR RE, AN SOk — 2B /E TmageNet $idfi4E P9 Lit4T 7
PSSR, S TR HUIZRAE 56 8¢ TmageNet #0448 7R EFE T BRIV A IR (WI7E 128 5K Nvidia
V100 GPU L FHFAERT 38 /N 142)) AHF AL T ImageNet-1000 FHET 100 N FIFEA R T4, FHxH
GREARTAT T 64 x 64 BT RARACHEL. B 5 R IE P ResNet-18, JLAE ImageNet T4 FAR#HEUIZRHIHE
RN 67.60%. EFEHE R AEE FGSM, PGD, EOT-PGD LA APGD 431 szig 2k BAanpE 3 fr
IR, BTN TSRS T AR T 1 R A I HERf % . AN (5] B A 20 1) s R I DA S N RFE R, AR S
JiFAEAER 2 LUARE DI ZR G SR R BRAIK 2.7% BIRTHR T, X5 AN 5] Bok J7 v (0 7 i 14 B 4 T A0 T % by ik
257570 WRAMETH ERER A TH, AR I HLE IZR AR R RTX 3090 GPU EHFEZE 10 4
ANEFRI AT ZR5E AR, EEbRiE GRS 2D 2 AN, A LAS-AT J7iE IR TR 1) 1/14. 254 3 N
RS0 45 R, A SO IEAERAIE /> R U R I ATHR T, B P T 7 5B B X i seh i ik, M
TSR T B T REA . W HUREAR 22 73 SR ARG 70 A B A AU

CUAIF S [44~461 R0, i F AT A1 (1 U1 R 5040 A B DK RIS () A B 3R AT X B I 2] DA 2 AR 2R 1)
EZARET). A, RSCERES Gowal 551 TAE B4 BEAT LLER. SCHR [44] SR T SEERTE 56 1) WRNT0-
16 WM& T454, FHHMER T 50 55Kk E 80M-Ti Million Tiny Images (80M TT) ¥4 147wy
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\\\:\ ¥ h
30 B SRNRRE IS 140h
TSR T 7 )
20 R EOT-PGD Time
=0 £=0.035 £=0.055 £=E).O7

Attack budget

2 (MEEEZE) CIFAR-10 #HEETHETARE 3 (MBKIRFE) FH ResNet-18 £ ImageNet
EOT-PGD B¢ WHax il e (%)  FHELHITERIELR.
StEE. Figure 3 (Color online) Robustness comparison using

Figure 2 (Color online) Robustness (%) comparison with ResNet-18 on the ImageNet subset.

various AT-based methods under different EOT-PGD [36]
attack budget on the CIFAR-10 dataset.

UG T4k, £ 2SS NN S T B MR T, AR SCBAE Gowal 25 44 Frig )
PG T, KH PGD-40 By, 1F 1o W0ECT, BB R/INEE A 8/255, RN LE Ip YUt LI T, ¥ 3h3)
K/ANKEEN 128/255, AT T AT VEAS, L3045 SRR 3 Fios. fEA GBI NBAMIGE . Aol
BB 250 HE T EF NSRRI T, A5 S5k [44) AHEEA O GERR T 5 m 0 R 7 U %,
AE PGD B & B Ml e I 7 B v Y e .

4.3 EIBEHTE

AATBTEVHl BB S35 T B EPERE. vk, ATEICRE Bk AAA B8 Rl gy
AT HHTHEL BT AAA J&—Fh L 15X B &/ B ) Sl RO B 18 7 32, ERT b 1 SR s ) 2
BB WG 75 Bandits M8 ATV, fEREIGH R E b, ARSCA 1o R 1 BUME R EAT 4
PEAL. 1T Chen %5 28] F1 Tlyas 45 48] BT CIFAR-10 B3 4E b AT A1 AAA % [, Bandits 45
R, FTUTER 4 OGRS T ARITVELE 1o Bih FRIVEAR SR, BT B & B 5 AN 75 B T A A gk
FTEFIR, R AAA FUARHE 7 VA AT DUREREL AT 5 VA s R . R ik, A 78 7 1R )
HER AR AAA S 1.3%. SEEENE, S5uaiiBa s AAA ML, K7 E{EE R
4100 AN 2500 RINEGHBCE T, 20 A58 1 14.2% 1 16.3% WIS IEIRTT.

4.4 FEEKEMABE T
4.4.1 AutoAttack &

AARF AutoAttack 431 HEZLHEAT B EMETEAE. AutoAttack J&—FhH AR K 1) B Zh 8 BT AE
BORE T 3 MEA &Y APGD-CE, APGD-DLR, FAB 49 fl—ff BB & 5 Square 0. 1) s2
B0 4E R, B AR HE I ZR R TN SRR B AT 5 I 2R SR G 48, 3 LA AUHEAH AutoAttack BUifi.
AR SCHE, 33X — I G VAR F I GRAR 2 (10 B 2 (B AR AIE 3 B3 T T RE AR EAT I S, TR B U R A A
B 5 2 S PUREA Mo, R AR SCHR R 5 AR B S | RENE S FE S UREAS 1 SE B A0 A, E TS bRk
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# 4 7 CIFAR-10 ##E&E L5t Bandits EHWEEM (%) tLE (ZiEX#E = 100/2500).
Table 4 Robustness (%) under Bandits attack on CIFAR-10 (@query = 100/2500).

Method Norm Clean Bandits

@100 @2500

Standard training loo = 8/255 96.2 69.9 41.0
AT ~ = 8/255 87.0 83.6 76.3

AAA loo = 8/255 94.8 80.9 78.4

Ours loo = 8/255 96.1 95.1 94.7

Standard training lo 96.2 1.3 0

Ours lo 96.1 93.1 92.8

%k 5 £ CIFAR-10 #EE LFER JEM {EATIISGERMNEEN (%).
Table 5 Robustness (%) on CIFAR-10 using JEM as the pre-trained model.

Method Clean APGD-CE APGD-DLR FAB SQUARE Auto-Attack
JEM [31] 92.9 6.6 12.5 10.9 18.7 5.5
JEM+Ours 89.3 39.9 32.9 75.8 39.8 29.5

< 6 1f CIFAR-10 #EE LIRHARKE S EANBGHIRI (%).
Table 6 Robustness (%) on CIFAR-10 against different attack strategies.

Method Clean C&W [52] DeepFool [51] MIG [11] Admix [53]
JEM (1] 92.9 61.3 11.4 20.9 19.1
JEM+Ours 89.3 62.5 21.4 30.2 30.4

FERECE R, A LA 55 T8 A0 B BT A S IUREAS. B T A A T 20 2 0 27 23 BORFAIE 20 AT A7 AE [
A g5, AutoAttack FEAFIH V2 AT SRS, o RE R BILG I 25 22 G 18R] B Z AL X BT 1]

NIGAE PR, SRR T ISR TR SRR B B 4o AT S M BN ZeB ) B 7E
TR SR 2 (1 B 2 [AVRRAE R PR L & B, S TASCR A 72 T RE B A 1) B G P EAEZE, AR
FBCA e R JEM BY /E N & D AR L I IR A —Fh A o 2828, JEM M REE I
MATEAR AT po (x,y) FATECGMES AL, AHE T 20NN 2848, I SR E M. R 5 7L
FH, S5EME JEM BEMIEL, 208 AN K JEM B AutoAttack HIEER I 79 N R I
BEN GRS, AWMEE T AutoAttack ARSI, R )& R PEE B RIS T.

4.4.2 SINAERERBENEEMEITG

DL M 8 B R VISR IEAMY e 5 7 SR AR 56 T80 FE IO P, 3 REST HA 2R A g3 Hr ke
R —E WIBIERE ). R T WRUEX — i, AR T 2R R 2R 0 X 0 AT B VA,
FEEETIRACRIX LB 771 Deepfool B FI CW D21 B F- 045 34 55 Y X HL B 777 Admix B3] IR
F B R FE LI 792 MIG M, ARSEEG 5 AutoAttack PRAL (R SLI6 B B — 5, B AE &
B TEM A A 2 180 A TR RB 20 DA 5 ) A R A B AR ). Skt SRk 6 Fios, RAIA
SCHEH BTN JEM AR LA T B G B A i, FLAE NI 22 RhoAS [R) SRR ) Mok T v R B H 2 B A
REJJHTE, LR TEE A R I SR B U R A B 3 5, S e 25150, JLH X Deepfool,
MIG 1 Admix IR EIPEREHSET T 10% A4

4.5 BEREIREVHE
CAT W] B4 E 7 A AR 2 VR IE (A 917180 SRS 25 23 W & ROx Hi et e oo, DRI F AN %
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® 7 HRASSI A

Table 7 Ablation experiments.

JEBM NUM PT Clean (%) PGD (%) EOTPGD (%) APGD (%)
X 0 X 93.6 0 0 0
x 1 v 93.9 19.3 16.6 19.2
v 1 v 93.9 48.8 43.8 46.1
v 3 v 93.9 92.8 81.3 90.0
v 5 v 93.8 93.2 83.3 90.3
v 7 v 93.8 93.2 83.3 90.0

FAER 22 AW, AT, 506 B TR SR A e B — R SR B B AN TR 02, T I I R S (0 DL
Hrae BN PN R O IAAE T R TR R AR S IR A I B & 28 0 AT, R — )ik
KNy A RFID T AR, R, ARSCRTEE 7S M IR IEIR F b6 TR IE, BB B AR b R+
SERE AR BT W BEALAL B B2 R NE /1 2R 55 1n) R

SNIRN IR AR S5 105 8 R P SR A SRR T 0 T VRV SRS, AN SR SCHR [54] BT i B P VR VR A
I BCGHAT SRR IGAE. B S, JE TR TR T 57 0 SR Wl e BRI B e v T P M. ik, IR
fII7E CIFAR-10 24 4E I, FIH VCG16 BRI AR, S b 1 ARSI AE D6 BD it FGSM MY 5 24R
Wi EOT-PGD-20 B & FeE. 45 R ER, AN FGSM HI&FEYEA 93.2%, Xt EOT-PGD-20
IErEMEN 83.3%, RIIARS P IERIGE PGB T R0 UGt X S5 EREINZARF. HIK,
BT P TR T AR 7 200 TR 10 BB K ) ks () 8 e 1 38 TNl B Bk i ik, Thix
ARICSEIG AR 1 M. B, FE TR ETRIE I B AR 5 0l s eI B & RO B 7V, W FAB
A EOT Miti. ACIAT T EOT-PGD 1 FAB Hify, HSLIGEE Rl wizk 1 F1 5 fios. Sei6 gl R,
AT IE N T B SRR, AT E— PR SEAHIE A R S AN TR TRIE LA

4.6 JHRMSCIG AR
4.6.1 BABEEEES NS IERIEHIERM 27

ARTTIEXS T EBEE AT S B R T3 R ARG FURE A R & e B A DL 1 SR H
DU A8 T SR B e R I 5 BN Y R B DIAR G, PRI, 275 70 Sl PPAG 7 IR /5 RE B Ao
(joint energy-based modeling, JEBM). iR & (number, NUM) M5 IZE 7772 (post-train, PT)
FEABTFUIT LA TR, AR CIFAR-10 HdlE5EAT VGG16 HIlZR R, LA PGD-20 B /F & #
PEVPAS R 7 i, 3R 7 PR T ARTHEAEA T Rl A R ) RAEHER R A FTE B, Horh NUM =
0 R AR HETUN SRR ) SR UG 45 R IR 7 shar SEE2 3], 5 Ik J6 G B A SR JF R AR 48 3 & Bl —
FEAE T REAS B 70 SRR 28 38 BRIBCR IR, EE /Mg 1 AR B I R Y i) Rk R 2R (93.6%).
O, SIS REA S 0 FURE A B & 70 AT REAT A, RGBT R & e 18.8% 35T 2 48.8%.
BE— P4, [R5 R U A S B R & 20 Al LSS S5O B A 20 A1 FT DAHE— 25 5 s I R 1) -
M. R DU i 28 ) 2 380 b 75 R AR R B AR R R AT HE 3, (H 7R SEBRAE A A R BIRAE 3 AN LA LR Bf
T R RV TSI AR v B S R I, AE P INAER B SE T 5 I, AR S M R IR A

BT 2RO PUIC FEE IR T TR0 S 0y N OB B2, A5 o P8 R R 1k RSO B A A Y
EHEPERREE. HIE, MIRNIRTUAS T IR TR S ek (1 N AR, A SR 45 AR B AT 1T
REAL T M. R T e AR LA B R A B — 2RI RO b SRS L A DA D vk T e 22 A
T b ROBE P X R SR B AR B B SE AT BRI ST Y, 7E RO B R W R RTHR T, B R 58
DU it 22 0 2 B SRR AR R T 0 8. S T AT VA O I ISR vy LAy /N TR DL B e 22 [ 2%, HL
W RIREZ a8 T X — ek, NIRIEBL R, 4SSO CIFAR-10, CIFAR-100 1 ImageNet T4 3 MHidi 4
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Figure 4 (Color online) Visualization of the expected loss gradient unit magnitude (PCM) of Bayesian energy adversarial
post-training for values above and below 10710, N is the number of appended models. N = 0 is standard training.
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Figure 5 (Color online) Attack gradient weight ablation of post-train Bayesian energy-based adversarial training on
CIFAR-10 with VGG16.

HEBELHE T 500 FKE R IF tH R, B 4 23T 3 DNEUREIN R B E N
befl. Mot ST ForAriEN R, N FoRMIANERL A%, dnlEl 4 o, RSTINZRRAR ST i3 2
BBy DASE e AR L. B RIS AR (V) IR In, DL Rl B S I SRR R R 4y
WL T, RYIIESRBE TR, A SRy 5 807 I, B I ek foe s, [RII Jd 2K
BREEAE 3 MR LA CIL T 58 i Ok, Xt — P IRAIE 1 AW T 5 & BRI IR IR, 25 R 2 B gt
oy 5 87 I AB AR R, 1 T R BHIE, AEA SIS R E Y, BOAMT IR SRy 5.

4.6.2 KEHENERHRAOT

WAL 1 FR, £E DU XU IR R T & ha, ho, hs X 3 DAEBIBE AL
FUBR, 23 006 B FEAS 7 A ) e B R AR BE L, X HUREAS 70 A ) e B AR L, DA SIS BUREA AN 145
FEA I 0 KRR L. FESLPRsEIe b, BATX SR 1 HAIBEEL by, ho, hs RIS BEATINRL, SARHIL
R LRI LAINALR TR A hor = wihy 4 waho + wahs. AT 3 Pl BEHEAT S [F) e B IR Rl s 4 LAy A
AN [EV B A 0 R AR R P A Rk (s, FAAR TR BN (1) AR THREA A
FE (w1 = 0); (2) AFEXFRERDATEBBEL (wy = 0); (3) AFHEDRIKBSE (ws = 0); (4) M
(5) RIS R 3 FBEIE, (X T wi, wy BIMIEAE. & 5 7R J FEA R FEA R ¥ B (V0 R s g 45
R MSERERATUUE ), 20 KB T AR MR R (K (3)), KRR RBURIR 2
Kih FEAG IR BENE LA X 70 X HUREA S TR A, DR AE DAL e i 5 B0 K70 A RAB L g 1
BUE. BUAh, FEH 8 AR MRTIR T, ML S TR A AT A (B (1)) A PUREA A i
B (B (2)), R T FEANU HUREA (IR & AT AL THRFEA 10 70 R DL E UG 1 B i
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ROR, ME T AR EE (KE (5) SR T ENFREARER (KE (1), K REEE
PE. BHEar WL 3 Rkl B2 K R AT DU S BN i SR A A, A AR AR A 5 e 1k A 2 S AR
Z AT RAFHP . SCIegh BN wi = 0.2,wz = 0.05, w3 = 0.75 WAERURG AN R R i £, R IE
PR E A NASCERN IS A E B E.

5 RGEERZE

ARSCEHE T — I (K0 I I R S5 0 0 SR, 122 SRS I 7 T8 VI 2 B R AR v T A A e AL O —
Tt B SRR R 70 B e PRSI [ I DR IO A TR B2 A 32 0. AN T8 T3 95 L 1 3 408l 7>
A XEHUREAS 73 A R AR S o0 A 0 4 DU A, 238858 1 R ISR B GBI iR S RE. K
HEAYSIRAE KA IR, AT TR TN R A 2 B 1 A S R e 2, {0
Je RIS UL ST B IR, BIAT 5 35 SR TR A B e, JFAE RAVEMER R 58 H PR Z R SEBL 1 R 4T
(P4 T TR AL T B S R, AT R R DL R R, RN e T S A
715 ST RO,

JUE ARSI T T B AR T BUE SO, (BT B2t A S B AR R A Dy — R B I 7 3%, [RIRE A
YR BN AT SRR B0 7, LCan AR AR AN B PRI, b Ah, RS B R R ) T AR, AR
SCTIEREAE — E R L _EIRAH AutoAttack il (HIEL B MMM T RSB AGTETA AL, W
it — AR T R ISR RSB T AE AutoAttack Bl TR, 52 24 BIRT ST I Y — TPk R, 1X P
TR AE AT BT S A AT IR SRR,
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Abstract Deep neural networks have demonstrated outstanding performance in vision classifications. However,
their security may be compromised by several factors, including their universal vulnerability to adversarial attacks.
This has facilitated research on adversarial training (AT), the most widely used defense mechanism. However,
existing AT-based methods are typically regarded as the white-box setting, considering that they require access
to model parameters and re-training the victim under modified training regimes. White-box defenses are often
impractical in real-world scenarios, such as re-training large-scale foundation models, mainly due to limited
computational resources. Moreover, AT-based methods tend to improve robustness at the cost of sacrificing clean
accuracy, which makes these models less effective for standard classification tasks and downstream applications.
To address these challenges, we propose a new black-box defense framework called “Post-train Bayesian Energy
Adversarial Training,” a fully Bayesian treatment over the data, adversaries, and classifier. Our new post-train
strategy is achieved by fixing the pre-trained model and appending tiny Bayesian components behind it, which
transforms it into a resilient one without the need for re-training or accessing the model knowledge. The extensive
results demonstrate that our proposed black-box defense outperforms existing white-box defense in terms of
defending against both gradient-based white-box and black-box attacks without sacrificing clean accuracy.

Keywords adversarial examples, deep learning, adversarial defense, Bayesian neural network, energy-based
model



