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Figure 1 (Color online) Interconnection nodes of computer network, IoT, and Pervasive Internet
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P, NSROUE H R Y BLS RANEC 7R RSB A o (g ik, ITTAS T 5P SR AN R ) N 26
5. PEBEE Bt S P A R &, A A ] PR S IS SR o B BEIA S AN BN R
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Figure 2 (Color online) Virtual-real mixing cyberspace
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sel : W —T.

env: T — p(C), HH p(C) N C BIREE, env EREGHEILSAE SRS R 7 el 20HEH RSP HI4E,
A IR

dt : W — p(C), Hr pd(C) Fom dt BRBUVER) C T ERINES, B2 RES.

dn: C — p(C), Hth pin(C) For dn BREER C B THREIES, BT E AN RES.

ava: M — p(C), Hrft pv2(C) FIR ava BREUVERE) C MTERNES, B2 B ES.

addr : (pdt(C), p®(C), p**(C)) — D. addr R E— M G5 Fl bbb AR iR,

TE SRS SERhA 4% 22 6] e (W, M, C, D, sel, env, dt, dn, ava, addr).

R SR G DX 28 % 8] v B ST B 47 Rk R i v 106 I R At A Tt AN A% SRR AL £ AT S AR | 45
HiME B, SEIL& RN REPRE ML SR ESN BT A.

2.2 FEMKTENRESREMFREP
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Figure 3 (Color online) Technology architecture of virtual-real mixing cyberspace

G TP LRI 245 5. AEFORGIBER LA b, 2% 72 [ADRE L I RE AL B - RESIA 5t B 2R i xs
Z BT R AR RIS AR, Horh AL B F P R RS S i B B (avatar), REAIZSR
FEVF AV R — BANBER N 7 SR B 2 (3R, K 2R A 0 GO BB I S A7 AL B AR S
B e, o R A R THSENLA S T BE I AR AR B B REAR.

Un L RIId, 2 I PR ELIG PRI X (R 40 A e 25 N IR R FULAE B« WU A 2R AE X R,
LUK B R R AR B, T RS SR 45 W 2% 2 ), P ISR BBAR R X 45 2 1] (R 5, i SR 173 ) EL IR I
FIATS, AH R PR H 28 52 B B X BAF B Sk Ak A M ZH ZARG BERL, 40 Meta 0K SEIRSE, #8%)
GyEREWNR IR, BNER, PN G REARE, DTN, SIER, b1 s o m s
AR T 2 BT IS S (R G2, DAL A v G M T R 17 D 1 4% 2 ) 22 e AR RA R i L. o
TR W SRR R ) 22 4 ) R A, e 4 RS Gofs MBS IR i R B B S AR S0 i A
NEEE - B xR 5t 24 A, B FOEAF 2 A DIBERT R AN 5 (B 22 4, el
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Figure 4 (Color online) Methods of authentication and authorization in virtual-real mixing cyberspaces
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Figure 5 (Color online) Classification of data security threats in virtual-real mixing cyberspaces
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Figure 6 (Color online) Classification of privacy threats in virtual-real mixing cyberspaces
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AL 11 e 26 5 i L PRI 17 55 B TSt R RT AT 1k, L SIZBG 5 SRAE W e R I A5 5 7T AR T P
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Figure 9 (Color online) Overview of interactive object security issues
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Figure 10 (Color online) Overview of interactive content security issues
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Figure 11 (Color online) Overview of interactive behavior security issues
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Figure 12 (Color online) Risk classification of key infrastructure and software-hardware security of virtual-real mixing
cyberspace
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Figure 13 (Color online) Security threats and adversarial defenses of artificial intelligence models in virtual-real mixing

cyberspaces
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Figure 14 (Color online) Classification of application security and cyberspace governance issues in virtual-real mixing
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Abstract Driven by the continuous development of computer and network infrastructure, more and more human
activities are migrating from the physical world to the digital world, bringing the motivation and thought of
building a new type of virtual-real mixing cyberspace. Virtual reality, augmented reality, digital twins, metaverse,
etc. become world-wide hot spots. Based on the Internet and the Internet of Things, the virtual-real mixing
network further interconnects computers with independent identities, various physical objects, and their digital
twins, as well as computer-generated digital native objects. In this way, the physical world, the digital world,
and the human world are mixed and merged together. We name this kind of emerging network as “Pervasive
Internet”, which forms a virtual-real mixing cyberspace where humans, machines, and physical/virtual things are
interlinked and interconnected, bringing totally new public experiences, social forms, production patterns, and
digital economic development paths. This new type of cyberspace has greatly expanded the space boundaries
and application fields of the Internet and the Internet of Things, whereas it brings new security and privacy
protection issues. This article firstly introduces the concept and architecture of Pervasive Internet and virtual-
real mixing cyberspace, analyzes their security and privacy risks, and then reviews the latest international
status and trends in user authentication and authorization control, data security, privacy protection, perception
and interaction security, critical infrastructure and hardware/software security, and application security and
cyberspace governance. We proposed ten problems that need to be solved at the end.

Keywords virtual-real mixing cyberspace, Pervasive Internet, digital twins, security, privacy

852



