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AR 22 4 1) S R PO T — R R S AR, Horp— N R0 B S R R B SR 11 S B s
B PR EST A B AR AE RIS, SR 2013 AFH “Hrih B AR DLRGHORER 22 B4k R T AR R B, S
o 2B 3 v FH P A FH ) B 28 90 T 6 i 25 N 108 ST B VS, R R R B BN G#OS T,
U T DURICR % 4, MRBEIR %00 R Gt 22 4. 2014 FEBR#SE2 b, Bellare 45 2 H 3R H
T REB I (algorithm substitution attack) FIMER, FE7R 1 A i i % in s Sk AT B g,
15 P o8 I O SR 2 A B ABR. et b, 7R AR B, Yung 55 B 42 HH T 84U
Yo AR B <X (kleptographic attack). %X 2 @i B THBRHUE 1191 U VA 8. 2R
M T 2 IR A R R R AR A LU B B, M BGE AR 2R TR A R 20 iz AR R, 5
BRI WTUEER I . 2013 SR <Hiim s A (R0 TR 2 12 M
SIAM B AR T ISt b, IR NKE 1T IR 7T,

R ELEE (SM R5) ZE A =8 E L EE, TR O A mk B2 147 A5 24
JSEF 51 SRS E N 25 B RS E R IR AL T OGRS SR, A R 4R 1O B TR I, SM2
v SR 1 0K H v 208 Rk B e e . BSG A A8 o SRk b B LB R s 0T =X, AT B
MPIANIESE (1) 5% SO BN R Z S, B R SM2 i Bk ) B 220 A SO SUEP X SM2
FHEIEL, VORI BT B B MBI BHOR, sRAk SM2 InE Rk e RIE D RE. L b, H Al
FARFAE LB BB 0 7007 T A BT 7 TR e MR By oLl iz 0 BAR, EE
HFAIETY (prevention-based) FIAEMIZY (detection-based). FI E B BAFAE AT AS 1) 25 A3 17 By (K 557
(cryptographic reverse firewall) 7], sl ik S BE AL 7 S B R RS R e B IUE B S5
BBRBAFAERER “EH R (watchdog) X 2H B S S0V R 25 AR HRGHEAT bt X 181 et )k
AR B e 2L 2% 1) B0 RE G IR R0V B e L. SR A S B A 17 47 75 42 I MR AR BB AN T, A% T 3 e 2
Iea) B17 K K (TR 308 1) 7 i) R g FL Tty ) AR R, oAy R 8Os i s L, R 3] 1 2R 5t
()2 B I,

T 164 75 8 VT T W ) 3 M U R AE AN IR SR SETh R AT IR R, X ROkt R AT
BENLERME, ATV BR AT REAE T OV AEAS . RTINS T~ AT Fn ih 22 4 1 BT PR I 5% SC 7 (chosen-
ciphertext attack, CCA) &4 A LM 5, HEENIRIE S S BOE CRIEB RS 1B %, 5
X1 A 8, Dodis %6 ) 7E 2016 4F EPRZF DA 2> FFa ), AT 830 M I B % L (replayable chosen-
ciphertext attack, RCCA) %4/ —MEAR MM T R, Bz SN A HINE 77 0] DE Rtk
L CCA 2z 4 OR B ) [R] Iy SRE 0 85 S ) L BEALA A . BRIk, A SC 3 B B %) CCA Z4xi) SM2
I BT R R, s B RCCA A VEM SM2 N 77 A8 AA, MTTT S IILITE w) 977 K 358 1) e 45
P, IRPUE R SR B e

1.1 ARXTTHEK

BT SM2 0% 8 SCAS 24 ] E1 R AL A i) @, ACSCHE T B A W E L RCCA Ve A8 N
IR TR AZ O AR R A Phan %5 10 $2H ) OAEP =#83us, KHRHF SM2 nss ik
33 RCCA 2470, IRTEREALTE WAL R IEZ 7 i 2 Canetti 28 M fT L) RCCA %4
PE. IGAE, AHLGEAA I SM2 AFHINE B, Z 7 RAE T — SR CEBENLEE, BRI IEA I
B SCRT R R R L 0 25 SOEATAB 5, AT SIS ) B K B0 2 SCEAT AR, T BRI B 40K
i BT SR RS BBIs. AT 7 ZR E AR T % FIE R T HEEHL RCCA A8 =7 £,
WF 745 AT B T3 T SM2 50 ik 18 S b sy F w1 22 4
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1.2 tHxXI{E

AN R A H A AT EFEHL RCCA Z &M AN J7 %, Groth 12) B REEH T 7E18 FH #E
! (generic group model) FHIFJEFEHL RCCA 4 FI AN T7 5. %77 FERIE 5 7E T2 30K/
BETH B EER A A e . FRAEAR Y T BT EBENL RCCA 4 A% 77 %M i1 Prabhakaran
F1 Rosulek 3] 7F 2007 4 H Fr# i 4E 2 i dg . 1% RIZ 0 B 24 %) Cramer-Shoup % 3K
AR ol J87 FH XS5 435 A S 30 P) B AL 5 0 Sh et 22 4 2 TR R P 4. BRI 2, 07 RIOFA R RE A 1.
MAE RCCA 2241t N [R] I S B n] 35 BEATL I A0 B A2 PR T- 3R THIAT B fA O S ) 2 Ve B B
X% — B AR R BRI, BF| Wang 55 14 78 2021 FE R EFE s BAEH T ETRBRA IR R4S
A B A TR AT E BN RCCA N 7 FAESE. ehh, —Be TAR{EMIE R HEEHL RCCA I 77 R M
I ST BT HOPERT. Chase 5§ 191 4 H {8 Y W] S Jie ) AR A8 LR ARIE B R G i) i B A JF AT BniE 14
(K1 J7 % Libert 55 16 2230%F Chase 5577 SRR BEATIAL, (HAES BB FIHAUE ] R GBI AT)
SRR T IR BT AN SR/, I, Faonio & 171 £ 75T MDDH BRI J7 Ei, # %
RN E R 6 DMRETGER. %07 SRR TR i 2ty (80 ARE T AR A v 2 FEIT B2k
PExHE SR, IR LK. B, Faonio Al Fiore 8] 7EREHLTH S AU AL R4 H T 8 N2k RCCA
T3 5, AR ZAH R 55 T EEENLE. IR, Wang 55 19 RCCA AR EARININHENE =T,
JEH T ID-RCCA Z&tk, Ireath 7 HAE A TR EEEYL ID-RCCA FriRINE &y 2. %75 vl i
THNERE T AR IR TR IE 48, DLSEIGT BEAA GRS A o 2l AT A I o v

1.3 AIHALH

55 2 BB BN s B R T eR R PREE B st A R & gk e SCRE TR R, B 3 T EL
PR 7 ASCRT B R R A BN 7 58, RS 1 1207 SRAEBENL IS MU R ) RCCA 2241k
IIHT. B 4 RS TAR T B4

2 FEER

2.1 SRR

4 poly(\) RFEXT A MZTERERE. DB BRE f(N) N - R, 50 TAEZ LWL poly()),
TEEIERE N, 15 () < [1/poly(N)| XF AT n > N. BOL, IAREL £(N) 2R 2B, 4 negl())
FFAEE ST N AT 2R R W TESIETES X, 2 s X TR X PHEHLEBOCE o X THE
BRI F(), y g Flo) FonEE F RbBENES R g 0 TEEHEREE F(), y « F (o)
FoREE F ORISR g,

2.2 NPEMESR
EXL (NMAMET ) —NAHINE TR 11 = (KGen, Enc, Dec) AR 3 ANFELL
o A U KGen (1), ZEIERIN LS N, il AFAHXT (pk, sk);
o NNE 5LV Enc(pk, M), ZEIEMN AN pk MBS M € M, il %3 ¢ € CT;
o fRESIL Dec(sk, ), ZAIEHNFAH sk FI% 3L ¢, $rti iS¢ M,
FHA G M FCT 43 MIE 7N B SC 2 ) R0 2 S0 2],
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KGen(1%) Enc(pk, M € {0,1}¢)  Dec(sk,()
dg <s[l,n —1] k+s[l,n—1] (z2,y2) « [dB]Ci
Pg + [dB]P ¢+ [k]P klen + |(2|
sk + dp (z2,y2) + [K|PB t + KDF(xz2||ys2, klen)
pk < Pgp klen < |M| M — 6ot
return (pk, sk) t + KDF(z2||y2, klen) u < H(x2||M'||y2)
G+ Mot if u # (5 then
(3 « H(z2||M||y2) return
¢ = Gllc2]l¢s return M’
return ¢

1 SM2 RNAMERR
Figure 1 SM2 public key encryption

NI TT R T FFEH R W IR X TAERE (pk, sk) <—g KGen(1?), M «g M, ELFARXRT:
Pr[Dec(sk, () # M : ¢ <—g Enc(pk, M)] < negl()).

ENX2 (ATEFEHLAPIINETER) 4 11 = (KGen, Enc, Dec) N—MAFIINE TR, 7% I L
PUR PN AR, BRATTFRIZ A BN 2 T 5 42 v EE B AL

(1) FEAERER 2 T A 7% Rerand. ZBIEHIN A pk FI%SC ¢, HrHiBiESC ¢

(2) XFAERE (pk,sk) «—s KGen(1*), ¢ ¢ CT, LA F AT

Pr [Dec(sk, ¢) # Dec(sk, (') : ¢’ +—g Rerand(pk, ¢)] < negl()).

P FALE (pk,sk) < KGen(1?), M ¢ M, ¢ g Enc(pk, M), % Rerand(pk, ¢) F1 Enc(pk, M)
SR A AR IR, 4 1T A& SE3E T EEEALT.

SM2 ABHINE T Z N 1 fow, Hodt P OYEAZREGT n BRI 2 0523 Hh B AL B A o,
KDF NN FRFER S FUREEL ¢ S LU FER ¢ 9245 B 3 SRS BR B, H 350 4 35 PR AL

2.3 EBEPaETEE

EX3 (RFFAITHRE) 2 f: ExR— F AT 350 TEEMR 2 T [ ET A,
LA ARFS & mT 2 1, T e K i 2 B T -

Adv" (1) = Pr [A%2mer (y) = 2 2 5 B, w <5 R,y = f(z,0)],
Horp Sames(y, ') & MHBE f~1(y) = F1(y) —EROLHIHE L.
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2.4 FEMEMERIE

E X4 (gap Diffie-Hellman (GDH) MR 2Y) & N NLESH, G N—MNEAREH p I
TEIRTE, g NEE G MEREAENTT. & GDH WHEVEER AR G Loz, W TAF Sk 2 10 =i 1) &
F A, LT AL

Pr [.ADDH(g,ga,gb) =g%:a,byg Zp] < negl(\),
HAFiFEHL DDH DAEEVTAH (g, 9%, g% h) NHIN, # h = g, WER[E 1; F0), 3R[E 0.
2.5 REMENX

E X5 (RCCA 24t M) & 11 H—DNHINE T . TR B 2 WU Pk % # ¢ Ak
F A, FEUWTF RCCA AR,

o WIEMTBL: C A FLEHXT (pk, sk) <—g KGen(1?), 344 pk KK A;

o WIIMBNEL T A Y45 3L ¢ RiE% C, C R[] Dec(sk, ¢). A 1] ke 2 T = I if) 1]

o BRARIN B A BN EMIF RIS My 1 My, FERIES €. C BENLERELLES b, HoKPbik
3L ¢ =g Enc(pk, My) KIEZ A;

o WIIBNYEL II: A HBE 30 ¢ RIEL C. 4 M = Dec(sk, (), #+ M € {My, M1}, C IR[H] “replay”; 75
D, AR [El M. A AT RES 2 IR ) )

o KEMITBL: A fay A5 T ECRS o

iR, BT A BREON AV (1) = |Pr[b = b/]—1/2|. X TARESRT A, B3 Advis?(12)
B m] 2SI, W75 1T & RCCA %41,

3 ET SM2 i) RCCA RLrE=REHAHAMBRE

3.1 BIARE

A OAEP =#ual 10 N T SM2 AN 7%, 53] RCCA %24 1) n] & FEHLA N 5
% BT RmE 2 s, b G AN R n MR I LIEREE, P oA G FREENLIR B A
T, F,G M H KN 3N G ot 2= st 3 3 B (18U
3.2 IEmMSR

fif B IERAYE: MRIEHIE Enc M Dec MIHR, X THERE L ¢ = (G, G, (), IR & — [dlG =
([w]Pp +U) — [da]([w]P) = U LAK (5 — [do|¢1 = ([w]Pe +T) — [do]([w]P) = T. 533 Dec FHik 7155
U, T 553 Enc i) U, T M55, Bk, Hik Dec HIMRHSER, BRI M.

HINE IR ARYE S Dec 1 Rerand IR, X TAE R S ¢, B HIRZEREIECH (R, w), X
Fodh A7 B A RS BT SC ¢ MIRZBENECA (R, w +w'). Btk %30 ¢ A ¢ AR 25 SR A ).
3.3 REMOH

FEAE B AN 5% 11§ RCCA %412 i, M6 1 s %

fpk((M’ M/)’w) = (C17C2,C3) = ([w]P7 [w]PB + M, [w]PC + Ml)v
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KGen(1*) Enc(pk, M € G)  Dec(sk,() Rerand(pk, ¢)
dp <s[l,n—1] R+«+sG U <+ (o — [dB]G w' +s[l,n —1]
dec«s[l,n—1 S+ M+ F(R) T+ (s—[de]la G+ G+ WP
Pg + [dB|P T+ R+G(9) S« U—H(T) (o G+ [w')Ps
Po + [dc]P U<+ S+H(T) R+ T —G(9) (3 + 3+ [w'])Po
sk « (dg,dc) w s [l,n—1] M+« S—F@R) ¢+ (,6,¢)
pk < (Pg, Pc) ¢+ [w]P return M return ('

return (pk, sk)

(2 WP+ U

Cg «— [w]Pc +T
C «— (4—174—2743)

return ¢

2 ETF SM2 W ERHAAMERR

Figure 2 SM2-based rerandomizable public key encryption

Hrh pk = (P, Po) = ([dB]P,[dc]P), M,M' € G, w € [1,n —
R, R AR AU, RS £ (G Con Gs) =
A .

EIE1 ¥ GDH AR G LR, FATTRREL fo A FLFITE.

MERR % GDH WHEMR SR AR % TAE SR 2 B A3 T A, LR AL

1], P NHE G HEENLIEEURE KT, 2
(C2 — [dB]C1, ¢ — [de]¢r). THIEBIRETTEREL fuo B

Pr [APPH(g, g%, g%, g°) = (9™, 9°°) : a,b,c <5 Z,] < negl(N),

EP FEHL DDH MER N TCA (9, 9°, 9% 9% ha, ho) HIN, 4 (B, ho) = (9°°, %), WIRIE] 1; 7500,
[l 0

[l

E'% # GDH WHMRRAER G LR, FRBMWIERE G Lo, BRBAFETT AT R EL fon
B PEIIRCT A, 84T DA IS R R L PR P 1) R R A7 BRI IS 7 BT

4 ITC (P, [a]P, V)P, [c]P), BT A BENLILEHE R, R € G, & ¢ = ((1,¢2, &) = ([a] P, [b]P +
R, [P+ R) IRIES A T A KILH N Samey, (¢, ¢), MET A" KM DDH(P, Pg, Po, G —
(.G —C5,Cs—G3). W DDH I EE RN 1, A Samey, WKLY 1) = £,1(¢); B
W, £10) # o (CF). WRET A RFIEMI (M, M), WA (¢ — M, (s — M) BIJy GDH HHEE ]
R R .

EE2 B AR —NYEEAHME TR RIS IS T RCCA 2 EMET, 75 5l #
WBEHLI SN F, G, H MRS ML DO qf, g9, qn M qa IRZJE, FLALH Advis=(1%) N e B4, 1R
# Advi (1Y) 1) BN

€ Tq3+ (444 + 1) (g5 +q9) + qalgs +1)
2 n ’

b n N G B

WEBH BRELUR — R ARk
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Wi Go: Bl RCCA 22 4=ixk. Bhik# ¢ A RN (pk,sk), HAEAH pk KIELTTF A B
Ja, A B — XIS (Mo, My). C IEBEREHLLLERS b € {0,1} FFTSHBRERE L ¢« Enc(pk, M), F&
HIBENLECA R A w*. fEIRE] ¢ 25, A RIEIELEE b, Wi o = b, W A FRAFHERE. 728Nk IT
i, A LA AR E TS AL DO(sk, -). AR RET My 808 My B, R WS MU “replay”.
[F;, A BT LR 3 DEENLTRSEHL F(), G() M H(). & S, BaaFM v = b IR G, TRAE,
GIES;

Pr[So] = % + AdViE2(17).

WXk Gi: BENLIENL F(R), G(S), H(T) FEETUEHL DO(sk, ¢) MIEMAIE 3 Fraw, HoPhik

& C I LU ) 75 AL DDH HIWT s AN SCIRZ B SOR R ARSE. AR, LR 58361, nl 5

Pr [Sﬂ =Pr [So} .
T Go: %S Gy WXL T B SC ¢ 2R R 2k b BB s SCAE il T B

Ft s G; S* « My + FT

R* « G; T* « R* + G(S*); U* « S* + H(T*);
w* <= [Ln—1]; ¢* < ([w*]P, [w*]|Pp + U*, [w*]Pc +T%).
Wik Go 5 Gy 254, BrdAE A 1) F I T R OBZFMATR G, HREFRN QF,, 715
[Pr[Ss] — Pr[S1]| < Pr[QF,].

ERR P AR RPN R], IR H F(RY) # Fr. B SC ¢ SESRHERGR 1 LR b 19
G L, AR Gy THEIIRF N 0, BT Pr(Sy] = 1/2.

Wk Ga: W27 PO TS HUBLIL A B S 4 B,

SIE1 [Pr[QF;) — Pr[QF,) | < qa(3¢4 + 245 + qg)/n-

WERR N TIERNZSI B, ATHIE Gy 1 Gs Z IR — 2R B K.

Wk Go.x: BEUS I E TS UK 5 Fros. EFE S, BTSN H REG . 72
HPATET 21~23 BITEOLN, A WA IERMERT H W T, ERAFRER ¢ WiH 7 5. Bk, Goa
5 Gy 54, BrARTA (S,-) BRHFAETINE Lo . T HAE G LRV, S =U — H 12
BIS)o A, S CABOA T IBERN (g2 + q4)/n, FFH

[Pr[QF, ;] — Pr[QF,] | < qa(qa + q4)/n-

WA Go.o: BEUGRHIME TS IS 6 FT7s. Goo 5 Goo 551, BrAFTA (R, ) CAAFAET
& Lrh. BT G REVERK, R=T-G £ G E¥5040. R PR IEL (qa+qr)/n,
I H.

|Pr[QFy 5] — Pr{QFy4]| < qalqa + qy)/n
Wirk Goa: TEE 7 w1, STRE S MRS A /. W5k Gos M T Goo. BHILE,
Pr[QF, 3] = Pr{QF, ,].

WK Gy MBMUGHIFRZE TS AWK 8 FiR. Gou 5 Gos M, BrAEIGA (R, ) CEAFAE
THE L . BT G BREEVUERT, R=T -G 1&£ G FRENIISI 4. Ik, R C2&8: i i MR
N (qa+qr)/n FFH

|Pr[QF, 4] — Pr[QF; 5] | < qalga + q5)/n-
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F(R) DO(sk, ()

1: if3F:(R,F)eLlr: 1: if Ahasreceived (" :

2:  return F 20 i DDH(P,Pg,Po,(1 — (1, — G, (s — G3) -

3: FsG 3. return replay

1: Lr+—LrU{RF)} a: for (M )€ Lpo:

5: return F 5 if DDH(P, Ps, Pc,(1 — (1, (2 — C2,Ca — (3)
6: return M’

g(5) 7i UG-G

1: if3G:(S,G) e Lg: 8: T4 (G —[do]C

2:  return G 9: if3H:(T,H) € Ln:

3: G+sG 10 : S+« U-H

41 Lg+ LgU{(S,G)} u:  if3IG:(8,G)e Ly

5: return G 19 ReT-G
13 : if3F: (R, F) e LF:

H(T) 14 : M<S-F

1: if3H:(T,H) € Ly : 15 else

2: return H 16 : F+ F(R); M+ S—F

3: HesG 17 : else

4: Ly Ly V(T H)} G« G(S); ReT-G

5: return H 19: F+« F(R);, M« S-F
20: else

21 H+H(T); S« U—-H
22 G« G(S); R«T-G
231 F«FR);, M+~ S-F
24: if M € {Mo, M1} :

25:  return replay

26:  Lpo + Lpo U {(M,{)}

27: return M

B 3 i G IS HAEU

Figure 3 Simulation of oracles in game G

W Gos: B9 B R RIER BN, Gos 5 Gay 5. I,
PriQF; 5] = Pr[QF, ,].

TR Gog: B 10 HIIBS A RER EREL. Gos 5 Gas 0. I,
PriQF; ¢] = Pr(QF,5].

Gs ZMT Gog. %5 B HILEIE.
TR Gy ZWERXT TS LA S AL ¢ BB 11 o, HE Gy 5 Gs S, B
P ALER G W S ZHRIEEZH F il T R BAVEZFMFICHN QRLS,. FL b, R A MK R
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DO(sk, ()

The same as DO(sk, ¢) in Figure 2 except that following lines are modified

Line 16 = M +sG; F«+ S—M; Lr «+ LrU{(R,F)}

Line 1819 = M +-sG; G<+sG; R+« T —-G; F < S— M,
Lr+— LrU{(R,F)}; Lg+ LgU{(S,G)}

Line 21-23 = M +sG; G+sG; H<sG; S+ U—-H; R« T—-G; F+ S— M,
Lr+ LrU{(R,F)}; Lg+ LgU{(S,G)}; Lu+ Ly U{(T,H)}

4 R Gz PEREMS HAEY

Figure 4 Simulation of the decryption oracle in game G3

DO(sk, )

The same as DO(sk, ) in Figure 2 except that following lines are modified

Line 21-23= G +sG; H+sG; S+ U—H; R« T—-G; F+ F(R); M« S—F
Lg < LgU{(8,G)}; Ln « Ly U{(T,H)}

Bl 5 R Goo PREETMSIENRLL

Figure 5 Simulation of the decryption oracle in game Ga 1

DO(sk, ¢)

The same as DO(sk, ) in Figure 2 except that following lines are modified

Line 21-23 = G ¢=sG; H «sG; S« U—H; R T —G; [F<5G}; M« S—F
i Lo« Lo U{(S,G)}s Lo+ Ly U{(T, H)}

|Lr « LrU{(R,F)}

6 M Go.o PRRETS AR

Figure 6 Simulation of the decryption oracle in game Gg 2

DO(sk, )

The same as DO(sk, ¢) in Figure 2 except that following lines are modified

Line 21-23 = G +sG; H+sG; S« U—-H; R+ T—-G; |M +3 G; F(—S—M‘
Lr+ LrU{(R,F)}; Lg+ LgU{(S,G)}; Ly + Ly U{(T,H)}

7 W Goz HEETAE HAYEIL

Figure 7 Simulation of the decryption oracle in game Gg 3

KRAELTME S 25, Mo, IRAYEE 11 REEFLIEPL G(S) IR, iR S i, FATRTLUASIER L4y
kBTl (T, H) IF DGR — Bk 5 S8 Hondl (R, F).

MR CIME, HRZEW T, H A S BAHIE. Fk, xR s wim, gs) s mir
ZHHAT IR AE S BRI Z AT, G R0, R MR, Bk, A 1\ F s R BIHEEN g /n,
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DO(sk, ¢)

The same as DO(sk, ) in Figure 6 except that following lines are modified
Line 18-19= G <sG; F+sG;, R+« T -G, M+ S—F
Lr+— LrU{(R,F)}; Lg+ L5U{(S,G)}

8 R Go.a FHRRETRE HEHEM

Figure 8 Simulation of the decryption oracle in game Gg 4

DO(sk, ()

The same as DO(sk, ¢) in Figure 6 except that following lines are modified

Line 18-19 = G «=G; [M G|, R+ T - G;

Lr+— LrU{(R,F)}; Lg+ L5U{(S,G)}

Bl 9o K Gos PREETNS HLAVEM

Figure 9 Simulation of the decryption oracle in game Gz 5

DO(sk, ¢)

The same as DO(sk, ¢) in Figure 8 except that following lines are modified
Line 16 = M +sG; F«< S —M; Lr + LrU{(R,F)}

10 3 Goo PREEMS HARM

Figure 10 Simulation of the decryption oracle in game Ga ¢

JH
Pr[QRbS,] < qa(qa + q5)/n.
BRRZE S HERSIE Lo A Lr FHI—ITH (S,G) A (R, F) AFET . XA
Ja SRR ) LR QF P AR — e,

o WIRIGAH (R*, ) BDEFIERF, WBAFEM QF, A2RAE. BT R=T -G LK G ZFEHLIERUL,
R = R* IREEN 1/n;

o TEJG SN ¢ MIBLR, WRIIKER S = S5, AN Gz Fcdl (S, G) Al LG
R B, (R TEWR Gy Y, JLd (S, G) BHRAR] T . 75 Gs W, G PHETES — IR R R Sipiife 7,
HHRFEFELRERATE. B, R =T -G =T — G 1E5IFER Lr FIIMEEN (g0 + qf)/n. MR R
NEBNE Lr B, M —BEESEBENLI.

|Pr [QF,] — Pr[QF3] | < Pr[QRbS,] + qi(qa + g5 +1)/n
< qa(2qq + 2q5 + 1) /n.

W Gs: EEUR MIEE TS UL 12 Fos.
XHE TS ML SUERR AR Lo RAE T SR, I, Gs £LLUTET S Gy AF:

275



Mok 5%: % SM2 N 535 RCCA Z4aritit

DO(sk, )

The same as DO(sk, ¢) in Figure 3 except that following lines are modified
Line 18-19 = M «+sG
Line 21-23 = M +sG; H +sG; Ly + Ly U{(T,H)}

g(S)
The same as G(S) in Figure 2 except that following lines are added before Line 5
for (T,H) € Ly :
for (M,¢) € Lpo :
wes[Ln— 15 (¢,65,Gh)  ([w]P, [w]Pa + (S + H), [w]Po +T)
if DDH(P, Pg, Po,(1 — (1,Ca — (o, Ca — C3)
R+T—-G; F«+S8—M; Lr+ LrU{(R,F)}

B 11 ik Ga PREMSVMBENTISI ¢ RN

Figure 11 Simulation of the decryption oracle and random oracle G in game Gy

DO(sk, )

The same as DO(sk, {) in Figure 10 except that following lines are modified
Line 21-23 = M +sG

B 12 X Gs PREETS HLAEM

Figure 12 Simulation of the decryption oracle in game Gs

o 1] G iffH] S BT R H M T AN QST;). FERXFMENL T, BN EHL G HG 4T A2tk
7. VERB, AE T WM /T, H F1 S =U — H &R0, ik, s Capfin R LZ q,/n
HH

Pr[QSbT5] < qagq/n.

o BBRICH (T, H) W RBRZIA J5 LLMR 2 I ¢ 4G

o 8" TFETHIR Lg FIFH T/ = T. 18073 Gy 1, H' = H WS — X IRE sibiifE 1, (21
JREE R R ATE. I, S = U — H fF1ETHIR Lo BIRER/NT g, /n.

o 8" MNFEETHIR Lo HIFH T =T. FEZIEULT, il 45 KA ZBENIK B SCIF B m g & Hn
ANHTHIGA.

|Pr [QF;] — Pr[QF,] | < Pr[QSbT;] + gaqe/n < 2qaqy/n.

BB, U3 Lg R Lqp T RELE A WD DS AR BB 3 ST ¢ P AR R e i 7S AU A it
BG4 L7 o, BATE A HiR S* (T*) id8 QGA; (QHA;). 4 QGHA; = QGA; A QHA;,.
WEr Ge: BEIMANTFUIN, — BRI A fh A, itk o L AT A R BEATL L ARy
o QGA4 A ~QHA, 7EI RS AR
M QHAg AKAE, H(T*) = U* — (My+ FF) BPHEARFIE . T FT X A SRUEI S A H, H(T™)
PAR S* = U* — H(T*) FIFER IS5 A1, BRI, S* Wi inl (MESR A2 g, /n, X A0 4 fil R 1R AE %6
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N qg/m.
|Pr [QF;] — Pr[QF;] | < gq/n.

3132 Pr[QFg) < g¢f/n + Pr[QGHA(].
HERR  FBE LUK,
TR Ge.1: e BT TR Ky

o QGAg, TEUFARSS AAT.

Pr[QFg ;] = Pr[QFs A -QGAg] .

TR Geo: W MBI R ST AE Rl T

R* g (G; S* g G; G* g G,
F* « S* — My; T* < R* + G*; U* « S* + H(T™).
PR Gea S50, BRAE A 1) G MR T 5. SR, X —FMFOELE Goo THHRR T, I HEE WS

MIASHH G, I,
Pr{QFg,] = Pr[QFg,].

I, BT G KMERAS AT, R =T — G* £ A BHRZL A

Pr[QFg ] = q/n.

o
op

EIRSE, wrg

Pr[QFg] = Pr[QFg A ~QGAg] + Pr[QFg A QGAs A ~QHA]
+Pr [QFs A QGHA4]
< Pr[QFg ] 4+ Pr[QGAg A ~QHA] + Pr[QGHA]
< Pr(QFg.o] + 0+ Pr[QGHAg]
< gp/n+ Pr[QGHA],

5] B HEAFE.
W Gor: AZWER A IEHAT R G0
o QCGA; A -QHA, TEIFRREE A AT,
o FRETIEHLTAT 14 BT 16 CEMPATIHH T =T+, (H A LKA H ) T
o FREMH LT 14 CEPPATIHH S = 5%, H A LEAI G #l] S*.
3133 |[Pr[QGHA,] — Pr[QGHAg] | < qa(qs + qa + q4)/n.
WERR  RATEH AT BRI Ge1 M G 95, M Gg ITUREHTH RS LL T il AK.
WK Go.1: 1R R IEFAT BRI 21
o QGAG, A —QHA , TEUFRRES AT
o RETNEHLTAT 14 BT 16 CEMPATIHH T =T+, (H ALEA I H ] T
1E AW H(T*) ZH0, H(T) = H(T*) = U* — (M + F*) REBATF. FHAE A BRELZ 00
R, H(T) F1 S =U — H(T*) £ A BARZHEHUN. BT TR mE, T =1 LEFRIN AT
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O(sk, ()
The same as DO(sk, ¢) in Figure 11 except that following lines are modified
Line 16 = if S = S™ A S™ has not been asked by A then M <3G
else M +sG; F«+ S—M; Lr«+ LrU{(R,F)}

13 ff3 Gs HRRETNS HLAVRHL

Figure 13 Simulation of the decryption oracle in game Gg

o

Hm
&

B R AR I Bost C 20 Ak S ¢ B (U, T*) WIBSCHAT T A8, ik, 5 —
TS . W S TE Lg PIIREZRNT g4 /n.

|Pr[QGHAg ;] — Pr[QGHAg] | < Qd%/n'

e Ge.or IR HH IEFAT ORI 21 R
e QGAg, A QHAg , TEIFARSS AT
o fRETIEHLAAT 14 BT 16 CEYPHATIHH T =T+ (H A LEA A H HiE T+
REETRSHILRAT 14 CEBHAITHE S = S*, H A BEAG T G i S,
EB% ABEEHRN S =5 G(S*) =T — R* X A KULZBENLEI. Ft, R=T - G(S*) C.&# A
PINER A (qq + qr)/n.
|Pr[QGHA 5] — Pr[QGHAG ]| < qa(qa + q5)/n.

Ceo BP Gr. %51 HILAIE.
WErR Ge: WP 13 Bt} fif 2 100 5 WLIAE LA T A2 04
TEfRS G RE, B S = S H §* K A W], F = F(R) R&¥EI5AN, FBAFATR ABEHLAE
ﬁii M YNGR, SR, FEZE 00T, AT FRAFCH (R, F). X0 BEL S 30— L8 n) @ 4R 5
BEffEERN C NEE R =R AT -G =T -G Kk, Wik s' =5, WA 17/ =T UL M' M
éuéfﬁ M. XAEfRE R AT DUE R TS AL DDH Ak, i 87 #£8, G=G(S)=G* 5 &’
Tk Meah, S R, itk R =T — G* 2215, Bk, %M ¢ e R = R B
[Pr[QGHAg] — Pr[QGHA;] | < ¢3/n.

TE% Go: FEVFRR Gs ™, M2 100 5 ML 3 FH AR BBk R 35 SR = A ) G A A () ).
o 1T 14:

(1) R=R*: R A BHESAN R ZENA KRR E. BN SRR S ¢ B, R

A ]

(2) S = 5" ZIEMAE Gy PR T

(3) T =T WAL Gy PHAFER T
o 1T 16:

(1) S = S*: Mk Gs F6, 517 18 F1 19 e

(2) T =T*: ZIGHAE Gy FHHER T
e 17 18 F1 19:

T =T Mk Gs JHR, 517 21~23 KL
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DO(sk, €)

The same as DO(sk, ) in Figure 12 except that following lines are modified
Line 7-8 =
isFound < False
for (T H) € Ly :
for (S,G) € Lg :
w' s [1,n—1]; ¢ + ([P, [w'|Ps + (S + H), [w'|Pc +T)
if DDH(P, Pg,Pc,(1 — (1, — (5, Ca — (5)
isFound < True
U«~S+H; T+T
if —1sFound:
U—1; T+ 1L

14 fF¥ Go RS HAIEL

Figure 14 Simulation of the decryption oracle in game Gg

FEZWER T, PRl S SOl A R G B H:

R* <—$G; F* g G; G¥ <—$G; H* <—$G;
S*—My+F*, T" R+ G"; U+ S*+ H".

FRB A SR R T S AL LR BENLTR S AL G HOB AT AT P~ AR 5. AR Gy 4
SPZAB AT T % 8. B, SRR A MR, B4, il 14 s B o2 15 Al
L HE QGHA, KA, BIFE Lo F1 Ly FF4ETCAL (S,G) A1 (T, H) 4540 /R isFound NE. Bt
i, ATATLUR R U DLk T
Pr[QGHAy] < Adv§) (1%),

T H A,
4 #Eip

ASCHR M T AN ET SM2 INESIAK RCCA %4 APIINE JT 3. %07 S BA BT HFEHLIE,
DR P T A SZ 35 S A 340 7 15 K ot SCHEAT SR B, IR BRI SA B e i e etk il D R R
W AEAE R PRI M 2815 B R g 3 LT ERIDIEE. A SCIER] 1 Pt I 75 SRAEBENL IS LAY
FEA RCCA a1k, ARKAT LIS & U AEARAERL R N T SM2 s A MG BT RCCA %4
NENIE TS
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RCCA-secure public-key encryption based on SM2
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Abstract SM2 cryptographic algorithms have become vital in achieving independently controllable security for
national networks and information systems. However, recent studies have shown that in a real-world implemen-
tation, the SM2 encryption algorithm might suffer from effective algorithm substitution attacks, which enable
attackers to obtain the randomness used in the next-round encryption from the current ciphertext, and thus
could decrypt all the successive ciphertexts without a decryption key. A cryptographic reverse firewall has been
considered a useful tool to defend against such an attack by rerandomizing a ciphertext, which, however, is incom-
patible with the CCA security of the SM2 encryption algorithm. To tackle this problem, this work improves the
SM2 encryption algorithm for Replayable-CCA (RCCA) security, which could offer a similar security guarantee as
CCA while supporting ciphertext rerandomizability for using cryptographic reverse firewalls. The core idea is to
apply the OAEP three-round design paradigm by Phan et al. to the context of the SM2 encryption algorithm and
rigorously prove its RCCA security in the random oracle model. The proposed scheme is the first rerandomizable
RCCA-secure public-key encryption scheme based on SM serial algorithms and could help enhance the security
of the SM2 encryption algorithm in real-world applications.

Keywords SM2, encryption, RCCA, rerandomizability, cryptographic reverse firewall
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