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F R s Dol Rl ORBE RG22 A (R R BEFR T 22— 2 A SE R S B A AL ) mT DAAR
R B AIC 2R 48 2B W R B A ILAR RS, D AR b4 o) 3R Gt A% 3 Z (M AR GBS I 2 AR &
I 18] 3 S B 12 W . T AR SRR SRR A R AR, AT DASC A S8R 8 mT 5 1) I 1) e 27 e,
HH IR 8] 35 470 S5 R DN 2 R I S e R R S 1) B AT 55 T I A SR i et 1) A2 2R I R A 1)
$m, NEF-3) 2 A Lefi v] B2 AR AN s, XA 5 22 B sl A 0 S A I 7 v, REAS PR e
D AE R T 8, JF PR A AR X e, DU RE A8 SRS I R

AT DAy 7 RS ) B0 2 AT 22 1 AN ST RS, I 1] P 51 B o IE W RE AR I £ T S A, R T
PRAEHE FORR BRI, T DA A SR8 UG B 10 07 EAT I 25, 2 A8 ) [a) /7 51 e Al —
TR AT 5%, 3 Lo 052 3 [E P AMIF 053 (V2 R0, ARG TNE R RE T B T By
B BT R B 5 U RN TR B IR ik L IX e Gy ik B ARG T SR ) O 2O R [R] 51
P IO R HEAT A, SR BB 4L P52 109 st 4 2 5 A, N P e VA P AR R 7V ok iy a IR st S
ZR BRI B, AU IR R R, X0 TV 2 ISttt b R @ ARZR IR R AR A 1.

SHT, HE TR LS 3] B TR AN B A v 4 i AR b B0 S A A5 DA, T L BE 8 HE T I )
Fo 5 Z R (AR DG PE, BRI SZ 3 T T2 I ORTE. BT IR B2 SJ I 777284 DeepAnT [, telemanom 7],
OmniAnomaly [, LSTM-AE . #ilE, 48X iM% (generative adversarial network, GAN) [10~14]
WIEIR T 2 AR BN ) Fp 21 53 B AU () RGP PR RE. SR, IS8 7772 15 A AR JHu 47l $12 Ak 1] o 371 22 1) 6 A
KAk

X6 i) 78 432 9 B 8] 7 2 vh 2 2% A AH S o) /L, BT, Transformer S HARPRTE B 8] /7 51 4 £
LRI e REFVERE. B4, LK FI 855 F B Informer 191, F5UIN VB IALAT 55 161 ¥ B
8] 7 #1458 Deep Transformer (16 25, {H & R AR #12& N FH F- 1) (8] 772 51 0 45035k e, 255 RE 310X 72 5
WAL IAE 55 DL A IS 18] Fe 5 B 1, R VF 2 ISty S AR T I Pk AR R 2 REE R, T
ANFV A AR 50 R AR R R 5 5745, M AR AT DLy > B AR IR . T8RRI, 1)
DA DX 0 1T e 55 A FG At TS B 0 5 AR (7). ol 2 UV ER I R G A SR DA A 1 O X B A
5%, IR 1) 210 64 5 K AR A F R o3 B Bt B PR B8 7 VF 22 777 THI AT BE £ 5 10 S A U B3 R B

BT, FRE R IC I B 2 2] J7 ik, MR PRI 8] 77 51 8 v 2 20 B 1) 43 A7 [R] IR Bl S i
[F) 7 51 A0 A [t 2 ) B2 % B MORSOR ZoRHEAT S WA . ASCHR T 2T Transformer GAN )2 A2 Bt
(8] 751 S HE A (Transformer GAN-based multivariate time series anomaly detection, TGAN-MTSAD)
FRE B g T A s AR BRI A T Transformer X741 8045 R/ 2 68 /). TGAN-MTSAD
R 5 A5 HX 22 A8 5 I 1] P 41 2 1A)RH SRR AR AN 2 % O B8 20 A1 AT B4, [ R A Transformer ffi 52
I 18] 7 51 2 18] B2 2 OO 2. Oy 17 2 2] B B I RUEARFAE, 51N B S B R ¥ 2 BT T FEAR L
KA ML IR AR A AT B, DUBR iy I 2R A S S R 2B I U R A S 6 102 T e

AR EE T AR 2 A S5

(1) R —FFE T Transformer GAN & F 4K i JC B H I 18] Fp 21 S WA I D732, 4 H B BT,
KRS —MEM Transformer MZ545E GAN RIBEAT I 8] 7 51) 37 5 ko il ).

(2) BINBEIVER ) Z R AR AR AT AR DASR = 20 3 1 12 I 20 AT 1)

(3) FI N\ Wasserstein i 2% b HOR AR R R R YR RPN AR E « R IR A6 i) /. [R]ERF, X6 45 531
#x N H] patch eI AL RERS SCIER A & I B S AR B . B, SRR T B E RS
HIREHERRERIT T E

(4) 5 3 DNE ST DAV BEE B AT 2 B PPl R P07 A0 T HoAth R 477 1.

ARSCHARF AR . 55 2 R I IR 51 S ARG F A 5 SRR LA S A S AR RO BT e shpL.
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B FLT Transformer GAN 2R B 22 A5 I (8] 7 471) S 460 0

55 3 77 1L AR R I (8] 5 51 57 ARSI . 55 4 5 VELRN G PTIR U775 TGAN-MTSAD 4R 7> LK
BT GAN WUBRLAN(THEAT R WA, 55 5 T4 HIZ VAR 3 DS B AE ERSEIn A R, 5
6 TR ASLI AT VEAR I T, B, X AT A

2 MExI{E

AT S [ B A, SRR A 4R 2 AR [A] e SRR AR k. TR IR T GAN A1
FIE R 2, PrbA BRI B 45 A 0 TTAE.

2.1 FE&

FKAERETRITNTNE, T U E T EME TN [ ) 77755, 2 s — IR B A, B
PUPRZAR. A IR T V02 2 1 0 m RO A I e 5 1R B s A — 3.

SN INERFE Rk B BT R JE Bl BT R 07 WA TR s s B 4%
%ﬁ, /%E?Zﬁ/iﬁ%?ﬁ@?ﬁ%ﬁpEﬁﬁﬁﬁ#ﬂﬂ@ﬁiﬁﬁl?ﬁTaﬁlﬁ, (EERA=E I (autoencoder, AE) M
FARAAR. B, PREE E gl R (DAGMM) 8] BE-G VR B 1 4 i 348 0 v TR A B B S B AN WL AR
HARGEFR R M EMIRZE. 1012578 H D38 (MemAER) 19 78 H ff g8 b 8 in— Aoz Bk, JEF R T
— S A DAY 9 B IS B R IR ZE . B BB TVEIEAR R BN R

AL B ARV T T I T P BB 60 e W Al 7 vk S A 5 PR ) e 41 B2 A MR R
FSRH 2 AR BN (8] 41 S AR

2.2 T2 /T8 F5ER

B 18] 3 51 A 1) 22 O VR LR A R B3 B B (autoregressive integrated moving average,
ARIMA) f 50 200 FIREATARAMAI AL 21 SR K 26 75 v 1) 28 PR AR M A A5 T AT 1 TG i2 0] i) (] 7 51 v 5
(1) e 2 AR B P R R AT AL

N T 5 S AR EME 4RI R B AR AT 22 AR B IR [R]F7 41) e A, R TR B ST I TR T
TWRFU A ER. EARTRE 5 S AE I 18] P A1 R & — A 3T ) 20k, (H 4 eI H i N R AT 5.
TR 22 3] 735, Bt DeepAnT 19 telemanom 71, OmniAnomaly 1, LSTM-AE [, ConvLSTM [22] £ 51
B RIS 8] PP S 55 RS T . IXEETTVE R 23T LSTM &M%, 5 Transformer MZ5AHEL,
LSTM R M 25 1T 01k 2% S BRI 35, 17 Transformer B8 854 Hi 58 V40 10 fRH ¢ & 1230,

Transformer %% 70 VFE0HE PR oC 2 0] BELEEESE, RS 0 P M $E i) 7 2 IR R iR R Bealr, 2T
Transformer (A 24 Jo HAR AL I (8] F7 51 AR 7 T A T B0 (R . X 2877 VA0 45 Informer
#1151 1 Deep Transformer FEAY 16] 25 84 Transformer A1 A 45 W 25 AH 45 & HEAT B 18] /7 51
SRR T, BN, FE T B A2 21 B Transformer S5 RMIBE RS (GTA) (25) | F P 4 25 X 8% 2 )
& 8RR 2 ] 1) 0% 2R B AR 5 45 6 i) 18] 77 5 B0 11506 1E Transformer SKREFAT S A0, XEHUER 57
Transformer (AST) 28] 5] N T AE St/ 4%, R FiET Transformer {FA4E kK% ST Mgt & 71 &
TEAT INFTE] 7 Z0F00I0, A5 R B0 1 65 i 85 SR v 1 270 ) ) ol 4 e

T Transformer FAT R GFHIN 8] 5 7 @A RE ), BT LA T8 I [A) P ZUAFAE O S B 5341, GAN
A Transformer )45 & £ 8] 57 371 T 77 T A0 57 2 30, K68 A6 P 1) e 1) S e i o A o — 28 224
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2.3 GAN

GAN TETFEAURL AN F SRR 5 AL BEAEAS T BRI Ry, BR8] GAN R4 7 515k
P&, B, C-RNN-GAN 7] SRH GAN 488, i LSTM #4ML4E N GAN R a5 L ok AR 1 471
HEEEE. B, TimeGAN 281 ¥ RFIH GAN ARl E 5. Sk, GAN 78 55 A 4kt B
RRIIRI A, 140, AnoGAN 29 JE it GAN 2% 2] IE S REA A 70 A, SR 5K i A R P RO AR i 21
RaAs g A B B REA. GANomaly B 83T 3 ANPILR IS I 2ok A RE AR

IbAh, —LERE AR LSTM #4845 6 GAN SRIEAT I (8] 77 51 5 3 Kol 49120, MAD-GAN 01
TAnoGAN M| TadGAN 121, USAD 31, J&F GAN (A7 Tk [a] 2 41 S5 Al v (14,

FIRWF T BIANERAE ] LSTM 1A GAN FIFEABEAI . Fir DUAS AU o FE b A 2R 30047 6]
ek, UG A AR TransGAN BU )R &, ¥ Transformer A1 GAN AH4E5 & LA T 8] 5 271 28
T AR 22— BT 57 SR [19024,26,28,32] Qg BRI AR Transformer 5% (AST) A Informer
RS 7 A AR T R R RN S DR 7 Hbid B[R] A R R

2.4 ELEFEHME

T RIS FOCAAE R 0 R AR, RIS MEE A 2 NHTER KRN EE S, BT
gER P KR, A N 4% (graph neural network, GNN) /E 3 -1 B 2% 2] oAb 38 B35 B i 7
ORI SZ B E AN B33 T IR M RE RN TR, QNN S5l CURC — )32 L I B 4B
5. BEERE J1M %% (graph attention network, GAT) [35:36] J& GNN & A AL 2 —  FEAE A& L RE
FIN BRI, RN AU BEGEUIR A i i v 2 A0 Y R A

B, — LRI A P R 4 SR AT I 1) 4 SR A a0, GDN BT g R F Bl E
WX 28 AE N IE R 28 KAl AL SRS 2 TR K 9% R, MTAD-GAT B8] 3@ AN AT I RIVE & 2 R e £
ANFFAEFNR (8] 82 8] ) 56 2R

AT REAE S B INA SUARHIE, 51 NBIE R 1 EX 1 2 A WA B R AL B S 3 A T e,
B E P B AR I AR S B2 e

3 [O)RLfER

HE—MNGHEIRE x C RM¥E H g RRHESCEREE, M & IIZRE I E]7 51 1
MiREE Yy C RV<E Horbt NI A i 18] e 2 B R S 8 AR I A 55 B A A2 s 48 2 lid —
TORRAE (Herh 0 FORIEH, 1 RoRm W), ISR R E RIS HRE, 155 8 5 5 W s 2 8 ik
FEAIME, — MR A IR0 (T0 7 208 ) 04T 17 5 58 S, AR 5 5 T Py Ja R R R o 0 3 44
(B R HEHR) A LUSEAT = s Al

NTAEBH ) 2, B KAN A w MK s B3l E H# 228 8] 7505 v — 41 P4,
bz ={a)i =1,2,...,m}, 2, CRV* m = M=w ZFRHIKHCE. B, 2 = {xi=1,2,...,m}
WEBTEE—HTFH. ¥ o M 2 B R, FHRKHMEZE (minimax game) 77 2R IR L
ZRANEE 7| 25

L RS RIS, MHIZER S0 D RS G RitEIAE Y hi R o5
. RN, WA Y Bl n AMERETFIINESIE L, Kby = {yli=1,2,...,n},
y; C RWXF p = Now S 56 T A AN IR R 51 B R S 2 B, n SR s TR E A T, A
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B FLT Transformer GAN 2R B 22 A5 I (8] 7 471) S 460 0

G PR, 5 e {0,1)" RNNRER L) n 4P 1R, AF A OAT I 2 I 18] P 20 A
ENE RIS, I 0= {01, 00, 0}, e 6, = 1 B3 ¢, = 0 TR ¢ AEEE O 5 SRS

4 PHRFIE

AATVELRS T 43 P Bt ) B S A I 5 k. RO, SR Transformer X Fy 2 8] (R A<
FRHAT L, RN SN EE R E R AL s M 58 R DU R W BL R DY GAN A7
RS R HATEE, FTEAGI N Wasserstein 1535 & BOF I N — & FIBL RIS, 7 at— B kIR
GL N BT CE R, I EAG IR ZE AN IR 22 R U SRR 8 03

4.1 BEFEEAH

N THIA R Z B R R, SINERER )R, RS RE R SI BER PR, BT AR
RSB IVE B I AR ROV BRI, S € B & DR, G100, b= {hy, h, ... he}, FH
hi € RY R ni AR R & BRI (1) TR RO H o

h; =0 Z Oéijhj 3 (1)
JEN;

Horpr nf FoRM R MR RS, SR b BAEMFERIEIR; o £5 Sigmoid Bul % ayy AR

W GO TTERAE R I, NG ROR R IARE T RG WAL RN R AR R

X (2) M (3) HTHHEERIIE iy

ejj = LeakyReLU(vT . (hl D hj)), (2)

exp(e;;)
v, explen)’ ¥
H @ &I AR ERREOPHEEAE, v € R? B[S H YA &, LeakyReLU & dEZR IS

F 4 07 V5T BRI AR S B0 AR I I 00 N A 22 A0 2 (] AR DG . (R, ] DK 2 A8 i) 8] /7 471
EER—MA MR, KA SRR — MEEESRHE, /N3RS AR 2 (8] ) R 3.
IXAE, FHARTT 2 TR AFAE O 2R a0 mT DARE I = 1B E R PR 2. RS R E i 1 fos. i s
H & NF A ERR, B 1 22RO R R R AL B FIRHIE A &, Aot v S a1 s 1 4n
JETT R R S BRECR A, 21 0 28 2 7 B A R e 288 . % B VB 7 00 R 1A% B s A g AT 2
L, 22 2] B A R RFE A RIS i e

Ckij =

4.2 Transformer

Transformer fx¥]7E HIAE 5 A 4R 75 L A, KRR, T 908 — M3 4540 Trans-
former £ 8] > #1555 A P A0t 2 — ML R A #1057 6. RN 2 it 2 v i) B T R L A
Transformer FE#ZHHLIN (8] 52 71 R 20 KOS &, Fifid as AR 2805 7 e B MREIE. B2 4
AEPAN EERIHRE A 2k HBIEREJIZ (multi-head attention) FIRTHIFFE IS (feedforward neural
network, FNN). ZERNER H e R (2 KR JIJE Z AT i 4% SRS &% 1 T R RFAE ) ) 26
PEBRAT R L DASFIR A BEAMERERE: Q = HWO, K = HWR, V = HWY, Jrh Wwo Wk ¢ REx4
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k features

w timestamps
=~
=
3
=
=

1 (MEREE) BEIEENE, ELRTRENG

Figure 1 (Color online) Graph attention layer, where the dashed circle denotes the final output

Concat

Mask(opt.)

Self-attention __—, xl

Linear | Linear | | Linear |

v 0 K v

(a) (b)
2 (MEMFEE) FEDNFIEAEHE. (a) BIEEDIE]; (b) SLEFEHE

Figure 2 (Color online) Fundamental structure diagram of attention mechanism. (a) Self-attention mechanism; (b)
multi-head self-attention mechanism

M WY e R #HOER SRR, Q R Biflsils, K ZoRBIEN, v RN EER; L 257
BRI, d RaABRMAERE, d), = §. BVERIIHUBIRTH L AR An e 2(a) 15X (4) Fm.

Attention(Q, K, V) = Softmax (?}(;:) V. (4)

ZREBNZEREL O /& O4,...,0; PHEJREIEBS. 2 KR APLHI K THE R E 2(b) A
X (5) AR,

MultiHead(Q, K, V) = Concat(head, ..., head;) W©, (5)
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BLEFAEE. FLT Transformer GAN R[22 245 8} 18] 7 51 S35 A6

Outputs

Encoder outputs

Add & Norm

Multi-head y
attention 1
oxJ

Add & Norm

Masked
multi-head
attention

tl)nggt Input
SIeCOins embedding

Jx

Multi-head
attention

Inputs

E 3 (MEREE) BEFFIFERNEEARRE Transformer

Figure 3 (Color online) The base model of the Transformer for time series anomaly detection

H A, head; = Attention(QWiQ,KWiK,VWiV), Concat R/nZ MEMEPHEEE, 0, KR« NMERN
LA . BT PR N 28 R AN 2RV R A, Hh 38— N ERYE R E ReLU WUE AL, W1 F Fros:

FNN(O) = maX(O, oWy + bl)WQ + bs, (6)

Hod W, Wy #2 T 52 ST IR SERE, b1, b A2 0w BT, MRS & 000 5 22 Skt 5 00 S IR A5 fih 22 I 245,

AR —Fp 5T Transformer GAN ZE44 (1] 8] F7 #1) 2 H A AR, Transformer 843 T2 3k
RIS, XA T REAE A T IR P I Tranformer MBI EH FR3C Rk - %) kF
RN IITCR, 12 MEE ST A AN E R AE 725 6], B T3 18] 2 M AH G,
4R, kT E] P 1, X6 N5 5 1 2 A JE .

52 BUE S TransGAN BU {5 %, 4 7R EF LK Transformer #4784 R BN 8] /741 ., 75245
W, BT Transformer WK 3 B, ASCHI TAEWTF.

ZG—HMIANRR. EERESOESE Y, FEF Transformer W %% i@ S kN JZ (input
embedding) KB 1A 1E BT RG] [A) B 2B RS BN [A) 7 AU SO R AR B, A TR EARETE — FEEAT S A
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—V,,( ' ipﬂ((;,,(: ﬂ
m¥

Backpropagation

Fake time-series

M

; ; I 13 I 2
True time-series Vo = 2D+ 2 DGz N+A (VD) -1) |
m'3 m m

Latent space Generator

4 (MEIFZE) TGAN-MTSAD &8I 120015 8% E
Figure 4 (Color online) Information flow of the training process of TGAN-MTSAD

Sk, IR I PP A7 BEAT (L B B 1390 ISR Y38 Y B0 AT 2 ST 2R IR R R SRAG 52— AN .

o E a1, Transformer H'HVER I — D EBERCRIIE AT 2 M (token) 38 HFT 75 B IR
[, FLE KRN O(L?). T FIX—Phil, A TARRAE A SEER /T (band attention) 82401 fE7E 5
JIFE R —AN B PR PR L OSE R, i 3 s e ME R B PR. 4 — M E B & 1R/
N e, BASMIEBINIAR Je MR 3R IR A2 W N O(cL).

Sigmoid FEEX Softmax &. ik [41] 5, Z4fFH MSE (mean square error) 45 5% B PEAS
SRl e, ARAZAEH] Softmax BRHL. ASZIGIESF I AIRLZ MSE #U R &3, MR SCHR [41) ISR, 1
M Softmax fe ANEIE R, 8 Id A FAH K SCERAEAT — RN 2K, B&ILEHE T Sigmoid JZ, SLIER B
IESFBSAIE T T35V A R

4.3 EF GAN BEE#&M

N 5] 5 210 S 0 A ) PR e A AT 55 2 AT 8] 7 2 5088 R0 AN TR B S 84T . B 4 A 5 SRR BT
PITERPA R, B0 1 4 T T 77 TGAN-MTSAD KIS, IIZridfe (B 4) FA2E ] 3
B I [A] e A0 B R XA, 32 oKk, T2 (B 5) H, K S s i Iy 8] 7 41 000 Bl S [ 3 2 1], 5
TR 25 (R EE AL PP 3] B A R ZE A R R S 23 B

N T A R ALER I [A) 5B, K Transformer WIZGVENFET GAN FIFERIFERL. A st A A
Transformer %%, 7E Transformer WX 4% 2 FiT I — 45 AUR B 01 AR 9 48 )4 DA BE G b H e (1]
75 0 e J2 v ST BRAN [F AL IR TR 5K &R

E SR FE @ Butt ok 5 2] o (10— M A . % 72 [R5 A Db s 8] 7 51 e
I RLAS G AN 2] X o3 A U D B3 AN L SE R B 8 38 D. G BIH N = B 23 18] 2 AL #E
MRS ). G(2;0) X4 I8 2% ] i 380 1 3 5 1) R s A 25 (AT AR, D (25 0) BREON 2B B8 2 X
K L SOME R 0 S SR AT AR, XL 0 A o SR AR AR AN B A I S A 1 S AR bR
Al D(z) R, 8 D(G(2)) S/, &3t 2% 2K MEZER R 2R, G A D Kk B0
PEm . I, G ORERE AL B L SL BN R] AR, T D ok X B A s 4.

G Al D #R BN GRIATE 58 S 4 R R E. BT AR AR AN agent 7EHEAT—AME BREL
N V(G, D) B R/MEZE. ¢ WK G(2) BORAAIER R, 110 D 32 B /M AH R 8.
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Discriminator

5 (MEIRFE) TGAN-MTSAD #EK 3128015 8% E
Figure 5 (Color online) Information flow of the testing process of TGAN-MTSAD

HeE$ V(G, D) XN
minmax V (G, D) = Eginpy,, [log D ()] + Ezinp, [1 —log D (G (20))], (7)

Horf Paata R IEHEBIEHI AT, P, 282 6] 2040 7041

JRAGH) GAN £ A & M AR E  BEAPHRSERE. B GAN I &% 2 kA A faE
IR, BN ENGAFREF 2= R EE RS I VEREAE LA B 25, SR [42] $2tH Wasserstein 453 25 RALAER
S VEAE i) ], DRAIE2E 70 25 I ZRAHBRAT | X A2 s B ER T AU E AR, SR WGAN A7 It 25 fi il A b A
JEAR . MECARSREE ) R, T Wasserstein #8284 T £RIE Lipschitz BEfF'J, %ﬁ%*ﬂﬁ@iﬁﬁﬁ’]ﬁ/ﬁ, SR
XFER it T sk 2. SR [43) 3245 S0 2R it AR FEAE T (gradient penalty, GP) Kt
RS LR 0 9540 55 ) L. 502 ) H AR R EON

minmax V' (G, D) = Ez,p. [D (G (2))] = Eainauia [D (22)] + A - Eeinp. [ Ve, Diea) | ~ 1%, (8)

Hrp D /& 1-Lipschitz PR EUEE.

RTINS AR A AR R R g RSB, e UL
W RGESEI 7 B, PR EA & PAE SRR 75 ORI 8381 TR AN SOk [44]) HBrisF i i, XFF i )5 31
TR RIAE DS, NTIEE A O R E . SRR DSBS 1) 7 BONAR T s i 32RO 5, Bl — H
Far i 38— AN N TR A SR ), NZ A R IC O . BT, KT A R A e )
G RZNT A, AR D7 ORBEAT S A, (E2, S 48 1Rt a5 2 — > W AR s
A B L SRR RN MR (B, AN RESGTE BB IR & 1 9 (1 R 41515 2. 2 PatchGAN B9 (15
R, R AT DA RIS R, ¥ patch FEITMN LT GAN (R RUAY B 2 152 A 4 2 b 1) &
124 mh B S A5 S BE T, IR RE R e A I (1) 25 OB A,

N B ) 22 A R 22 P AN 7 TR SE S 0 8, =X (9) P,
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Algorithm 1 Time series anomaly detection algorithm used in the TGAN-MTSAD method

Input: training data x, testing data y;

1: At training model stage:

2: Initialize generator GG, discriminator D;

3 while 6 has not converged do

4 fort=1,...,nepoch do

5: Sample a random number p ~ U(0,1);

6 gi = pz; + (1 — u)G(2);

7 Update parameters of D according to the gradient:

¢ Vo= 101 Do(@i) + 5 30781 De(Go(2:) + A+ 1 27 (1IVe, Dea)ll, — 1)%;

= 1=

8: end for

9 Sample z; from latent space z;

10: Update parameters of G according to the gradient:
0« —Vo[L X Dp(Go(2:))];

11: end while

12: Mapping test data to the latent space:

13: Initialize latent space z;

14: while ¢ has not converged do

15: Sample z; from latent space z;

16: Update parameters of z according to the gradient:
€ Veli S0y v — GE)IJ;

17: end while

18: Record the optimal latent space 2’ according to the corresponding y;

19: At anomaly detection stage:

20: Calculate Res @: |ly; — G(2))]I;

21: Calculate Res @: ||D(y:) — D(G(z))]l;

22: Calculate anomaly score A(y;) = a-Res O+ B-Res @);
23: if A(y;) >

24: li < 1;

25: else:

26: £; < 0;

27: end if

Output: a set of binary labels £.

BEliRE EWRTELNEETSEZRELR, BHE5IERERR AR, KR A
I K R A e T R ZE R R S

EHRE  GREF RIS E AT UX 70 B AN S B, el ME R R ER TR,
TRE PSR A e R B A B AR ZE R B R AL

A(yi) = - llyi = Gzl + B+ | D(yi) — DG, 9)

Hba+p=1, || & L2 il

VT R E TR) i 1 BT, A A A A B o B, W T R R e T TOE R, e R
BRI RN E DR, BT AT LUR A B 772 (Wi B 18 146)) Sk B e, DRI R B S5 A
DBLRY AT B2 AEAN R BB 5804 R BT RE. AR SL567E BT A v] B 00 IR R FH I s 48 28 DA 28
R
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Table 1 The statistics of datasets

SWaT WADI SVS

Number of sensor 25 67 88
Length of training data 99360 241921 10362
Length of testing data 89984 15701 7057
Anomaly ratio (%) 11.99 7.09 12.33

5 SCIGIGE

5.1 BUREFMTFMNIEFR

N T AEWI IR T3 00 R, AR 3 A S 5 A0 3 A I Bt 4R 3 EAT KR R S M RESGIE.

SWaT. %4 /KAbHE (the secure water treatment, SWaT) R4Y Z/KACHEERK &, KX T
R T RAS AR A AL 3R BN AR e T 2015 4 5 HIF M B EHRAED . il G2
— AN PR PR K AR /N K AR BT X S AR B () SRR EEAE 11 R NP R — AN R

WADI. Fit/K (the water distribution, WADI) 24?2 & SWaT HIEM, & FFERC & TSN &
Gt WA T AR A A, TOK RGA 3 MR, %A% 6 AR E IR K RS0 44
AN, X EEHARLE 15 RINRFFPICEE — IR

SVS. ZEHERSL (stream ventilation system, SVS) SN (M HIAREHE AR, 2 HHE MG HEA
HLA T & KWLBE & L. RN B0 ENLIX B b, 28 HER B B Al Bh ik o, H R EThRe R
B BN JNBE R AL R R ZRTHR I ) P 280, AT OAMLAL SR 22 4= T4 i AR A B, AEHLAA
FENLITELLT, (M L2 4R AL AR« 3836 HRaN I B ASCHE ) B — B [ i 5t — vcidle.

Bk 3 MEREN SRR IR 1 Bos. A TSI TE R R LR, SWaT Al WADL )5
SRR REAR T RN 5 B — ORI AR 3 NIRRT ISR L Kbl 78 8RR T
Ml .

ARSI AR RV SR AR, BIHERIZE (P), AR (R) M F1 70 BORVEAL BT 27775 80 5 1 A

TP

P=— 1
TP + FP’ (10)
TP
R*TP+FN’ (11)
2PR
Fl=-"" 12
P+ R’ (12)

Hrp TP FRoRHFHMER SR, RIS W AN 7 FP Rac B R, B W Ry
S PN R B RGBSR H Ry IR
5.2 BIRTAKLIEMSLIIRE

FENZRATHEAT AR AL, DA S Y AR R . T DI B A SR 2 ) 2 (B AT B Kb /N A — 4K

1) https://itrust.sutd.edu.sg/itrust-labs-home/itrust-labs_swat/.
2) https://itrust.sutd.edu.sg/itrust-labs-home/itrust-labs_wadi/.
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Table 2 The Transformer network components in details

Component Details

Encoder (J=3)

Inputs Embedding (d = 64)
Multi-head band attention (I =8, ¢ = 24)
Band _
self-attontion Add, LayerNorm, Dropout (p = 0.2)
block FNN (dipner = 128), ReLU

Add, LayerNorm, Dropout (p = 0.2)

Decoder (J=3)

Inputs Embedding (d = 64)

Masked BSB Add mask on attention block

Multi-head band attention (I = 8, ¢ = 24)

Band
self-attention Add, LayerNorm, Dropout (p = 0.2)

block FNN (dinner = 128), ReLU
Add, LayerNorm, Dropout (p = 0.2)

Final

Outputs FC (d = dout), Sigmoid

AbEE, N (13) P, EolE AL BEAR B Tl ZR B A ik

- X —min X
Y X (13)
HorAt max X F1 min X' 53 712 I G5 EE 1) fe R AR A B /ML

ARSI CUDA 10.2 1) PyTorch 1.8.1 MiASSKSEILIZ 7%, 7E NVIDIA GeForce RTX 2060 GPU
EREAT T TR SRR XTI A R A S A AT ST, R Bl & EORNRCE Y 30, IR/ E N 5. il
B NIRANZEE R E N 64. X T2 KR B S L, Sk H W E Y 8, ML 3 Ml =
3 MRS E, SERZENYEE R E N 64. 1Lk, IR H Dropout HlE, Dropout R i%E N 0.2 LAF;
IEE . A Adam RAERXTEARLIEAT ISR, 7 @ FYI6 N 1IE—4, AL ZSE 51 M1 By 535
N0, 0.9, BEEETIA T N BN 10, STZAETHET 100 NEAMR)IZE. £ 2 2457 Transformer M4%
PR, TR SEE R SIHUH], X4 1 =8, c= 24, F HINAFRZER: (Add), BIBTHZ ML (N
JZYESE dipner = 128) F1—A> Dropout |2 (p = 0.2). 5% 43 H08 ik 5 R4 5 AL 45 2 1 AU i
S, MR 225 16 B IR A 2 SR DL AR f R 4 IR

5.3 SEREGEHITHE

PUAT (I 5] 5 S HE A I T VR KB ISR A G ITiE B TR L I K TTE. B TR TT i 5 1%
GrTVERIEE T IR FE 52 21 1) SOTAs Ry R: 4 V20T LA

FESKBR LI R, AR BE LB 00 P12 S e K 2 B IS — A iR IS Jy 2L
DRI, 3% HESCHR [8) BUTFN T35, T Bt 48 B E TVARIVERE, FU%5 T Tl RE A2 BUE, @i K
A RLBNRAE F1 28UERAEEENfabr. K 3 U491 ZI i Py L e R £ H A 77 it 1
T30 FOARH N AR 2R A0 7 [l 2.
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Table 3 Performance comparison of time-series anomaly detection baselines

Method SWaT WADI SAVSS]
P (%) R (%) Fl1 P (%) R (%) Fl1 P (%) R (%) F1
Traditional methods
PCA [47] 24.92 21.63 0.2316 33.53 5.63 0.0964 28.33 41.61 0.3371
KNN 4] 7.83 7.83 0.0783 7.76 7.75 0.0775 43.15 14.48 0.2168
FB [48] 10.17 10.17 0.1017 8.60 8.60 0.0860 26.77 36.90 0.3103
IF 5] 95.12 58.84 0.7271 29.92 15.83 0.2071 8.76 31.84 0.1374
Deep learning methods

DAGMM [18] 27.46 69.52 0.3937 54.44 26.99 0.3609 42.32 51.22 0.4635
LSTM-VAE [49] 96.24 59.91 0.7385 87.79 14.45 0.2482 71.26 33.25 0.4559
OmniAnomaly (8] 97.91 75.76 0.8542 84.66 89.32 0.8693 88.12 51.20 0.6477
MAD-GAN [10] 98.97 63.74 0.7754 41.44 33.92 0.3730 45.63 75.12 0.5677
USAD [13] 98.70 74.02 0.8460 64.51 32.20 0.4296 57.12 42.13 0.4849
GDN [37] 99.35 68.12 0.8082 97.50 40.19 0.5692 89.33 12.36 0.2172
MTAD-GAT [38] 93.42 67.74 0.7853 78.96 85.33 0.8202 36.51 48.73 0.4174

TGAN-MTSAD 97.54 83.81 0.9016 76.95 98.32 0.8633 71.29 85.74 0.7785

GERLH, 4 FEGERH KI5 (PCA, KNN, FB, IF) & S 4E50E th 4s i 2k 30, ik T 240 &
IS ) 3 370 S AR E TSIt B (0 5 2 M R B i A, A 45 7 v M DA KT B I 22 ) A 2% (R 0 ot
FAN A AT A, BT IR A SY (W U7 VAT DL i 4 B 0 A BRI F BUARAE, W0 3 A
N, EAE 3 AN R A FEVE A AR, 55 i B, TGAN-MTSAD fE SWaT £#E 4
W P Bk sE T 5.55%, 18 SVS HisdE B3t m T 20.19%. WADI H#E4E Ll SWaT H A 558
A i, HEA B s i 4E . Rk, RVEEB0E AR s 4E ) B b, o5tk I 2
FEAE R, X IS H H A AN, X g S MR T TGAN-MTSAD R 5t AT i
VS 7IRC % salll

6 LR

AT — R I EEE TE K BT BT R ) JZ A Transformer P48 (A R, IF0F BEIEAT SEIR NI
RIS, 734k, N Wasserstein 45155 LA patch $iF5#EAT R PESLEG, PR)EE— B IRIT patch $575%
BT GAN HERY AR R AR AT 28 (520, W70 patch BTG SEESPERERIIRTE. BT, X & HR/ W8
(A4 FEEAT T REPEWETT, 73 HTIX IS SR T j2mi i $2 7 5 i T g

6.1 EFENNAENILE

BREA T RS B XML A4, Gl 6 BTz, AN[E) B 22 2 AL A8 1) N UL AN [R). RULA%
TSR AT 1, 2, 3, 4 RIS HENLE B (motorfree) s HEMLG MM (motorload) KL faf il
(fanload) F1RALE B (fanfree). MEREA) SRICEN A EHE £ 2 2 S S A6 KGR s FI9ME .
A RE S KR S

w7 B, fEIER R (?ﬁ%@ﬁﬁﬁ) R XUBTL A g 0 38 (Fanload_Temper) F1 AL A7 fay ) 5 5
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Figure 6 Schematic diagram of measurement points on the steam ventilator

AL LIS T INAANANLBDNN NN

Value

AN ANV N T T NANNAN

Time

7 (MERFE) ZEEMNEFTENERES

Fanfree V_Peakveloc

Motorfree V_Peakveloc

Fanload A Peakaccel

Motorload A Peakaccel

Fanload_Temper

Motorload_Temper

Fanload_V_Peakveloc

Motorload V_Peakveloc

Figure 7 (Color online) An example of multivariate time-series inputs

(Motorload_Temper) BH R, (H RGARE TREEOIRE, XHANMFIEE —EBUEA. A, 7T
FE (AL By b, FL A A L B 5 L Ah R B 4R bRt — S 35, 38 B XL 2K 1 = iR 37
[ = A R G, BRI, 78 2 A8 R a)7 41 3 W Al R, DA 20028 JE 30 AN [R] B (8] /3 41 2 8] (1) 9%

HRTE.

FHEIZWIRIRE R BRI EERE R, - 8 o, W T X (2) f1 (3) BliEEIE
TR ARER L EIEH TN, B BAEE 8(a) FIIL. AT LAOULER S, 1245 7 RENS A 1 7
> B 55 LA U P B A DG RFAE. G 8(b) Pioss, Z&FERGErh, AL G A D0 B2 55 IXUATL 7 A 0 i

JE Z 18] BRI, AR At ARk 6 ) S BBV 215 22

K 8(a) A1 (b) 73 IR BL— AN R BIAN— A B Th 61, 3l IX A R BRIz B i e s, &
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0.35
Fanfree V_Peakveloc Fanfree V_Peakveloc
0.30
Motorfree V_Peakveloc Motorfree V_Peakveloc
Fanload A Peakaccel Fanload A Peakaccel

Motorload A Peakaccel

Fanload_Temper Fanload_Temper ~0.15

Motorload_Temper Motorload_Temper

-0.10
Fanload_V_Peakveloc Fanload_V_Peakveloc
-0.05
Motorload V_Peakveloc Motorload V_Peakveloc
-0.00

@ ®)
8 (MEMFE) xTE 7 BHlARNEERTFE NS EHERA

Figure 8 (Color online) Illustration of attention scores for the temperature of motor load side in the case of Figure 7.
(a) False positive; (b) true positive

S5, ARSI 8(a) I —AMERFAPERG] (W R 7 fak ey B, FRoam— N IER BRI, BRI AT R
Mok 5. R VEARRR 2, LA 2, FELON I o AT XL - IR e 2% PE el oz, S B0
WA SRR, SINE R ARG Ay, FERRO I ERTTE, ISR P B i BB 25 7 1) A%, 3 R AR
(] O /AT (288, TR K T IR BN PR K BE R ), L IZ e 7 0 2 I, (E AR A 8] B i /N
SAEBERIRENE TR, Fr AR a8 e i S RS E IR AR D AR IE B I SRR B S AR BRI, S e U
BRI Dy HAF N R WA DU B, TAR N G HERR 55, 1 ks B sh B & & s B, & T
TRPR IR IE W AR, REWMRE IEWIZAT. %075 BORBCH IR I ks I e S 15 B, (HER B T A TR
fige, E DR A /N S HE A Vi B O doe 2 e DA R A s i AL T AR R 45 A AR .

FTR, £ 8(b) h, R TiZBR I — D F YRS G (WL 7 LB BY). ZIERR T
JERIRHIESS R, W] DA I 3K SRR 22 T AR S PR HE T 57 % 7T RE A A R B A AR IS T, R LAk 2
AP I 52 21— 52 REE (AT A BE 45, 3 SO G Ay (00 e AR Bl A i 28 L i o T v e e e, 72
REE S N AMNE BE - AR B R, R 7RI R T, SR, RIS AT N B & TR S (1R
AT, BRSO S, S T ML R R, RGEREIE R IB1T. 207 IR PR L5 B 1R
AOH, WIMAEAR KRR RE i 1 I AR S iR e i B

6.2 Transformer FBME

N T WEFZ TR Transformer fE AR G 2Pk, ¥ — e 7 FIAY 40 RNN, GRU,
LSTM fE N L gs 14 5 288 #% Transformer, 5iZEA LSBT, FFN, $T GAN #RdKZ
i CNN {E R, 5 & B (8] 7 51 (R HE, X B — 4B B & M 4% (1D-Conv) 1 AL A
PERIFEAT S BT EL. 540, N T HEBR Transformer HHVE R FIH LI R0, KA E = I LSTM
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Table 4 Performance comparison of different base models

SWaT WADI SVS
Base model
P (%) R (%) F1 P (%) R (%) F1 P(%) R (%) F1
Transformer 97.54 83.81 0.9016 76.95 98.32 0.8633 71.29 85.74 0.7785
RNN 75.63 62.32 0.6833 65.26 73.18 0.6899 61.20 74.12 0.6704
GRU 65.88 72.13 0.6886 86.35 53.84 0.6633 73.25 45.20 0.5590
LSTM 93.51 76.11 0.8392 90.21 77.12 0.8315 78.79 63.10 0.7008
LSTM-Attn 88.36 85.72 0.8702 56.32 88.69 0.6889 45.12 89.63 0.6002
1D-Conv 89.25 63.22 0.7401 61.43 72.54 0.6652 72.33 72.58 0.7245
— Time series
LSTM
Transformer
z
2
=
; /
£
= J
s~

Time

9 (MEFE) Transformer 5 LSTM {ER%EMKEHEN

Figure 9 (Color online) Reconstruction of Transformer vs. LSTM as the generator

(LSTM-Attn) WAENFEAB AT ST L. WK 4 FATLLE R, Z7VER F1 530 SWaT, WADI
A SVS 3 MNER AR b3l T 58 P77 3.60%, 3.82% A 7.45%.

R T PARER Transformer WZAE N FEARY FIRFIEFEIGE 71, #4f8 FH Transformer T LSTM
IR 288 A SR A i oA B AL L A7 A DL R SR SRR (T 2P 7 B 8 B ) IR Beinf ). AN 9 weT A
F L, W RN LS LA IR BE AR T (R s 4], F8 Ea 28 3R 7R BE T Transformer W2 HAYMY, SRE44L
Fon LSTM W48 HE AL ). Transformer e85 3 HE 58 PELN A 5C R IF0 g 47 A, 1 LSTM JLF-3#%
A 25 2] BUTAT PR 3

JEE X LES2 8RR Transformer 58 KIS FPRREFEELAE /7. — Mol AT BRI 2, 3 S WL A%
O JB P R 1] 1 SRA RE U 1. o 2545 B Ad it i 25 A BRCRAS SR AR B, 3 PR 1 A () B
BIEEAERE /1. A0, TR MG, T ONN 208 T SR R AR 25 1 SR 3 5 e T 1 A
fIE. 2% p& B 8] 7 5 B A7 (E K B8 FE (IS BEPE, CNN (1D-Conv) X LA 412 21 8] /5 51 Bl 2 18] 5 24
(A DG F2, 8 17 5 22 A% B ) ) 1) o Rl AR PE R A8 Transformer MY AT LASGE R #B(E &, b
AI DARE 4 SR OB R TR BB R, 2% S B P 2 ) B AR AR OC & 16 Transformer W28 4E 92k T
GAN [ 55 R AR AR (1) LAY, REfs 2 >0 B IR 8] Fy 51 500 1) B X o0 A, A 2800 v S o e DASE 28 ) e
fie. Transformer K AEMIF 2% 31 75 5K, 58 K00 B 33 = AU (8] 7 71 AT R AE 2 TR 1 bR SCRE S
G/ 1, IR A AR LA B L
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% 5 (¥ Wasserstein ik patch $HITHIMREELER

Table 5 Performance comparison of the Wasserstein loss and patch trick

SWaT WADI SVS
Wasserstein patch
P (%) R (%) F1 P (%) R (%) F1 P (%) R (%) F1
v v 97.54 83.81 0.9016 76.95 98.32 0.8633 71.29 85.74 0.7785
v X 78.88 63.29 0.7023 68.22 70.40 0.6929 63.25 36.32 0.4614
X v 89.23 81.29 0.8508 59.25 71.72 0.6489 45.98 12.44 0.1958
X X 78.92 42.30 0.5508 66.58 89.23 0.7626 69.12 23.15 0.3468

*6 KREM (i) MER (Hil) patch KITHEMTRKL MSE
Table 6 Reconstruction loss MSE without (left) and with (right) the patch trick

Length of window SWal WADI SVS
Without patch With patch Without patch With patch Without patch With patch

5 0.09 0.07 0.28 0.39 0.24 0.07

10 0.22 0.13 0.17 0.08 0.19 0.13

20 0.09 0.16 0.20 0.12 0.26 0.18

30 0.12 0.10 0.17 0.13 0.35 0.22

50 0.13 0.07 0.16 0.08 0.32 0.12
100 0.43 0.19 0.71 0.46 0.37 0.33

6.3 patch HIGEIBMM

BT IR IR EE ] Wasserstein #7258 patch 33755 RAG 27 H XA Y 200, 1% 0718 5 e PRS2 06 1Y 1
WIT VAT LR e 7 ffi . Wasserstein #5121 patch $I5 A 2. 3R 5 e g LK, M
T ARAEH Wasserstein $1 K 8L patch $LI5 WAL TTE, LR T VE R FRE 3 MRS H#f i ar
TIXEefaifb T, e SEIL T i R RE, RS T 1B ) % IR .

TE GAN YIZrik e, vTREFERE 28 B A BT AR YIZRAFa e B &L, 83t 5] N Wasserstein i 2K
BREL, USSR AR . AN, AT PRI patch FLITXHET GAN BLHY (1) 28 i A4 )
AR, B e ISR I IR AR A AT RAE A LAR FT patch 537556 AL s BRI RE A () 523X
B 5K patch £75/) GAN BEAUHATXEL, MAEARE DR/ B, 8 MSE KPPl AF s B
Re/y. fE3R 6 ™, et AR R patch $0I54 S EEAUFEA) MSE, A2 patch H(I54E i #8 5
FIFEAR ) MSE. 1£ 3 MR FATH patch $575 14 s BEAFEARE /) ZA T RAEFH patch £I510)
A A

Kl 10 FF IR B E T LA R (TR 7 Lt B SRR X BE [A] ) 3 B —
BOEH 53 KAEZ RPN E O (5 TR/ 20), DARTE patch £ X504 48 sz, 2 )Igh )G
(A RS, AT DA 22 Js— A TE B0 43 A A B RS . 6501 8 %) i th 38 5 A — A S0 7 L SE O R s ik
RIEL, HAREISERIN T E O S Fw T E R, w10 fror, 58 17RO R B, B
R ERRNIEE, LOERRRE, 5 2 171K SR WU B8 2 18], SR 5 15002 A s A A ) 45 1)
patch #irth; 55 3 173K B S EUR % K F T patch . X B WURAEH patch £, #BANE )
& 5T H 0 2 0.47 A1 0.32, JEIEALER, A8 patch 5775 RENE W 35 & T 45 70 Al HE B 1) 1 1 2 )
F i AE B RE
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Anomalous segment

Is \
Ground s HENEEEEEEEEE

Output of D(G(z")) 0.90 0.93 0.78 0.89 0.69 0.70 0.71 0.82 0.75 0.98 0.73 0.89 0.67 0.94 0.81 0.88 0.73 0.93 091 0.77

Output of D(y) 0.79 0.89 0.99 0.84 0.71 0.80 0.74 0.82 0.73 0.36 0.73 0.13 0.27 0.09 0.11 0.25 0.11 0.02 0.17 0.26

B 10 (MERFE) £A patch KITHLRIFME

Figure 10 (Color online) Discriminator’s outputs using the patch trick

0.95 0.95
(a) -@-Fl (b) -e- Fl
0.90 Precision 0.90 A i
e Recall - Recall

85.66% 85.74% 85.74%

0851 81.31% 82.77% 81.23% 81.42% 0851 0330  81:26% 81.20% 'l

0.80 - 0.80 4 79.42%
075] 'l & B s e 0751 ol ___—of-—-—-—-6& = W T-gf _--—-
0.70 0.70 A )

0.651 0.65 1 .

0.60 4 0.60 A

0.551 0.55 1

0.50- 0.50

11 (MERFEE) TESHHFM. () BOXD; (b) B=E4E

Figure 11 (Color online) Effect of different parameters. (a) Window size; (b) dimension of the latent space

6.4 ST

AN TR S EONZITE M RERI 2. P SEER#RTE SVS Hdl 4 HidkT.

26, WA B R 2R A AN R & /NG AT S B REA. PR A5 2 T B R A 7 X
SRHEAT B 8] J3 210 3 RS ), 2 0 DK/ N s i 38 ) S i A7 A B2 . [ 11(a) B 6 FROANIR S
KN w e [5,10,20,30,50,100] FIREIISE R, S8 0K/ w =30 I, MRS R EORXKR, 7

R AR XA EANES B AR A B SR, A SR UK/, BV RIE R SUE R, F
FEAR MEHEATHERE. P DL R — 538 K/ NI DLy E 2,

FLUR, W ST R DR 202 7 2 ) o 0P AR R P R A s ). VB S [R) 2 T — d, dE . B 11(b) &

7~ T d, € [5,10,20,50,100,200] HIRGIISEH. 450 BoR, B B SR L B — AN EE NG a4, 485 1T

75 B S i BROK RS B AR, AITEIEIR R, et B ) MR 59— J7 T, (KM d, Gk
N GRBELE 2% R A7 A%, i SECERE T RE. L, d, 9 HR EE P R R R RS, o AR
m HARE R F1 54

o0

7 i

ARSCHEH T —FhEET Transformer Fl GAN 45 [0 2 A8 BN 8] Fp 51 JE M B S AR . & fe vp
I 1] e 21 Bt O A, JROR GAN A 25 7 ] T 22 A B I (] 3 81 St W AGL I, SR PR 0] 46l 85 L
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patch 3T AT I RAALI 18] B 11 25 v 1 5 R4 AR, ASSCE IR RS A IR ZE M AR ZER AT 5
I 1) B ) 57 0 . R, D 1 SR AR A e o SR R R A A R S 8 (2 e 70, SINTE
BAERXS V2 BAT AR TG R AR A BE BEAT @R, 1E 3 S FCSeb Fmt 8]y 21 $odhe 4 B i se
R, PR e K2 B 0L MR T 07k, B & W, ONE R BRIl Rt vl
RT A2 W AR H bR 2 MR ZR XA 575 S BN SR 45 Gk, DAt — PR w5 i S8
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Abstract Anomaly detection based on multivariate time series correlation data collected in real time during the
process is one of the key aspects of preventing industrial process accidents and ensuring system safety. However,
industrial multivariate time series anomaly detection still faces two major challenges: (1) the complex nonlinear
correlation characteristics among time series data variables lack an effective representation method, and (2) the
complex correlation among time series with highly unbalanced normal/abnormal distribution needs to be deeply
explored. In this paper, we propose a Transformer generative adversarial networks (GAN)-based multivariate
time series anomaly detection method (TGAN-MTSAD). TGAN-MTSAD employs transformer neural networks
as the base model of GAN and introduces a graph attention layer to automatically learn complex dependencies
among time series multivariate variables. It applies a patch trick to enable the model to effectively capture
anomaly details within a time window. An anomaly score calculation method is proposed based on a combination
of reconstruction and discrimination errors. An extensive performance validation and comparative experimental
analysis of the proposed method were carried out using three real-world datasets. The results show that TGAN-
MTSAD can effectively detect in-process timing anomalies, outperforming the baseline method in most cases, and
has good interpretability for complex industrial anomaly detection.

Keywords multivariate time series, anomaly detection, Transformer, anomaly score, graph attention
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