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Wi EE . ML = (CF6) AT IR FIUE SAS R EAE R, 2 S A S A T0 N 2 Bk ) O B Al
REHIA 12

ZETCI PR 28 RO TR I X 28 F1 PN B ANAG E 1 Hs VR R 1 - B8 IR S A RSB R R G 22 4
VESZ 2™ . 1ok, Bl il B RS B A IE AR T, H RS R A E i Bl Ok, Bk
AT DR P, BRIV P RS AL, 3, Mol ] BB B S S BB 5. 144t
ZEIR I 22 AR, . s DGR U7 RIS, 72— @R R RERET 2 R IR B 2 /oK. AR, &
R IG s N s B B | AR B R AT 0%, IERHE RN S | AT SE 7 [ PROE B3, A
| — MR e A BRI AN SR 1 )7 R 2 BT B R I L ) 2 4 7 K

VE R —Fh 487 11 2 A O A JE A 2R M AT 23 A ST Ve X, X ELBE (Blockchain, BC) 45 Ay BRER
Merkle B JLIREVESE A AR AT E A, 456 A% B4 . FRVIEHSEFEIEEH A, Gai
MR RIFHUSNE . AR R 70 A O S5 M 2% FE1% 70 AT AN Z8 250 T, &8 70719 Uil oA
Ja, REUIAT CLORUEECHE RIAE A A1 X 28 (T H B RR ), FRIE I SR NI 4ERE 2 IR s . B b, X3k
HHARCHWH T2 M5, a7, B RAE . ik 7S, gV RS, it
HET, B XSG NP ER IS, XTSRRI RS IMES R 22 5G40 BRI EETr
T B A BB A AR TR

H A, X B AR SRR AT 755 R 1000 7= b S B 1) b T PRuidt e R I B, B0t IX Bl A g 2R K ) 22
2[RRI FATI AL T ERZR W B, AH G ) R R T B — BRSSO 32 [ Se 5 T X HE 1) 4R I I 22 4
B, S0F DX HUELE IS 4215 I T8 W 1) 22 4 UM 10 R PRI AT 98 DA RO SR BB AT £k, BAR STk .

(1) A THMEFE T 42BN 22 hoR. BT ZEBR N 280 h s s B0 = F & N IRSS 1222 B,
FREL 7 I 22 A 0547 T B A8 70 A 58 T DX HBE 1 22 106 I 22 A IIDIR ) 6t b Y390 1 IX B A ZE K )
AT FANE.

(2) A SS T BT XCHUE () R 22 0 98 AR, IS B2 A B, AisE 1 I0A 25T X Bt i
TR 22 A R IS 224 Bl e, M %4 3 NMAENA T I 5T X HEER 2 4 py
PO7E MRS T X ERBE RN T Z v S5/ I 2% T e RE AU, /A R S 28 i (10038 B 2R TR IO 22 A AR ZR 4R A

(3) ATHARDT 15T XPUEE R R0 22 2R B TIPS 58k, IR IR ARt 1 X PR+
AR FH T 2RI X 2 4 AU P AR SR A 72 77 171

2 ETRXHENERNZE

2.1 EFEMFRZMEEIRE R 2B

ERMIE SRR E A BEMEGFEHEA (W0 3/4/5G) ENBEEH AR (10 CAN &4, LIN,
N LUK | Flexray. MOST). V2X #{5H AR (C-v2X 43 LTE-V2X Fl NR-V2X. DSRC). WiFi i#i
FHA . TEAMIEE A (Bluetooth, RFID, Zigbee, NFC). Hrt, 185 M@ EH AR L T V2N
5, FNIBERARIHT IVN 5, VeX BEHARZ T Vav, VaI, V2P &5, WiFi @ fE a4
BiBEHARZHT IVN, V2P 5.

IR K B P IR 5 T TG AR A IR WA AR PR S B A R R SR e S I R, SOk [2] X
FEERIN P R G BERORBEAT T B, S T BBV AL N RERAE . BEE. P2 MAEM 4
JEEER, FER LR BEE RN LA NI O - - - 37 BN RGN (E 1 FR). 5%
GRS FH L, RN B A HT I RS BRI N 5, 2 il K Bk R AR 1 & AN 2, 3
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Figure 1 IoV (Internet of vehicles)/V2X system architecture, security threats, security protection

BRIER & 274, VX 5 %4, FELae. NH%ZE% .

LR R4 F EAAFEEE R B (FHL. PIREE) MEREAE (R Tffk . 4gk
KT4E) 5. S R 2 Uk B T80, Hid, RN S HL 42 5170 (electronic control
unit, ECU) %852 80w $hHe. 2t S8, w2 G BALFES (telematics box, T-BOX) i 5215 Bt
= AR . DoS Sl G B K RS (in-vehicle infotainment, IVI) Zy & 52 JwiFAFI A £ds
IS FHGZ2WHEE T (on-board diagnostic, OBD) 21885t FEMEIH. #3144 i
M P Er R B o VA IR A5 2 . BRI BN B IS ARE RN L BRI RN AR S A .

Wxﬁﬁﬂ%igﬁ%vwxmxm/WN%'WX%%%%%%%kﬁ#%ﬁﬁmt%%
BB TS By 2 Wt AR A, SEOH B R S/ H . BURE RIS, Bk el d@idE 5 5
ey A5 S EM 55 TP T7 APHIB L 2@ 5. thah, Wil fh3% . DNS (domain name system) %]
. ) NZH . GPS (global positioning system) {5 tH2 5200 V2X #1{E % 4.

EBM = G Mo R i3 R BEAE . 27 6 B EE S S et A P B A
FIALPR VT 10 = IR %5, LA G it B 6 8 Gl 2 i vl AT S . SQL AN BRI . 2 I .
b AT o A5 Mk B | FE 40 IR 55 55 22 4 U

LRI N FH R 25 AR 4R Al 25 0 RIIAN ], AT 7 NI 28 L PR ARS8 ATl AR R e, Hu s
JEE R | R AR T, AR NIRRT ) R8T, |5 B AR R B AL S 2. DNS
#%8;. TCP (transmission control protocol) 2[RI AbSEm 2 X, [N, 59 B 4 AR5 B FH FE P4
5 2y B 52 it /L G AR P BRoRA T 8 55 22 4 ).

BEAh, RS BT ERR . B AERBLT I L EE DL R B R itk R 4 e A i R R o T
BB 9 4k 22 2R A4 P 24N IS
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2.2 HMANEENREPFETR
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/T FURT IR SR SR P28 8 02842 10 R R e AL i 7 LB T B xR 45 1
BH.ZE, PRAIERY 45 o A 2 384T

VBN R R SR AR, B B KRR, PRSI S s A,
B LB AR A S M R P& BRI T e, G 1R R R, B EEAT 0 BE, R IR S5 AR,
AT GRAEF P DO RE A S 50 B B 0 8 BRI, NP G B P AT 5000 58, 10 IKEs; WEME
BB, PPN SR SR, BB E AR,

IS 22 2 PR B 4 B AT X N AR PP b AT 22 B4, ARG 2 il 2 e as A . e R
0 N e B R AE, ORI P AR AR

BEAh, Urla sl B be e . BB BaEineg . e it AR SER I I B T AR
TR R R IR T, A2 2RI 22 4 B P E TE A B B A 25

SR, DU 2RI M 22 B8 15 it 2 RIS 2 2 e i D5 A T BURIE R R M 1) 22 4. 2 A
W SRAERIAR ST B H LR ASEACE S AP PRFR]. OTA (over-the-air) SR T AR
5 (TR IR Hh B (A5 2R I 7 B T SR OB 2 4 5 30, AR R R A s ik . JEZR AR i Rk
P AAF R R PE AL S T = B A7 ot = BOR i BRI I B R PR () S U 5 22— o)
AR Lol ¥R R R e TER R RS

2.3 [XIREFEREMNERNRZE

DX R R s e s R DR B I 5 A A 3080, R P 20 A 0 SR Bk A R S Kt A1 A
HENLIIAATY (BRES2)) R ERIESE 7, AR R Lol N EE . SR gEd . T gife
A2z 4 A5 RS RO O ZE IR I 22 2 SRR AR DR U7 58 1% IX BB AE R IR SSUR O B2, H R 24 43
IRESCHRRHEAT 1 A2 STk [8) MUEE T 7E V2X Sl X HRBE 9+ R Bl WA i mT ik 22 . X ek
PSR RE AT 18] — B0k i R B A R B R AN VX RGUH LA R e IR R
PTE . SOl - B R Sz Al HY B HERBL . AU BT AN ST 1), AU dfe
DR i L, %o [X B R B 8B A VX H BAT BB A 25 . SCHR [9] A ToV )& Al fL Y O, 32
HURE XCREESS & 2 ToV G AIBREANL 2, X XHREERT ToV 145 & BAT 15 T 5 3. STk [10] BF304
HI ToV ZEMI R RE ) 2 4 bE  FERPE (SRR AR M, 3R 1 AT T XCEREER) ToV 1 4 Fh R
WHIE: 24 GEWITE. AZME) . (B4 (32 H Banf) . b & e m) . BRAARYT (FE4%), M2 am
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(1) Mg LR ORI . X HREEE NS 0 2 DAL I AR IR Y, 6035 BE 22 1 70 A Sk, ok
i RSUs (road side units) ZEAH&E. X870 A5 sUSARRE S ST P S B03RAE, TR 2040 3L R
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(3) T HHE A LN AL B B e i 585, BESE 2 S 1E LLRED 77 280 0F 55 b AT 77
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3 ETRXRERFIKMZEXERA
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Figure 2 IoV/V2X security research framework and technical route based on Blockchain

3.1 ETXREMERKMEAELR

HEHE B RMLEE . SEARIAIE . B8 52 B A7 25 44 SRR I SE A, 78 R0 S An i %=
()38 (5  Hd 2 a5 J5 A B0 R AE M. 20T, ST DXCHURE A 22 1 18 BT 78 £ 500
PR PN 7T 80 ) X B A7 G % B, Rl B Re & 20 SIS B0 FL BN SE R . LS K AE B
FAEX AL Gy, il P2P W48 SLEL A A H. ARG SCIR S B ks nsk 1 41T R,

EF XL G T A IR (public key infrastructure, PKT) %5 58 BEATTE 1 5 55 Wi i) 78
MR [14] A R H AL (vehicular ad-hoc network, VANET) $& i HHEUEH O (trusted authorlty,
TA) F1 RSUs L [RIGES B B 6E, I FH I B B 0 A sCAE A RE AL A ZE 0T - S AR A8, T A B
ST /RS PIAE X P L ahas . MO HIAAT, A R0 G B mt . SRR [15] SR ICAEAE IX BuE BV SR
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R 1 ETXRENEKMZASIERTLL
Table 1 Comparison of IoV/V2X key management based on Blockchain

Problem Proposal Description Method BC techno. BC nodes Security properties
The single point [14] Blockchain-based group  BC stores short-term  Consortium TA, RSUs Anonymity,
of failure key agreement protocol public keys BC traceability,

non-linkability,
forward and
backward security

The single point [15] Decentralized key Automatic registration, Own RSUs, Service Resisting internal and
of failure management mechanism update and revocation provider external attacks
of public key on the BC

MITM, packet- [16] Key negotiations via BC Key is embedded in the Bitcoin - Traceable,
dropping, transaction currency authenticity
decryption value

failure attacks

Heterogeneous [17] Blockchain-based Key transfer processes Own Security Integrity, traceability,
VCS domains dynamic key are verified and managers authenticity
management authenticated by the
SM network

1S ARH, IEEE TR Re A 20 S A B IR ST AIRES, 43 0o6r O AT LAG IR =] A, 0] FH 2 - XA &
Z R B PR SR U, B LA T P A= P B ARV G ).

£1 %} Diffie-Hellman %8795 i 18 52 A ] A (man-in-the-middle, MITM) Z 75 ORI 5 4
iy, SCHR [16] A9 E HE B AN B EURy T RIAMELS B, A B B SRIE . SRS A A B &S A
HEAT BB A W AR AT AT I (R BRI T 5%, P DALRAE 26 BH 28 #6 AR AE B 1 FIOIE 1. 2R ABUHb, SR b 4 4=
A (5 R4 (vehicular communication systems, VCS) [ EAE 4 8], SCHR [17] AN EA(E B2
BIX AL T3k b il 2 2 F A (security manager, SM) FIFZHE AN 3 58 A8 25 AIE, A PRAIE 2541
AL 58 BEPE AN AN AT 5 A E s 3 — 0 M, B T3 A B i O VR AR A dee /N B AR it TR 0 A0 52 2 Wi B et
8], A R D 2 AL R g T

Zi BT, HR0EET X BB ) 220K 0 5 A B T SR AR b TR X HVEE I 7 B SR A i A B S
FEEE . MR REE 20 B S AL E B3 P DL R T X B PaP 2% S B A A He. AR SO, ZEBR M
BT IX PR3 100 BOBATAE ZAL R AR, 7T DL FEOCHR [14] 42 H BT 5B B 0 B @ LA T
AT T R LB R DA b ak JXURS: | 3 17 A) 2 B ok 1) 2 EH B v 7 2.
3.2 ETXREERZFEFXMINEN S

WNIE (authentication) 7EZE4H & 4% 5L 1 B 58 BV IGIE F A 3 2 O EZMEH 18], X et
(R AUEATL )38 6 X 5 5 i 2 K P 51 B o 2544 S0 B It I IOHE 22 4 1t 545 AT OAIE, IR
UE RGN0 AR s AR A 7 B 47 1 ] S0 0E 1 AT M A8 1 (00, 2R /IN0 A 2 A E AN B £ A
VIE PR 75 TH]A S5 AT 1A 2T DX HB () ZE DE I DA IE ML AT S0 AR, A SG SCRR 0T LU R AR i 3R 2 20~331 B,

3.2.1 ETXHREERMZERMERINE

FEE T IXHUEE AT BAVERIBE T, SCHR [20] 5 2T DXCHVBE 1 4290 5 00 IR AN 52 B UAIE T3 3,
AR 55 FAF il AN 22400 ID 0 XCHBE N 38 T 75 B0 A AV A AT 45 40, F 22590 RSUSs 14 AR
(R XBRBEM 2% 51 SHA256 A1 B AR SEELA A0S o Bl (KAIE. STk [21] FE2E T XBUEERY ToV A
BRGNS 2 XU A SR 58 BB S, AR B X e A e R IR R
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% 2 EFXREMERMIMENFISEE

Table 2 Comparison of [oV/V2X authentication mechanism based on Blockchain®

Proposal Description Method BC techno. BC nodes Security properties
[20] BC-based vehicle Data authentication based Own Vehicles, RSUs Confidentiality,
identification and data on hash and public key privacy, authenticity
authentication system
[21] BC-based IoV data security Posterior countermeasures Own Vehicles, RSUs, Authenticity, privacy,
sharing based on multi-signature TMA, LED, issuers, non-repudiation
tracers
[22] BC-based secure V2V Data authentication based Own Vehicles, cloud Authenticity,
communication on link fingerprints server reliability
[23] Information authentication  Consensus authentication Own Vehicles, RSUs Authenticity
based on improved based on time sequence and
Byzantine consensus gossip protocol
[24] Improved authentication Identity authentication Own Vehicles, RSUs, Authenticity
based on BC based on BC and public key trusted cloud service
providers
[25] An efficient authentication Mutual authentication Consortium BM, AM CIA, privacy,
scheme over BC between vehicle and BM Blockchain anonymity,
based on ECC non-repudiation
[26] Identity authentication and Mutual authentication Own RSUs, CA, RA Integrity
expeditious revocation between vehicle and RSU
based on BC based on IBE
[27] BC-based lightweight Mutual authentication Consortium SM, witness peer Confidentiality,
authentication between vehicle and SM Blockchain privacy, anonymity
based on ECC
[28] Lightweight BC-based Public key-based identity Own Vehicles, RSUs, CA Integrity, validity
authentication authentication
[29] BC-based and RSU-assisted Mutual authentication Own TA Forward and
authentication and key between vehicle and TA backward secrecy,
agreement based on block identifier anonymity
[30] BC-based privacy BC stores registration Ethereum  Local authentication Confidentiality,
preserving authentication information centers non-repudiation,

integrity, privacy

[31] BC-based authentication BC stores pseudo identity Own - Privacy
and secure data transfer
[32] BC-based V2X remote BC stores identity key and Own Gateway Traceability,
attestation integrity certification anonymity,

non-repudiation,

privacy
[33] BC-based identity and trust Mutual authentication Hyperledger - Confidentiality,
management based on DIDs Indy integrity, privacy
Rowan V2V secure communication Identity authentication Public - Practical forward
based on BC and side based on certificate checks Blockchain secrecy

channel and visual identity

a) TMA: traffic management authority; LED: law enforcement department; AM: authentication manager; CIA:
confidentiality, integrity, authenticity.

FAAEE S X BRBE TR [, SCDXBRBE S B RE 20, DAAh DR A 10— B0hE; tedh, AR & T BI{E K
SIS A B AL S B B AIME, IR T 2 AR 5 I SRESEILE B, B k& A
EAEHR. IRVAETT R T AP, £ @ RERE EAFAE TR 2% B v M S (4 )i, SCHR [22]
SEVARE - BER B S E T8RRI (5 5 9B TRR) FeA oy —BERI R BERSSR SOF AT — > SHA-1 {H/E
JRHTE A, B B 00 R R AL BN =, 23T K70 SR IE I 56 10E W5 735 (B DRAIE 5030 PR P 5 1, SI23
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BEHN V2V 5.
3.2.2 ETXHREEMZERMNSMHIAE

e “N — & - B - =7 R EBMIE T, RIGVGEN R IUETTIEAAEAT N A E, 7]
W BT XHUEE ) B VAIE 7 A K8 1 ROUGIERTF 2 S ik 19,

T RNIE IR P2P W25 iU 2 AT UIE, I R A, @I R 28 R EE. STk [23]
I Gossip WX Push-Pull BN 8] Fp 41 OB FE 5 e HAR 502, ORAE A9 s A8 — A I N I
FHIE S S, 18 2 B AE A LIRS, SIS 240715 RO 42 JR UAGE.

P S D GIE RN X PE R P S Sk AT 50, BFE H P St . S0 {5 BAEAd . S AN
WS, BT, BT XUEER A P S D GENLH) 2 AR T AR BT E R BT AR
M EETARESS 4 ANT7TH.

(1) & T2 ARG ) 24 S IE. STk [24] $2 T 2%09 SR N4s 1) PKI 28 70 Kbl Xk
HERI A ML AH 255 1 7705 A2 ) U7 ) BE4%, EiH5E T Rayleigh JLiRARIBES 2, MR AEHRE
e 2R B ZE 50T s S A SRS SRRk I BT 1T s e 5 B AETT AL, P S =T SN X
BEPIZE. SCHR [25) THIIR)SCHRFSSTHE ToV 42 BT IXHUEE ) S ROMIETT %8, ZE807E TA JEMHE 345
S AR, AT A 28 0% (elliptic curve cryptography, ECC). M54 B%. XOR i&5H 4 5 5 1y
NIEA RSB 5 X B 7 1 2% (Blockchain manager, BM) HIXU A IAUE, [B] B 763 TS F b R A 4%
(practical Byzantine fault tolerance, PBFT) FLiHSfAAETE X HLEE | CRUEVIE R vl BB, STHR [26]
T[] VANET #2 H1 5T XCHUBE 194040 20 5 0y U AE A BB RS 77 22, A X H B A7 0 25 U E A AL
#J (certification authority, CA) VEM G IREUH A E 724 108 ID FZET ECC FIAFAEXT, fRUEL:
WER AT S, T S 1IN% (identity-based encryption, IBE) SEHL RSUs A4 4 X ] A UE A4,
PELRIUE B 44 PE S EAT ROt R S ) ERREE R0, STk [27) SR I T IXHUEERT ECC 1 #5303 0
(R4 5 frIAIE, ZEIE IS RSUs 25T ECC SEIL 45K 55 & B 25 4] (1) AH ELAAGIE, JF4E T PBFT 3%
PR VUESSE FAEN X PR, T 40 5 2080 vh o0 0 2 GUAIE. SCHR (28] 1 m) BivE U REASE RS4RI 2 T
DX BB R R0 B O A UETT 58, BHZEAM . RSUs CA A4 B X BRBEA7 it 2 5000 S s e+ (B35 4
T AR AT ), 3 o B et AN TR A A TV B R A A B R 15 ORAFAE X B v gl m] S0k B
B IIEEAE, DD I AE AT BT 4.

(2) ZETE B X B S . SCER [20] $& H 2R T XEBERT RSUS 4 B (1) S5 3 DA UEFH 25 £H 1
PP, R 0 TAAE TR 2B IHME S, H TA AR X EE A G A IES 2L, 8 T30 RSUSs
HENIE TS IE . Ruia A REALE TA FZEH61E FIA EAAE, 3&mE5 TA FAERCR. 3
R [30] 4 s T X BB A BERA ORGP 2250 B3 A VIE J7 58, K A iR 0 oA A X B 1 0, I B3 A 20
J5 2E BRIAT it ZEIC I B i GRS .. ZE 508 AL B v A O AR IR SR, KBRS T AR
TS oy ) H SN, IR ETT A5G, SCER [31) $R R T IXHUEE Y B O VA 22 AR
BL, R XA i b0 20 B 25 ZE BRI 59 2544 5 O S bR, 535108 5 4 AR AR Diffie-
Hellman % $ W i WMSCAE O LB, FH T 2006 I s 1) 0 A1 2B O A E BRI 22 4 A 4. STRR [32]
& L T REAL PRI X HRBE ) VX B R TEREAY, A% 5 0 5G4 R P DX HUBE A7 At 2240 B 1 25 SH A0 e B 4
R, JEEET AR S5 28 AR B U i) SR O A S B 2R K DT e RS R A

(3) FETHAARM AEVRHE R 2 S A VGIE. SCHR [33] [HIF) LoV AEZS RGBT IX HLEE ) &
Py MEAEE BEHESE . I HEZE G035 S O A VAN T LA BLAAGIE AN B FERR VAN B B, 7041 X
FRIRFAF (decentralised identifier, DIDs) 145 i UFE 4 A BK BE (R AR 7EEVE G 20 3R B, FEA4 3R BT A
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Table 3 Comparison of IoV/V2X access control based on Blockchain

Proposal Description Method BC techno. BC nodes Security properties
[39] Access control strategy Smart contract deployment Own RSUs Security policy
based on smart contract ABAC
[40] Intelligent Smart contract deployment Own Vehicles, RSUs Confidentiality,
edge-chain-enabled access control based on risk integrity,
access control prediction availability
[41] Access control strategy Smart contract deployment Own BS Reliability,
based on smart contract vehicle access rules credibility,

immutable

[42] Fine-grained access Identity chain stores the Own RSUs Reliability,
control scheme private key of identity, data availability

chain stores the decryption

key of data
[43] Location-based data Deploy access control policy  Public Blockchain - Confidentiality
access control based on vehicle attributes

and location

T ) Hyperledger Indy MR t; EAHILERT B, £56 BOA DIDs F1%5 44 % 9 0 4490 2 5] 7] A
NI, Rowan &5 B4 §i Hy @ i af WOLAE A g i 2 57 Vv BERIMIEE, Seil it T X
DBk PKI HYE A A5 PKI [ Blockstack 19 RUAFE X RO 8 22409 5 03 e A (B A B 0 IE 5,
ZEAp AT L T B A K T TR AL R (BRACEE) F=Beis ubas (s =) S .

£k LTI, BT XHBERITE B VGEM S ERAT 7 — @ BER, ARMAET SORF B FR AL
SEAFPEIINE . AN AT B 3] S5 R A, AR E— BRI AL.

3.3 ETXHREERZERK M Bl H]

Y 1) 2 AL O 92 AR AR RE U7 ) FRIE R 452 TAH LA U7 R AR, e DR R i 22 4 p) E T
B B0l (R g A U5 I P fA 8 [ = U5 A #8H] (discretionary access control, DAC). 4 il i 7]
i (mandatory access control, MAC). 4T (4 f¥] 1 i 4% (role based access control, RBAC). J&
TXF G5 01451 (object based access control, OBAC). 3T J& E 15 0] #25H1] (attribute based access
control, ABAC). 2 T/E55 17/ 1045l (task based access control, TBAC) &3k LLIE W Z 1 0 18155 9] 26
AN BN A, FECURT R U T R RIE AN e R, B EAL BT AR
) 1381 S5 T7 G AR B AR I ) 2 3, S EURNR X U7 I #1077 2 <% BB, XHEERESS
TSR AL 2 Sy | 24, AT A SRR IR ST, kT DX HRAE A ) 4 ) SR T AR Y U T
RE& 20350 B AT ] 7 1) 4% 1) SR, SIS SR B0 mT AR 7 1) R FH XS AR AL, DRI BRI ) %
AV, ARG SCHRGS LR sk 3 B9~43] PR,

FER R e 2k s vl S AR B URUG a) ORE ST 7T, SCRR [39] SR 128 T B e 20 A1 ABAC B
(7341 S5 R AR, RSUS 2H A i X BB AE AT B BE & 20758 5 I K 1 422 f) S mgs 1 s s n 1]
TR 2R ) SR A b B 1k AR SRS A 0 SR VG iR). SR [40] $RHEE T R REILZEEN ToV Vi i)
PEMIALA], VertJ T XUR TS0 80 17 i A | Jox X BB A7 Ak 1) ZE A N 2647 B k4T 70 i, 00 42
TR R, A5 A D™ PR A Wb v, T 2 FSORH IS PR T 42 o) SRS ) IS ) PR 88 e 15 240 S bl AT
eI RN, B3k i0% RSUs NEMIRAESI IV W3R Mk 5%, 8t Sl AR5 B = 22 4.
DN BE B I 27 1 SRS ) B R, SR [41) 52 AR TR AL GORNT I BE B 4, TR S L KA B Ak
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i K RSP X DR 2 | 8 e LB 1T R IR S ORAFAE X EBE BTN IS & 7T H 3his AT IR DS, T
SEILZEIAE Z2 A DU 18] TS AR 22 55

TERF X B s A AV AR S 7T v, STk [42] 3 HH 25 T3 SRS JE PN (ciphertext policy
attribute based encryption, CP-ABE) [4HHLEE Uy [l ¥l 77 5, FIFH B A 8EA7 it G2~ AL . Sl
BEAE A B 25 A5 B, M B Bl 224 . RRAORIPRAME OB L 5P & SOk [43) TR B T2 B
e 25 18 L0 25 T M O B U T 50 77 58, SCHP 8O I AT & K n s 4 3R 58 B = i 5 4%, IR R IX B
B AN PREE SR ANAL B & 1 1) 23050 RALEH. SR Bk 48 € A B 6 2 U 1) 4% 1) SRR I 4 RESRAS
FHN )5 BB, S AT 5 L 2 s B VT ).

Zr LR, BT XY IR 4RI U i) 428 A 7S TR AL TR0 B B, PR 2 T 22 1T 1) ZE K D 5 ) 4%
HI07 2, TR BIR ) 2 G TS ) B SRR A SCNA, KGR e A L A
. BYE. BIE. SfE. AR REEEERES B 5 R0 b T s RS IR ORI B I A2 B TR
BOIE A 205 M AT AT A Y B 2 T XS 5 1) 2 B P R W5 U 1) 8 1) 7 2.

3.4 ETXHREMERMEETER

TEFFIL BB st . s B AR BRI R, JE T DA E R U ) 48 1] 1) &2 A AL eyl Al 2
YE AR P s B 49), (S AT BEALE T S 4R B0UE T s IS AT R, 7T LA
TR E AR, $Em R gAY A GRS B RS R s LTS
SEAA /AR A A BRAG AT AR (46) 2R AR /B3t A sRAE E AT 7). SR, A 4R U ARE BET RA7
FERTY R PEZE | B O | 0 UE R M 58 ) R, 230 ST B AR A M B | (BT — Bk L B AL
PRSI 48] KRR e At el — EOME A AT S 2 0 S R A L R T ST R I S A
(S AR () B A R U 7 . 2T, 2R T 2B vp 2 X B (SR B A R B T 3 A
Jithl: DR O AT LSO RO B, DUASE TR AR SR, M
R LE R AR R 4 [48~59] FoR.

3.4.1 VPIEIFEAHOHEEER

DAEHE A b0 B AR R B TRAR AR U 5, th AR R LSt o IR PR AN 12 7 T P m] A
JEE. A% DK Dy O BB AT AR B0 6 3 TR i R 5, IR A BRI [A) B 4B AH R A
TESRFIEAY. A% G DABAE A D S AT AT 40 D 5 28 U8l B TEATAR s T InBUR S T 2%
P BT I HEEE . 22T Dempster-Shafer FHif.

FE LA g 0 (R 5 T X BB A5 AR 8 B AT 9T, Mohmand 451 4@ H il i - X ek (54
IR ARG G A) B AR, ZEANAT N3 T DL S A A 7SS 75 W5 R 45 SR AGX B RSUSs Xk
B, XHUEESRET PoW (proof of work) Fl PoS (proof of stake) FiR R H Wi B 1 30 S2 M 58 Br{s 411,
SEIIE TG AR A 2 485, SCHR [49]) 13 A X BBt 25 DA E AT S BT &, R0 T DLy
PR AR B EPP L, RSUs 5 T 224019 s iV B T ME BEVEAG (S AR W e &, JRI 5 R I A% B A7 0 1) X B
B LB B [, SRAEET PoW H1 PoS HISLIREUINE 2 RSUs Z S5EAEEHT, (REEIER—2
PE. SCHk [50] THI[A) 2 T i 44 B 245 (named data networking, NDN) ] ToV $2 13048 {5 2 X gk
TRAP A B AN A7, BHZE5A RSUs #4 RCI DX VB 0 28 D93 NN IR 224046 8 715 g2 47
BB EAE, T BOE 5 A AR 2 AL G RVE AN G247 N 2 B T A P R (5 B (B AP AE X

1) Mohmand I U R, Javaid N. Blockchain based mobile nodes in vehicular network. 2019. https://www.researchgate.
net/publication/334696838.
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Table 4 Comparison of IoV/V2X trust management based on Blockchain

Class  Proposal Description Method BC techno. BC nodes Security properties
Data- Mohmand Trust management of BC verifies the authenticity Own RSUs Reliability
centric mobile nodes based on BC  of the message to update
the trust value
Data- [49] BC-based decentralized After Bayesian inference Own RSUs Availability,
centric trust management generates a message rating, reliability
RSUs calculate the trust
value offsets
Data- [50] Data forwarding and Reputation value based on Own Vehicles, RSUs Privacy
centric content caching based on  the validity of Interest and
BC and NDN the credibility of content
Entity- [51] Intelligent vehicle Authorize TrustBit based Own Vehicles, RSUs Confidentiality,
centric commination based on BC  on historical information integrity, privacy
and rewards
Entity- [48] Adaptive trust Trust value based on the LocalBC, LocalBC: RSUs; Integrity,
centric management based on validity of the message GlobalBC GlobalBC: TA, authenticity,
smart contract CA, RA availability
Entity- [52] Trust management based RSU calculates the trust Consortium  Vehicles, RSUs Confidentiality,
centric on consortium Blockchain degree based on the rating  Blockchain privacy
value of the evaluator
Hybrid [53] BC-based VANET Vehicle reputation score Own CA, law Privacy
anonymous reputation evaluates message trust enforcement
system authority, RSUs
Hybrid  Abbasi Intelligent vehicle secure The authenticity of the Own Vehicles, RSUs Reliability,
communication based on message changes the trust availability
multilevel BC value
Hybrid [54] BC-based trust Rating summation based on Own RSUs Confidentiality,
management weighted aggregation of the integrity,
reputation value ratings traceability
Hybrid [55] BC-based secure message  Local BC updates vehicle Public BC, Public BC: Confidentiality,
exchange trust by verifying event local BC vehicles; local integrity
message BC: RSUs
Hybrid Arshad  BC-based scalable access Calculate trust value based Own Vehicles, Authenticity
management and trust on message and PoC manager nodes
development consensus
Hybrid Tjaz Decentralized BC-based Trust based on Own Vehicles, RSUs Authenticity
reward and penalty message-based trust rating
mechanism
Hybrid  Yousuf BC-based decentralized Trust based on Own - Authenticity

incentive in trust

management

message-based trust rating

el eh, G (5 BB AN, 4230 NDN I8 I 5630 440135 5K 1R P9 28 44 R AT 917 LB 2R A P9 2 o
& (content poisoning)~ MEZ M (interest flooding) ZZ17-H E (cache poisoning) SF X, PRiEZE M
RN BRI 2 A

3.4.2

852

USEF AR O EEERE

PASIAAR Ay ol (R (B AR A B T 2R R R A LU B, ZE Rt ml A B AR K R 2 A g el AN ) SE 08l
B AEAS. W LR RIS LA TR 4 B ST 2 R PERT k. 2 TR PEA (RSU HERE) 1
J7id s THITARRER 7% FE T RCE R B35 Sk o F A 18]
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FE AT O R 2 T DR BE RO (SR BRI FT AR, SCHR [51] S 4 o 2R 00 £ 7 / B AL i e 2
TR SRR I S AE B R AT I 1D TrustBit (SR E4E ) R EMIEEAE, FEAA0H
FE AT RSUSs ZH B A DX BB (X 265 L, 1710 368 135 2 0 U 3e o £ (R AR A R A S 3l A5 X 2% R A 4. SC
Wk (48] $EH T X HEE R RE & A1) FDE RS AT HL. MR IE SR G, SSIBEHL R 4 05 i
Az JFilE CA MUE-BAYIIREATE, A X PEEIAIESE 5 1A R 5 18 S AR B A7 il 2 X 3R
T, GRS AR PSR A — B 42 R X U BEAR R 2 ke ) 0 S 41 o 1) DR AR 4 I
Ky, S 2 1) RAFARBL. SCER [52] SR AT IX BB RIPEEE B AL, £ RSV
BB, ZEAREP BN E ISR 5 SR 4« I B AEME I AR RSU RIS 3R (trusted execution
environment, TEE) fAFVEAXT. EEAE RPN E, VP4 &2 T B S MvPUE, JF 8 A pnE
TRV 45 R 10— 8870 Non-TEE R PFAili 25 AN 2240 B 03 HE 7 5 e OINE (RIS ;. TEE 8 AL 8
il Ja A3 B REAGEAE. MR RR B Sy B eI, WA RSUs X BB RIE A% BB K, TEE |
A SR I 5 R R R A AP X B, RO ORY T 0 SR Ea AL

3.4.3 ETRARAMGEER

TR (5 AT YR FH 2 50 ) T A B2 R VAt s A5 A 8 R s B0 T A3 R PEA 2R (B AR 1E,
RIS A VP A 2 AR 2 3 A0 B 1) PT35S B A ek A7 1.

FER P A5 S FER PP T S BB AT AR 7 e, SR [53] T[] VANET $2 H T X Lk {5
R AR5 RS, KEEEMREE R R E #H S RE RS, #b B B, [Fn
Ko7 MesBC (Blockchain for messages) X BB T RAF TR T HEW %1’E7‘3$%1§%§E’Jﬁ7\mﬂ§, pliid
o R A= R E B R A S #3E CerBC (Blockchain for certificates) ! RevBC (Blockchain for
revoked public keys) PN XEEE, 73 51l A KAT UE 3R A AFLE R B AN CH08S 10 A SHER AL SRS TE B, A IR
ZEIEE 44 S UE R FL S

FEF FH VS BRI S BER AL ZE A RS AEAE BB FLr, Abbasi 482 SR FH 20 BCIE (5 4240 1D FIJAa1E
FEAE, FRE T 2240 Rt =200 B S S U AR A U7 2K, SEBAT S B G2 15 P 4% IR A 3
A DX PR AT (S AT AN R, 3 X BB SE B (S AR ) 05 SRR R D I S, S | R GEH
PR RE. SCHER [54] $HEE T XHREBER) ToV (SARE LT . ZEM0AE T 8 nT {5 AT DL S 25 o B At
ZERRIE B VPG, FFR AR it 2 2 725 2 5% (elliptic curve digital signature algorithm, ECDSA) il
WA K45 RSU. RSUs X HUEEAR I B TR R B & A8 Sk T A B SR E, JFEid 3T Pow
A PoS FLVRBLHIAF A5 2 A K A5 EE, A ROBAS I AR ) = 24, 1R R PRS2 B
Ji A 950 AR R, SCHR [55] 1] VANET $2 Ik T X BB (178 B2 8T %, AF
BEAEAE A 9 B AR AR R 2 B AT A B, A H B A7 G 22 0 58 BB AR A5 BRI B P sl sk, 4%
T AR B, AR R T 7 BRI IE AR S B e 5 E AL, IR R A E S O BB R
fEAEAE, PRUE 224 7] 55 R A B AT .

BeAb, R e 2 MG EE KRG, Arshad 63 7ERE T XHEE AT R R e A0 H R 4R
(intelligent transport system, ITS) H A5G [t A2 A, B0 B 2255 3 -0 B UE B IR A L A s
RIS IERRIE, 5 45 R R 0 8 BEAR 19 mORFIWT - (S AT AR A 3 0, LIS B8 22 1O A2 I AR AT

2) Abbasi S N, Javaid N. Multilevel Blockchain technology in intelligent vehicle. 2019. https://www.researchgate.
net /publication/334697995.

3) Arshad M U, Javaid N. Blockchain-based scalable access management and trust development for ITS in smart city.
2019. https://www.researchgate.net/publication/334696671.
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THERPRAE Tjaz 59 213 T 70 A0 U X BUBE R R 2 G P, RSUs [X HUBE W) 44 725 T8 B T (5
AL RCHRAE ARV SRR ) 2B R AR AR, P AR A5 AR AR A I A7 3Rl BRG] 2490, 0l BE 2 2R
EHE R, REENEE WS M2, UL, Yousuf 55 75 455 14 5 P F X Pt S o A =X
BB, RSUs 78 A AL RGAFMETEH “+17 BIZEME S, KIEEAF PP SE <17 K4WMIME
B, RIS A5 B, W E 2 A S HEER.

gr bRk, X HgEim L o A s 4E S /SR 220 9 JEAE AR 00 75 CORAIE 2 I A5 A 7 B 11 T e
PE RTRIPEAT— 8ok, =l AwE 7 mIBE e R, AR AR B AR SR e 56 Hd
Uk AR 22 R BR R v, T AR it — PR R B A B AR TR R, AT R M ARk
BAEEHTE.

3.5 ETXHRERZFEHKMRFARIF

TR FERL DRI AT AT L2250 / L O BBURME S (B Ak 44« ZR AR L AT B L« ZE A4 I
Ao AT RS AR SS ) Bt EE . X e U E R A Gk eh 2k B AN T3 T 6L R #E ¥ Beacon
HEEE KENRAGEE; FMicshPul BA T HrE. H AT, 22800 S0 AL Ry 2 % B 44 DGR
(177 %, AL BRSALRI 2 R I T TR G IXH. & FE AT 5 B0 R, IR 77 S8 A v B ik
B RS AN T AL, X A A 2L & W AT BLe 7y Sad s & 7 K22 5 (i, AZ i BT
255 8L PRAERSS 591, vehicle-to-grid AT 601), SRR AL fRAP S BERT IR TR DT 2. LA 2 T
DX R P 2 B0 D B RA DR P T 7 BB 35 B A PR RA PR RS, B R RA PR 3.

3.5.1 ETXREPEMSNISFARIP

FERRZENTE . 23T IR A ST, 28T DXCEBRBE ) 2240 B 3 FRRL R (O IE 78 2 2200t T 4
WNUEANEE TE A P28, AH G SCHRS L i e 5 161~70) o,

(1) # T M4 (anonymous) AERIZ40 S AL fRI7. BUA 2T B A VER EM B R T £ 2
RIS < nngg s VR 55T sUACEE S AR iR, B R RIS R s B . AR, R E A
WNIE Ty 58 57 T8 52 R Co S PR P TSR B0 s Wk e 8 [RI, e 4% AR ) 00 1 R 28 A7 AR SR (el B3
SFAKE I R, X P 2 rhoO BORFPE AN 2 SR IURI L 1 Dy bk il RS AL 1 A e SR R

B0t 4 A A TIE H I FR) R 5 B ) R, SRR [61] THI 7] VANET #2105 5k 5% 3% T A2 30 (5 RAE B 1
HUEN GBI AR . RGEY], TR IR S LY R AR X P rh A Rt OR3P A ) Sk
Sy, TR, ZEAAE A S AR AU A8 21 A0 DX g b A P AR W AR DRI B 03 R LS, FE AR R 5 A2
G S A (B R — BRI A (B SRR, R AR BIA R Ge s Bl S Ja s M B e s J5 T 1 2
2T, AR DXCERBE T 8 2 B AT B — AN X AR S 52 75 AR 2 P SR B AIE. STHR [62]
T 1) 2250 25 il 55 4 Hh 2 1 DCERBE AN Z5- 11 S e B B A4 DUE T 58, ZR A0 o T 10 28 T [ st 28 12k
TR R G5 B B BB E VR I — 803, JEAE AT B 005 B AR e i tHis ], o
THERTIEH B S APTNE S5 2, PRIEZANE S S MR RE. MR 558 BRES A 5 vH 0 1 e 3k
TR TTEI A S SEIUN ) 5 A0 AIE, EGRAE WAETS fi A2 T PBFT SRR A A X HLEE,
PRUETCSE B A7 B A E I R ATAS AT AP, STHR [63] T 7 37 45 b Al 5 32 Hh 2k 1 X DR AN 42 55 1 5
FIBRAADRY T %, CA IR IR R IR R G H AR, RSUs 511 RiAEA M SN U B3R 42435 SR A

4) Ijaz A, Javaid N. Reward and penalty based mechanism in vehicular network using decentralized Blockchain
technology. 2019. https://www.researchgate.net/publication/334644810.

5) Yousuf A, Javaid N. Decentralized incentive based trust management in vehicles using Blockchain technology. 2019.
https://www.researchgate.net/publication/334696097.
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Table 5 Comparison of IoV/V2X identity privacy preservation based on Blockchain

Class Proposal Description Method BC techno. BC nodes Security properties
Anonymous [61] BC-based distributed Biometric-based Private Vehicle, Integrity,
message authentication authentication Blockchain RSUs, root non-repudiation,
and local TA traceability
Anonymous [62] BC-assisted anonymous  AD re-encrypts vehicle’s  Consortium Service Confidentiality,
authentication private key encrypted Blockchain managers, integrity,
identity witness peer traceability,
non-repudiation
Anonymous [63] Anonymously identity RSU authenticates the Consortium Service CIA, unlinkability,
authentication based on identity of service provider Blockchain providers traceability,
BC and vehicular fog group public key auditability
computing encryption
Anonymous [64] BC-based incentive Use the address of Ethereum - Reliability
announcement system Ethereum as an identity
Anonymous [65] Privacy-preserving Threshold ring signature Own RSUs Unlinkability,
BC-based incentive guarantees the identity of traceability,
announcement network witness vehicle reliability
Anonymous [66] BC-based anonymous Anonymous credential Own RSUs Anonymity,
Ad dissemination based on ZKPoK conditional
linkability
Pseudonym [67] Privacy-preserving One-time pseudonyms Consortium Integrity,
authentication based on based on elliptic curve Blockchain non-repudiation,
EC and BC traceability, forward
and backward
security
Pseudonym [68] BC-based BC stores pseudonym ID Ethereum - Confidentiality,
authentication and for authentication integrity, traceability
privacy preservation
Pseudonym [69] BC-based privacy BC stores pseudonym and Ethereum - Confidentiality,
preservation multimedia signature information integrity,
sharing traceability,
reliability
Pseudonym [70] BC-based privacy Private BC stores Private BC, Private BC: Traceability,
authentication and pseudo-identity public BC TA; public revocability,
message dissemination BC: RSUs non-repudiation

IS, FEIGAIE F T AT AR 55 S04 T 2 B e 10 2405 8 0 S AR B S B, R s 0 b A e 25

AL B AR S5 SR BT A 5% SR O T A R 1B B X R B I 2

S5 R A ML, SEBILR 55 Hs Y B k.
R R 8 D 2% o 1 e [ B S AN ARAR B I R, SR [64] $RBGHESRAEAE I UR D7t (2 4)

VEREE AL B RORIE T HE K, Bl ik 5

on
Hbﬁ‘

AL AN F] L, ORAEAE S A R

A5 Bk EE, JERE SR AR X s X B Bloom 1L JEdS
XFHE T2 4% B WAIETH B BEATIAIE, IRl B RE & 20 SRR IS WAL 490 SO RS 94y

RSUs 5

77 B 2 WAEZEINN 2 5 W 2%, SCHR [65] THIR] 228 46 0 28 322 Hh 36 T DX H e 1 B oRA DR 37 )
NG ARG —— CreditCoin, ¥ i Echo-Announcement 2% W3, 47550 WIE A5 0] & WAFE R A,
DU 5 R IEFE T AL R AR EMA, HBET RS L M A S REHART B2 h
PGSR S () S [RD I YT T DX (R SR LR, e vy 2% — 8 6 3 (0 07 Nl 5 2 1) 420 2
HREEAGWER. SRR S ARG 0 B4 Bah (R gm ) A ), STk [66]
TR T XU B 44 T S AR 07 58, 2N & AV E MLV E I 3RS % B B SAIIE S, | & i
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Table 6 Comparison of IoV/V2X location privacy preservation based on Blockchain

Class Proposal Description Method BC techno. BC nodes Security properties
Encryption [71] BC-based location OPE-based location Own RSUs Confidentiality
privacy-preserving encryption

spatial crowdsourcing

K-anonymous [72] BC-based LBS privacy Construct cloaking CerBC, ReqBC RSUs Conditional
preserving trust model region to protect anonymity

vehicle’s position

K-anonymous [73] BC-enabled trust-based Construct cloaking Consortium RSUs Authenticity
location privacy region to protect Blockchain
preservation vehicle’s position

YR RAEH G € RSU K H i 245 B A R4 09 “Ad dissemination” HIHE BEA LI 240 A ff
FIRTFIERZ B 30 ZKPoK (zero-knowledge proof of knowledge) FJ 5 1 FE 44 FEUEAE %) 15, 4240 B
ZKPoK M b 4 AL IR W] AL B X e, DRUE) E AL R i B 44 VAN SR AR BE R VE; T HY RSUs AR IX
Pk L T 05 A5 AN B BE & 20528 <7 5 BGUERA” (proof of Ad receiving, PoAR) HIHFE, fRIUES H%
FEHT LRI, RIS A0 R BE & 29SO TIUE SCHIR I, DRAE 23l SAS O 22~

(2) T4 (pseudonym) FIZEHH S BRFARYT. MR ML R EE 2 WL b pg— s as, Hod i a]
15 H BB D ZE AR AR 44 S A KA B2 5y, A HA Y R GV E IR IO LS By iy, FF e ifi 44
HIECSE B 3 8] AN ] SRIBEA:, PG RUORIP A5 Sy Bl . T X BB AR 44 VUUIE R 2505 5 0y B AL IR
P07 R AN AT D3 1) X B G A A7 A 03 A 2R D s AR, B DR DR () AT SEPEATRSRAME.

FESE TR ML B 2250 B 0y B FA ORI B 9 b, SRR [67) 1T 1) 2R 95388 15 B2 WU AT A LA B T4 [ it
L 2RO HBARLAE B AR 42 Bl 5 4 AR 0l B, S B 22200 51 1 ) R AA DR (56 P IR B IX Bt xeh i
GBS BAE AT AZ  BUE, FER ISR ) BR IO SRAE X HEE ) ORUE R B AT I8 W [R] R A
T G R A 2544 S BANIE, PRIUE S (1) 578 B .

FEFE T X BB AR A2 U UE B 240 B B FA R 3P B9 95 b, STk [68] $& RS FH 46 1D 72V
k%545 NS R0y ID, JFHET S5 MRS 5 AR #h 42 Diffie-Hellman %5 4H W45 2 2216 % 4H; 11
WG 2R GAE R (R Z R Z4th ID. LA E R SIETRAE R FAH) i3 X Yok
WL MR R AR SSRGS SRR R IB AR 5T SR EL 25 4, IR S5 BRI T AR 4 X B Hh 1468 TD
BEAT SOy IAE, FERR G 350725 44 1) L SEPERR B AR U5 ) A PR SR [69) THI 1A) 2R #4158 I 2% 42t TA
OV BENLER BN T P /R4 /RSU AL b AR IR A FAEARE, FH /2540 /RSU KM 42 RImG 75 I %5 1) %
AR g TA, TA FIMEEE A 5 (B R AP INESdE . 4G E) KA XS,
ASCHb PR AE 2249 B 17 B FA RN 22 AR S S 008 1 S8 8 % . B M. SCHR [70] T A VANET 2 Hi B TA 4
SR ARL AT A it LS8 S O O B b, BASCHRARR S8 XK S O E, ORIE S DIE R B AL PE AT AT 5
PE; A, B RSUs ZH B AS Ml BE A7 fiff 1 G S S AP B 4 A 8, ORAIEH B AR R ) 22 2 V.

3.5.2 ETXREPEMLERFARIP

ZEA S B G RL Mt 5 S 15 ML 3 AR 5 BB B 20, 2 T HE T H P P (R s, ™ BRI 420
2Bk 2e 4. 20, fE3E T IXHUEER) 2 s B RRRL CR T AW o rh, BTN AL T kB A4 T SN
TRBFTEH R, AR LR A a3 6 M1~ .

(1) JEFInE R A B R R RS &0 107 B R ORI A DN & S0t 2 o BA5 B
BEAT NG, (645 HAd Y m e DASRAS A S LA JE. SCHR [71] T A0 2 T A S ) At (spatial
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crowdsourcing, SC) 42 A8 FH X Bk S o4 X A B AR EA Bl sk B, TAREMEET
fRJF % (order-preserving encryption, OPE) H S B JFilid RSU KA & % S A (B 147 Bl s 7
AAAEIX Bk b FEAT 559258 W B, IR 2510 3R 3 1m) X B i a6 2 T- L R &S IN% (additively homomorphic
encryption, AHE) [FMT451ER (LTSI . A7 B RS . LIRS, Z- AR H5 A7 B TR0 5 LI IR I
W 2 2 5115, ARSI B, TAEZEWIGE S AR AT OPE P A AEAE B AU HIHIIE B
A IR BIE B 45 X BV, 1 SR 5 LE IR 2R AW A2 I A7 B 2% ORI X B o B 35 S0 — B i, i X
BURE N 230553 ).

(2) £ T k BEAMNERA ERRFARY. EAEEZEE T E MRS (location based services, LBS)
7 SR AHE R (1% (] st AR R B A SR R 1R KU (IR 25 B L il A B A ), B6 T & B 4 A B R FA R
PR & NS 5E A B ERE 4 55 XK, S EMERE L RS XES 2D % -1 M HEKR,
AR RY AR AL B RS AL, SR [72) 78723 R — R4 I 28 4 B T 32 T X BREE 1 LBS Ba AR
PUEAE RS L. EAAEFEMBUZ (register authority, RA) HUAAVEM G -1 & 40 207 UE 15, RSUs #4 A%
() X He B 72 I8 R IE T AR IS A 1 ZIE TS, T RA 7A6E SLSE S, SEBLA S I 41 BE 2 1 24
TR R IR A5 TE SR I, RSU J8 I 3566 T 1 5015 BB AR PP BE VAL 24T, JRE#E <k — 17 AN Bk
TEATAR P S 50 ) AT B A b B 44 B B X3k, SR 5 R IR 5515 SR AN B3 B X I 28 45 IR 25 R AL
HRARIE 0 AL B RS FA. STk 73] 3EILEMHTE RA LVEMSREHE G AV G (S AT, LSS 2 K B
TEAAFAETE RSU X ek I, DUE ZE 50 RaE I A i) (5 AT E. e EE0a 5 XS], ZE404s & 25 T KR 5 7 4
A B D3 SEAB AR LS AN M AT N A E S AR, FR 2R 2 B & AUE B AR K I%E 45 RSU,
S IR f AT A BE By DX S8 AR A ) G A L B RA.

X P oy A A7 AN PR R PR 25 R B RA TR 3P T iR KB W FE S R . S5 G IE TR, 2
T DX ) ZE A B FA DRI I T AT AL T W B, R = 5% S A B AL ORI 7 B IER DS, [FIR, 2568 %0
AR AR (ZEZ T E . MU 2 BaFh T4 25) v DARER B 22 51 X B 1 42 16 ) B RA DR 3
SRS, A2 BN N - & - B — =7 MR, a2 IR EE 500 T 48
DR A R R R 2R R E L i, T DU () 4R DG X 22 A R B OR I AE FC IR A K AN R Mgk AT, 254G
WA SCHR R, S HR R 22 A I e, ENLH . U7l (SRS FRFA R 2L R S 8 4
HRIIEAE 224 B 24 N 2k R v, HEShHT AL 2R 106 I 22 4 A 22 ) R A R .

4 ETRXRENFEBRMEEZE

ZEHRPIELE (4 WIREAEASCI R H) 22 42 B 22 A AR, G 224 AR R U5 - 22 K I 22
F R 22 6« R 30 2t R Vi 55 AL F i 43 LA B A I 2 Bl (4751, e IX LB IR A EN LR RIS
FEAE BT AR ROR AE R, BE S AR % SO B AR, R BRI T RS 4. R
M, DX HBEHOR B B sRiaE, Flan: & a8 20 R R i BT #E4E, 4 R0 0E A5 22 4 Mg
ok PG, I BT 78 IR B BE & L0 DAL IR AN4R T I 2% 1 R 55 07 ThI 4 H P A7 ot
RITHR.

BT RE A LURTE (ORI solidity 1 5 eI« 28 25 MRS WOl . INF TR BRARORE . P B4 5
KA ToV BRI i 8, SCER ([76] $2UCR AN ER DU 73 S8 85 B0 42505 f RO SR N 2, JFAE
HAR1E S 43 (natural language processing, NLP) AT G & 211 H sh4mhD, 52 smart contract 2|
intelligent contract ¥4, Wi RTE K AR BEIE, HEM SIS TERE . 2221 V2X LK IE1E.
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FEX AR SO IAG BIRIE T b, SR (7] T 7] 22 0458 9 2% 18 HH 2 T AL A BE AT A LB AR B e 2
LR AEFAABE b, ACH AL AT 5 /AN P SE I PRI AS BERE T AL E, I AR A IR LS
PRI R /AR B SR X R Ry, FERELIG BT RO SRS IR B AL 2 RSU A B/ IR %5 45, IR &4a
BRI A AR A Tk I B AN 25 44 0 A TR It R i IR G I B AL &2 RSU A HE. STHR (78]
FIH it R X P IR AR B 2 A 1) ToV IBAE R4, RSUs AR X B F T 17 it 6 88 A28 5
Hotfs, WERTINT . B R BN ST TS AR X e LR R 3 K T XY R AR X R,
FEEETFE G REALARE X PR i B 8 380 FoAth XS f DUIE iR, el R G 1SR, B R Xk
HER 2% 1) Rt

FEFRTH AR IE 15 P 25 PR RE AR 7T v, SCHR [79] 3R IUAE ToV R GE 8 H SCRAR AR E UM% (software
defined network, SDN) ] OBUs (on board units)~ RSUs &k, Fi F B¢ X B 55 S B 440 93 A7 = E M
FBRAE, JFEET 22509 B SR E KW T 52, SDN $& 688 FH T 0 Bl ot i . 4 B R VR R 3 A% 3l 3R
WG, S AP I 8% 4 R RSU's Akl S5 SRR It T Bl 55 19 RUFE 1A S b AT 2R IR AL BR A A4, P
B R L4 Z AR LE. SCHR [80] 4 H2E T4 M JCH B (directed acyclic graph, DAG) Fl{#Z818
(1) Va2V IEfE 5K, FIH TOTA HARBLHIE S & P51, H K A 1) o B G 25 K 474k P2P (2%
(52 5, $eim V2V 15 BARRR R, [FI, R 2R 0 B B IR 55 M R A A =, Sea A e e
MR S5AE Sy, SR [81] A FHIR BESRAG 7 ST S X H A 77 2, 2 a5 48 DX HR R /N X AR ] B, 3
KX A Gyt W2 s M ToV R 5

SRS, DXCHBE AT B BB 4 20 306 X v 25 22 40l 5 e ok — € I BEAS, B AT $0R . SDN
W28, DAL DAG FERTE X HREEM 2% (1) 22t nTy e tt, DL @ ME B 7T IR A T W1 B,
S5 HE T X HVHE I 2R K 15 22 4 SR A T T 42

5 ETXRENERNEERE

TRIG A K T 2 A S MR AN TSR B . MBS AR . e . SR
SR A NG B2 (R0 KBRS RSB E0R). 00, ZEIRM S 2 4
BT PIATTTH B3 BT EOR G SN B A 4RI 0 5t 22 5 S 2 BT ML T R I = T A%
G B BRI TR, Bl P e L ) E A S AR K (0 e ] XCHVRE o A U . A
FIBLEERE R, BT T IR AR R e A AR NS T XU 1) R K R K 5 o 2 A AR T X
BEM R A L R 2 e I IRA.

51 ETXREMNERNEEZXZZE

AR I 0 T oA 2R 40 B A S A B B, Bln, RO TER e S5 R 54 4
FATE UL B4 &, T DUAE ZE TR SEAR (] SETEAE 5, (845 2 MHZL (SRT7 . SETTMIRIELN) 2ok (851, Jyfigf ok
A G5 BB AR ARRESE LSO SO 2N 4 35 [, AT BT S 38 0L 51N XERBER SC B /0 A A 22
ARG AR AEE A, AR RAIESZ 5 B0 22 4= AR S SCHONS EE Ak e 7 184~91 o,

BRI X R S I 4 K 0 K 73 A1 A A ORAIE RS 5 22 & I IE, SCHR [86] $2 H 2% X BRBE X 7
AN B ES R LR, FIF X HEER K (cluster heads, CHs) SEILAZ 5 H4s i1 73 Afi 2UIGIE,
e RS RGN A, T ARl B IRAZ PR U, DRAIEF 7 IR ARATE. SR [87] $2 i
ST IXHUEE T S 2 AR AR, R X ERBEAE R TE) 73 e Vv B E (R B T &S . il
Jr AR A2 X R BB R L AT B AU, SR b QR SRR 5% A L. R
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Table 7 Comparison of IoV/V2X data transaction security based on Blockchain

Proposal Description Method BC techno. BC nodes Security properties
[86] Smart vehicle Overlay block manager Own Vehicles, original Confidentiality,
architecture based on verifies the public key equipment integrity
BC signature of the transaction manufacturers,
service providers
[87] Message distribution Use BC to rate the Own Vehicles Authenticity
based on BC credibility of message source
[88] Vehicle communication BC application manages Ethereum — Confidentiality,
system using Ethereum communication integrity, availability,
consistency,
immutability
[89] BC-based smart IoV P2P network establishes Own Vehicle-related Confidentiality,
architecture secure and open authorities privacy
communication
[85] BC-based data trading RSUs verify transaction Consortium RSUs Integrity, reliability
information Blockchain
[90] A hierarchical BC aided Top-Chain audit, Consortium Top-Chain: BS; Integrity
proactive caching Ground-Chain verification Blockchain Ground-Chain:
RSUs, vehicles
[84] Content caching based DRL approach to learn Permissioned Base station Traceability, privacy
on DRL and dynamic network topology Blockchain
permissioned BC and time-varying wireless
channel condition
[91] Zero-knowledge proof Anonymous transaction Bitcoin Vehicles Anonymity,

and BC-based

anonymous data

based on zk-SNARK and

smart contract

authenticity

transaction

o DX BB B 4 0 TS 2 E DX 4 OB A S 224, DRUETH S 3 2250 5t Y B A . 3¢
Wik [88] A LAK D5V 6 2 3L A s A AR 4, T R 55 4% e X R = AN AR o7 22 4l s, S
U5 FERt iR BE OB R G A S 5 & A 2 5. SCHR [89] FRHIE T XERBER B E ToV
ZeKy, MR H X B A L SOEE B EAAIE . ZEAORRS . BUR S LA BRI DX HeRE X 2% E
XA 2% S 22 4 B IK) VaX A5, STk [85) A FHIBCRE X BREESEBLE Ml % A B AL 5. 44l
RSU A HAZ 5y KN, i RSUs A4 A DX R £ 56 UE B 47 30 S J A P A ol D8 2% DR R o 3 52 4L
FTEIHAEZ ZE R, BT R RS LS B SRR, RUESE 5 1% B AT PP

X R FH DX e i B0 K DX et AT A7 ORAIESE B 22 A IR S, SCHR [90] St —F e T3 J=
DX DB (B 2247 75 8. ZE IR A [ AR5 R, R AR S B8 /5 YU N ) RSU, RSUs MR Ground-
Chain F& T8 R85 2022 515 BT H 4%, Fulfi i) Top-Chain KIEAE 5 HI%E 4 LLIA RGEEIR, JR#
A FAF#H] Ground-Chain H) 7 KIKA T GRAEEE 2277 10 58 BAEA — Bk, I Eim i a)
PEMB)AS T LA TEAE BT BRI A 2 G2 A7 S B AN VLI v e, SCHR [84] & A8 FHVR B 9846 77 21 (deep
reinforcement learning, DRL) FOYFA] X BBE S 454 = N B A7 ﬁﬁiﬂéwﬁ, PUE HR O J2 A0 5] il 28
H 285 44 AR X FR B RS AR N ZE AN B 0t 43 T S 015 BV B, DRAUEZE50I0 S B AL, Rk
DRATAL Hy W RIN, FEUGEIAE By SV JE 25 T B e 5 BT WA A, JFR A 51l s R AT AE X B
h ORIESS 5y (AT 38 s [RTISE, ol R PR B2 s 2 ST N Vv A& 5y 1) A REIN [R), I TS
PEUE SR PAT AR VLI R SR KA N B G2 A7, NIRIER 53 2 5 3 158 5y B i B 44 1, SOk [91] 4
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Table 8 Comparison of IoV/V2X data sharing security based on Blockchain

Proposal Description Method BC techno. BC nodes Security properties
[93] Autobiography sharing BC stores the Public chain Vehicles, service Confidentiality,
of smart cars based on autobiography of the vehicle center, car vendor, authenticity,
BC government agency integrity, privacy
[92] Consortium BC-based Proxy re-encryption realizes Consortium Service sectors, Confidentiality,
data sharing trusted data sharing Blockchain RSUs integrity,
non-repudiation
[94] BC-based trust Smart contract ensures data Own RSUs Reliability, integrity
management and data provenance and data
sharing integrity
[95] BC-based BC stores verified event Own RSUs Reliability, integrity
event-information messages
sharing
[96] BC-based vehicle data Decoupled block structure Permissioned RSUs Integrity, privacy,
sharing Blockchain non-repudiation
[97] BC-based asynchronous Vehicles are trained on the Hybrid Permissioned BC: Reliability, privacy
federated learning for local DAG, and the Blockchain RSUs; DAG:
secure data sharing Blockchain is globally vehicles
aggregated
[98] BC-enabled federated Ground-Chain integrates Top-Chain, Top-Chain: BS; Integrity, reliability
learning for knowledge vehicle and local training Ground-Chain Ground-Chain:
sharing results into Top-Chain RSUs
[99] Data sharing based on Optimizing consensus Own Vehicles Traceability
DPoS consensus management using
reputation and contract
theory
Wang Permissioned BC-based Reputation-based PBFT Permissioned Vehicles Traceability

resource sharing

consensus

Blockchain

WU P X A T e B 1 ST 5 A A 14 52 5 i A p S 5 ik 2 B AN Bl e A 1B, 08

AR

JERAEIE IR G AEE A B RET, RIEAS 5 B3R 1 B sLtE; KT 7EHT zk-SNARK (zero-knowledge
succinct non-interactive argument of knowledge) J1IEAC 7 J5 il i B G & 24 56 B EE 44 24+

5.2 ETXRENERMNBBELZRE
AIEAE SN 2 A S R T LA RS 2 B A AR 55 TR AR,

PR 2 T8) 3 2 R v an s
LA Z 0 e 52 T I 2 P A B Bk R 1921
ATy S A ) R R, R

Bk, R

B, BUA BRI Rl T Ak, AR riE

IR R R B B A F IR SRR M g A, BT X B
TR KR I 2 T T T BER IUAE P U5 T A DX BRBEAF Al BOR S A B 3 = e 4 A X
P2z L ORAE RS L SRR M 22 42 k. A OGRS B % sk 8 192~99) .

FERI S DX RS S T2 30 R Kl o A 322 23k

LRSI AL, SCik [93] BI ANVREE B AL (autob-
iography) FIMEE KA TV A5 A A N BOKHR, TR 1 B A& PRI 72 DL
EVRE A B iRt A B WA AT TH B = SCER [92) 38 HH 2R T I R X B R
RESC I AR 2 A 3207 2, R I B X BB A 22 2 BOHR, 97 1k B e B A 4 2 ;. R 5%

RE B LI L IX

HB 11 H

S k(A QR 0 3 SRR AR 2 3 TC ) S R R R Pk B4 ) K U7 1) BB, I 1 A ey, S Bt

ZANE BRI, SR [94] W VANET $& H 56T X HUBE I B A1 8 B B S =07

X, TR

N CA [f] RSU EVEMERAGEE TP BEAS R] 50 [ R BN TR 0, DRIPIEAS 10 S Fa L 1 RSUs # A%
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(10 DX P I 288 9 2240 70 BE > FAH I T I8AE N 38, JF ORAFZE A MHIE 5. [FIRS, B HE& 20 SC1 (smart
contract one) F& B IUEFS AT RME, PRUEEIE ARIRHI A5, & HeH 4 SC2 (smart contract two) NI SEHLAL
P B AE AR R, IRIE R L= i se B . SR [95) 48 tH 8 T X HRBE I A2 22 e A B L = 07
%, B RS RS B EM S RSUs 4 RSUs Z4HXE, LA ZEFRIIGET & 43, 110 B RSUs #4 AR
P DX R AT it ZE 0 P B S B R N B 4y, AE 22 iR, ZEPE4RIa i) RSU By, B RS54
FE T AR S ZE 4 ) 4 A ECSE 2R AR S B KBS, RSU EUR B = IR 5 28 BB H B S, 3%
FHHHEE . FH/RSU B9 ID CRAFAEFTIX R eh, SRAEBE L 1) 2 4 k.

N TR 2 I X B S S R R e, SCHR (96] T ) 5 ER 0 T B2 HE A DX Bt g e 1 Bt e =2
T7 5, R VR AT XU B X HeSk 5 XA 73 8, DT 70 VR EHs DR s in 281 X a4 558 X B 2 1)
I E], SEILZEARAT RSUSs [A] () PROEHHE L ==, [FI, —Lei LR R T4 AL FIXREELS A5k, 3
Bk [97] TRUCKIR & X PBERIC 2% 2] 455 3 oV ihia XSt ARG MR L S i w S, Bk
Y, RAEET Actor-Critic HJUREE SR ST PR IEALL 2401 AEA L DAG F A S HONHls
IR BAT DN GIF AT A IR S, RSUs T A FE47 4 5 3R & AR S0 UE 5 Vs I 2V A] 1X
P, DRAUESE = HEE RO PTSE R, i T W BIBRR o ST TR R 2% 8 e g A B DX A ) Bl e i, SCHiR [98)]
$& T2 2 XCHUBE IR 22 21 FR AL = R 48, £ Ground-Chain 103 % RSUs WSCEE I 4250715 20l
R A MY Top-Chain ¥ RSUs B ZRas RAAM I 2R 48 RS B X HAZ Z b, #RE AR AL =1
CIETS IR g e

T X EE R AEAE T TR A G MIBAES LU R Bty, ME DLORAIE AT SE OB 3L 52, it STk [99] 42
H I T3 5 ZRFEAL AR UER (delegated proof-of-stake, DPoS) LRI L= &, FEMlE T 2 EHEF
MR 5 RSUs S B AFEAE X PBE T, 2 RSU W5 B s 115 25 R I BRI AT ol I
fi ik ¥ 2 5 LS AE XK HR I SeIE; #E— 2P, 1207 8 H & R B URNE 2 B0m sk s L2 5350
PR, B by T A, SCRE A P2P R L. Wang &5 100 T )45 ZE BRI L 4R HY
BT ZRE TV PBET RN, M5 P 5258 BAS SN G5 2 0T H 545 T84 A5 261
FALTSCHR [99] IS, 1277 R FH R S5 S AR R 0k A5 A s B AT AR, TR T PBFT LR
Z: 5 X HIGE; [RINF, IR 55 52 4w 48 A 25 T4 (R B R 03Ul ML A 2 B 2 15 TR 0 2 5 1A 0 R 3 =2
55, BRI TR A R .

ST, BT DX HUBE IR 22 106 I B30 22 4 MO X phe e R it ) rh 00008 2 A OC B IG5 R 28 5080
W REIEHSERA, (RIFSIRIERZ 5 ML FE i 22 4. 56 E SCIRE, A A AR
BRI ALt S IR AN E B S5 R v T ) R 4 2 i A S ) 22 A AR AP L, eyt 2 e
FEACEL ., SL | SR SRR IR PR L e TR R oK, 45 FH P AE U7 T 22 5K B FH IS A7
SR — 5 O XU, 750 Ak — R A

6 ETXRENEKMNARZE

ZEIR 2 SCIL TS AT E 22 AR A% O 2 BT, AR AR ST A B B2 B . X R 5] N
FZEIR N o] DASETHAE BRI S R . AT etk L 2. AR AR T R RANE], BB T IX
REEM TR N 24000 3 28 R Pl 4, Sl B 22 4 L FUUIE 2 42

6.1 XREHEHNERZEETE
e T RN AR AN 2 Bk G IEAT ORI BT 2 B, R AR S L T R S B
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Table 9 Comparison of vehicle security management based on Blockchain

Class Proposal Description Method BC techno. BC nodes Security properties
Vehicle using [102] BC-based firmware  Smart contract defines  Consortium Vehicle Authenticity, integrity,
security update for AVs firmware update Blockchain ~ manufacturer availability, reliability

access strategy

Vehicle using [103] Car-sharing control ~ Smart contract defines Ethereum BS Immutability, reliability,
security based on smart car sharing integrity
contract and BC

Vehicle using [104] BC-based parking Ethereum-based Ethereum — Integrity,

security payment payment program confidentiality,
immutability

Vehicle driving [105] A secure priority BC stores location Own Authority, Privacy, integrity

security vehicle movement and path information RSUs
based on BC

Vehicle driving [106] BC-based tracking ECDSA guarantees  Exonum-based - Integrity, confidentiality

security system for car actions the integrity of vehicle BC

driving information

Vehicle driving [107] Vehicle platooning Payment for Own Vehicles, Privacy, integrity
security based on path platooning service RSUs
information matching based on smart
and BC contract

ITHEZAEE . FZE I BAE 7T, HH 7 T3 R0 R B B2 4. i), T X
BERAR G B EREN A e O R R 40 O RAE FH R e AT R de 4, SRR & T 42
W2 A BRI RE . A SO LL R AR in R 9 [102~107] iR,

FERET XCHUEE () FH ZE 2 A G e, BT B0 T S0 YRR L= B R L s BT RISR AR
Fru — ARGS AR A7 BRSO () . S I, SCHR [102] $2 2 T X EBE Y E 202 YR ZE (autonomous
vehicles, AVs) [ElfF 5817 5, 2501 12k s 2EL o 10 B0 B 7 3 ek 4 55 [ 41 B T AR DG (1) R RE A 240, PRAIE [
S HT N R I SE B R LS, R 3 T M P o R A SR 3 e A B U R SR, 7 LR AR B AL
[ 11 BE BT SR, SCHR [103] $2 H 2 T80 e A 29 R X BB 7R 20 3t 2 5 ) 7 8, 3 K 1 i) AR B 1
AR R U5 =7 IR S5 AR L R AR SR B A7 AN 55, JFR Y R £ SE BN 250 1 30 25 5 BERA U 1)
Pl SCHR [104] BevhJk T X HREE RS E LR BT P &, (A BLRYG & TESTNET Ropsten Fff]
RS A E R ERBEELE AT, RIEEME R ARG BEE M RY . EWEE RGN 242k,

TEJTF X HUBE (AT 75 22 A BRI S e, STk [105] $2 B 0895 2 X Bt (1) 5 2 i Je il 47 &
G, FRUX HUEE AR I SL IR P B0 52 K RSUs FOTEMEEGE, RSU 7EXT 248 5 43 3047 30AIE J5 K - A=
R QA @3 T8 BOIR DL SR B RN AR5 EAPAE/E RSUs XS DISCREL FH M (Fl: Ror
B EREWSE) TREEAE . G ESERINaTE B, #iR T H M 22 T8, SCHR [106]
PR T IXHBER) AVs 1T NEREE R G, R IR Hh 28 50 725 44 ot 228047 s S AT 52 SRR
JEAT R TE X HBE A, 8 (5 B B O, P il B A2 14T B, DB A IS, STk [107) $E 3
FIX B f 420 BUCEL I AVs i AT I07 &, K B 42 UT R R Th 1) 2250 o0 4HLAE TR — g A, FRRI 3T
5 EME M HE SRk B 7 U R R SR B Sk, A R TI UG 2 BA BB IR R [R1AF, 2R 40 ml e o 2k
PAIR 518 3K 45 RSUs H5: T8 & 29 SCAST AR G 2 RCA 9 PA S 7, A R4 1 T8 8% ZE A AT Bk 28056

6.2 XREHEHNZBREETE
ZRIR i B A S L AT 3 e A B AR, RSN B RE S MR . A, SOl RS 4
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Table 10 Comparison of traffic security management based on Blockchain

Proposal Description Method BC techno. BC nodes Security properties
[109] BC-based traffic event PoE consensus verification Own RSUs Integrity, reliability
validation and trust event message
verification
[110] BC-enabled targeted BC stores reliable Own Vehicles, RSUs Reliability, privacy
information dissemination information
[111] BC-based traffic signal BC stores vehicle Own Vehicles, RSUs Traceability, integrity
control information
[112] BC-based real-time traffic Verification and storage of Own Traffic Reliability, privacy,
monitoring vehicle traffic information administration authenticity
based on BC
[108] Seven-layer ITS model ITS-oriented model for - - -
based on BC standardizing major
components of BC
[113] BC and IoT-based ITS ITS’ design and Own OBU, RSU, ISU Confidentiality,
implementation integrity, availability
[114] BC and fog BC stores auction results Own Cloud data center Integrity

computing-based service
allocation

B A B PAN A BE—, SRR RUBE B, BT L R4 IR 55 S5 B nT R AR A i R G mT R
A, SR IEAE B Gl E SN B, BT, PR RG N AT RIEZE . BT
LA . YRR AT DA ST 22 4 AR AT ORI A RE S B AR S R G [108T ) HH DG SRR L R A%
2% 10 [108~114] Ff .

PSRN vy 127 N i NS G oA e N L SN PRI W NG X A AN i K R ot | N i i
P2 3 D7 AR 1 DTk, AESCE AL AT L, TR [109] T VANETSs $2 35 [XCHR g A 20 S 1F
AUBARIAETT V%, A RSUs BEYSCAE 40 a] (R PME 22 1845 8 (G FE . A2 B %) 3] Merkle Patricia Trie 45
Ky, T HAREMI LR (proof-of-event, PoE) Ja il S-A4H45 B AT SEE, 8% R B B A% 4, [,
X i) e Jm 61 el 2 7E 4 5 I T) LA A b B R 5 B4 3R RSUSs 8%, A RO & 28 I8 H R 4 10 22 4k
AIRTFENE. SRABU, SCHR [110] T 7 25 3 90 46 5 H 1 T X HUBE ) 588 A5 BEAL 28, ZEAPE SO AL 56
ERAFIES (BEEEEMAH) FHEARS, IR FIE B 0% RSU; RSU 2T 44055
EAME B ATE B F S BIC UG AR BIXREEM 2%, DAE BT 1 25T DPoS LR AL & FH k(s
S, CRAEAC I B R G AR E PR AT SEPE. fEASHAE FIE M 70 1, SCHR [111] $8 H 3T X ek
AT S R 4, I X HUEEIC S A I [ B 2240 VIN (vehicle identification number) . ZE4H#
EEAEHE, RUESE BT I8 e, IRt — Mo B SLIRLHAEAS RSU A H o 48 3L RS 247
Bk, By 1k H S48 9% RSUs MIBL # A AL g Mo ite. 7EA @ %07 1, STk [112] 42 A T Xk
HE R SR A2 I % R 4, DASEIAZ B A B R (traffic administration, TA) R 0] 2K ATEEMIME S
Ao, MRRAL G A3 TT R AR [ R BRI &, TA BB fURAGSSEE BUERAESS, 24
TR 45 Ja K I 2 FI 25 4 (A8 T8 A5 B R I% 48 TA, TA 2T WA HSZHLHI 3 Be A 2048 250 o
BN, Wi B 2 AR AR UERAT ST T TA 271 A8 T A S R IE A SRR R i — 35
W 15 BARAAAE A i XU b ORAIEAS 5 (5 B R T FEvE AN R,

BT TT'S THI I (14 B 5 M B RIAE AT 19 ) 8, SCR [108) B IR BT T X HVEE K 1TS 1) 7 EMES
BB FEIHIF) ITS brAbfl X HBE RS0 MR R R a5 . AR DIRE, UESE T X BB HA 17 224
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Table 11 Comparison of accident security forensics based on Blockchain

Proposal Description Method BC techno. BC nodes Security properties
[115] Vehicle forensics system  Ledger stores data of all Permissioned Drivers, maintenance Integrity, privacy,
based on permission BC parties Blockchain centers, car non-repudiation

manufacturers, law

enforcement
[116] BC-enabled vehicle BC stores accident Own Cloud server Integrity, forward
accident detection and transactions secrecy, backward
notification secrecy
[117] BC-based accident BC stores accident-related Private BC, - Integrity
detection data public BC
[118] Vehicular Blocktrees stores recorded Own Vehicles Traceability
Blocktrees-based events
recorded events
[119] BC-inspired event BC stores event recording Own Vehicles Integrity, traceability

recording

A& AT ITS BB 0, AARKREIFT R AR SR A st 4R S M S k2D, Sk [113] 3t [X
PUBER) 1TS #E4T T RGBS, 1% R4t 3 2 AHHA4 . RSU. ISU (intermedia server unit). & T
ZXCREET- G S5 A1 ISU M RSU XCERBEIC s AR ISR OUE B, B b Bt el =iRss
AR A XHUEE S S, 45 R SR T SSE R T AT AL 5 4 AR EOE
SRR AL R SS. A0 ITS FFAS TS 4Bl S B Rk 55 A A€ AR, SCHR [114] 32t 5T X gk
M5 TH R BIRAASE /BT %, RSU Z 79 fUAE ) R 55 BR R M ZE Y B E 2,
FRT Vickrey-Clarke-Groves 1A S B R AT BEAR SE A RN SZAST AR e B B, AR IE B8 70 T 1) P45 (]
I, RSU JE IR 52 5 9136 A% 3 = IR 55 4 X B, PRUESA 45 R — 21k

6.3 [XREEHBIMIFH T 2 HUE

PR B 0 A P A 4528 3 2 B2 Wi i 1 A AR e A0 S 3 BIRU 4 T DU SR FE R 2 it
[T/ AR « L EARAE BAEEE, N sIBOE S (A FESE . AR B0l i X 22 dis (4
AT B R FHGT A JE D, BB REE AR B R R O Z [ RO 220 2y XLk
Frpe . ARTESEERE R G T S IDGE R T U, DA, T IXCBRBE Y AR RS SO DL SR
JRAE TR, ARG SRS EER M n 2 11 B15~119) o

BT IUAT ZE 5 DR TR SO A B 1) R (2 A fi 22 TR0 PR, Jed PRAIE S e 1)
SERENE), SCHR [115] 32 H R T VR AT BRI AR EBUIE R e, A 20 A0 U0 BRI A R 4E (5 5 Pt
E IR IS Wk i LU AT B W S s s [RIDR PKT 456 20VE AT XCHREEH] T2 68 i s &
F BIES, PRAIE S B AL, SCHR [116] 3 B3k F X BB AIE S A 80l B 52 5 07 8, ZE(EiE i 1 As il
PG, BEMC S kg CH; CH B RSU %58 ) IR A G55 &% WSk ST At i ag
Gy~ BU7 R4 A Merkle BEAR BUER Iy X BR, IFH R B 25 A 55 4 58 ARIX B B « B0k S I0, ORIE -4
FEMO I B 7E . SR [117) $ R T IXHVBE RO FE A O B TR AN B A b A2 . Horr,) 7R 2K
AR S0 < A A AR SO BRI 37 55, (IR BEAE A i H T (b VR 1T
Wrid e s, B AR BERE T PoW LRI R S s A U S B0 L AGr I ABE TR 0o 5 3 = e Py
BOA H i 135, 20 i SO AR A T A AT T B 28 44 7 2O a7 N X v,
IEZ 58 R R i FHRE L, IR uEF SN
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BT 90 AR S ) S SCOUE SR A 1), SRR [118) A8 2R 49 X HUB e B 3 20415 Q) BAIE
FEARNUA], J TP B E AN SR B 22 88 42 LI (B 8 B BEATIRALE, JRIS IS5 RAF N 47
DXHep b, PRUESS ST REIE, DU S 22 RS SOBGIEAT 204, SR [119] 18 B S B EFIHL R &
grrb P R A S A 1S B R BL, R S e AL 4= 0 3 B AT T SHA256 (10
A EHE 3] Tov PR RRBENLR &2, HFERAE A AN X PR, #8h AVs SCELZE 8. ARE i+
I AEIE.

SVATIT B DXCHRBE A 22 10 I L 224 E BRI R e 5 20 SCERNL T . R LA X v
B IR ST A A IR GRAIE S8 S0 1) 5 BE AN SR BRI TE . 258 DA STk
B, T IXCHUHE R 2 0 O L 22 4 1 Ak T B B, T R 2 H 2 389 22 1) ZE 9 P xR BT 7 S5t
FISER (B0 RS R BEIR . PR RN B BESE), At — DR, 3Gk [11] AN Tov mT AR
DX R P PR o n s B 170 FROME & AT AT A SR PR A= B8 22 2R i D D SN . RIS, B P P e 23k 0 182 P
J 55 F) 5 SRR, 5 DX B A 22 B R 22 2 A A SR E I % P RE A 22 PR RE T TR A ik — 2D 3T

7 ETRXREBIFBEERNZ2EREN

T, 2 MEORAE S TR T X HRE I AR IR 22 4 ik R AR R vh, an: A5 (edge computing,
EC). 8w X4 ML HhEE L (network functions virtualization, NFV) &5, [X HUEETE AN [H] [ 42
IRy EE AN F R A, Blhn: FIH XS SDN/NFV G Seil 28 22 4, 5102 s ah e i@ B
B AR M B IR L P (1201 AR50 X B R TE AR 2 A 1R RAEMII I L LEAT T 4. H
AT, 3T DX BB (38 A AR B0 22 SR R BRI RO 78 E BT AE 3 N5 TH: T XA EC 14
WY 22 AR R 40K BT XUV NFV 2RI 22 4 ik R 48K, T XHBERT SDN R 425 ) 22 4= 4
FYLH, AR SR EE Rk A sk 12 121~129] iR,

7.1 ETXREM EC MEKNRZ RN

DG R TR R S B AT 55 A R 5% 2% D N £ 5, SEIRAIRAE RS R RS, — Lk
SEFAEIE T X HUBE A R R N 2 AR R AR BTN EC, K20 FIREE AT 45 H a8k 10 S sL ik LR
figf R SR IR 5 2 R T SR A7 (800 iR I O PR A I D SR A [ T e M i

IR DX U 5 R N FH T 2R K D SR TR AEAE R AT R I R, SRR [121] £ R TR S X AN
G HN oV 340, PSR SS RA0 3 A7 M0 B, DRIEEOE i 22 4t Yot TR o
J& P SCRISE BB I B R L ARUBIL R, 4 DX R () A Jt ], i RGO T e Pk, 5G 48 T T K E A
XN B, (event driven message, EDM) 17 K 45 7RI I 28 Gy KA R 1) B Y AR AR A B2 48 3R, ATAT S
RGP YRR, SCHR [122] 42 A L 21 s @R AT X Hei o)A AL FEAAEAE EDMs, fRIIE
EDMs HJA] 8 T PEAIATSEME, JFRk Fl AR 0 2 FR AR 25 5% U7 S8 SEILAIRAE IS () EDMs BV 1) 4% 4]

N RF MR (Bl ser ARG, AahBhh, BB ) B EAEETR, X
MR [123] $RHE T XHBEAN AT 250 St 528, RSUSs I DX BB A7 At M1 Ak BE 23 1) 70 28090 %
AE PR B B R B S5 o, = IREs &5 21 B I A 2240 AT B, il RSU ¥R £ 44 E 3
fitk R N FH AR B SE 8T, A, 2= k%% s o — Bt AT 55 R IR L& i, AL = IR 55 28 1 T B B R
ZE 08 A 3 AR L 58 B TR SRR SRR A P A OC E ) SOk [124] $R IR T X EREEAN S50t
S ToV B3R, o341 sCRI 4909 55 775 RGN S8 B I AT B ARIE B X BB R 4%, AT X BT e T
T A N ) 2 P S VR30I 5 e SRR B A e £ 20 A UK A o 0 DR ZE 00 St S8 1 LA HY AR A TSR
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Table 12 Comparison of novel IoV/V2X security system architecture based on Blockchain

Class Proposal Description Method BC techno. BC nodes Advantage
BC+EC [121] IoV architecture based on Edge server processes and Permissioned Edge server Scalability,
trustworthy BC and EC stores messages Blockchain security
BC+EC [122] 5G enabled vehicular EC Edge nodes to record the Own RSUs Scalability,
and BC-based emergency EDM security, low
driven message latency
BC+EC [123] Vehicular edge computing RSUs process and store Consortium RSUs Smart, secure,
architecture based on BC vehicle metadata Blockchain efficient
and AI
BC+EC [124] IoV architecture based on  Vehicle fog nodes aware Own Vehicles Efficient and
BC and fog computing full context resilient P2P
network
BC+EC [125] VANET architecture Edge nodes handle Own RSUs Data security
based on BC and mobile computationally intensive
edge computing work
BC+NFV [126] BC-enabled network BC assists MANO system Permissioned - High throughput,
function virtualization to automatically manage Blockchain low latency
management and and orchestrate cloud
orchestration resources
BC+SDN [127] Vehicle clouds Software-defined service Own Cloud server Service quality
collaboration mechanism collaboration assurance based
based on BC and SDN on dynamic
optimization
BC+SDN [128] BC-based Virtualization of Permissioned BS, Cloud High throughput
software-defined vehicular computing resources and Blockchain server
networks network resources based
on BC’ trust
BC+SDN [129] BC-based software Authorize legitimate Own Vehicles, High scalability,
defined vehicular vehicles to access the RSUs, SDN security
networks SDN controller controller

ERB T LE TG E R IR E B, RGBS VR R 0 DX BRI 8 AR E 1 1), S
MR [125] $& 5T XL )i 21157 (mobile edge computing, MEC) Y VANET %4204, J&%I
JERIH RSUs ZH B H X B Sl ons s #EAT 7oA A, ORIEEE 10 22 b (AL i 1 SEcsom mT 3 i)
P); G R A MEC 431 55 F1H At R R THSAT 55 1 8k 200 215 s AL B 934 o O SEAR AT 2R
TR TSR, R OR DX DR X 2% ) A R 1

7.2 ETXREEM NFV HEBERZEERIEN

NFV %28 31 F RESDALBOAR S 3a AR A b 2 TS (R 9 2 Rk 5%, BAAIRREAR | 58tk R & Al
H8 FHARAE (management and orchestration, MANO) 1EN NFV [FIAZ% 0o 4 AR B S I 4% 5%
U5 REAMEPIZE DIRE . FH P IRSS 00 B ShA R BE, AT HT T30 v 4 K 00 o 22 AN i 1) R . SR, AE
2. ZRHKERMIRE T, 548 MANO 78 B[R P AR 22 4 NUEAE iR &, SCHR [126] $2H2E T
X e f1 2 H2 N 2T 5 (multi-access edge computing, MEC) 14345 7 NFV-MANO #HE42, ifF EF2 5]
IR AEFRN B2 J5FE T NFV SR BT AT7 WEE 2] MEC JIRkRS5 4% £ MANO RG{ERE T 3)
AEAE X R4 B T SEI 2 i BRI B Sh A0S B G AF, PRUE BEUR 20 BC 0 22 4 [\, MEC R4
s T AR PR IX P b T H R AR TUAT 55, A7 B 1 v DX R I 2% 1) e e A B 05 L ) R0
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7.3 ETXREEF SDN HERMLZEIERLE

SDN & — i 284 (1) 0 28 4 Ay, oz O JEAR AW I 2 4] (PP 1) AN R Dhfe (B -~F i) 43 59
TR MM A E . SDN N TR AT DAL 55—, IR K T RE 70 28 W] B2 A2 42 Tk Y
W2 d s 55, 1A b AR s i T B i 2RI I SR R R e B = I ) Y AR A A N P AR ]
T PEAE B AR Y i (192,

B0 S MENE 2 S BRI UM ERCRAR T B, SR [127) 42 H 5 T X HUBERT SDN 942
PRI R 55 2R JointCloud, 5 X B4 X 26 5 2B £ 505 ~F T A28 )~ 1 o FH A a2 Hho AR R I
LR MMAEASH AP RSN, 22T R 685 20 B R R 55 1) B B T 52455, SB JointCloud
LR FAE TR, B0 ORZE = M AR S5 B R 22 A 1t

EEXT A AT 2 LEE N2 (software-defined vehicular network, SDVN) Ht SDN #% fill 2 ) 218
)R, SCHR [128) $i H AR T X HREE AR B 2% 2] 1) SDVN, FH 280t Fl AR 45 2 2EL RS 1T 1 ] X B8 FH T SDN
P AR A 9 B 22 e R, JREE & XHOT RS AR LTS TSR J R ) 25 DR U, A7 Rl g X B
WE% I it i IR Q-learning SIZ AR Ok DX HUHE W 20 A0 I A2 4 55058 U5 2 B AN 19X 4% 3 9050 2 T PR G
A AT R

BIXf SDVN H 88 AU 8 7]« 35 IR AL IR V5 ) 45 22 4 ) /L, SCRR [129] T 7] SDVN $i2
T DXCHUEE ) B Uy DA E AN 0] 45 1) D702, K4 1) DX R DX 24 1) 4 Dy B S L3R 1) - X B IR 2%
T3 S AI#EH] OBUs, RSUs 7 [); {3 & Re & 2088 /50T / i B A7 A 76 DX HUE v 1 22 1KY
B X509 UEFS, JF3ET TLS A1 X.509 UEF SIS 7 WK & 43 IE; did k& SDN #2816 &2 5 4%
AR i 1 B X 3 P9 1 U 1) K i 2 75 T RSU RIZEAKE R, (RAE &7 RSU RIZEAHXT SDN i #5
)7 1A

SR &, 25T XCHBE A 420 2 2 QM IE R A AL T A7 . B BRI B L & Refd
Y I % 8 Uit 55 7 ) S SRS E . AR TR I i S FH IR 95 #: (quaality of service, QoS) HIZ FEAL R 3K
HEH N, EC/NFV/SDN £ H5 ARA]1E 2 4E T 70 B A B 28 ik 55 B N 07 TR 3% 52 2 T . ARSI,
RlE X Y /EC/NFV /SDN IR AL 421K I 22 4 B30 o] 72 IR 78 it EARRE— a0, filtn: 5 A
FIFEH M VNF (virtual network functions) B4z /5B 210 215 5 SL IR IRA H R 5 b 78
532 SDN/NFV ZEy rp S A /M RN R R 5 h g MEC 55 41
AE /THE G AT T IR SE IR S5 R SR IR e Ak, (133, 1841 ) AT Sy S 3 6 T [X Bt 1Y) 2 R ) 22 4 A JRe 3 AN B
7.

8 BLEFRE

AL DG e X BRBE ) DRI 2 R BEROR ORI T, 0 A 17 2 2 - X BB ) 2R B X 3
fEd. Bl s MA 2P FBASTTR, Fil 13T IXCHUEE AR R0 2 ek R M. 45
B XRBER R R Y, AR T 10 T T XCHREER 40N 2 2 RRIT FU 7 1) (W&l 3 By
), DLVELRIE AT

(1) Al-enabled FREEL). FEHET DXCEREER) 21 o, K /8 420 _EAE B, JF#6 K 3 Cloud /Fog %5
WAL R BT A, Ferb— S S BR AO O A RPN G B S SO AR AR AN R 75 SR it 4T
IrR. TR BE A LRI R TAE L2 B AT AL E R, K S RE e & A&k Ll RE & A7 AE
W IR, iDL, AEREE A7l IR RE S 0 TP RN REAR Y, R RESB RN AN G0 SR I B AR K, i A 2
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Figure 3 The future research direction of IoV/V2X security based on Blockchain

A U E SO e, T DA TR > ORBE A (0 22 4. DRI, SR SCRE AL IR RES 2002 28 T X HUBE ) 22 Bk
W 22 4 AT S A

(2) m I SREL]. 2B TR T SR TH S RE Sy AR RE D, T R X BRI (0
PoW, PoS, PBFT 4%) Wil 4 etk 22  tHEEHFE R SZ G B ARRAR 39 mU A B Z2 A RE Xk LT iy
(T, 75 2 BLR JUAS 5 T BEAT feAL:

(a) WM “ET7 XHBEN 2, AR PEERE B Q3R PSR 2 RhdE T X BREE
P, B BN T 36 G R B R BR AT AL, K 2 B B ERAE A B P AAT, SIEBRLSEAR AL 0 7T e 4 28 0 T £
fETE.

(b) B RER: RSUs FIEILZAR 554, FF it i RO sions sIE (5 P SOln s X B B FIHI 2 Fe N 1L 2
THEA 5G HEFBOHHHRENE, DS BT T 5 IR IR A5, ff oS8 5 AR AR il AL

(c) TRE KA s LR, 3 2 23RN, RIRAE A R RGO L IGR, B AL S 2
SR, PR LA, M oS TH FE R 1R AL

(d) W g A% e SR ML R REAL T ik, A IR BE s AL 22 S BN AT ER L RE 7, W A% G 3L IRML
A THSRE RE Y RO FRREAT B RE i, BRSO BCSE T L Y9 X 2% AR R N H 0, AR DR R BRI
Z2 1 1) 7.

(3) RAEHHE R TEAN AL ORI P 0. 2220 BRORL ORI LR AT BAAE g — Tl - X BB ) 22 B A
FRARAORY DR 3. AE AR e, 22 70 Ra A I 0 67 B DAL K S A0 BEAT B PR 5), DRAIE o B AN 2259 10
FeAA, JFIE LN — & BOR AR A R SEBLEUE 1 22 e A PSR L ey O el mT DA S Bl PR 7 Y
FEFE, (H45 Bt A vE B P H SRS R . X o 1 28 A0 BSRA A AN T ] B 2 28 75 VR BF 00 11 4 K A
FHRE P s R L. DR IR 45 8 500 A Af P AT BSRA PR P17, B AROR R IR 3 5% 1 B DR 1) 3 22
FNEL .
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(4) T ) 2Bk O I8 P ) DX RSB 56 A4 /90K S P 2 B0 o e Rt — > B 22 A SR PR i
Bk A SEBIET DX R AIDIE Bt 26 RN X BRAF . BXT 2RI 0 (R LT, NEBRE H AR L H R L, 92 5
SERUIE, MBS A SE . EHE T XHUEE) BRIk o, ey SICBAN ] f B A B
IR RE A AR A 255 BRI R AARAIE S D7 BN S 5 X 18 S Ao 40 S 3 24 A0 52 Bl AT IR LR,
DUAGE 3 5771 o ) IR R BRI B AT £E 5T By B3 U5 R FH 8 R 280 SRl DR R 4 1 SR B WA ]
B R AN S PR SR ] L A B0 PR g3 i W T 2 19 22 5 3 AR A2 i 3K S T ) R K
O IS FH P9 DX R il AL 1 7 2% 2% B ) L

(5) T 7] DX BRABE I OB BRI T, DXCERBE N 2% (1) 22 4o B = BERBUAE: 20 7 I 1 P ik RS2 5 45
SR B IR, S B P R i K G R, XS 18] )38 135 T e i ek & B, il Jd i
5 F R 0 L St i b e AF TS e JEZEAR S5 LU ID B AR By, 3 BUR S AR O
S G T SRR 2 S B T 6 B DXCBREE A0 X, P SRS Rk, Bl e BV A
SR AL, A ST 1) X SR A LR BRI BB (B AR 22 4 By, X TR IXHUEE B B4, 1)
S 22 A B DX Y 4R K M B B A R

(6) T [7a) K4 22 4 0 A ) T BRAIE VAR, ZRIBR ) 10 v A% s P AT S A PR A A5 2R A 7 R AL S Rk
SERCEE ) 2 42 E13R, RSUs AFNIAGT /1, BEUSIR B — R mT AT 107 sORPAT X BT LA 6. T AN
AERIEE 3 J7 1) RSUs Al e S B A . flin: 55 pORAR I X PUAL B A5 A e 2 v (5. A
TREE R PTE MU, SO ORI G AC B IERA PR A AT IR . PRl utk, Vet ) 25080 22 4 0 3 K P S0 AIE T
SR ARREE T ILGAT AN X RBE K R IR N R GEE T RBBR 2 —. BRI, R A S foks Jl
THRERITH AL S5 0 it B D) AE S s KT 505 b, D RE s R THEL T RORAE W] B 5 T 5 4l ROk I
[ 25, DA B SRR IR T SR 5 O IR R AT

(7) ZETREEMOFRM LS EEAR. £ ERRERET, M. TH5E . A5 SRR
A, SR AT o i SR A AL A B, REALIRD S X2 18] P 18] AL T8 oMk 55 8] (i A B
FHER, X3 BULGUHE T30 5 (V57480 S8 i e LA RSt FLak <88 22 T ) NN R AR , il 3 B0tk
B — B LA St NZEBRIN A, B AR R RO & 2K BGE . FEEM S 2R, R
2XIN T ISR B A AR B, A B S EARAE TR, I ORAMEAE . FFEERIE . AR 1)
Jra, ALY BYER) “TBT A NSRS R B, DRI, A I i A R B
SRR WAERER B, (R B FE N0 B B P ae g, SEOARREI
WA FIIR A B AR B A5 AR 2 A X IR X PR S TR 2, o T de i T X 1 4 R Y
7 B E A E L

(8) THI 1) G 0 I FH 114 2341 S8 % 20 SCHR [123] 324 AT 328 2] Fog RS54 L 2x/=E AT
YT A — BRI 1 i AL BARTT 3, AL BEZUAE Fog kg5 as L BT, Fog g% as MIEHERTIX
PR, S Fog kS5 as LizAT AL ¥ & SBCRFILMLE R AT B2 [al i A2, Alfg
SO NP RE e (O PERE. PRI, [R)— R PR () — B SR S WU 2 o0 E 2. JF A A AL A% 22 ST A, R
HI Fog MR 55 #s ISR REAN 70 A0 RS, A AN (R B FAT 3RO KB SR SR AT B T AR T
A 7R B ) — S

(9) ZT 2 IR A2 A DXCHUBE 0 A2 10190 X 28 ZRA) . ik DX ) 2 K 00 R 32 X R BEFRUAS « T %
TR B PRE R, AET A ME LAR AR X HLRE R T A Lol 55 B30T, 3 BSOB T Al vk 7 S8
PBERART, AR, = F A RS X PV RE R P 7 SR Y2 aeda e X B o, SICBL IX U I 2% 2
BEMIGFE BUEE . SBUEMBEIRE B, TS SRR AL BRI 4T 6070 A RE 0, A8 X R LAt 1Tt T AAE 75
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Abstract With the acceleration of the intelligent and networking processes of the automobile and transportation
industries promoted by the IoV/V2X technology, the security problem of IoV/V2X is becoming increasingly
serious. As an integrated application of distributed data storage, peer-to-peer transmission, consensus mechanism,
encryption algorithms, and other technologies, Blockchain provides a new IoV/V2X security solution. This
paper summarizes the research on Blockchain-based IoV/V2X security. First, it outlines the existing IoV/V2X
security threats and protection methods, specifies the research value of Blockchain and IoV/V2X integration,
and analyzes the Blockchain-based IoV/V2X security technology. Then, it sorts the existing Blockchain-based
TIoV/V2X security protection methods and their security architecture from the perspectives of communication
security, data security, and application security. Finally, it proposes the development direction and research effort
of Blockchain-based 1oV /V2X security.
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