:'m'l %“%‘I'”" S 5 ﬁ: — AN S Y
PEREE: FERE 20234 #5365 B2 325-343 ¢ CHIERFEY ekt
SCIENTIA SINICA Informationis ~~ SCIENCE CHINA PRESS

.I:sz @ SrossMark

R8T ok TS 7 5 A S e R s I A 2
E SR

S * = 5 3 TN =
FREY, HE% BR? OKAMR, HEU
1. b st BRE R B ah R, bt 100192

2. RHEREFENHE TS A i, Lilg 200072

* JB{EIEH. E-mail: sdlgk01@bistu.edu.cn

ke H T 2021-12-26; 1&EIH#: 2022-04-07; 52 HH1: 2022-05-12; M4 H R H #: 2023-02-06

[ % A R (HEHES: 2020YFB1708200) % BhIf H

WE ~ab5atraEthEED RS (product and supply chain synchronous evolution system, PSCSE)
B—RELNP TR BEENERS (cyber-physical system, CPS), SR RKBHNREEG LSS T EIHE.
RIZVNFE KRB R RRO NG EM, CRRENSER T RERMK. ok it X E R %+F PSCSES R
LR PR RIRIEE G R E B F B AR ET 2 X CPS #y PSCSES £ % 2| DoS &
T TR RX EEF FAL H 5%, 434 PSCSES M %&% & TREAE KA, A &4 TFae 7%
W ATE T I E W 4 (recurrent neural network, RNN) 8 M| 25 DL 7R AP M 48 % i 3% ik HY & 77
BEE K LR FAFEFLEAE Hy —BEEGFEREA AL ATEEFEE R, &8 — A
T EAMEZALS]; 2T £ T Q-learning B K Hs 2 KB AR T EE R MW ER B RKBEHE, LAT A%
WEFRS Ho —8UE. &E, WEZRBILT TR 7 &AL

XHIR WSS, ERE, B, R EERRIT, S ERAK

it

1 3|

7 i 5 A R P R I R G RS T 7 b AR v AR ) A R A R R A R
YRS AN R AL, IS A YIRS TR AL A ) S BN SR AL A 7 D i A AS 45
()53 A1 s 28 45 1) RS0 (networked control system, NCS) 1. Bi#E N T8 GEH A R & &, ik ik
B0 G E Ak n) B R R RG9S e as B OR TTRE A SCHE, 77 i 5 A S s ()
ROGAEHESIMEN . BRE R . AP Z . N AR A A T2 N A 2L

FESE IR i 5 R SLEE B [R) 3k 2R 4 DA 2 A /R SR O 32, SR L B TE AT Bl AL 4, fEiafk
SRR AR IR G L A5 S AR AN S TR S A A ) DL BRI AR P e AN A T 3
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ZRIRZE A 2 Tt T 7 it 5 A IS ) 0 2R 9 e 9K A S A 1 B

ARG 1), SO SRR AR O, 1985 T R8RS N T Re HOR IR R e, 7 i 5 AL s
RIS EE RGO a0 B B REAL . TS ULEEAR, BONEBE SRS . Z3a TS I 45 815 T — A (5
BWEL RS (cyber-physical system, CPS) 7], 25 RE BG4 ot AR R, 18 477 i i
B FIA A AL T AR HE N e R, R, BT RAKE R S RN BE B R R AR R 2
MNFREAMME R ZHAA RS B BT EEME RS 280 ARER, 7 6 54N b R R 40
AT LASE I AR P 75 SR T ) B0 A A 77, T B A 7 o R S S I 4% DA SR e Ak B i, AT AROK
Mg D i EEAE IS R, WA IR AR, S m ek 4 B R

B T3 BB RGN it 5 SRE U A RS ART SR L =, SERH R A o 2 i AR
PSR TR, (HRE MR BRI 5T N, R RE R RS T 5 2 B S Mg it i
R, 28 B A AR N g B T PR E A TR R, A 2020 4F 6 H 8 H, HARAHIR G HIiE i
JIR 55 2518 52 B DAV RSB R B A Ekans B SBOM 427 RGPk O, thR Mm% 2 5L i S
AR P RV 3E 2R Gt L4 RO I 2% Tt 1) 1 22 E b, A2 10 ) 2% Tk 2 A 4 7 il 55 8t N2 [ Ve i R
G S RARMVIE 2 AR, R RS A F AR EME ZORE. B, A 52 w5 AL R b
AR AR GEAE — R TR I 2% T S T 1) S SR g A S M R AT B A I s L

FT CPS B it 5 B P [R5 E 28 G2 10 W0 2% Bk 2 324y 5 B Bt AT v BGE 2K, 58
RS R R R U AR B E R, LIRS 22 a0y H AR Xt 77 5 AT
PTG MGE S BHZE CPS &7 2 1A) B4 5 42 ) dir & B IE W A, 8 2R 490 10 0 L6 I 55 404 32 4 2 2
e 10121 DoS HrifiJ& Tl Ve B 75 2, Mo il o5 A IS SRR s 4 BE VR, DAAE L B A%
SEUEEEE IR F AR AR L Sk U8 3Rl B M55 BB IR M 28 IR 55 H K, B JiikaE. R,
WRARER RALFE DoS Bty T WK £ 2 S 1 R, U] RE S 3009 2% i, 56 7™ B L B IR B
Fg M8 U, S0 — 281 DoS Brh Frit I R 4022 4 vl /1, W 78 N\ 01 CF e K A v 1
Pk, XA T £ 2ok EH LR L7 .

(1) NI F BERE T e DoS MUl %1, 4, Zhang %5 19 W 58 7 CPS HAEEZA K DoS T-H%%
() e A B A R, B2 RN B T A% a8 it Jo 4 A5 T K A 0 ok BT AR A 7128, 117 DoS T
JA AT LT DIE T 45 B HE (0 2 R v Re k. fEA BRI T N, e T A PRI DoS THi#% H fg
KA n IRV, ST 1 HE T OB BB RSO AR Zhang 55 29 g — DR T DoS T 14
FAVE Tt S, RIAEVE SR M IO AR I8 n AL, IR RS BIARTE SN, DA HAE  — I
WA R, R R RGBT R SR NCS.

(2) MBHTERE 1 FERIE 04T R0 1 SR, 40 Foroush %5 Y B xeh 42l (5 6 Hh ol 31 M DoS T
7, WHIC T CPS [z, fEH— PRt 28R DoS FHUAY, R FH Fa S 14 Moot S s R N5 15
RS, XL DoS H LB BURE I, FET i SmE 57 SRS IE N, 45t 1 ORAIE CPS WA g Y
Faor S SCHR [22) 3R BN R A ARSI (A, $2H T REE T A IR DoS Jil M BUt 5w,
FFRFFL T #E DoS ik F CPS Iyf e .

(3) FET IR J7 VA 7T 5 A8 2 040 26 Ik 95 Mdi 5 2 [A] B ok &, STk (23] AR 4 A1 25 )
(Bernoulli) 734 € L 7 —ANFEHIAE & of RRBEH XSG E R0, B 128 B HR H — Fhaf i
Pl i, DAEHT CPS 1 DoS i, Zhao 55 24 5L T DoS T PRIl & #5350 e A BRI E
BT, FIH 58415 B FAIE IR RIKIAUTT e I SR

H EIRAT A RAAE RN, RERET CPS M2 245 n B CIT T Z A, HET 4zl CPS
BAEROREN I 7 i 5 S BE B R R4, DoS BUak By 1 SRS B 70 1 W AN 2. TFREEE T DoS Bidi i)™
vity 55 I8 ) VR 2 R 9 1 A S I AR SRS, AN ST BT SS  —
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SRy A ) 8 TR T AR 2R (A, 3T AF SR, oA LA DX Bl A 5T 51 RS TR ) SR R
B R 28l KPR IR S HIAE R RSB . ISR . B REHIE Sk O B2 R, Wi
Wk [31,37,38]. 7ESCHR [29] 1, A T 5 3E Mg 2E ST 46 7 v DUl e — R FFE R 2
REAR 22 0 0 5 BRI — Bk 10 R SR [35] $& H T — PR AS OB A 3 R4 il 7 6, F DA th— 28 5%
N HAHARZEYE NCS 78 DoS Zuili F HIFRER ) 8. T4k, BiE N TARE B H AR IR, —FEi i
PIRBEART VZ N T RAGFHR . FIE B TR, TR A i i S (8T R 5 58, a0 STk [28, 30]
KA 2 8 AR F RGN, A e 7 PR AR, SR, T2 M T RGN
Fr P EURZE, N T BT ok T H AN 2 1, BB AR T RGMERE. N TR 2 T R G H
WETH RIRZ, # Q-learning 1By —Fh Al PR TGI8 1] B8 A5 A0 AR 3132 L [26,32,89,401
SCHR [39] R Q-learning f#Hk T oA Hoo #2110 R0, (H T 22 7 B A S I 4 Bo ks (1 TGS B 4 o
ik — BT, SCHR [40]) Bt T 2T SRS ICH Q-learning FLILSZIL £ B BEAA R 40— Bk d% ), H
W2 o e RN 1) RS FEAN 2. EAR R, TE N —REE M i CPS, 72 i 5 L B 8% W 7]V 0k
RGATAE KBRS A BV, BIZL TR R 5 5 58 R M2 e, 4057 55 685 BRI AR N W7
2L eI 5 38 A A R RE B ZE, (i RSG5 S HWN S A ARk, PR T AR T R R T
L P R R GURRE TR P T R SRR B KR 1 EE BB Qe R B DR s B R R =
A EAMENLGIR R DoS Brahi NI i 5 N R G HIE N, RA L — EEH LS.

AR FLEET A CPS 1977 5 5 4 SLE P [V 3 RARAEZ 2] DoS Bk T [ BL 2 A8 B8 45 il i)
L AT R R GRS - RSB E S 12 3] DoS KliE 2, FIFHEWEIRshHA, R4 7 5%
PRS2 A5 BT B 2B AR L], Gl i AR I IR R 5 ik Q-learning FIR W Hy —
FEREHIEE, fRIERRAE DoS Bk RERTHARTAEIE T, {87 5 A B 5% P [7) 8 F 22 Gik 1) 451 5 PR B
Hoo — 25, F07 DU AN i 575 SRANAR 5 vy SR (1 - kR (RPN e 7 7 SR A5 2 B BE B B I 2
1) T2 B JBOR BB G L), [ B (R AIE R Ge B A — 58 1A= i 3 I P % P P 0 BE . ARSI 2wk
N e, R DTSR S (G BT RIS B AMEN LS, B4 DoS Buh i B AR IR A B 5 R
FIFH A7 4% R 1 D SR s W v 2 TR A & 2% (recurrent neural network, RNN) [ ZEAF Fifli % LAD
FEEEARE 0%, IR, G T MBS EIZE . st hilAagfb 2% =) B IRAG et — Bk A =2, BIAR
I AT ERER R ZE VR Re R AR R B, /5 LR 8 (Bellman) 772, FFH DUR B Bl R )45 1) 5% 4 ) 1) HIT
JiFE, IS B A = R UL R R S T T AN 8 75 oK. (E R R, HIT J7 P20 5 R A3 2 i
BT, Ak, BATSINFET I IERT) Q-learning J7VsRME Ho — B 28, &5 1805 B 1 5%
E T BT 5 I 35

2 MEFFIRSE)- A

2.1 FEER

G=WEA ——MERE, HH V= "{v,,... o8} B &= {a; = (vi,vj)} €V xV FHFER
AR, FEZ2H N ADAWRES L HLE. A= ay] 2 DEAAELITR a;; > 0 KIIBERIEFERE, X
TH G RIS @ NG G AR, Y ay = (vy,v) € E B, ay; >0 GLRRAT R 4 ATRAMTT AT 5 HB2llus
B, B a;; = 0. AR 0 BRI A ORIERE R, WIFRTT AL R 0 B0, 15 A0 AR
R RENRIRNA N; = {v) : (vj, 1) € E}. 5 BIFARAE AT sl I8 IS A ) B 4% Bk AT 29 A,
WFR & A, D = diag {di} FoRBEIABRFE, Kb d; = 32,y aiy R0 IR K
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PP H T (Laplace) EFER] € LN L =D — A.
2.2 [GEiEAR
SR E R A ISR N R RE A O R A R, RS @ ST REMIBN IS TTREN
o 2:(t), wilt), @i (t) A yi(t) 3 0RE @ B B FEAARES A3 P 75 3R A B R
L MIESIEIS A B R, 2i(t), wi(t), @ (t) Ty (t) RNE « ASTHEME ¢ B2 FPIRESB & 35
AN INFREIFI R G5, A, B f1 C N RGUHERE BRI ANR— Bk, stk A e
R @;(t) AIENE TR d LERERARTR wi(t), B wi(t) € L]0, 00).
L R SR A AL, AR T AR S JEURMEE . PRt A 1 AR B
W P B AH L A S R AR OB Sy — T T, AR B A A R AR e, R R RS B0 A R AR e, R
FE AT R BT g, FRATTARIXAEAH EL 200 ) ZR G i - R B B P R R 4.
L& i 5 AL R P FE I R GAEAE AR, R TR AR YR RE 3R A0 B SRR I PR AR S AL
VR B B PEAPIRAS, O EE 2 3h 1 7 FE B T 4G
A 2o (t) NEEAET R B R, RUOATBEFEAPIRS P IRER H AR, 2 RS2 ST bk P2 i fE Hh i 77 B 5 — L4 R
HIlRIER, g5 MR .
ﬁiiﬁl %Fﬁ Uz(t) %ﬁ#%%i‘ﬁ Umax EI] 0 < uz(t) < Umax-
%2 EBRFIEMEAEE T, FEAFEAE RN, Tk, BEAKFHE 0 < 2(t) < Tmax. XHE,
Tmax BN 1 AT HERUEE A BE ) I B O R
TEAENBE RS, 25 0 2k THRERIEAPIRES 2, (¢) JHIE W2 AL40m 2 o A s dil v i #74R s —
|28 (sensor-to-controller, S-C) JHIEE % DoS Bl A vl fe i s L RIS, Wi 1 fiw.
Bl 1, T ORRINREERTZ, 2,(t) A SEAME G IS @ A FRERI AR, A s o0 vl DLSRAR
IEE @ 2 FREMIEAPIRES 28 (t) TRARIR A
i (t) = alt)z;(t) + (1 — at)z:(t), (3)
H a(t) € {0,1}, a(t) = 0 REKRE TMELEFAE, B S-C IEIEE S T DoS Bk, a(t) = 1 fRER
R W 2 T B, B S-C ol TE BRI HEAT IR R AR . Ak — M, X DoS B i M ik
BRiI%3 WY 2 & SR B B R, B H 9 2% Mo 3 s ) e S B A 5, el ag.
fRiga WZE Y R e iR E S
A EFBE DoS Kk A & R, WeihA B 1928 TE ML) M2 R e i ks e &2k T
FAG8 52 B AN 5 P 75 =R DA S AR SEHL B 52 ek vl e 5 A 2R BERRSE, DRI 75 2233 — 20 ok R T e flids
B Hoo 45528 KA AN 5 11 75 3R A28 LR 5 >R i A BE 208, T 8145 R AEE % DoS Bl
THEM EEAFIRAS @i (t) TSR PT ASEIR 585 T M EEAPIRES oo (1) TRFF—30 Hoehat (1) M1 (2) APl aEs%
THE B R R AR AR R P R AR T 8 e
50 = 3 @iy (28 (6) — a5(1)) + gs (22(8) — (). 0

JEN;

(1)
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Uncertain demand and
change effects

Product and supply

A 4

Actuators » chain synchronous » Sensors

evolution system

Cyber-attack events x(7)

u0) 0 x4(0)

®<
Change compensation
X(1) ) mechanism

Predictor <

[ =Ty (- D"

Distributed computing control center

1 (MEEMFE) MERE TEENHREE

Figure 1 (Color online) Diagram of change mechanism under cyber-attacks

Hrb g, > 0 R78E 0 A5 2 HOCHE @ KT S L MAEEAR FERAERT, g > 0, 11U,
gi = 0. THER) &R AR R R Z R R AT ROR N

5(t) = (L + G) @ L) (x*(t) — Zo () , (5)

Hoh &R EAFRZRERERN 61t) = [6T@1), 6T1), ..., s5@)]", ERFEAREMEN aot) =
(g ENT, (25T, ..., (% E)TT € RV, L = [l;;] € RVN ZH min iR R R, ¢ =
[9i;] € RVXN R—AF5 i E NN AL TTHR (9 = gi) BIRTAFERE, HRIL 7 N3 5% T
BEM I BERRC R, I, /2 n dEBAIAERE, 2o(t) = Lao(t), I = 1®1,, 1 NICERN 1 1 N 4im &, Al
Bo(t) = [ag (1), 23 (), -+, af (1) |7 € RV™.

B 5 AN P R R G0 A S R R L A B, T A5 0 SRR AT ER R R 2N
ni(t) = x2(t) — xo(t), BEMT ATH B 4 R FEAFIRERRZEN n(t) = 2(t) — To(t). BE— B4R FEFIRENR 2
A5 AR [F20 AR 2 B IR R RN

5(t) = (L+ G) @ I,) n(t). (6)
5131 ¥ (L + Q) 2 RIERE, &R FEFIREARZ n(t) FBUETEE N
7l < Amin (L +G)) ™ 4], (7)

HF Anin (L + G) ZFEFF (L + G) MmN T 2.
SIH 1R, 2 (L+ G) EARAr AR R, I8N 225 R0 e AR iR ZE i, W] DAS1S 4 JR) P A7 1R
FRiRZE A EAL RN, B |0(8)]| — 0 <+ [In(t)|| — 0, X 3R B #7454 3 I EAAIRES —EL
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2 WRE G S A ERR, IR ERT MR AR AN g, £ 0, B (L+G) R
23 5
AR (4), ATLAAREISE ¢ 4% T RE R B ARSRIF 5 PEAFAR 25 3 0 2 0y Fi:
0ilt) = Y aij (&5(t) = &5 (1) + i (&5 () — do(t)). (8)
JEN;

Bk, 45458 (1) 2B e

0i(t) = A8;(t) — Y ayjBu;(t) + (di + gi) Bus(t) — Y ai;Dw;(t) + (d; + g;) Dw;(t). )
JEN; JEN;

MRAE (9) AT AR5 FHE R IR0 B A7 5% 22 W] LAROR O B B S L BT AR A0 B (3 4T Bk 3l i B
TEAEAHEE RIS RS, Rk, tERNEE R 5000 — S0 i) AL R BT BRI A 7= R AT LA
FEANE F P 55 SRR S AR BN N R AT R 0 AR R 2 6, (¢) s, HEMIARYE 51 2L 1 v DR Ok 32
P T2 RN AT RS, HAREER N (1) B2 e 2 LR e L.

EX1 FRRSMENEE D FEERS (1) BN LL v > 0 (v AFFRALE S AP H0H] 4 #E %
N, W R Hy — B

(1) MATHE TR wi(t) = 0 B, WG B AE =0T DUER R0 2 lim oo |20(t) — 2i(t)] = 0;

(2) BT IS RIGL wi(t) # 0 B, W RAFR 5 T HEAR I L a0 25 #5030 ] 2 A2

T T
/0 [EAG] [t :/o (5iTQii5i +uf Riug + Y ugTRijuj) dt

JEN;

<9 /T (W;‘TTiiwi + Z w;FTijwj) dt + 3 (6:(0)) , (10)
0 JEN;
SO i 5 it I i [RDJB0E R ST RERS LA /KT A HERONL. o v (2) = [ (2), ] (0)]T; PERE Sy i
zi(t) = [07(t), uf (1), uT (t)]"; Qi = 0, Riy >0, Ryj >0, Ty; > 0 Fl Ty > 0 A IEEXACEIIFE; 5 Ky
HRREHFEL B0) =0. 2 ymin N v B/AME. W TAERER v > ypuin 1115, 2N (10) #AL. ARET
i, T3 uji(t), wi(t), §;(t) SETEAN TR AR fE N uj, Wy, 6;.

3 MBWET~mSHNENEIEERGETMEIEES TR KR

2R S AR JEL A I R ) T S P AR A S TN L 24 I 220 ) B AR A AR B DoS Xeihy
TALIAS — IR (S-C) ZR 13 {3 10 B 60 25 2k T A0 A0 T 8 I EL ) 2 R £ JE
RELARE 2 B LR AN 5 5 SR T B 77 o 5 5 I e [ 9 2R 940 O i 1) — O D A e o T A 7R
Q-learning B3R AR L B 20 AR, BE A 52 B P02 7 R AR IR 19 T Al o 753K
3.1 MEIET RNN EFRASTUNE

JET RNN R BT AER A T B, B 52 SCAERFIR] ¢ 2 Bl A DS B AU na(t — T), B
t B, 2 (t) AR, M ng (6 —T) = 0. AR, 0 < na(t) < fa. T, 1€ ¢ BFZ, oA 28200 oo T B
PR EERE RN

i (t) =z (t —na(t —T)), (11)
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T A A e 7T DA SRA 1 5 S FEAE IR RN X () = [(0), o(T), ..., a0(t)). ELE ¢ W

S-C IEEFEEE B KA T ZRIR, WHRYE D L H FEAAIRS SR X %%Uﬁﬁ?ﬁliﬂﬂﬁﬁ?ﬁijﬂﬂtﬂi—’lﬁﬁ%
PEAEIRASEE zi(t), B
h(t)=fU-X{t)+W - h(t-T)),
zi(t) = g(V - h(t)),
Hepn RESE, U, VAW 32RIARBNR . S 2SR BB £() M g() 2AlNkEE
J2 AN H 2 R0 R
A3 TEMIA LS RNN (157 33 05 SR IR L R B&L (WinCik [42]), FRTFSE, thAE A
3.2 FEMEHEIENBS HII FIESATHE
AR i ST REBCE I T PR RESR AR B

(12)

1 o0
Ji (0i(0), wiy u—j, wiy w—;) = */ (5?Qii5i + u Riju; + Z uj Riju;
0

2 k
JEN;

—v2w} Tyiw; — Z w]TTijwj) dt. (13)
JEN;

BT (13) X @ K TREMERECN

Vi ((51(1?)) = 1 /Do (5ZTQ“(S¢ + uiTR“-ui + Z uJTRijuj - 'yzw;fTiiwi — ’yQ Z ijTijwj de. (14)
2J: JEN; JEN;
SCH AR PR B FNANA E 75 2R AT DUEAEZR X7, A fE R 55 2 40 10— Bt S0 T 3R T IR I LR 55 R
28 T Aoy B 2 )
‘/1(51(0)) = II;IHIIl&XJl (51(0),U1’,Uj,wi,w]')- (15)

Wi

WRAFAERE KL (uf,wf), W% SRATAEE— i, B

V¥ (6:(0)) = minmax J; (5i(0),ui,uj,wi,w

§ )= n(ldaxn}}n Ji (5i(0),ui,u;,wi,wj) , (16)

J
3L F A A S
T (a0, ) < e o ) < i () ()

HH3€A JE K (Leibniz) AT UF DUR 2782, WTLMF IS T30 (14) #—4> Hamiltonian &% (V;(0) = 0):

aV;
Hi (67,7 aéi)uivuj7wiawj)
_ oyt
=25 Ad; — Z aijBuj + (d; + g;) Bu; — Z aijDwj + (di + gi) Dw; (18)
’ JEN; JEN;

1 1 1 1 1
+§(5ZTQ”5L + §U;FR“U,L + 5 Z u;rRijuj — 572w;rTuwi — 5’}/2 Z w;fTijwj =0.
JEN; JEN;
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ZRIRZE L WA Ty T i 5 L Dl R kAR Sl SR Bl AR B A it

Hfs e M2 T 19
OH; ;)
0= o, =u;=—(di+9¢)R;; B 35, (19)
_ 0H; 1 17 OVi
B RS (19) FIIRBhEME (20) 71 AZI (18) A, ATLAME R MRS HIT 72 (V;3(0) = 0):
ov,® 2av g% 1 2av = Tav,-
v, 1 5 OV av
-1 1pTY%vy L ] ) -1 11T
+Zd+ RRB&S 27 (di + ;) 86 TTD% =0,
JEN; JEN;
Horf A = A6, — (di + g:)° BR;'BY 9% + 37 . aij (d; + g;) BR;, 1BT8VJ + 2 (di + g:)* DT ' DT 5% —
& 2 jen, @iy (di + g:) DT 1DT‘9VJ
ST MBI Vi, 5t = s (Vi), = u; (Vy), wf = ;g (V), BT w? = w; (V), AR (21)
LA E N
(22)

H; (62, gg ,ul,u],wl,w]) =0, V;(0)=0.

55 0 sk RE IR R Bt — P R T IR R, B

Vi (5:) = 507 Pid, (23
Horb Py 2 IE IR, i —2P 1
0T PAS + (AT Pioi + Y (di + g:)* 6] PyBR;;' Riy Ry BT Pyo; — 42 (di + g:)° 0] PTy; ' Pio;
JEN: (24)
+07Qiidi + (di + 9:)* 0T PBR;;' BT Pi6y —7* > (di + gi)* 6] PyT; Ty T Pid; = 0
JEN;
o A = AS; — (di + gi)° BR;;' BYPi6i + Yy, aij (di + g:) BR;;' BYP;o; + 2 (d; + g;)° DT;;' DT Py6;
-L > jen, @ij (di +95) DTj_leTPj(Sj'
WA (23), R (19) A1 (20) ATLAHE— B E R A
u; = — (d; + g;) R;;* BT P;6;, (25)
1
wi = — (di + gi) TJIDTPZ(Z (26)

4 X (24) WERA R EERAR, 1 (25) M (26) [FSRMLZUAIE RGAERE, NILE T

SR LT Q-learning [ TR AR A 51L.
SIEE2 AR T HER A SRS A AN E 75 R AR AL, WS TR g, wi, 3 (27) #H 2

—w)) Ty (wi—wp). (27)

g 1 1
i (0, Gt ) = 5 (30 = )" R = ) = 50°
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3.3 EEZETN&RSHREEHERERGEERS SN R
3.31 FRSHNENEREREEERS

RN TE PSSR AR 29I ELTT 7 45 L 2 77 5 il (677 5 87 4 3 2 5
L KPS 2 87 3 ST 5 2

I KT SR G R GG (1), B 1~ SPERRSE, S HAE ESE B V; (7 € N)
S HITF7RE (21), MAEEESCIRIE AR Vo > 0 (i € ), (A4 7 0 A oo SR S i 7o S 1
0, WA = gy (V) T LARIIE T8 i AE05 S0 5 6 2 BEAZ 85— BOFLUACE o H 4 0357

SERR BV (5(k)) R (24) FURIORE & ML 7R, LTk i FOMIAR FREIT s = vy, ) =
Wi, HEIEE 2 4

*

oV,
Hi 6i7(1%51_7ui7uj7wi7wj>

% 1 1 1 1 1
= dt + 55?621251 + iu;FR“UZ + 5 Z U;I‘RU’LLJ — 5’}/200;1‘7}1'0.12‘ — 5’}/2 Z (.U;FT'Z‘]‘LUJ' (28)
JEN; JEN;
1 1
= 5 (ui —uf)" Ry (u; — uj) — 37 (wi — )" Tis (wi —w}).
Mou; =l B A
ave 1 1 1 1 1
@ T §5iTQz‘i5z‘ + §U?Riiui t3 Z uj Riju; — 572wiTTiiwz' - 572 Z w; Tijw; < 0. (29)
JEN; JEN;
N E TR E w; = w; =0 I,
AN E 75 2K 2 ;=00 F
dv:* 1 1
d; < 3 (&FQM@ + uj Riju; + Z U?Rijug‘) < *§5iTQii5i <0. (30)
JEN;

R, R4 2SS %K (Lyapunov) FRUE M@ BERT R, F8E @ FEAFIRE KRG RMAT=H v FlaTH
ERE. 4 w; £ 0 B, X2 (29) B n 13

Vi (8:()) = Vi (6:(0))

K2

1 [T (31)
+*/ ((S;I‘Q“&l +’LL1TR“UZ + Z U;—I‘Rij’u]‘ — ’)/2w;-I‘Tiiw7; — ’Y2 Z w;fTijwj) de < 0.
0

2 JEN; JEN;

NHT Vi (6:(t) >0, BT LR H|

T T

0 JEN; 0 JEN;

(32)

AR AR 2wy 8, HE 1 RIS @ S THERELL o AP A Bk B HL SR 5 B 3 PEAPIR S — 3L
3.3.2 [EEETHMNM &R

ANHIUEIAE — & 55T, s AR SR MR I T AN 8 75 2K 2 A S 2%k (17), 21

RGEAE I,
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FH2 X TS AR R E RS (1), IR 1~4 S OL, FEAFAEIEEREL V; (i € N) T
& HIT R (21), BIFFEEIT IEZME V> 0 (i € N), [HI5HIA8FHE A4 7= SRms R o2 75 SR S
B, WAELE I ZE N A3 R, IR (uf, ut,wf, w) AEAE, BLIZRME B HIT 52 AOAR Vi (6:(0))
4.

WERR XETATATEHE AL Vi (6;), 2N (13) A LA — B E SN

Ji ((51(0),11,2,114],0.)“0.)])

1 o0
= —/ ((5;]:‘62“51 + U?Ruul —+ Z UJTRZ'J"UJJ' — ’yzwiTTiiwi — ’72 Z ij’ijj) dt
0

2 : :
JEN; JEN;

[e'e] T
+ %5?(0)131‘51‘(0) - %5?(00)131‘52‘(00) +/ 86‘2 <A5i + (di + gi) Bu; (33)
0 [

_ Z CLijB’U,j + (dz + gz) Dwi — Z aijDon)dt.

JEN; JEN;

PR wf, wh MIAHET R wr, wr ZHE (25) F1(26) 4 H AR MRS, X2 (33) BEATEC T
[ {4

Ji (5i(0)auiauj7wiawj)

= 507 (0)P6:(0) — 567 (00) P 6i(00) + / (2 > (=)’ Rij (uy — )
JEN;
1 #\ T * a‘/zT * *T *
+ 5 (ul 7’[1,7) R” (ui 7U7) — 95, Z aijB (Uj *Uj) + Z Uj Rij (Uj 7uj)
' jEN: JEN;
1 * * 1 * *
-3 S (wi—wp) Ty (wy =) - 37 (Wi —w] )! T (wi — ) (34)

JEN;

av;'T * * *
A > aiD (wj—wi) =" Y Wi Ty (w wj)) dt.

" jEN; JEN;

HUEBE 1 RIPEAFIRE RGURHNLREE N, FrA Vi (0i(00)) = 0. BB vy = u}, wy = wy, BETTAT LIS 2

Ji (67,(0)7’“17“;7(")1’“;)

o 35
- %5}(0)}7;@(0) +/ (; (s —ul)" Rig (u; — ) — %72 (wi —w]) " Ty (wi — w;)> dt. %)
0
= (35) IR (17) WL, 2w = uf, wi=w), B
T? (B(0), 5 5) = V7 (8:(0)) = 37 (0)P76:(0), (36)

RIA53 T A p= R ANANH 8 75 R I B A T 2.
3.4 ET Q-learning EAR TIRERAE K iR

AT o0 A 30 i 5 A B B P RS gk R SR s AT I AR 0 R 4, W H TCVE ST RE IR ) R G B
BT R o FA R R B AT, BARIE TS R I R AR — BELEU T AR YA 7R 2R S i)
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R, AR AR R R v PR AR 22 (A A A 2 AT RV E AT BT R AR, 19 2 ST/ Q-learning ST
LIE I 28 G077 2 0 K S SR PR S A OB T R G, AR SCRER AT Q-learning S R R
GUEM 2K T 3 B BT A AR IR T B R G e A7 — Bk D, B SIS Q-learning SRR

(25) 1 (26). H56HT Hamiltonian BREL (18) LARAA BREL (23) & AN EE @ 6 THEM Q K%L
aV;
Qi (6i>uivuj7wiawj) :‘/7,(51)+H2 Ciy A 86 ulvujawl,wj (37)
E\:EP Hi(ei; g—}f,ui,uj,wi,wj) Hflft (24) é{f}ﬁ, {E[%léi Vz (51) Eﬁﬁ (23) é/fl\l_lulll, E&ﬁ (37) EIE?\J
Qi (5i;uiaujawiawj)
1 1
— §5iTPlvéi + 55}13 Ad; — Z a;;Buj + (d; + ¢g;) Bu; — Z a;;Dw;j + (d; + ¢;) Dw;
JEN; JEN;
Z a;jBuj + (d; + ¢9;) Bu; — Z ai;Dw; + (d;i + g;) Dw; | P;é; (38)
JEN; jGN
1 1
+ 55?62“-51- + iuiTRiiul + = Z (0 R”uj ’y w; T w; — ,72 Z w; TZJwJ.
JEN JEN;
H X (38) iE—5 1] LIS F
Qi (5i7ui7uj7wi7wj)
(di +9:;) B P, Ri; 0 0 0
1
=57 —col (a;; BT P,) 0 diag (Ri;) 0 0 Z;,
(di + i) D" P, 0 0 T 0
—col (aijDTPZ-) 0 0 0 diag (—’yzﬂ-j) N
- =J i
(39)
SR 7, = (67 T oT T W7 IT. NG R AR, I H, FoRR (39) SPHAERE, 4
Hu15, Hu1u1 HuLuN Hubw, Huinv
1 1 k2 k3
Qi (6i7ui7uj’wi’wj) = §Z;THZZl - §Z;F HuNi(S?; HuNiul HuN JUN, HuNiw,: HuNini Zi, (40)
Hwi& Hwiu- kuNi Hwiwi Hwini
_HUJN,i(Si HwN,iu HwN uN; HwNiwi HwN LN,

EEPHUU,; u57Huw7H66aH6wv

HEIL1 BB G P RERE SRIEREA, AR TR AL S AN AN

THEM Q Rt (40) Fow, WA

Q (6Zauz7uj7w7,7w]

) = mmmaxQZ (el,uz,u

70

wi,w;-‘).

o N 7y A g, 6w *ﬁ%ﬁﬁxﬁﬂ%@ﬁﬁ%ﬁ@ﬁ%

(41)
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AR RS BRI 5 ST HOR, FTRAIESS @ S FHREMME AL (14) 5 R 70 K ) DUR 20778

Vi (6t +T)) = Vit (6:(t))

1 i T T T 2T 2 T
_i/t 57, Qudz + u; R”’LLZ + Z uj RZ‘]"U,J' -7 Ww; T”wl -y Z UJ]- Tijwj dt

JEN; JEN;
T2, AR 1, QF (3t wtot) 15 LU TUR S ITIRR S T T LB B S

Q; (Bt +T)uf(t+T)ui(t+T),wi(t+T),wi(t+7T))
= Q7 (0:(t),uj (t), uj(t),w; (t),w](t))

1 t+T
— i/t 5?@1151 + U?Rzzuz + Z ’U,JTRZ']‘UJ' — ’walTTiiwi — ’}/2 Z w;-rTijwj dt. (43)

JEN; JEN;
R (40), 3B AT AT 5

ZXN(t+ TVH Z; (t+ T)

t+7T
= Z;T(t)HiZ:(t) — / (5?@1151 + uiTRiiui + Z U?Riju]' — ’yZUJ;FTZ‘i(JJi — ’)/2 Z wJTTijwj) dt,
t

JEN; JEN;
(44)
Hb Zr(t) = [67 (1) wiT(t) wi(t) wiT(t) wiT(t)]". ARAEER @ KT HEM Q Mi¥k (39), — MM T

7

(25) WA 22wy AT RLEE T 2 X3RS

g = avgmin Q; (0, i, g, w1, ) = —Ho by H, 0 (45)
[ 2, AT LLA3 3

wi = argmax Q; (0i, ui, uj, wi, wj) = —H;Y H,.5,0;. (46)

MRHEE (44)~(46) TT %N, TR WS PEAL RN SR W BB I AS 55 2277 i 55 S P (R 3k R 4 AR YA IR A B
H; DRI FTERAERIRE T N SRECI B0 SR /s e A7 R 4 SRk AR T Q-learning
i, dEm T AR B EE 1

ST RARL A R Q-learning SEHTSE AT 2 I ICHR [40). BT Q-learning ;}2%«5’]?@%@
TGRS T B R GUA I (1185 U0 ] LA DA AS s i . B 0E i, Hoo 3598 RE @I 7R 2R 10
FHF Q-learning HI5R 2] J7 VK iR

I3 AT S N B EEE RS (1), B 14 SoPERROL, FEETT O B TR R T
K ¢ BABIERRR, HAEIEERE V(i € N) W2 HIT TFE (24), FE15HHAEF5E 104 7= SR IE FIAS
B e SR WS S B, TP 5 L R P [RIEE R G AR R A . DoS M8 Bl F, T ASEIL & T4 5
B E P PEAPRSIA R —8, HRGW L — /7 T RIFTLL 4 > yonin KA - $F 2R

MERR P EE 1, R 2, HEIS 1 515

A5 HOALERWICHR [43~46] SEHIFH FASBLAYRE FE 7 5 AR SR R S AR RN R, AL
T HE IR BN E AR FH S AR 507 it 5 A S 2R G0 10 A8 BE 45 ] () R, P 7 445 SR B e A IR 3R G v
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=57 Q-learning algorithm based on policy iterations

Input: the initial admissible production rate u?, the uncertain demand wio, the bullwhip effect attenuation level 40, and
H? are given for each subchain i, Vi =1,2,..., N.
for r=0,1,...

(1) Policy evaluation: iteratively resolving the matrix H; for the r + 1 time according to (44),
ZXt+T)H; Z;(t + T) ()
= ZTOHZi() — [T (67 Quid + uf Risui + 5 en, uF Rijug — vl Tiaws =72 ey, wF Tigw; ) dt.

2) Policy iteration: updating the r» 4+ 1 time production rate u"*! and the uncertain demand w’ ! with the obtained
y g i i
matrix H;, Vi=1,2,..., N,

1 —1 1 —1 1
u?+ :_HuiuiHui&igiv w:+ :_Hwiwinitsi(Siv '7T+ =9"+¢o. (48)
r+1
H;"" - H;

until ‘ < g0 (€0, €0 are the given constants).

end

I3l 7154, S — 07T, BT AR IREN 1) Q-learning BVEBLTE, H IR 2 A 7145 B A2 Bl & M
ENAS RIS, a0 STk [47) AR PR fR e I 8 GBI BN R REAR I Q BRI, HIHATHP 2 4 oRIE 1D
Pt s, (ERX AT B AN AT i S BOE T IR 22, NS HI TR TR AT E V. A SOR R R
R 5 SR E ST BRI S Q-learning SLIFORAFAZ ORI, A3 RCHhIRE Tt 22 I 28 38 0 H R IR IR ZE .

4 HBHURE

AT A A AR P R AR P B R EE D981, R A7 3 SR AR B0 UE AR S AR B B AT M S A A

PO AR I R A R AL BE L 8 e AR 0, AR R R

(1) BMFRALEE. Mt IR A S 2h (R ER A M), K (T 2R
), TP, 751 % P BE S5 J5 520 BT T IR oy, 75 BN TR MR, 6 FH (0 77 V5 2 s L
FURK, A KRS, M, T SR O0iE Tk R, B0 DA TR A EE A, AT U R K i I
FIBR 2.

(2) ERJEZB. I R R R A TR R 2R, AR B, RN TE 2R
B LA 2 068 000 BGBh ra YO B AN R e (BRI Ay, X eyl I &, s in sl fg BA= i g =U
7, AR o 2 JE Sin T A5 B r okt DRk, 980 728 0 SO RO IR I — o . BLFE 3 AN
i I ER K, B 78T, DR AR T, RO S B RN NI A R B R R, B A
Ao JETHT S S W VR, DLRVRIMEE.

PAHA VR AR P2 BEREEE 1) 4 AR AV E RIS 5, 2 B8RS Al 0 2 A 2 A PR B 4
FIREALL, AR RR 4 2678, Wl 2 Fos. % 4 K TFREMPA B~ RENIVIG FEAA = (A T
W) 3508 21 = [0.3,0.2]T, 25 = [0.7,0.5], 25 = [0.6,0.7]T, x4 = [0.8,0.55]T. AU FT % FH F 535
(A 8, FEAn P 3 B I 28 it B R EiH s 2 BB 00, FHEE — 2% 8% 200 R 73 58 2 A7 504 T
Rk 50 RIEZRSE, BRE 4(a) F1 (b) FlionZELE RTINS R

TN TH B R VR AR A S R G AT AR T AME BT DA IR R G ATIRES — BUH A R ] A #E
N Al B AR AR R I S AR Q-learning BVE SR AR B /N PR R UL B fe KA SE 7 3K, 3E—
WA T HEM AL S R ER R ZE RS M 2R, Wl 5~8 Frow. JI6TIE AR 5 A ME 15 it (1A 2, A
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Figure 2 (Color online) Diagram of gasoline production process
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Figure 4 Forecast inventories of the crude oil pretreatment process (a) and the atmospheric and vacuum distillation
process (b)
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Figure 5 Inventory status curves of the crude oil pretreatment process before (a) and after (b) the proposed change
control method
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Figure 6 Inventory tracking error curves of the crude oil pretreatment process before (a) and after (b) the proposed
change control method
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Figure 7 Inventory status curves of the atmospheric and vacuum distillation process before (a) and after (b) the proposed
change control method

f=]
N
=
IS

o
)

S
o
T
=
8

(=]

Inventory tracking error level (thousand tons)
Inventory tracking error level (thousand tons)

20 30 40 50
Time (days) Time (days)
B8 TEH] (a) MTER (b) ERERBIREFRIRET ML

Figure 8 Inventory tracking error curves of the atmospheric and vacuum distillation process before (a) and after (b) the
proposed change control method
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Table 1 Comparison of indicators before and after the proposed change control method

Index (under cyber-attacks) Before design After design
Delivery time ¢ 00 19
Average tracking error of inventory level n(t) 0.042164 0.017594
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Abstract A product and supply chain synchronous evolution system (PSCSES) is a kind of complex distributed
cyber-physical system (CPS), which contains several unmodeled dynamics and uncertainties, and the system struc-
ture and parameters are vulnerable to changes due to drastic demand fluctuations and unexpected network events.
Thus, a product design change is an important way to maintain the stability of the synchronous evolution system
to meet customers’ demands and ensure economic efficiency. In this paper, the emergency change control problem
of a distributed CPS-based PSCSES under DoS attacks is studied. First, an emergency change compensation
mechanism in which a predictor based on recurrent neural networks is proposed to compensate for the lost inven-
tory data caused by cyber-attacks. Second, the Ho consensus control problem is transformed into a multiplayer
zero-sum graph game using game theory, and a Q-learning-based Ho consensus control protocol is designed, such
that sufficient conditions that guarantee the consensus of the system can be derived. The bullwhip effects caused
by the customers’ demand and design change are analyzed thereby. Third, using the strategy iteration algorithm,
the online solution is resolved for the controller design under the unknown model. Finally, the effectiveness of the
proposed method is verified through the simulation of a collaborative production supply chain.

Keywords cyber-attacks, data-driven, supply chain, change control design, multi-agent
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